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ON-LINE PAYMENT TRANSACTIONS 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

This application claims priority to U.S. Application Ser. 
No. 60/887,108, filed on Jan. 29, 2007, and entitled On-Line 
Payment Transactions, the contents of which are hereby 
incorporated by reference. 

TECHNICAL FIELD 

This document discusses systems and methods for provid 
ing interaction with users of an on-line payment system. 

BACKGROUND 

Every year, sales at on-line retailers Surpass the totals of the 
year before. Computer users have become more and more 
comfortable reviewing products on the internet and having 
them delivered via mail order. Often, such purchases are paid 
for using credit cards. Such an approach may be convenient, 
Such as when buying a large item from an established retailer. 
Other transactions lend themselves more toward on-line pay 
ment processing systems (which themselves may obtain 
information through credit card companies or by other 
mechanisms). For example, person-to-person transactions 
may be paid for through open payment systems such as 
GOOGLE CHECKOUT or PAYPAL, such as when the per 
son providing the product or service (the merchant or vendor) 
does not accept credit cards. Other types of purchases may 
also be carried out using such payment systems. 

Small vendors. Such as individuals, may have a need for 
Such payment systems, such as when they cannot afford pro 
cessing fees associated with other payment systems, cannot 
accept the risk of certain payment systems, or do not want to 
undertake complicated registration processes for other pay 
ment systems. For example, a seller of movie memorabilia 
may register with one of the on-line payment processing 
systems and may have others send them money for each sale. 
Such a user may also develop a web page that permits users to 
click on items to select, and that carries out an ordering and 
payment process for Such users. 

However, such an approach is often much less fulfilling for 
the user and the vendor than is a similar system offered by a 
major on-line store. For example, purchases from an inte 
grated on-line store may appear seamless to the user, with a 
common user interface throughout the shopping and purchas 
ing processes. In contrast, use of a general payment system 
(i.e., a system that is open to various vendors who register 
with the system, Such as by providing an account identifier for 
the deposit of finds from making sales) may not be so Smooth. 
For example, when a user selects an item, they may be 
directed away from the vendors web page and to a web page 
associated with the payment system—a page that may be very 
different from the vendor's page, which will cause disruption 
to the user's actions, with a transition that looks less-than 
professional. In addition, a Vendor may have to spend exten 
sive time coding a page with all sorts of special controls, and 
may even have to hire a programmer to develop the page in 
order to interact with Such a payment system. 

SUMMARY 

This document describes systems and methods that may be 
employed to provide shoppers with mechanisms for tracking 
items they would like to purchase, and for which they need to 
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2 
pay. The techniques described here may permit relatively 
unsophisticated web page developers to integrate their web 
pages with an on-line payment system. For example, com 
puter code may be generated for a vendor by a central system, 
where the code in turn generates a control on the vendor's 
web page that shoppers may select to have a purchase trans 
action executed by a payment system associated with the 
central system. As one example, an item listed on the vendor's 
page may be placed in a shopper's shopping cart with a 
system such as GOOGLE CHECKOUT. The occurrence of 
the transaction may also be reflected on the shopper's display 
without a need to redirect the shopper to a separate page 
associated with the central system. 

Such techniques may, in certain implementations, provide 
one or more advantages. For example, they may permit a 
more seamless and professional shopping experience for 
shoppers by placing shopping cart information on or over the 
pages of Vendors. Such an approach may look more like 
familiar shopping processes from integrated retailers, than it 
does like a pieced-together system. Such an approach may 
also allow for seamless operation from relatively unsophisti 
cated vendors, thereby enabling many more Small companies 
and individuals to provide rich shopping experiences. In addi 
tion, the techniques benefit shoppers because the shoppers 
can be provided better options for buying goods and services, 
including through a single point of payment that increases 
simplicity and security. 

In one implementation, a computer-implemented method 
is disclosed. The method includes generating, on a user ter 
minal, a merchant web site associated with a merchant with 
code for a merchant web page, transmitting a product selec 
tion request for the user to a remote open payment system that 
is separate from the merchant, and displaying purchase infor 
mation responsive to the product selection request using the 
code for the merchant web page. The purchase information 
can include quantity and price information for items selected 
for purchase by a user of the user terminal. Also, the code for 
the merchant web page can include buy button code generated 
by a service associated with the remote open payment system. 
The product selection request can include a merchant identi 
fier and a customer identifier, and the customer identifier can 
include an anonymous identifier. In addition, the method may 
also include associating the anonymous identifier with a user 
ID when the user logs into the open payment system on the 
user terminal. 

In certain aspects, the method may further include receiv 
ing from the remote open payment system information asso 
ciated with a shopping cart. Transmitting the product selec 
tion request and receiving information associated with a 
shopping cart can, in Such circumstances, comprise asynchro 
nous JavaScript and XML messaging. In addition, displaying 
the purchase information can comprise displaying shopping 
cart information in a common content area with the merchant 
web site, and the shopping cart information can be displayed 
in a floating pane over the merchant web site. In some imple 
mentations. displaying the shopping cart information 
includes displaying a shopping cart total that includes ship 
ping and tax charges. Also, displaying the purchase informa 
tion can include displaying an iframe in a common content 
area with the merchant web site. 

In other aspects, the method may further comprise hiding 
the purchase information until other purchase information is 
received from the open payment system. In addition, the 
product selection request can be associated with a Sunset 
period during which a selected product to be purchased will 
be available at a quoted price. In other implementations, the 
purchase information request includes a check value for veri 
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fying that code for the merchant web page associated with the 
purchase information request has not been tampered with. In 
certain situations, the merchant does not obtain private pay 
ment information for the user. Also, the product selection 
request can be generated by a client-side scripting reference, 
and the purchase information can be displayed without a 
browser refresh. The method may also include receiving a 
transaction closing selection on the user terminal and redi 
recting the user terminal to a web page generated by the open 
payment system. Such a web page generated by the open 
payment system can include shipping and tax information 
computed by the open payment system. 

In another implementation, a computer-implemented 
method is disclosed. The method includes receiving at an 
open payment system a request from a remote device to select 
an item for purchase on a third-party vendorpage, associating 
the received request with a vendor of the item, and transmit 
ting to the remote device, in response to the request, data for 
displaying selected item information to a user of the remote 
device on the third-party merchant page without a browser 
window refresh. The received request can include a vendor 
identifier and a user identifier, and the user identifier can 
include data from a cookie. The method may further include 
associating a purchase transaction relating to the received 
request with the cookie, and also receiving a log in from a user 
of the remote device and associating a user ID for the user 
with the purchase transaction. Moreover, the received request 
can be generated by the selection of a product selection con 
trol on the merchant page, and the method may also include 
receiving parameters for an item to be offered for sale on the 
merchant page, and providing mark-up code for incorpora 
tion in the merchant page for generating the product selection 
control. 

In some aspects, the method further includes receiving a 
second request to select a second item for purchase, associ 
ating the received request with a vendor of the second item, 
and transmitting to the remote device data for displaying 
information relating to the selected item and the second 
selected item. Also, the selected item of the method can be 
associated with a different vendor than the second selected 
item. Also, the method may additional include receiving at the 
open payment system a checkout request, and generating in 
response, data for displaying a group of items previously 
selected for purchase on the remote device. The method may 
also include receiving a checkout confirmation request and 
modifying accounts associated with the vendor and the 
remote device to reflect purchases submitted by a user of the 
remote device on the web page. 

In yet another implementations, a payment system is dis 
closed. The system includes a web browser configured to 
display mark-up code, and memory storing mark-up code 
including code for generating a merchant web page, code for 
generating on the merchant webpagea buy control associated 
with an open payment system, and code for causing, in a 
common content area with the merchant web page, a display 
of shopping cart information for a visitor to the merchant web 
site. The display of shopping cart information is coded to 
appear in an iframe in Some implementations, and the system 
may further include code for receiving from a remote server 
and asynchronously updating data relating to items associ 
ated with the buy control. In addition, the code for causing a 
display of shopping cart information can include code point 
ing to JavaScript code. 

In another implementation, a payment system is disclosed 
and comprises an interface to receive requests generated by 
selection of purchasing controls in remotely operated web 
pages, a database storing information about pending shop 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

4 
ping carts associated with user accounts, and a transaction 
module configured to receive purchase requests generated by 
remote selection of purchase controls and to transmit infor 
mation reflecting information about a pending shopping cart 
in a format for display in a common display area with one of 
the remotely operated web pages. The transaction module is, 
in some examples, further configured to change an inventory 
amount for a vendor associated with the one of the remotely 
operated web pages. In addition, the system can further com 
prise a transaction processor to compare the received requests 
to a security code to Verify that the Supplied parameters have 
not been tampered with, and the transaction module can be 
further configured to effect changes in account balances for a 
Vendor associated with, and a shopper using, the one of the 
remotely operated web pages. 

In some aspects, the system also includes an HTML gen 
erator configured to receive parameters relating to an item 
offered for sale and to generate HTML code pointing to an 
open payment system for Submitting information about the 
item offered for sale to the open payment system. The HTML 
generator may provide one or more forms for entry of param 
eters and receive the parameters associated with the provided 
forms. In addition, the HTML generator can combine the 
received parameters with one or more HTML templates asso 
ciated with the one or more forms. 

In yet another implementation, a payment system is dis 
closed. The system comprises an interface to receive requests 
generated by selection of purchasing controls in remotely 
operated web page, a database storing information about 
pending shopping carts associated with user accounts, and 
means for generating web browser displayable content for a 
shopping cart in response to receipt of a purchase command 
from selection of a purchasing control. 

In another implementation, a computer-implemented 
method includes receiving a request from a client device over 
a network, and serving to the client device a merchant 
webpage that includes code for producing a display of prod 
ucts selected for purchase by a user of the client device in a 
common content area with the merchant web page. The mer 
chant web page may further include a selectable control that 
causes a request to be sent to an open payment system to add 
an item from the merchant web page to a pending list of items 
for a visitor to the merchant web page. In addition, the method 
may further include Submitting parameters to the open pay 
ment system relating to an item for sale, and receiving in 
return code for generating the selectable control. 
The details of one or more embodiments are set forth in the 

accompanying drawings and the description below. Other 
features, objects, and advantages will be apparent from the 
description and drawings, and from the claims. 

DESCRIPTION OF DRAWINGS 

FIG. 1 shows a graphical conceptual flow diagram of a 
process for obtaining payment for a purchased item. 

FIGS. 1A-1E show example screen shots associated with 
the conceptual flow diagram of FIG. 1. 

FIG. 2 is a conceptual flow diagram of a payment process 
ing System. 

FIG. 3 shows block diagram of an example payment pro 
cessing system. 

FIG. 4 shows an example screen shot for obtaining web 
code but a purchasing button. 

FIG. 5A is a flow chart of a process for providing a vendor 
with purchasing code. 

FIG. 5B is a flow chart of a process for providing a vendor 
with purchasing code. 
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FIG. 6A is a flow chart showing the processing of an 
on-line payment transaction. 

FIG. 6B is a flow chart of a process for buying from an 
independent vendor. 

FIG. 7 is a swim lane diagram showing the provision of 5 
web page code to an independent vendor. 

FIG. 8A is a Swim lane diagram of a process for processing 
a purchase from an independent vendor. 

FIG. 8B is a Swim lane diagram of a process for processing 
a purchase from an independent vendor. 

FIG.9 shows an example of a generic computer device and 
a generic mobile computer device. 

Like reference symbols in the various drawings indicate 
like elements. 

DETAILED DESCRIPTION 

FIG. 1 shows a graphical conceptual flow diagram of a 
process for obtaining payment for a purchased item. FIGS. 
1A-1E show example screen shots associated with the con 
ceptual flow diagram of FIG. 1. The process shows an 
example for user interaction with an on-line payment system, 
such as GOOGLE CHECKOUT, involving purchasing a 
piece of jewelry from a web site operated by a small-scale 
jewelry maker—such as an individual who has a day job but 
makes and sells jewelry on the side. In general, the process 
and the screen shots illustrate the steps a purchaser would 
take, and the screens the purchaser would see, when buying 
several pieces of jewelry. Of particular interest, the various 
components of an on-line payment system are visually inte 
grated with the vendor's own web site so that the purchaser 
can see the progress of their shopping as they go along, much 
as they would in an integrated purchasing environment, 
where the vendor itself takes care of payment processing. 
By this example process, the system may, in appropriate 

circumstances, be able to avoid taking a purchaser on a 
“round trip to the payment processors web page and back to 
the vendor's page, or opening another window or tab in a 
browser in many situations. In general. Such a new window 
would likely have a different interface than does the web site 
of the vendor, and could thus be confusing to the purchaser, or 
at least take away from the immersive aspect of the shopping 
transaction that is more readily available when one company 
handles both the merchandise and payment processing. 

Display 102 shows a general page from a vendors web 
site. The display 102, for a vendor called Garnish Jewelry, 
shows a number of high-quality, handcrafted jewelry pieces 
(see FIG. 1A). In the example, the vendor is an individual who 
works full-time at another job and is very intelligent but has 
limited computer skills. She enjoys crafting jewelry and shar 
ing her work with others, but she does not have the time to 
learn how to set up a full-blown e-commerce site, and she 
certainly does not have the money to do so. At the same time, 
she wishes, as much as possible, to give shoppers on her site 
the feel that they are using a full-blown e-commerce site. 

Display 104 shows a screen from the purchaser selecting 
one of the pieces of jewelry—a pair or earrings with silver 
chains—from display 102. General web page content is 
shown in the display 104, with navigational menu controls in 
the form of selectable hyperlinks to the left, an image of the 
product for sale, a description of the product, and a price for 
the product (see FIG. 1B). In addition, display 104 shows a 
selectable control in the form of an “add to cart' button 105 
that a purchaser may select to purchase a unit of the product— 
here a pair of earrings. 
As explained in more detail below, the button 105 is gen 

erated using JavaScript (or, e.g., JScript or VBScript) associ 
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6 
ated with the vendor's underlying web page that generates 
display 104. That Javascript code may be generated by the 
Vendor or an agent of the vendor, or may be obtained from a 
payment processor such as the GOOGLE CHECKOUT ser 
vice. The JavaScript may be stored by the payment processor 
and referenced by code on the vendor web site, such as the 
following example code: 

<script 
type="text.javascript' 
src="https://www.mycheckout.com/shoppingcart.js?sellerId=8675309'> 

<scripts 
<span id="mycheckout status bar’s span> 
<script type="text.javascript 

src="https://www.cmyheckout.com/shoppingcart.js?sellerId=8675309'> 
<scripts 
<span id="mycheckout status bar’s span> 

Selection of the button 105 may cause an HTTP request, in 
the form of an XMLHttpRequest (XHR), to be made of pay 
ment server 114, as indicated by Arrow A. In the example, 
selection of the button 105 may affect the following example 
mark-up code: 

A hash code can be passed from the selection on the ven 
dor's page to the payment server 114. This hash code may 
have been generated when the underlying mark-up code for 
the “add to cart' button 105 was generated, and may represent 
ahash function applied to that mark-up code. For example, as 
described in more detail below, a service associated with the 
payment server 114 may generate both the mark-up code and 
a corresponding hash code. The hash code may then be 
checked by the payment server 114 in a conventional manner 
to ensure that the mark-up code has not been changed since it 
was provided by the system, such as by a purchaser attempt 
ing to lower the price for a good so that they can avoid paying 
full price. Sensitive information may also be verified by tech 
niques such as storing prices (or ranges of permissible prices) 
at the payment server 114, and using those prices for a trans 
action or as a check on a transaction. 
The payment server 114 may then parse the HTTP request 

to obtain an identifier for the purchaser, and also to identify 
the vendor and relevant payment parameters. The identity of 
the purchaser may be determined, in one implementation, 
from a session ID. The purchaser may be positively identified, 
for example, if the purchaser has previously logged into a 
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system associated with the payment sever 114 (such as 
through a general GOOGLE log in) or using a cookie. The 
purchaser may also be identified by their device without 
immediate identification of the purchaser, Such as by a session 
ID that can later be associated with a user ID in the system 
when the purchaser logs into the payment processing system. 

In addition, where the vendor stores information relating to 
the vendors inventory using a system associated with pay 
ment server 114, such as GOOGLE BASE, the payment 
server 114 can also check such a database for availability of 
the selected goods. The payment server 114 may also place a 
“hold' flag on the goods in the inventory database, or conduct 
others steps, so that another purchaser does not buy the last of 
the inventory while the first purchaser is finishing his or her 
shopping. 
When the purchaser and vendor have been identified and 

the balance of the purchaser's shopping cart incremented, the 
changes may be passed back to the client device of the pur 
chaser, as shown by Arrow B. The transmission of informa 
tion may occur, for example, by XML transmission formatted 
in a manner compatible with the code running on the client 
device. As one example, the payment server may pass infor 
mation reflecting a description of the selected item(s), their 
quantity, their price, and a total price of goods in the purchas 
er's shopping cart. 

Display 106 shows the result of a user's selection of button 
105 (see FIG. 1C). Specifically, a shopping cart object shown 
as a graphical element such as an iframe 116 has been created 
on display 106. The iframe 116 is generated using the infor 
mation received from the payment server 114. Such genera 
tion of the iframe 116 may occur asynchronously with the 
receipt of information from payment server 114. Example 
code for generating the window for the iframe may take the 
form of 

<html> <head> <link media="screen 
href="https://checkout.google.com/files popupwidget.css 
type="texticss' rel="stylesheet' <script type="text.javascript"><!-- 

function PCPW getObi (doc.name) { 
if (doc.getBlementById) { 

return doc.getFlementById(name); 
else if (doc.all) { 
return doc.all name: 
else if (doc.layers) { 
return doc.layers name: 

function PCPW updateStatusBar() { 
ward: 
if (window.parent.gcheckout cart) { 

d = window.parent.gcheckout cart.document; 
else { 
d = window.parent.framesgcheckout cart.document; 

PCPW getObj(d, “items in cart').innerHTML = 1 item in 
cart 

PCPW getObj(d, “total price2).inner HTML = “ ($50.00): 

PCPW updateStatusBar(); 
ff--> <script </head> 
<body style="background-color:transparent:- 

<div id="widget open's 
<table cellpadding="0" cellspacing="O' class="tbord's 

<tr><td colspan="2" id="update'> 
<table cellpadding="O cellspacing="0"> 

<tric 
<t- 

<div id="update bgc Your item has been added. 
<div> 

<?t 
<td id="close token'>&nbsp:</td 
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8 
-continued 

<Arc 
<?table> 

<Atc -?tric 
<tr> <td colspan="2" id="item details's 

<table cellpadding="O cellspacing="0"> 
<trs <td colspan="2" id="item name'> turquoise with 
silver chain </td <?tro 
<trs <td colspan="2" id="item desc'> A single 
turquoise briolette is surro... </td <trs 
<tr class="pb'> 

<td width="25%;"> Oty: 1 </tdp 
<td id="item price'> $50.00 </td> 

<?tric 
<table></td <?tro 
<trs <td class="pls-Items: <span id="num items2'> 1 
<span></td 

<td class="pro-Subtotal: <span id="total price1"> 
$50.00 </span></td><?tr> <tr> <td class="pls </tdd 

<td <form 
action="https://checkout.google.com/cws/v2/Merchant?40722 
2244214841/checkoutPending method=“POST 
target=" top'> 

<input src=https://checkout.google.com/img/gcb2.gif 
alt="checkout' type="image' id="gcb img 
onclick="this..form.submit();"> 

</form </tdd <?tro <table></div></body></html> 

Various options are available to a purchaser viewing dis 
play 106. For example, the purchaser may select another pair 
of earrings by selecting the “add to cart' button 105 again. 
Such an action will repeat the transmission of an XMLHt 
tpRequest command to the payment server 114, with the 
payment server 114 Subsequently adding the total for another 
pair of earrings to the purchaser's shopping cart total, and 
returning XML or other data to cause the code operating on 
the purchaser's client to update the shopping cartiframe 116. 
The purchaser may also choose to go to a checkout to pay or 
otherwise edit entries in their shopping cart, by selecting the 
“proceed to checkout” control button 116. Such a selection 
may finally take the purchaser away from the vendors under 
lying page, and to the payment processor's page (although the 
checkout may also be performed in the same content window 
of a browser as the vendors web site, by mechanisms similar 
to those described above). This option is described in more 
detail with respect to FIG. 1E. 
At display 108 and display 110 (FIG. 1D), the purchaser 

navigates to another page on the vendors web site to look at 
more jewelry. Although display 108 does not show a shopping 
cartiframe, the shopping cart object may also be programmed 
to persist as the user navigates to more purchases. In this 
example, the absence of visibility of the shopping cartiframe 
permits a purchaser to more readily see content that may 
appear on the vendor's site. The purchaser may bring the 
iframe back whenever he or she selects additional items to 
add to his or her cart. The iframe may then be set to disappear 
after the user navigates to another page or after a set period of 
time has elapsed without the user selecting the iframe 116. 
Alternatively, the iframe 116 may be reduced in size, such as 
to a title bar or a small icon, that the user may select to cause 
the iframe 116 to expand to full size. 
The iframe 116 may also persist in the display area of the 

Vendor's page and disappear after a period of time (but remain 
persistent), and reappear later, such as only after it has been 
updated with new information. Such an action may prevent a 
user from seeing changes taking place in the window when 
they are made, so as to make the operation appear more 
seamless to the user. 
As shown in display 110, the iframe 116 has been updated 

to be shown as iframe 120 (see FIG. 1D). While the shopping 
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cart was shown in iframe 116 to contain 3 items for S135, it 
now contains 4 items for S200 in iframe 120, indicating that 
the purchaser selected the ruby and Peruvian opal bracelet for 
purchase. In doing so, the purchaser caused an HTTP request 
in the form of an XMLHttpRequest to be sent to the payment 
server 114, which then added the bracelet to the purchaser's 
shopping cart. The payment server 114 then returned infor 
mation, such as in XML format, which was received by the 
purchaser's client device and caused to be displayed as part of 
the shopping cart iframe 120 on display 110, as indicated by 
Arrow C. Further selections by the purchaser of other items 
will cause similaractions, with the result being added items in 
the purchaser's pending shopping cart. 

At display 112, the user/purchaser has selected a “proceed 
to checkout” button, and is redirected to a web page operated 
by the payment server 114. Togenerate this page, the payment 
server 114 may check its database fields that have been 
updated through the purchaser's selection of "add to cart' 
buttons. At this point, the interaction with the user may occur 
according to conventional mechanisms to permit closing out 
of the transaction. For example, the user may be shown a list 
of items and their prices 122 that have been selected by the 
user. The user may then select items to delete or may increase 
or otherwise change the quantities of items. Such changes 
will be reflected in associated databases managed by the 
payment processor. The user may also be permitted to select 
a payment method, such as through a GOOGLE CHECK 
OUT account or a debit or credit card or other payment 
mechanism 124. The payment server 114 may also store a 
preferred payment method for the user and use that method 
(or present it as a default) if the user does not select another. 
Finally, the user may confirm that the displayed information 
is accurate and may cause a closing of the transaction by 
selecting checkout button 120. 
The payment server 114 may also prepare the order for 

immediate payment and closing if the identity of the user is 
known. If such identity is not known, the server 114 may 
provide an opportunity for the user to log in or otherwise 
authenticate and identify themselves. When such authentica 
tion takes place, a shopping cart that was previously associ 
ated with a session ID or similar identifier may be associated 
with the user ID of the authenticated user. 

The payment server 114 may also compute parameters 
Such as tax and shipping/handling. To do the former, the 
payment server 114 may analyze information about the pur 
chaser and about the vendor (e.g., whether the two are in the 
same state or not, or whether the purchaser's shipping address 
is in a state having an applicable sales tax). For the latter, the 
payment server 114 may obtain information from the vendor 
about costs for shipping and handling; in certain implemen 
tations, the vendor may point the payment server 114 to a 
standard shipping table Such as that maintained by public 
shipping companies like UPS or FEDERAL EXPRESS. 
When the purchaser chooses to complete the purchase, 

their account is debited by the payment server 114 in an 
amount equal to the price of all the goods in the shopping cart 
plus tax, shipping/handling, and other costs. Such as a trans 
action charge for the payment processor. In a like manner, an 
account for the vendor may be credited, and the creditor may 
be notified of the transaction, with shipping information for 
the purchaser. The vendor may have previously selected a 
preferred method for being informed of transactions, such as 
by e-mail for a small vendor and via XML messaging or 
updating of a database that is accessible to the vendor (e.g., as 
stored in GOOGLE BASE). In addition, the vendor and pur 
chaser, in registering with the system, may have agreed to be 
contractually bound to make agreed-upon payments and/or 
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10 
deliveries of goods, so as to help ensure that transactions will 
be carried out successfully. The vendor may receive informa 
tion Such as the identity and quantity of goods sold, the 
amount of the transaction, and a shipping address for the 
purchaser so that the vendor can ship the goods. 

FIG. 2 is a conceptual flow diagram of a payment process 
ing system 200. The system 200 can be used, for example, to 
implement the process shown in FIGS. 1 to 1E. In general, the 
system 200 includes various computers 202-208 (which may 
each be a single computer or a group of many computers such 
as an entire server farm or data center) that can communicate 
through a network such as the internet 210. The computers 
include a seller system 202, such as that operated by a vendor 
who sets up and operates an on-line ecommerce web site. 
The seller system 202 may create a web page and, as shown 

by Arrow A, register the seller with a payment server 204 such 
as payment server 114. The seller may identify himself or 
herself, and may open an account into which payments from 
buyers may be placed. In addition, the seller may optionally 
also open and populate an inventory database for goods to be 
offered for sale by the seller. The seller in particular may 
identify names and descriptions for items to be sold (which 
may include goods or services), along with prices for the 
items. 
As part of the registration process or at a later time, the 

payment server 204 may generate and provide mark-up code 
to the seller (Arrow A) so that the seller can cut-and-paste the 
code into the seller's web page. The mark-up code may 
include HTML, XHTML code, or other forms of code for 
producing the display of a purchasing control. Such as an “add 
to cart” button that causes payment server 204 to record that 
a visitor to the web site wants to add a particular item asso 
ciated with the control to his or her cart. 
As shown by Arrow B, the seller system 202 may then 

upload the completed web page to a web page server 208, 
which may be, for example, a server or servers at an internet 
service provider (ISP) with which the seller has a relation 
ship, or may also be a server or servers owned and operated by 
the seller. 
At a later time, a user of a consumer system 206 may 

navigate to the sellers web page, such as by entering a search 
term for “hand-made jewelry' (which would be routed 
through a search server, not shown), and selecting a link for 
the relevant site from the provided search results. The user 
may navigate through the jewelry site and be provided with 
various web pages for the site, as shown by Arrow C. 
At some point during this browsing process, the user sees 

Something he or she likes, and clicks on a control to add the 
item to his or her shopping cart. The control may be, for 
example, one of the controls generated by code provided by 
the payment server 204 via Arrow A. Selection of the control 
may direct the user's browser to obtain information from 
payment server 204 relating to a shopping cart to be associ 
ated with the consumer system 204. For example, as shown by 
Arrow D, the user may transmit information identifying their 
system and the control, and the payment server 204 may use 
the information to determine the identity of the vendor, the 
item selected, and the amount of the item, so as to update a 
shopping cart for the consumer system 206. Alternatively, the 
information sent by the consumer system 206 may include 
information identifying the vendor and the item and price, or 
the payment server 204 may acquire Such information from 
the web page server 208 or another source using identifying 
information submitted from the consumer system 206. 
Once the payment server 204 has updated a shopping cart 

for the consumer System 206 in its own records, it may pass 
information reflecting the updated shopping cart back to the 
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consumer System 206 (e.g., number of items in the cart and 
total dollar value of items in the cart), such as via XML 
messaging, so that the consumer System 206 can display the 
cart to the user. The transmission of the information may 
occur in a manner other than generating an entirely new web 
page for the consumer System 206, so that the user need not 
have a new and separate browser window opened or have their 
browser redirected to a site associated with the payment 
server 204. The display of the new information may occur in 
the same window or tab as the web page. Such as by using an 
iframe or other similar structure. In general, the interaction 
with the payment server 204 may occur in the background, 
unnoticed by the user. 

Further interaction between consumer system 206 and pay 
ment server 204 may occur in a similar manner or via redi 
rection of an entire browser pane to the payment server 204. 
For example, the user may continue to browse the vendor web 
page for additional items (as indicated by Arrow C) and may 
have those items added to a shopping cart in a similar manner. 
In addition, the user may browse to other vendor web sites and 
may add items from those sites to their cart in a similar 
manner (e.g., by selecting controls that those other vendors 
have obtained from payment server 204, and that allow pay 
ment server 204 to identify the particular items to be sold and 
the vendors of the items). Additional activity may occur via 
redirection, such as if the user chooses to checkout and pur 
chase all the items in their cart, as described above, and Such 
action will involve additional transmissions as indicated by 
Arrow D. 

FIG. 3 shows a block diagram of an example payment 
processing system 308. In general, the system 308 contains 
components to interact with developers of web pages and 
visitors to those web pages in a larger e-commerce system 
300 so as to permit the inclusion of shopping controls on the 
web pages and selection of those controls to update shopping 
cart information for the web sites. Other information in addi 
tion to shopping cart information may also be provided in a 
like manner. 
The payment processing system 308 is shown in the 

example to communicate with a client 304, which may rep 
resent a consumer browsing the web to purchase items, and a 
server 302, which may represent a web server providing 
access to one or more web sites that are offering goods or 
services for sale. The server 302 and client 304 communicate 
with each other and with the payment processing system 308 
via a network such as the internet 306. 
The payment processing system 308 communicates with 

the outside world using an interface 310, which may take the 
form of one or more web servers and other such hardware, or 
may take other appropriate forms. For illustration, two main 
components are shown in payment processing system 308— 
an HTML generator 312 and a transaction module 314. The 
HTML generator, in this example, is configured to receive 
parameters regarding items to be sold by Vendors and to 
generate code, such as HTML or XHTML, for the vendors to 
include in their web pages, to generate controls for making 
ordering and selection of the items easier for visitors to the 
sites. The transaction module 314 receives requests from 
users who are seeking to buy items, such as by the users 
selection of controls generated by the HTML generator 312, 
updates databases with information to reflect Such transac 
tions, and provides information back to vendor sites to permit 
information about the transactions and other transactions to 
be reflected at the vendor sites. 

The HTML generator 312 includes a number of structures 
for receiving from web developers parameters for web shop 
ping controls and for generating HTML or other code that will 
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12 
produce such controls for the web developer. Request proces 
sor 316 receives communications from web developers 
through interface 310, and makes determinations about the 
actions to be taken on the requests. For example, request 
processor may receive an HTTP request to obtain mark-up 
language code for a web page, and may access forms module 
320 to serve a form to the requester. The form may include 
areas in which the requester can provide information about an 
item the requester hopes to offer for sale. Such as a description 
and price for the item. The requester may enter Such param 
eters into the delivered form, and may submit the parameters 
back to payment processing system 308. 
HTML generator 312 may then store the parameters in 

parameters module 322, and may access generic HTML code 
from templates module 324. By combining the template 
information with the Supplied parameters in a conventional 
manner, the HTML generator 312 may produce mark-up code 
for the user that the user can employ to provide payment 
processing services on their web site. Such information may 
beformatted and provided to the user via response formatter 
318. Response formatter 318 may deliver information in vari 
ous manner, including by HTML displayed on a wen page 
shown to the requester in which a box is filled with the code 
(see FIG. 4), so that the requester can cut-and-paste the code 
into their web page. 

With the code generated, HTML generator 312 may also 
performahash function on the provided code to generate hash 
Sums for later comparison with Submission by visitors to the 
web page. Specifically, the code itself may be hashed to 
generate a hash Sum (e.g., an integrity check value, or ICV), 
and later Submissions from the page may be compared to the 
hash sums to verify that the integrity of the code has not been 
compromised. Hash Sums may be stored for various controls 
in a hash Sums database 326, which may be accessed later as 
described below. Any appropriate hash algorithm may be 
used in generating hash Sums for the system 300. 

With the Vendor web page complete and posted, prospec 
tive purchasers may visit the page and decide to click on a 
control, such as an “add to cart' control, added by the HTML 
generator 312. Such selections will cause a message such as 
an HTTP request to be provided to request processor 334 in 
transaction module 314. The message may include an iden 
tifier for the user's device, and by extension, an identifier for 
the user, and may also include one or more other identifiers 
that permit identification of an item to add to a cart associated 
with the user, and an identity of the vendor. Buyer/merchant 
resolver 340 may use identifiers in the received information to 
determine the buyer and the merchant for a transaction, Such 
as by performing look-ups in merchant accounts database 330 
and buyer accounts database 332. The databases 330, 332 
may store various information about buyers and merchants, 
Such as address and other contact information, accounts infor 
mation, and other conventional information needed to carry 
out transactions with Such parties. The buyer/merchant 
resolver 340 may then identify and store a buyer/merchant 
pair that uniquely identifies the particular transaction being 
built by the buyer. Subsequent transactions, such as adding 
additional merchandise to a shopping cart, may also be 
addressed to records identified by this buyer/merchant pair. 

With the buyer/merchant pair resolved, transaction proces 
Sor 342 may open a new shopping cart for the pair, and may 
populate the cart with information associated with the 
selected control. A pending shopping cart table (stored, e.g., 
in pending carts database 344) that tracks the transaction may 
include fields for a ConsumerID, a MerchantID, an Anony 
mousID, and a CartID, where each field represents an iden 
tifier, respectively, for the user purchasing items (e.g., an 
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overall identifier for the user in a system such as the Google 
system), the vendor that created the web page, a user who has 
not yet been identified, and unique cart. Generally, an entry 
would either have a UserID or an AnonymousID. 
A pending item table may also be stored (e.g., in pending 

items database 346), and may have a child-parent relationship 
with the pending shopping cart table. The pending item table 
may include fields for a textual item name, a textual item 
description, private item data for a merchant that is not avail 
able to buyers, and a quantity (e.g., a quoted price applies to 
a pair of shows rather than a single shoe). 
A cart generator 336 is a structure that that receives param 

eters relating to a proposed purchase and formats them for 
transmission to a web page of a purchaser. The cart generator 
336 may, for example, receive item quantities and dollar 
values from transaction processor 342, and may format them 
into an XML message or other form for transmission to a 
purchaser's browser. 

Checkout module 338 may be accessed when a purchaser 
decides to finish a transaction and buy or edit items in his or 
her shopping cart. Checkout module 338 may differ, in certain 
implementations, from cart generator 336, in that it may 
generate full HTML code for display by a purchaser's 
browser, so that the purchaser receives the impression of 
being taken to another, different web page or web site than the 
page on which they were previously shopping. Alternatively, 
checkout module 338 may also provide information in a form 
similar to that for cart generator 336, such as through XML 
messages, so that the checkout process occurs in a more 
seamless fashion. The checkout module may manage closing 
out of a transaction, Such as by computing a total cost, any 
transaction fees, taxes, and shipping/handling, in a conven 
tional manner. 

FIG. 4 shows an example screen shot for obtaining web 
code for a purchasing button. In the screen shot, a display 400 
showing a browser interface presents a user with an easy, 
step-by-step process for entering relevant information and 
obtaining the code. Radio buttons 402,404 permit the user to 
initially choose the sort of button they would like added to 
their page. The first radio button 402 adds a basic button to the 
page, which when selected adds a single item of a product to 
a purchaser's shopping cart. The second radio button 404 
provides a more complex purchasing button, by which a 
visitor to the web page may make a selection of a particular 
parameter, such as a size of a t-shirt and the like. Example 
buttons are also shown for each selection, for the benefit of a 
USC. 

Control 406 permits the user to identify abutton style, such 
as a color for the button so that it matches the color of their 
web page. Other similar such options may also be provided to 
the user. Also, although shown in numbered order, the various 
options on display 400 may be entered in any appropriate 
order unless indicated otherwise (e.g., code for a button will 
not be generated until the button is adequately defined). 

Various text entry areas 408-412 permit the user to enter 
parameters for the product to be sold using the generated 
button. Text entry box 408 receives entry of a product name, 
while text entry box 410 receives a product price, and text 
entry box. 412 receives a product description. Such entries 
may be coded along with the button, so as to be displayed on 
the vendors web page with the button, and may also be stored 
by a payment processing system for use in processing trans 
actions or as checks on information Submitted when a pur 
chaser selects the button. 
A create button code button 414 causes an HTTP request to 

be sent to a remote server, with the information provided in 
the display 400 being sent with the request. The remote server 
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may then use the Submitted information to generate code for 
managing a shopping cart, along with code for generating an 
add to cart button. The code for managing a shopping cart, 
displayed in area 416, may include JavaScript code or a 
pointer to Javascript code stored at a remote server. The 
JavaScript code (or other forms of code) may be configured to 
generate an iframe on a web page and to populate it as shown 
in the figures discussed above. The iframe may be locked in a 
location on the web page, or may float over the web page (e.g., 
so that it stays “inframe as the page is scrolled up or down). 
In addition, the iframe may be configured to expand when a 
product is selected and to contract or disappear when a user is 
browsing for products. The code for generating an add to cart 
button, displayed in area 418, may take the form of HTML 
code as shown in more detail above. The code in both areas 
416 and 418 may be highlighted by a user, so that it can be 
cut-and-pasted into the users web page. Other features may 
also be provided to the user, include “help' selections to 
provide more detailed explanations of each of the features in 
display 400. 

FIG. 5A is a flow chart of a process 500 for providing a 
vendor with purchasing code. In general, the process 500 
involves providing custom code to a web site developer, based 
on parameters provided by the developer, that the developer 
may then add to their website. The process begins by authen 
tication of the seller (box 502). For example, the seller may 
log in to a payment processing system if they are already 
registered with the system, or they may provide registration 
information (e.g., name, address, e-mail, account numbers, 
etc.) if they are not yet registered. Registration and authenti 
cation may permit the payment processing system to associ 
ate operations performed by the seller with the seller's 
account, and also to provide security so that people other than 
the seller cannot modify the seller's records. 
At box 504, the process determines a signature key for the 

seller. This key may be used when preparing information for 
the seller's web page, so that Submissions from that web page 
may authenticated later. Such a step may help prevent fraud 
sters from altering content on the web page to their financial 
advantage. The payment processing system may then receive 
item information from the seller (box506). Such information 
may include titles of items (e.g., “home made lefse'), item 
descriptions (e.g., “a scrumptious Scandinavian potato con 
coction like your Scandinavian grandmother made in Oslo'), 
and a price (e.g., “S3 per package—10 sheets per package'). 
Other information about items for sale may also be provided. 
The item information may be entered by a seller on one of a 
variety of forms made available by the payment processing 
system. A single form could provide a range of options, or 
various forms may be presented to the seller for selection, and 
the seller may than fill out a form that they choose. For 
example, purchases of individual items (e.g., clothing and the 
like) may differ sufficiently from purchases of bulk items 
(e.g., foodstuffs) that a single form cannot adequately address 
both situations. In Such a situation, a form may be prepared 
for both situations, and the user may select the form that best 
applies, may enter parameters into that form, and may then 
Submit the fill-out form to the payment processing system. 
At box. 508, encoded item information is calculated, and at 

box. 510, an item signature is created. Such actions may result 
in a code Such as a hash code being created for the Submitted 
parameters, so that the hash code can be checked later when 
shoppers submitting information from the seller's web site try 
to make purchases. The payment processing system generates 
web page code at box 512. Such as by merging the parameter 
values submitted by the seller with pre-existing code tem 
plates. Other conventional methods for code generation may 
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also be used. The generation of a signature may also follow 
generation of the web page code, and the signature may be 
based in whole or in part on the content of the generated web 
page code. 

At box 514, the web page code is presented to the seller. 
Such presentment may occur as shown in FIG. 4, by display 
ing the code and permitting the seller to cut-and-paste the 
code into their web page. The presentment may also occur 
automatically, such as by pushing the code to particular spots 
in an open mark-up language document on the seller's client 
device, e.g., at particular pre-determined tags inserted in the 
page. The code may also be stored remotely of the client 
device, and pointers to the code may be placed in the seller's 
web page. In addition, the code incorporated into the web 
page may itself point to other code, such as JavaScript code. 

FIG. 5B is a flow chart of a process for providing a vendor 
with purchasing code. This figure is similar to FIG. 5A, but 
provides less detail, and also describes a situation in which a 
seller seeks to populate a web page with mark-up code for 
multiple items. At box 518, the seller logs in by conventional 
techniques, an at box 520 the seller selects a form for entering 
item information. The seller then enters various parameters 
(e.g., title, price, and description) for an item. 
The seller may then determine whether they would like to 

enter information for more items. For example, the seller may 
be presented with buttons whereby the seller may choose to 
be presented with a blank form so as to enter another item, or 
may continue on to have mark-up code generated for all the 
items they have entered so far. As shown by box 524, this 
process may happen multiple times until the seller has entered 
all desired items. Alternatively, such recursive entry of items 
may occur on a single screen, such as through a spreadsheet 
having a column for each item parameter, and rows for each 
individual item entered by the user. In such an implementa 
tion, the seller can keep entering information until they are 
done. The entry process may also be partially or fully auto 
mated. For example, a seller database may be accessed by a 
payment processing system so as to import particular infor 
mation for a number of items, or an existing web page may be 
accessed to have item parameters extracted from it, and the 
existing code replaced by mark-up code that points to the 
payment processing system rather than to a prior target. Such 
automated processing may be particularly beneficial for sell 
ers who list a large number of items, or for sellers who have 
previously coded a web page for another payment process and 
want to switch to the various implementations described in 
this document. 

At box 526, HTML code or other such code (e.g., Javas 
cript) is generated for the seller. The code may be presented to 
the seller in the manners discussed above, and may be incor 
porated by the seller into the seller's web page. In addition, 
various security techniques may be employed as described 
above to ensure that the code is not improperly tampered with. 

FIG. 6A is a flow chart showing the processing of an 
on-line payment transaction. In general, the flow chart repre 
sents a process 600 in which a shopper visits a seller's web 
site and selects certain items for purchase, and then choose to 
complete the purchase. The particular example is provided for 
illustration in the context of a shopping cart metaphor, 
though, as with the other examples, discussed herein, is not 
limited to use of so-called shopping carts or shopping baskets, 
but may include other mechanisms for representing purchase 
transactions to shoppers. 

The shopper, or buyer, first authenticates themselves to a 
payment processing system (box 602). Such authentication 
allows the system to associate Subsequent purchase requests 
with the user's account, Such as to remove money from the 
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user's account or Submit a charge to a credit card associated 
with the user. The authentication can also occur later in the 
process. In Such a situation, the payment processing system 
can track the user via a session ID, and can later hook up the 
session ID with the user's account when the user ultimately 
authenticates themselves through a log in. 

After the buyer (who is not yet a true buyer at this point) has 
surfed various web sites, they may select an “add to cart” or 
similar control on a site that is established to receive payment 
through the particular payment processing system. The selec 
tion of the control may cause an HTTP request to be sent to the 
payment processing system, and the system may use the 
request to identify the buyer and the seller (box 606), either or 
both of which may permit the system to identify the item 
being selected and various parameters for that item. (Alter 
natively, an Identifier for the Item May Permit Identification 
of the Seller.) Upon identifying the buyer and the item param 
eters, the system may then create or update a shopping cart for 
the buyer (box 608) and may generate and transmit informa 
tion reflecting the updated cart back to the buyer's client 
device (such as to a web browser running on the buyer's 
computer). 

After a time, the payment processing system may receive 
other similar requests to add items to the cart, and may ulti 
mately receive a request to checkout, i.e., charge the buyer for 
the items in the cart, or to edit the cart (box 612). Upon 
receiving Such a request, the payment processing system may 
obtain the current cart information form its records and trans 
mit that information to the buyer, Such as by generating a 
checkout web page or by sending cart information to the 
buyer's browsers from display in an iframe or other similar 
structure (box 614). The buyer may make changes to the cart, 
Such as by removing duplicate purchases or removing pur 
chases if the total cost of the cart is too high (box 616). The 
payment processing system may also request other informa 
tion from the buyer, Such as preferred shipping methods and 
the like. Once the order is in a form agreeable to the buyer, 
they may submit it for final processing to the payment pro 
cessing system (box 618). The system may then make final 
computations of the payment totals (box 620), present them to 
the buyer for final confirmation, and receive Such confirma 
tion (box 622). 

After obtaining final confirmation, the system debits and 
credits the appropriate accounts. For example, the system 
may make a charge to a credit card of the buyer, or to anbank 
account or other account associated with the buyer. The sys 
tem may likewise add a corresponding amount to an account 
of the seller (though the amount may differ from the amount 
taken from the buyer, Such as to cover various transaction 
costs). In addition, where an inventory of the seller is avail 
able to the payment processing system (e.g., through Google 
Base), the inventory may be decreased for each of the pur 
chased items (oran indicator to decrease the inventory may be 
provided so that the inventory is decreased when the item is 
shipped). 
Upon making the relevant changes in its files, the payment 

processing system may provide confirmation of the transac 
tion to the buyer and the seller both by conventional mecha 
nisms (boxes 626 and 628). The confirmation for the buyer 
may occur via additional HTML sent to the buyer's browser 
indicating that the transaction is complete. A follow-up 
e-mail may also be sent to the buyer, with contact information 
so that the buyer can getahold of the seller to inquire about the 
progress of the order, e.g., whether it has been shipped. In a 
like manner, the seller can also be notified. Such as by a 
mechanism previously identified by the seller. For example, a 
small seller may wish to be notified via e-mail, while a larger 
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seller may wish to receive information via XML messages 
formatted so that the seller may use the information in their 
database system (e.g., for automated generation of invoices 
and shipping labels). 

FIG. 6B is a flow chart of a process 630 for buying from an 
independent vendor. This process 630 is similar to process 
600, but is shown largely from the client side, such as from a 
browser being operated by a buyer. At box 632, the browser 
fetches and generates a merchant page, and Subsequently (at 
box 634) receives a “buy' request from the buyer. The request 
may occur, for example, by the buyer's selection of an on 
screen control in the content are of the browser (e.g., a but 
ton). The browse may translate the selection into a request to 
a remote server (e.g., an HTTP request) that include informa 
tion about an item associated with the control (Such as an ID 
number that permits the remote server to determine what the 
selected item is, and to determine the seller associated with 
the item). 

The remote server may then respond with shopping cart 
information that is received at the browser (box 638), showing 
the addition of the relevant item to a shopping cart for the user, 
or other appropriate change in the content of, or other param 
eters relating to, the shopping cart. The browser may then 
display information about the shopping cart, Such as in an 
element in the same content area of the browser window as the 
seller's web site is located in (box 640). Such display may 
occur using a structure Such as an iframe. 

At some later time, the user may choose to check out and 
pay for the items in their cart, so that the browser receives 
such as command and translates it into a request to the remote 
server to have checkout information provided to the browser 
(box 642). In one implementation, the selection may cause 
the browser to be redirected to a checkout web page associ 
ated with the remote server (box 644), at which web page the 
user may make changes to the shopping cart and related 
information so that the browser receives, transmits, and dis 
plays changes to the cart and related information in a conven 
tional manner (box 646). Once the user is satisfied with the 
order, the browser may receive a command to transmit a final 
checkout request, and may do so (box 648). The browser may 
subsequently receive from the remote server final totals for 
the order along with confirmation that the order has been 
completed (box 650). 

FIG. 7 is a swim lane diagram 700 showing the provision of 
web page code to an independent vendor. This diagram 700 is 
similar to prior descriptions of processes by which web page 
designers may have a remote server (whether a single server 
or multiple servers) associated with a payment processing 
system generate code for a control that permits visitors to 
their web site to easily select items for purchase, and have 
those selections recognized by the payment processing sys 
tem. 

At box 702, a vendor prepares a web page showing various 
wares that they will be making available for purchase. Once 
the vendor has the page in good shape and is ready to add 
purchasing controls, the vendor may log in (box 704) to the 
payment processing system, and the system may authenticate 
the vendor (box 706). Authentication may also occur later in 
the process, and the vendor may then be connected to actions 
they took earlier in the process, in a manner like that described 
above. The vendor may also be provided with a selection of 
forms associated with the process 700, and may select one of 
the forms (box 708). The payment server may then identify 
the appropriate form and serve it to the vendor (box 710), 
where the form may be displayed (e.g., by a browser running 
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on the vendor client), filled out with various parameters by the 
vendor, and transmitted by the vendor's client device to the 
payment server (box 712). 
Upon receiving necessary information for generating con 

trols, the payment server may generate code for Such controls 
using the parameters provided by the vendor, and may pro 
vide the code for the use of the vendor (box 714). For 
example, the code may be provided in an area of a web page 
from which the vendor may cut-and-paste it into the code of 
their own web page (box 716). When providing the code, the 
payment server may also store an ID for each control and 
calculate a hash value for the control. As explained above, the 
hash Vale may be used later when a shoppers selects a control, 
to help ensure that the code for the control has not been 
tampered with. And on the client side, the vendor may begin 
operating his or her site, and welcoming visits from potential 
shoppers. 

FIG. 8A is a swim lane diagram of a process 800 for 
processing a purchase from an independent vendor. In gen 
eral, the process 800 is similar to other processes described 
above illustrating the actions of a shopper or consumer visit 
ing a vendors web site. Such as a site having payment con 
trols generated by the method just discussed. At box 602, a 
consumer system being operated by a user who is looking to 
purchase items on-line receives input to add an item from a 
merchant web page to a cart. The consumer system may 
determine an identifier for the consumer, such as by reading a 
value from a cookie stored on the system (box 604), and may 
submit the located information along with other information 
generated by selection of the control to a payment server for 
updating of the consumers shopping cart (box 606). 
When the payment server receives the communication 

from the consumer system (box 608), it may compare certain 
of the received information to a signature, Such as a hash Sum, 
associated with the provided information, to ensure that the 
information has not been tampered with (box 610). If the 
Submitted information checks out, the server may then update 
the consumers shopping cart (using, e.g., parameters stored 
by the server and/or parameters provided in the communica 
tion form the consumer system) (box 612) and send informa 
tion reflecting the updated shopping cart back to the con 
Sumer System (box 614). The consumer system may then 
display information for the updated shopping cart, such as by 
the techniques described above. 

FIG. 8B is a Swim lane diagram of a process for processing 
a purchase from an independent vendor. This figure is similar 
to the process shown in FIG. 8A, but shows a more complete 
interaction of the three parties involved in a commercial trans 
action on-line. At box 820, a buyer Surfs to a vendor's web 
page and requests the page. Such as by the buyer selecting a 
hyperlink, from a list of search results, that corresponds to the 
vendor's page (box 820). The vendor's server may then pro 
vide the page top the buyer's client (box 822) in a conven 
tional manner. The provide page may include controls that 
point to a payment server associated with a general public 
payment service such as GOOGLE CHECKOUT. 

After the buyer has reviewed the page for a sufficient time 
period, the buyer may selecta control for buying an item from 
the vendor, and the buyer's system (e.g., web browser or 
similar application) may generate a 'buy' request (box 824) 
that is sent to the payment server. Upon receiving the request, 
the payment server may identify the buyer and update their 
shopping cart (box 826) using, for example, information from 
the “buy' request and other information stored by the pay 
ment server. The payment server may also, in certain imple 
mentations, Submit one or more requests to the vendor server 
f more complete information (not shown). The payment 
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server may then transmit information for an updated shop 
ping cart to the client, and the user may then cause the client 
to generate a “checkout” request to the payment server (box 
828). 
The checkout request may causes the payment server to 

generate and serve a checkout page (box 830) which will be 
displayed on the client. The buyer may edit and then confirm 
the content for checkout (box 832, and the payment server 
may apply appropriate credits or charges to the buyer and 
Vendor accounts, and may optionally update the vendor's 
inventory when such inventory records are accessible to the 
payment server (box. 834). Finally, the payment server may 
transmit confirmations of the transaction to the buyer and the 
vendor (box 836), as described above, and the buyer (box 
840) and vendor (box 842) systems may present those con 
firmations in an appropriate manner. 

FIG.9 shows an example of a generic computer device 900 
and a generic mobile computer device 950, which may be 
used with the techniques described here. Computing device 
900 is intended to represent various forms of digital comput 
ers, such as laptops, desktops, workstations, personal digital 
assistants, servers, blade servers, mainframes, and other 
appropriate computers. Computing device 950 is intended to 
represent various forms of mobile devices, such as personal 
digital assistants, cellular telephones, Smartphones, and other 
similar computing devices. The components shown here, 
their connections and relationships, and their functions, are 
meant to be exemplary only, and are not meant to limit imple 
mentations of the inventions described and/or claimed in this 
document. 

Computing device 900 includes a processor 902, memory 
904, a storage device 906, a high-speed interface 908 con 
necting to memory 904 and high-speed expansion ports 910, 
and a low speed interface 912 connecting to low speed bus 
914 and storage device 906. Each of the components 902, 
904,906,908,910, and 912, are interconnected using various 
busses, and may be mounted on a common motherboard or in 
other manners as appropriate. The processor 902 can process 
instructions for execution within the computing device 900, 
including instructions stored in the memory 904 or on the 
storage device 906 to display graphical information for a GUI 
on an external input/output device, such as display 916 
coupled to high speed interface 908. In other implementa 
tions, multiple processors and/or multiple buses may be used, 
as appropriate, along with multiple memories and types of 
memory. Also, multiple computing devices 900 may be con 
nected, with each device providing portions of the necessary 
operations (e.g., as a server bank, a group of blade servers, or 
a multi-processor system). 
The memory 904 stores information within the computing 

device 900. In one implementation, the memory 904 is a 
Volatile memory unit or units. In another implementation, the 
memory 904 is a non-volatile memory unit or units. The 
memory 904 may also be another form of computer-readable 
medium, Such as a magnetic or optical disk. 
The storage device 906 is capable of providing mass stor 

age for the computing device 900. In one implementation, the 
storage device 906 may be or contain a computer-readable 
medium, Such as a floppy disk device, a hard disk device, an 
optical disk device, or a tape device, a flash memory or other 
similar solid state memory device, or an array of devices, 
including devices in a storage area network or other configu 
rations. A computer program product can be tangibly embod 
ied in an information carrier. The computer program product 
may also contain instructions that, when executed, perform 
one or more methods, such as those described above. The 
information carrier is a computer- or machine-readable 
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medium, such as the memory 904, the storage device 906, 
memory on processor 902, or a propagated signal. 
The high speed controller 908 manages bandwidth-inten 

sive operations for the computing device 900, while the low 
speed controller 912 manages lower bandwidth-intensive 
operations. Such allocation of functions is exemplary only. In 
one implementation, the high-speed controller908 is coupled 
to memory 904, display 916 (e.g., through a graphics proces 
sor or accelerator), and to high-speed expansion ports 910, 
which may accept various expansion cards (not shown). In the 
implementation, low-speed controller 912 is coupled to stor 
age device 906 and low-speed expansion port 914. The low 
speed expansion port, which may include various communi 
cation ports (e.g., USB, Bluetooth, Ethernet, wireless 
Ethernet) may be coupled to one or more input/output 
devices. Such as a keyboard, a pointing device, a scanner, or a 
networking device Such as a Switch or router, e.g., through a 
network adapter. 
The computing device 900 may be implemented in a num 

ber of different forms, as shown in the figure. For example, it 
may be implemented as a standard server 920, or multiple 
times in a group of Such servers. It may also be implemented 
as part of a rack server system 924. In addition, it may be 
implemented in a personal computer Such as a laptop com 
puter 922. Alternatively, components from computing device 
900 may be combined with other components in a mobile 
device (not shown), such as device 950. Each of such devices 
may contain one or more of computing device 900, 950, and 
an entire system may be made up of multiple computing 
devices 900, 950 communicating with each other. 
Computing device 950 includes a processor 952, memory 

964, an input/output device such as a display 954, a commu 
nication interface 966, and a transceiver 968, among other 
components. The device 950 may also be provided with a 
storage device, such as a microdrive or other device, to pro 
vide additional storage. Each of the components 950, 952, 
964, 954, 966, and 968, are interconnected using various 
buses, and several of the components may be mounted on a 
common motherboard or in other manners as appropriate. 
The processor 952 can execute instructions within the com 

puting device 950, including instructions stored in the 
memory 964. The processor may be implemented as a chipset 
of chips that include separate and multiple analog and digital 
processors. The processor may provide, for example, for 
coordination of the other components of the device 950, such 
as control of user interfaces, applications run by device 950, 
and wireless communication by device 950. 

Processor 952 may communicate with a user through con 
trol interface 958 and display interface 956 coupled to a 
display 954. The display 954 may be, for example, a TFT 
(Thin-Film-Transistor Liquid Crystal Display) display or an 
OLED (Organic Light Emitting Diode) display, or other 
appropriate display technology. The display interface 956 
may comprise appropriate circuitry for driving the display 
954 to present graphical and other information to a user. The 
control interface 958 may receive commands from a user and 
convert them for submission to the processor 952. In addition, 
an external interface 962 may be provide in communication 
with processor 952, so as to enable near area communication 
of device 950 with other devices. External interface 962 may 
provide, for example, for wired communication in some 
implementations, or for wireless communication in other 
implementations, and multiple interfaces may also be used. 
The memory 964 stores information within the computing 

device 950. The memory 964 can be implemented as one or 
more of a computer-readable medium or media, a volatile 
memory unit or units, or a non-volatile memory unit or units. 
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Expansion memory 974 may also be provided and connected 
to device 950 through expansion interface 972, which may 
include, for example, a SIMM (Single In Line Memory Mod 
ule) card interface. Such expansion memory 974 may provide 
extra storage space for device 950, or may also store applica 
tions or other information for device 950. Specifically, expan 
sion memory 974 may include instructions to carry out or 
Supplement the processes described above, and may include 
secure information also. Thus, for example, expansion 
memory 974 may be provide as a security module for device 
950, and may be programmed with instructions that permit 
secure use of device 950. In addition, secure applications may 
be provided via the SIMM cards, along with additional infor 
mation, Such as placing identifying information on the SIMM 
card in a non-hackable manner. 
The memory may include, for example, flash memory and/ 

or NVRAM memory, as discussed below. In one implemen 
tation, a computer program product is tangibly embodied in 
an information carrier. The computer program product con 
tains instructions that, when executed, perform one or more 
methods, such as those described above. The information 
carrier is a computer- or machine-readable medium, Such as 
the memory 964, expansion memory 974, memory on pro 
cessor 952, or a propagated signal that may be received, for 
example, over transceiver 968 or external interface 962. 

Device 950 may communicate wirelessly through commu 
nication interface 966, which may include digital signal pro 
cessing circuitry where necessary. Communication interface 
966 may provide for communications under various modes or 
protocols, such as GSM voice calls, SMS, EMS, or MMS 
messaging, CDMA, TDMA, PDC, WCDMA, CDMA2000, 
or GPRS, among others. Such communication may occur, for 
example, through radio-frequency transceiver 968. In addi 
tion, short-range communication may occur, Such as using a 
Bluetooth, WiFi, or other such transceiver (not shown). In 
addition, GPS (Global Positioning System) receiver module 
970 may provide additional navigation- and location-related 
wireless data to device 950, which may be used as appropriate 
by applications running on device 950. 

Device 950 may also communicate audibly using audio 
codec 960, which may receive spoken information from a 
user and convert it to usable digital information. Audio codec 
96.0 may likewise generate audible sound for a user, such as 
through a speaker, e.g., in a handset of device 950. Such sound 
may include Sound from Voice telephone calls, may include 
recorded sound (e.g., voice messages, music files, etc.) and 
may also include Sound generated by applications operating 
on device 950. 
The computing device 950 may be implemented in a num 

ber of different forms, as shown in the figure. For example, it 
may be implemented as a cellular telephone 980. It may also 
be implemented as part of a smartphone 982, personal digital 
assistant, or other similar mobile device. 

Various implementations of the systems and techniques 
described here can be realized in digital electronic circuitry, 
integrated circuitry, specially designed ASICs (application 
specific integrated circuits), computer hardware, firmware, 
software, and/or combinations thereof. These various imple 
mentations can include implementation in one or more com 
puter programs that are executable and/or interpretable on a 
programmable system including at least one programmable 
processor, which may be special or general purpose, coupled 
to receive data and instructions from, and to transmit data and 
instructions to, a storage system, at least one input device, and 
at least one output device. 

These computer programs (also known as programs, soft 
ware, Software applications or code) include machine instruc 
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tions for a programmable processor, and can be implemented 
in a high-level procedural and/or object-oriented program 
ming language, and/or in assembly/machine language. As 
used herein, the terms “machine-readable medium’ “com 
puter-readable medium” refers to any computer program 
product, apparatus and/or device (e.g., magnetic discs, optical 
disks, memory, Programmable Logic Devices (PLDs)) used 
to provide machine instructions and/or data to a program 
mable processor, including a machine-readable medium that 
receives machine instructions as a machine-readable signal. 
The term “machine-readable signal” refers to any signal used 
to provide machine instructions and/or data to a program 
mable processor. 
To provide for interaction with a user, the systems and 

techniques described here can be implemented on a computer 
having a display device (e.g., a CRT (cathode ray tube) or 
LCD (liquid crystal display) monitor) for displaying infor 
mation to the user and a keyboard and a pointing device (e.g., 
a mouse or a trackball) by which the user can provide input to 
the computer. Other kinds of devices can be used to provide 
for interaction with a user as well; for example, feedback 
provided to the user can be any form of sensory feedback 
(e.g., visual feedback, auditory feedback, or tactile feed 
back); and input from the user can be received in any form, 
including acoustic, speech, or tactile input. 
The systems and techniques described here can be imple 

mented in a computing system that includes a back end com 
ponent (e.g., as a data server), or that includes a middleware 
component (e.g., an application server), or that includes a 
front end component (e.g., a client computer having a graphi 
cal user interface or a Web browser through which a user can 
interact with an implementation of the systems and tech 
niques described here), or any combination of such back end, 
middleware, or frontend components. The components of the 
system can be interconnected by any form or medium of 
digital data communication (e.g., a communication network). 
Examples of communication networks include a local area 
network (“LAN”), a wide area network (“WAN”), and the 
Internet. 
The computing system can include clients and servers. A 

client and server are generally remote from each other and 
typically interact through a communication network. The 
relationship of client and server arises by virtue of computer 
programs running on the respective computers and having a 
client-server relationship to each other. 
A number of embodiments have been described. Neverthe 

less, it will be understood that various modifications may be 
made. For example, various forms of the flows shown above 
may be used, with steps re-ordered, added, or removed. Also, 
although several applications of the payment systems and 
methods have been described, it should be recognized that 
numerous other applications are contemplated. Moreover, 
although many of the embodiments have been described in 
relation to a so-called shopping cart, that term should be 
understood to include various forms of mechanisms for pre 
senting an organized grouping of items or servers that a user 
has selected for possible purchase, and can include Such 
descriptions as shopping baskets and the like. Accordingly, 
other embodiments are within the scope of the following 
claims. 

What is claimed is: 
1. A computer-implemented method, comprising: 
receiving, at an open payment system that processes pay 

ment transactions for a plurality of registered vendors, a 
first request from a remote computing device to select a 
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first item for purchase on a first vendor page provided by 
a third-party system that is separate from the open pay 
ment system; 

Selecting, from among the plurality of registered vendors, a 
first vendor that corresponds to the first vendor page; 

associating the received first request with the first vendor; 
and 

providing to the remote computing device, in response to 
the received first request, data for displaying, in a same 
window as the first vendor page and without a browser 
refresh after receiving the first request, information 
relating to the selected first item to a user of the remote 
computing device on the first vendor page without a 
browser window refresh action occurring on the remote 
computing device, 

wherein the data for displaying information relating to the 
Selected first item comprises data that indicates that a 
user of the remote computing device has selected the 
first item for purchase. 

2. The method of claim 1, wherein the received first request 
comprises a vendoridentifier for an account of the first vendor 
and a user identifier for an account of the user. 

3. The method of claim 1, further comprising receiving a 
login from the user of the remote computing device and 
associating a user identifier for an account of the user with a 
purchase transaction for the first item. 

4. The method of claim 1, wherein the received first request 
is generated by the selection of the first item for purchase 
using a product selection control on the first vendor page. 

5. The method of claim 4, further comprising receiving 
parameters of the first item for purchase on the first vendor 
page, and providing mark-up code for incorporation in the 
first vendor page for generating the product selection control. 

6. The method of claim 1, further comprising: 
receiving at the open payment system a second request 

from the remote computing device to select a second 
item for purchase on a second Vendor page provided by 
a third-party system that is separate from the open pay 
ment system; 

Selecting, from among the plurality of registered vendors, a 
second vendor that corresponds to the second vendor 
page. 

associating the received second request with the second 
Vendor, and 

providing to the remote computing device, in response to 
the received second request, data for displaying, in a 
same window as the second Vendor page and without a 
browser refreshafter receiving the second request, infor 
mation relating to the selected first item and the selected 
second item to the user of the remote computing device 
on the second vendor page without a browser window 
refresh action occurring on the remote computing 
device, 

wherein the data for displaying information relating to the 
selected first item and the selected second item com 
prises data that indicates that the user of the remote 
computing device has selected the first item and the 
second item for purchase. 

7. The method of claim 6, wherein the selected first item is 
associated with a different vendor than the selected second 
item. 

8. The method of claim 1, further comprising receiving at 
the open payment system a checkout request, and generating 
in response, data for displaying a group of items previously 
selected for purchase at the remote computing device. 

9. The method of claim 8, further comprising receiving a 
checkout confirmation request and modifying accounts asso 
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ciated with the first vendor and the user to reflect purchases 
submitted by the user of the remote computing device on the 
first vendor page. 

10. A computer-implemented system, comprising: 
an interface, at an open payment system that processes 

payment transactions for a plurality of registered ven 
dors, configured to receive a first request from a remote 
computing device selecting a first item for purchase on a 
first vendor page that is provided by a third-party system 
that is separate from the open payment system; 

a database that stores information to associate the received 
first request with a first vendor of the first item that 
corresponds to the first vendor page; and 

a transaction module programmed to, in response to the 
received first request, select, from among the plurality of 
registered vendors, the first vendor that corresponds to 
the first vendor page and generate data for displaying 
information relating to the selected first item to a user of 
the remote computing device on the first vendor page in 
a same window as the first vendor page without a 
browser window refresh action occurring on the remote 
computing device after the first request is received from 
the remote computing device. 

11. The system of claim 10, wherein the data for displaying 
information relating to the selected first item comprises data 
for generating a representation of an electronic shopping cart 
that contains the selected first item for purchase. 

12. The system of claim 10, wherein the transaction mod 
ule is further programmed to cause a change in an inventory 
amount for the first vendor. 

13. The system of claim 10, wherein the transaction mod 
ule is further programmed to effect changes in financial 
account balances for the first vendor and the user, upon 
receipt by the interface of a checkout request. 

14. The system of claim 10, wherein the received first 
request comprises a vendor identifier for an account of the 
first vendor and a user identifier for an account of the user. 

15. The system of claim 10, wherein the received first 
request is generated by the selection of a product selection 
control on the first vendor page. 

16. The system of claim 10, wherein: 
the interface at the open payment system is further config 

ured to receive a second request from the remote com 
puting device selecting a second item for purchase on a 
second vendor page that is provided by a third-party 
system that is separate from the open payment system; 

the database further stores information to associate the 
received second request with a second vendor of the 
second item that corresponds to the second vendor page, 
the second vendor being different from the first vendor; 

the transaction module is further programmed to, in 
response to the second request, select, from among the 
plurality of registered vendors, the second vendor that 
corresponds to the second vendorpage and generate data 
for displaying information relating to the selected first 
item and the selected second item to the user of the 
remote computing device on the second vendor page in 
a same window as the second Vendor page without a 
browser window refresh action occurring on the remote 
computing device after the second request is received 
from the remote computing device. 

17. A computer-implemented system, comprising: 
an interface at an open payment system that processes 

payment transactions for a plurality of registered ven 
dors, configured to receive a first request from a remote 
computing device selecting a first item for purchase on a 
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first vendor page that is provided by a third-party system 
that is separate from the open payment system; 

a database that stores information to associate the received 
first request with a first vendor of the first item that 
corresponds to the first vendor page; and 

means for, in response to the received first request, select 
ing from among the plurality of registered vendors, the 
first vendor that corresponds to the first vendor page and 
for generating data for displaying information relating to 
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the selected first item to a user of the remote computing 
device on the first vendor page in a same window as the 
first vendor page without a browser window refresh 
action occurring on the remote computing device after 
the first request is received from the remote computing 
device. 
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