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Efficient and Secure Data Currentness Systems

FIELD OF THE INVENTION

The invention relates to the field of data currentness systems and more
particularly to providing an automatic and secure indication that data, such as an
electronic document, is up-to-date (also referred to as current/current/most recent/valid)

in a computing environment with only intermittent network connectivity.

BACKGROUND OF THE INVENTION

It is desirable to be able to determine that a version of data, such as a document,
is the most recent. For example, consider an electronic document D, which may be
obtained via the Internet. If D were digitally signed (e.g., by a recognized authority), a
user may be sure of its authenticity. However, even if the document is digitally signed,
the user can not be sure of whether somewhere else in the Internet a more recent/more

recently modified version of the document exists. This is a fundamental problem, in

- particular for the Internet, where documents may be easy to find (e.g., via powerful

search engines), though there may be no practical way to tell whether any of the

documents may have already become "obsolete."
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One way to handle this is, assuming the existence of an entity A who knows when
D becomes obsolete, 1s for a party P to ask A about D in order to determine whether D is
current. However, it P relies on D’s currentness to take some important action (e.g., one
carrying considerable financial consequences), then just being told that D is up-to-date
may not be enough, because P may wish to ensure that he has indeed talked to A and
because P may wish to archive a proof that D was up-to-date when he relied on its being

current. Both concerns could be solved by use of digital signatures (such as the RSA).

Recall that digital signatures are data strings produced via a signing key, SK, and verified
via a matching verification key, PK. A user U should keep his own SK secret (so that
only U can sign on U's behalf). Fortunately, key PK does not "betray” the matching key
SK, that 1s, knowledge of PK does not give an enemy any practical advantage in :
computing SK. Therefore, a user U should make his own PK as public as possible (so that

every one can verify U's signatures). For this reason PK is preferably called the public

key.

To use digital signatures to prove the currentness of a document D, A may, in response to
a query of P, compute a digital signature S indicating that D was current at time T: in
symbols, S= SIGA(D, "current", T). Of course, rather than the word "current" another
indication can be used, including no indication (for instance if the digital signature is only

used to indicate that D 1s indeed current).

3696259v1
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If party P verifies that S is correct and that T is in accordance to his own clock, it may
safely rely on the currentness of D. Notice that such a proof of D's currentness may be
archived by P for future use, and can be verified by any third party, in particular one
charged with verifying that P indeed relied on a current version of D. In fact to verify A's
signature, one only needs to know A's public key which may be widely publicized.

Though very simple, this approach is rather impractical for a number of reasons.

In the first plape, P needs to access A at the very time in which it needs to rely on
D. Connection at the time of transaction, however, is a demanding requirement.
Secondly, digital signatures are time consuming to generate. Even at 50 milliseconds per
signature, A could not service more than 200 currentness requests per second, while it be
in charge of millions of documents that may be relied upon by millions of users who may

generate way more requests per second.

Another drawback is that, if A uses a single server to answer all document
currentness queries, then all such queries would have, eventually, to be routed to this
unique server, which then may become a major "network bottleneck" and cause
considerable congestion and delays. If huge numbers of relying parties suddenly queried
this server, then a disrupting "denial of service" would probably ensue. To prevent the
bottleneck problems of centralized implementations, A may consider distributing the
request load (about the currentness of its documents) across several, properly certified,
responders. In general, distributing the load of a single server across several (e.g., 100)
servers, strategically located around the world, alleviates network congestion. (Note that

if these servers were not geographically dispersed, no significant advantage would be

3696259v1
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gained: millions of requests sent to the same address co-locating 100 responders would

still result in huge congestions).

In the present case, however, load distribution may introduce worse problems
than those 1t solves. In fact, in order to provide digitally signed responses to the
document-currentness queries it receives, each of the one hundred responders should
have its own secret si gtﬁng key. Thus, compromising any of the one hundred servers
could effectively compromise the entire currentness system. Indeed, if a responder were
compromuised, an attacker could use the discovered secret signing key to sign responses
indicating that (1) current document are revoked, or (2) obsolete documents are still

current.

A secure way to prevent a responder from being compromised is to run it from a
secure vault, with 24x7 surveillance. Unfortunately, this is a costly option. A truly
secure vault, meeting all the requirements of —say-- a financial organization, may cost
over $1M to build and $1M/year to operate. Even if an organization were willing to pick
up such expenses, vaults camilot be builf overnight: armored concrete does not scale.

Thus 1f A needed a few more vaulis to lessen the load of its responders, it might have to

wait for months before a new one could be constructed.

Moreover, incurring the costs of multiple vaults may not solve the security
problems of the envisaged mechanism. This is because this mechanism requires that a
responder recelve requests coming from un-trusted sources (the relying parties) and then

service them using its secret signing key. A malicious relying party (or a malicious agent

3696259v1



10

15

20

CA 02525398 2005-11-10

WO 2004/102352 PCT/US2004/014884

posing as a relying party) might thus prefer exposing the responder’s signing key by
exploiting a possible weakness in the underlying operating system, rather than by drilling
holes during the night through an armored-concrete wall. In sum, even if a truly secure
building housed a responder, its secret key could still be compromised by a software
attack. To a sophisticated, digital enemy, the envisaged mechanism transforms a vault

into “a bunker with a window.”

Another drawback 1s that the envisaged mechanism has difficulties in servicing
document currentness queries across multiple organizations. For instance, responders run
by organization #1 can easily provide responses about the status of documents relating to

!

organization #1, but responders run by another organization may not have enough

information to provide responses about “foreign” documents.

SUMMARY OF THE INVENTION

The present invention proposes a method of conveying information about
currentness and validity of documents. On any date in a sequence of dates, an authority
A for each document in a plurality of documents, issues a proof indicating the currentness
status of the document as of that date. Such a proof may be a digital signature on
information that identifies the document, such as the document itself or its hash or its
serial number, 1ts current validity status, the time, such as the date and/or time interval,
for which for which the validity status applies, and any other auxiliary information.
These proot are then provided to one or more responders that are capable of answering

inquiries. The responders may be unsecured. Each responder stores the proofs received.

3696259v1
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In response to a user’s inquiry about a particular document, a directory provides the latest

received information about the status of the document.

According to the present invention, conveying currentness information about a
document that 1s one of a plurality of documents includes, at every date j of a sequence of
dates, and for every document i of the plurality of documents, having a currentness
authority compute individual currentness status information Ci about i by digitally
signing information identifying 1, date j and an indication whether 1 continues to be valid,
or 1s obsolete, or 1s suspended, providing the digitally signed currentness status
information Ci to a responder, for each document i in a plurality of documents, having
the responder store the latest received Ci, and, in response to an inquiry about currentness
status of document 1, having the responder provide the latest received Ci. Digitally
signing may include digitally signing with respect to a public verification key pk, which
1s digitally signed by the document authority with respect to another public verification
key PK. The public verification key pk, may be contained as part of the document i. The
currentness status information Ci of an obsolete décument 1 may include a signature
indicating that 1 has been revoked together with i’s revocation date. The currentness
status information Ci of an obsolete document i may include a signature indicating a
more current version of the document. The responder may not trusted and may not make
an obsolete or suspend document current and may not make a current document obsolete
or suspended. The information identifying i may be i itself. The information identifying
1 may be a compact representation of i. The compact representation may be computed via
a hash function. The information identifying i may be a serial number. The currentness

authority may receive updates of document currentness from the document authority and

6
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may use them in order to compute the currentness status of documents. The currentness
authority may compute the status of each document as valid until the updates inform
otherwise. The currentness authority may compute the status of each document as valid
unti] a prespecified date and time. Each date in the sequence of dates may be determined
by the document authority. The document i may contain information on the currentness
authority responsible for updating the currentness status. The currentness authority may
produce the public key pk and makes it available to the document authority, while

retaining the corresponding secret key sk. The currentness authority may be the same

entity as document authority.

According further to the present invention, conveying curreniness information
about a document that is one of a plurality of documents includes, at every date j of a
sequence of dates, and for every document i of the plurality of documents, computing
individual currentness status information Ci about i by digitally signing information
1dentitying 1, date j and an indication whether i continues to be valid, or is obsolete, or is
suspended, for each document i in a plurality of documents, storing the latest Ci, and, in

response to an mquiry about currentness status of document i, providing the latest

received Ci.

According further to the present invention, verifying whether a particular
document that 1s one of a plurality of documents is currently valid at a current date,
includes receiving particular currentness status information about the particular
document, where currentness status information Ci, for every document i is determined

by having a currentness authority compute individual Ci about document i by digitally

7
3696259v1



10

15

20

CA 02525398 2005-11-10

WO 2004/102352 PCT/US2004/014884

signing information identifying i, date j for every date j of a sequence of dates, and an
indication whether i continues to be valid, or is obsolete, or is suspended and confirming
that the particular currentness status information was digitally signed by the currentness
authority and that the particular currentness status information indicates that the

particular document continues to be valid at the current date.

According further to the present invention, indicating data currentness includes
determining a time imterval for which the data is current and providing a proof that the
data 1s current for the time interval. The proof may be a digital signature. The time
interval may be in the form of a current date and an amount of time. The proof may
include a digital signature of the time interval. The proof may include a digital signature
of the time interval and the data. The proof may include a digital signature of the time
interval and a compact form of the data, such as a hash. Indicating data currentness may
also include distributing the proofs to a plurality of unsecure units that respond to
requests by users for the proofs. Indicating data currentness may also include gathering a
plurality of separate pieces of data and providing a single proof for the separate pieces of

data. The data may be electronic documents.

According further to the present invention, verifying data currentness includes
examining for validity a proof provided in connection with the data, wherein the proof
includes a time interval for which the data is current, comparing the current time with the
time interval, and, if the current time is within the time interval, determining that the data
1s current. The proof may be a digital signature. The time interval may be in the form of

a current date and an amount of time. The proof may include a digital signature of the

3696259v1
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time interval. The proof may include a digital signature of the time interval and the data.
The proof may include a digital signature of the time interval and a compact form of the
data, such as a hash. Verifying data currentness may also include obtaining the proof
from one of a plurality of unsecure units that respond to requests by users for the proofs.

5  The data may be electronic documents.

The present invention addresses the drawbacks of the impractical approach
discussed above 1n the Background section. In particular, the invention offers the

following advantages:

1. It can centralize all management trust into a single authority/server; yet,

10 2. It can distribute the query load from this single authority across an arbitrary

number of unprotected responders;

3. It does not decrease security even in distributed implementations relying on

thousands of responders (and even though these responders are unprotected.);

4. It improves dramatically the response time to a query;

15 >. It does not delegate trust to foreign Responders in the most heterogeneous

environments.

BRIEF DESCRIPTION OF THE DRAWING

3696259v1
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The sole FIGURE is a schematic diagrammatic illustrating a document authority
(DA), a currentness authority (CA), and a plurality of data currentness system (DCS)

responders according to the system described herein.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Described is a data currentness system (DCS) that enables an organization to
issue (i.e., produce) and manage (i.e., prove current or obsolete) millions of pieces of
data with great ease and convenience. The system 1s described illustrating an
embodiment where the data corresponds to documents, although 1t will be appreciated
by one of ordinary skill in the art that the techniques and embodiments described herein
as being applied to documents may be extended to any type of data, such as data for a

database.

Reference 1s made to U.S. patents 5,666,416; 5,793,868, 6,097,811, 6,301,659
B1;5,717,758; 5,717,757, and US published application 20040049675. Those patents
and applications are directed at efficiently and securely prove certificates valid or

revoked (as well as suspended or unknown).

Note that Certificates are alphanumeric strings that enable digital signatures, by
guaranteeing that a given key PK is indeed the public key of a user U. A certification
authority X generates and issues a certificate to a user, once assured of the user's
identity. Thus the certificate proves to everyone that X has verified the holder's identity,
and possibly other attributes, Certificates expire after a specified amount of time,
typically one year in the case of public CAs. In essence, a digital certificate C consists
of X's digital signature securely binding together several quantities: SN, a serial number

unique

10
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to the certificate, PK, the public key of the user, U, the user's name, Dy, the issue date,

D,, the expiration date, and additional data. In symbols, C=SIGx(SN,PK,U,D;,D,,...).

The techniques 1n the aforementioned US patents 5,666,416; 5,793,868;
6,097,811; 6,301,659 B1; 5,717,758, 5,717,757, and US published application
20040049675 apply to the system described herein by explicitly reading “certificate” as
“document”, “valid” as “current”, “revoked” as “obsolete”, and the entity that proves
certificates valid or revoked as a currentness authority. Without limitation intended,

some of these “translations” are presented below.

Referring to the sole Figure, a diagram 20 shows a document authority (DA) 22
that controls issuing functions coupled to a currentness authority (CA) 24 that controls
management functions. It may be advantageous to assume that the DA 22 and the CA 24
are two distinct entities. However, the DA 22 and the CA 24 may coincide or being
hosted within the same server, processor, or computing device. In the later case, the
distinct names of the entities may be just a convenient way to distinguish between the
two different functions. A dotted line box around the DA 22 aﬁd CA 24 1illustrate that the
functionality described herein for the DA 22 and the CA 24 may be implemented 1n a

single unit or an integrated set of units.

The DA 22 may issue its documents in an authenticated way. In particular, the
DA 22 may possess matching public and secret keys of a signature scheme and sign the
documents it issues, so as to enable anyone to verify (via the DA’s public key) that a

document has been issued by the DA 22. Before signing the data string proper, the DA

11
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22 may include additional fields (e.g., a serial number unique to the document, time
information such as the issuance date, the issuer’s name, the algorithm used to digitally
sign, the type of one-way hash function used). A particularly useful field to have in a
document D is an expiration date ED, signifying that D should in any case not be
considered current past ED. If needed, one may re-issue the document from scratch to
“further elongate” its life time. Reference to document D may be considered a reference
to the data string before it 1s signed by the DA 22 or to the DA-signed data string,

possibly together with additional fields (all additional fields).

The DA 22 provides the authenticated documents to the CA 24, which may
distribute the authenticated documents to users via external connections (e.g., via the
Internet). Alternatively, the CA 24 may distribute the authenticated documents to one or
more of a plurality of DCS responders 26-28, where the DCS responders 26-28 distribute
the authenticated documents to users via external connections (e.g., via the Internet). The
CA 24 may be coupled to the DCS responders 26-28 using any appropriate technique,
including the Internet. In addition, any one of the DCS responders 26-28 may be coupled
to the CA 24 1 a way that 1s different from how any other one of the DCS responders 26-
28 1s coupled to the CA 24 so that, for example, the DCS responder 26 may be coupled to
the CA 24 via the Internet while the DCS responder 27 may be hard wired directly to the

CA 24.

The DCS described herein achieves improvements over the impractical approach

described in the Background section by the following:

12
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The CA 24 may be certified

In an embodiment herein, an organization provides its own CA with a special
certificate, the CA certificate. This certificate may be produces by the organization, by a
certification authority of the organization, by the DA, etc. The goal of this certificate is
conveying CA status to a given entity (e.g., identified by a given identifier, OID number,
etc.) by indicating that what 1t says about currentness of its document may be relied upon
and by facilitating the verification of what it says about currentness. Indeed, the CA
certificate may bind a given verification key PK (for which the given entity possesses a
corresponding secret signiﬂg key) to the given entity, so that when the certified entity

digitally signs currentness information, others know which verification key PK should be

used to verify the CA’s signature.

In an embodiment herein, each organization has only one CA, though 1t may be
advantageous to have more than one (e.g., for redundancy purposes). In case of multiple

CAs, these may use different verification/signing keys or the same key.

« The CA 24 protects its signing key.

The CA must protect its signing key, for instance by means of a vault, secure
facility, or secure hardware. However, as set forth in more detail elsewhere herein, the
DCS system does not need any additional vaults for document currentness purposes.
The CA may host in the same protected facility more than one server embedding its

secret signing key, or securely store copies of the key --e.g., in Banks’ safe security

13
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boxes-- or host more than one server each having a secret signing key properly certified

by the organization.

The CA 24 individually signs the current status of each document for a given interval

of time, independent of any relying-party request.

At any date Di of a sequence of dates, D1, D2, ..., the CA, independent of any
relying-party request, performs a currentness update. In such an update, for each
individual document D that should still be considered current, the CA produces a digitally

signed declaration stating that D is deemed current for a time interval T: e.g., in symbols,
SIGca(D, current, T, Al)

where Al here and in the sequel, refers to any “additional information” that may be
deemed proper, including no information. In an embodiment herein, at each update, the
“currentness interval T” is the same for all (deemed current) documents. Also in an
embodiment herein, the time interval T is correlated with the sequence of dates: for
instance, T may coincide with “from date Di (e.g., included) to Di+1 (e.g., excluded).”
Also 1n an embodiment herein, the sequence of dates Di is predictable (e.g., the
sequences of dates coimncides with the sequence of days, starting with a fixed day —e.g.,
January 1%, 2000-- and, without limitation intended, using Eastern Standard Time). In
such a case the update date Di itself is a good description of T= “from Di to Di+1.” This
allows for fast and automatic and standardized processing at each update. However,

having different time intervals for different documents may be very useful and yield more

14
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efficient processing. For instance, a sensitive document D may have its currentness re-
established every day, and thus, assuming that the sequence of update dates coincides

with the sequence of days, the signature

SIGCA(D, current, (DijDi"l‘l), AI)

may be produced at each day Di, while a less sensitive document D’ may be deemed
current for a week, and thus SIG¢a(D, current, (Di,Di+7), AI) may be produced every

seventh day Di.

When a document D becomes obsolete, the CA 24 may also issue a digital
signature indicating that D is obsolete. Such a signature may indicate the precise time t
in which D was declared obsolete, and yet be included in the next update. Alternatively,
the CA may produce a signature stating that D has been made obsolete at the first update

date D1 after t. For instance, this signature may look like

SIGca(D, obsolete, (Di,Di+1), Al) or

SIGca(D, obsolete, D1, Al) or

SIGca(D, obsolete, t, Al) or

SIGea(D, obsolete, Al)

15
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If obsolete documents may never become current again, then the CA 24 may skip
to sign again that D 1s obsolete at future updates, or to include an older signature of
obsoleteness 1n the present update, because the older signature may be considered as
recently produced. It is also possible for the CA 24 to sign other status information about

a document at interval T, such as “suspended” or “unknown”.

In essence, therefore, the CA 24 pre-computes a digital signature indicating the
status of each non-expired document for a given time interval T. Such pre-computation
is performed independent of any relying party request about the documents’ currentness.
Indeed, in some cases it may be desirable that the CA 24 pre-computes a signed
declaration of the currentness status of a document D for a given time interval before any
status query about D is ever made in that interval --indeed, even before that time interval

starts.

The CA 24 sends his pre-computed signatures of currentness status fo unprotected

responders.

After pre-computing such a signature, the CA 24 makes it available (e.g., sends it)
to other parties. In particular, it may return it to relying parties in response to a
currentness status query. In an embodiment described herein, however, the CA 24 makes
its signed declarations available to DCS responders, which may then return it to a relying
party in response o a question about the currentness of D. These responders need not be
protected. In fact they do not digitally sign any response, and thus they do not need to

store and protect any secret signing key. They are secret-less and thus need no special
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protection: they just store and forward CA-signed messages, and these cannot in practice
be fraudulently modified or altered in any non-detectable way. Indeed, the CA 24 may

easily send 1ts signed declarations also to foreign responders (responders belonging to

other organizations) without jeopardizing security.

The CA 24 may facilitate the responders’ processing of its signatures by
presenting them to DCS responders 26-28 in a suitably organized fashion. For instance,
1t may present its signed declarations of document currentness status ordered according to
document serial number, or ensuring that each signed piece of data has the same or
suitably closed length, etc. To ensure that all the relevant pre-computed responses have

been received, at every update the CA 24 may provide DCS responders 26-28 with an

additional signature, by signing and dating the totality of its declarations/artificial, pre-

computed responses.

In addition, the CA 24 may send to the DCS responders 26-28 its own CA
certificate (af any). This transmission needs not occur at every update. In particular, it

may be performed only initially.

The responders store the CA-pre-computed responses.

A responder stores the received pre-computed responses of the CA for a sufficient
time. In an embodiment described herein, if these signatures relate to a given time

interval T, they store them at least until the end of T. In an embodiment described herein,
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the responders (especially those belonging to the same organization as the CA) may

check to have correct information. For instance, a DCS responder may

Verify that the pre-computed responses about a time interval T are received by the

beginning of T (or other suitable time related to T);

Verify all received CA signatures (and possibly also the proper CA certificate);

Verify whether it has received all signatures (e.g., no less than the number of

outstanding documents, etc.);

Verify whether it has received a CA-signed declaration of currentness for a

document that was previously declared obsolete; etc.

If any problem is detected, it may so inform the CA or another proper entity.

Relying parties ask responders for currentness status information

Relying parties ask responders for the current status of documents.

DCS responders answer queries with CA-pre-computed responses

When asked about the currentness of a given document, the responder fetches

from memory the pre-computed answer of the CA for that document and returns it.
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A DCS responder may also forward the proper certificate for the CA that has
signed the pre-computed response. The relying party may signal that it is not interested
in such a CA certificate, or the responder may know or assume that the relying party has

already a copy of it.

Relying parties verify the CA’s pre-computed answers (and CA certificates).

Relying parties process the received responses to ascertain the currentness status
of the document of interest. In an embodiment herein, they verify the proper CA

certificates as well (if any).

Note that the CA may be the original decision maker, who determines which
documents should be deemed valid, or the *‘executor” of someone else’s decisions. For
instance, it is informed by the organization or by the DA about the documents’
currentness information (e.g., by means of a single signed message prior to an update)
and may utilize that information when processing an update. In particular, the DA may
provide instructions to the CA as to the default validity status of every document (e.g.,
“vyalid for three months from date of issuance™), and the CA may adhere to these
instruction until and unless instructed otherwise by the DA. A human controlling the
DA may have a console enabling him to easily see the validity status of every document

issued by the DA and to revoke and revise documents.

The so described general DCS enjoys significant advantages over the above

described impractical approach described above in the Background section. In the first
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place, digital signatures are computationally intensive operations. However, the DCS
may concentrate this difficulty on a single CA server. It is therefore very easy and
relatively inexpensive to equip a CA with a computer sufficiently powerful to handle all
required digital signatures at each update. By conirast, the DCS responders only perform
trivial fetch-and-forward operations, and thus service an incoming relying-party query
much faster than even expensive responders of the impractical approach could, since the

latter must perform complex digital signatures.

In addition, because DCS responders may employ trivial hardware and do not
need to be secure, they may be incredibly cheap to buy and to operate. Consequently,
DCS responders may be deployed in great numbers without any problems: one may
always afford distributed implementations of DCS systems. Therefore, even if
enormously many document-currentness requests are generated in a short amount of time,
this load may always be spread across many DCS responders, eliminating the risk of
congestion and benign denial of service without incurring much cost. Note that the
amount of work of the CA solely depends on the number of documents and is not
affected by the number of currentness-status requests. Thus a single CA server may be

used even if millions and millions of currentness requested are expected.

In addition, for the DCS described herein, only the CA (besides the DA, if itis a
different/differently located entity) needs to be protected. In fact, DCS responders do not
store any secret keys: they only store the digital signatures of the CA --which, once
computed, cannot be maliciously altered and thus need not be kept secret. By contrast,

for the impractical approach discussed in the Background section, all responders need
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protections, because each one of them has a secret signing key whose compromise the
entire system. Therefore, DCS is more secure than the above described impractical
approach, because defending a single site is arguably easier and less difficult and/or

expensive than defending many and equally important sites.

Moreover, unlike in the impractical approach described above, relying parties
cannot easily mount software attacks in a DCS environment. Even if a relying party
succeeded in embedding in its query some kind of Trojan horse, it would not be able to
expose any secrets, because DCS responders hold no secrets for the system: they only
store and return pre-computed digital signatures of the CA. Thus, all a malicious relying
party may hope to expose is the full, accurate, and digitally signed account of which
documents are current and which are obsolete in a given time interval. But this not only
is non-secret information, it is even information that the CA would like to be universally

known, so that no one may rely incorrectly on the currentness of the documents.

In addition, note that software attacks may not be easily mounted against the CA
either. In fact, though possessing a secret signing key, the CA does not process requests
of untrusted sources. This is so because the CA only outputs data (its own digitally
signed declarations) but does not receive any untrusted inputs. Even when informed
about which documents should be deemed current by its organization or DA, the latter
two entities are far from being untrusted sources. Therefore the very ability to mject a
Trojan horse is not available in the DCS. In other words, only a single vault (the one

protecting the CA) is sufficient in the DCS, and this vault has no “windows” whatsoever.
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In addition to the advantages discussed above, the DCS enables significant
flexibility within heterogeneous deployments involving multiple organizations. A DCS
responder from organization #2 may forward CA responses from organization #1 to DCS

relying parties of organization #2 without needing to transfer any trust from organization

#1 to organization #2. Since DCS responders are simple and non-trusted relays of

[ ]

information, they may be widely distributed and mirrored without reducing overall

system security.

Assume a relying party queries a responder of organization #2 about the
currentness of a document of organization #1. Then the response that it gets back is
convincing because it is digitally signed by a CA of organization #1, which is best
positioned to know which documents of organization #1 are still current, and which has
the greatest imterest in not making mistakes. This response may be made even more

authoritative by having the relying party also get this CA’s certificate (e.g., signed by

organization #1), vouching that 1t 1s indeed a proper CA of organization #1.

In sum, organization #1 enables the DCS responders of organization #2 to provide

convincing proofs of currentness for organization #1°s documents without relinquishing
any amount of control over the currentness status of its own documents. That 1s, in the
DCS trust may flow from one organization to another without any loss of security or

control.

Furthermore, in an extreme case, DCS responders may be treated as transparent

network infrastructure rather than hardened trust points. This 1s stmilar to the service
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cloud offered by the Internet's DNS infrastructure, in that it allows for a heterogeneous
collection of servers that transparently interoperate to discover and cache CA-signed
currentness responses for queries. Secure heterogeneity 1s a major advantage of DCS
over the 1mpractical approach discussed in the Background section. It allows a wide

variety of organizations to interoperate at a document level in a secu<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>