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(57) Abstract: Systems, architecture of the systems, and 
methods for generating alert message are disclosed. A 
user enrolls in an alert messaging service. Information 
that the user provides during an enrollment process are 
sent into a database, the user performs a transaction us
ing a portable consumer device. Transaction data are 
sent to a computer apparatus. The computer apparatus 
accesses the database containing alert customization 
data. An alert message is generated based on the transac
tion data and the alert customization data. The alert mes
sage is sent to a user device. The systems, resources and 
processes responsible for performing the transaction and 
providing the alert messages are separated so that the 
transaction processing and alert generation are per
formed in parallel by systems in communication with 
each other. Utilizing such method prevents the transac
tion processing system from being overloaded with addi
tional processes, while maintains a desired level of effi
ciency, security and reliability of the payment processing 
system.
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ALERT ARCHITECTURE

CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] The present application claims benefit under 35 U.S.C. § 119(e) of U.S. 

Provisional Patent Application No. 61/173,371, entitled “Alerts Based System and 

Method,” filed April 28, 2009, the entire disclosure of which is incorporated herein by 

reference for all purposes.

BACKGROUND

[0002] A Payment Processing Network (PPN) that performs transaction 

processing, may be used for a variety of information-based services one of which is 

alert messages that enhance the user payment experience. Alert messages can be 

derived from the inherent information in each transaction and other customization 

settings. Alert messages provide a means of notifying a user about recent 

transactions and/or account activities in a tailored format. Such alerts may be in the 

form of messages tailored based on various metrics. These metrics may specify the 

type of the information user wants to see such as recent transactions, account 

balance, transaction amounts over specified pre-ser limits, and/or format of the alerts 

which may specify the language, amount of detail and the type of user devices used 

to receive the messages, among others.

[0003] Providing services such as the alert messages, requires an

appropriate amount of resources and processing power. Using the existing 

resources of a Payment Processing Network to allow for additional processes, 

results in some concerns and may not be a feasible approach. Various parts of a 

Payment Processing Network are designed to withstand catastrophic conditions, and 

to be secure, efficient and reliable. The addition of other processes, that are not 

integral part of the payment processing, may impair one or more of such 

characteristics. For example, modifying the existing resources to allow for 

processing the alert messages may overload the system and may negatively affect 

the efficiency. Also, various aspects of the alert generation may be related to 

exchange of data between third party resources which may negatively affect 

security.
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[0004] A need exists to address these and other problems, individually and collectively.

BRIEF SUMMARY

[0004a] It is an object of the present disclosure to substantially overcome, or at least ameliorate, 

at least one disadvantage of present arrangements.

[0005] Aspects of the present disclosure include systems, technical architecture of the systems, 

and methods for generating alert messages. The alert message system can be implemented using 

one or more computer apparatus and databases. In disclosed aspects of the invention, processes 

and resources of a payment processing system are separated from the processes and resources 

used to generate and deliver the alert messages.

[0005a] A first aspect of the present disclosure provides a method comprising: receiving, by at 

least one server computer, first transaction data comprising a first account identifier; 

determining, by the at least one server computer that the first account identifier is present in a 

first database comprising a group of account identifiers, wherein the at least one server computer 

and the first database are in a payment processing network; sending, by the at least one server 

computer, the first transaction data to a notification server computer, which is in communication 

with a second database comprising at least the group of account identifiers, the first database 

being thin with respect to the second database, wherein the notification server computer 

thereafter sends an alert message to a user device; receiving, by the at least one server 

computer, second transaction data comprising a second account identifier; determining, by the at 

least one server computer, that the second account identifier is not present in the first database 

comprising the group of account identifiers; and responsive to the determination that the second 

account identifier is not present in the first and thin database, sending, by the at least one server 

computer, an authorization response message associated with the second transaction data to a 

merchant without sending the second transaction data to the notification server computer. 

[0005b] A further aspect of the present disclosure provides at least one server computer 

comprising: at least one processor, and a non-transitory computer readable medium coupled to 

the at least one processor, the non-transitory computer readable medium comprising code, 

executable by the at least one processor to perform a method comprising: receiving first 

transaction data comprising a first account identifier; determining that the first account identifier 

is present in a first database comprising a group of account identifiers; sending the first

8713897V1
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transaction data to a notification server computer, which is in communication with a second 

database in a payment processing network comprising at least the group of account identifiers, 

the first database being thin with respect to the second database, wherein the notification server 

computer thereafter sends an alert message to a user device; receiving second transaction data 

comprising a second account identifier; determining that the second account identifier is not 

present in the first database comprising the group of account identifiers; and responsive to the 

determination that the second account identifier is not present in the first and thin database, 

sending an authorization response message associated with the second account identifier to a 

merchant without sending the second transaction data to the notification server computer. 

[0006] Another aspect of the present disclosure is directed to a system and method for 

performing an electronic payment transaction with a portable consumer device and receiving an 

alert message generated by one or more computer apparatus and databases which are 

operationally separated from the resources of the payment processing network. A user uses his 

portable consumer device to perform an electronic payment transaction, and transaction data 

associated with a payment transaction are received at a first computer apparatus in the payment 

processing network. A database in the payment processing network is accessed to determine if 

the transaction is associated with an account enrolled in the alert service. If the account is 

enrolled in the alert service, the transaction data are sent to a second computer apparatus 

separated from the resources of the payment processing network. The second computer 

apparatus accesses a database comprising alert customization data. The second computer 

apparatus then generates an alert message using the transaction data and the alert customization 

data. The generated alert message is then sent to a user device.

[0007] Another aspect of the present disclosure is directed to a method for sending the 

transaction data from the payment processing network to an IP (Internet Protocol) Gateway for 

alert message generation, and delivery based on an enrollment record of the account associated 

with the transaction that is stored in a database accessible by the payment processing network. 

[0008] These and other embodiments of the present disclosure are described in further detail 

below.

8713897V1
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BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 shows an alert messaging system, according to an embodiment 

of the invention.

[0010] FIG. 2 shows the architecture of a subset of the alert messaging 

system, according to an embodiment of the invention.

[0011] FIG. 3a illustrates the enrollment process in the alert messaging 

system, according to an embodiment of the invention.

[0012] FIG. 3b illustrates the enrollment process in the alert messaging 

system, according to an embodiment of the invention.

[0013] FIG. 4 shows a flowchart illustrating the steps involved in the 

enrollment processes shown in FIG. 3a and FIG. 3b, according to embodiments of 

the invention.

[0014] FIG. 5 shows a flowchart illustrating the steps involved in performing an 

electronic payment transaction and providing one or more alert associated with the 

payment transaction, according to embodiments of the invention.

[0015] FIG. 6 shows a system according to an embodiment of the invention.

DETAILED DESCRIPTION

[0016] Embodiments of the invention are directed to systems, architectures of 

the systems, and methods for providing alert messages to users when performing 

electronic payment transactions, without burdening the resources of a Payment 

Processing Network (PPN).

[0017] In certain embodiments, alert messages can be based on information 

being processed through the payment processing network which may include a 

processing system such as an IP system (Integrated Payments system). The 

integrated payments system can be a financial processing switch, can accept inputs 

(transaction requests) from acquirers and can forward the authorization request 

message to the institution that issued the card/account (i.e., the issuer). The issuer 

can then respond with an approval or can decline the transaction, and the response 

message can be switched back to the originating acquirer (and to the originating

3
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merchant). The integrated payments system can be built to withstand catastrophic 

conditions using redundancy of platforms and physical locations.

[0018] To increase security and reliability, other services such as alerts can be 

performed by separate systems in communication with the payment processing 

network and the integrated payments system. In certain embodiments, a second 

system outside of integrated payments can be created to manage the alerts. This 

can be a second database(s), servers, and connectivity systems used specifically for 

entities and services outside of traditional transaction processing. This second 

system may be referred to as the IP (Internet Protocol) Gateway, and may include its 

own server(s), database(s), and interfaces to many different endpoints for the 

purposes of sending alert messages. In some embodiments, a payment processing 

network can comprise both the integrated payments system and the IP Gateway. 

Thus, the system(s) and processes (collectively referred to as “alert engine” or “rule 

engine”) used for providing alert messages may comprise the IP Gateway alone or in 

combination with all or portions of the integrated payments system or other suitable 

systems. Segmenting the databases and systems can provide a number of benefits 

which will be described in detail.

[0019] In certain implementations, moving alert processing to the IP Gateway 

(and thus outside of the payment processing network and integrated payments 

system) can reduce the workload on the payment processing network and the 

integrated payments system and allows them to focus on other specified tasks (such 

as processing transaction requests). The IP Gateway can process the alert related 

tasks of trigger processing, message creation, connectivity to alert end points like 

email, SMS Text operators, voice response systems, and other web interfaces. The 

IP Gateway may be configured to send messages using one or more message 

interfaces that can connect to various delivery channels. This can allow for limited or 

no impact to payment processing network and integrated payments system 

transaction processing, resulting in fast transactions. Furthermore, it may be 

possible to shut down the peripheral service (IP Gateway) without impacting the core 

systems (integrated payments system and other transaction processing), to prevent 

any impact on transaction processing. In certain implementations, outside entities 

may connect to the IP Gateway, to access the database(s) therein or other services. 

This can enhance services such as web service connection to the IP Gateway 

database(s).

4



WO 2010/129282 PCT/US2010/032583

[0020] The IP Gateway can include both processors and server computers 

referred to as notification server computer(s) (for determining how to handle alerts 

and transactions, using specific parameters), and one or more databases for storing 

issuer information, cardholder enrollment data, and transaction data (i.e., records of 

transactions and alerts). The IP Gateway can also include computer readable media 

and processors for executing reporting and billing logic (such as reporting on billings, 

status, fraud, consumer data, etc.). The IP Gateway can have a messaging interface 

for delivery channel logic. This messaging interface allows the IP Gateway to send 

and receive messages using any suitable communication channel, such as Text 

(SMS) messages, email, web delivery, etc. The IP Gateway further provides web 

services, for access to the system using one or more web enabled browsers. The 

web services can allow for enrollment of users in the alerts and other services. 

Enrollment may be performed by filling in fields on a website (one or more users at a 

time) hosted by an enrollment server computer, or may be done in batch, by file 

delivery from an issuer or other party. The web services can further provide 

customer service functions for the user and the issuer.

[0021] In certain embodiments, alerts can be generated after a payment 

transaction has been authorized. Thus, a message can be processed through the 

integrated payments system (and in certain implementations the IP Gateway), but 

can be generated as the payment transaction is returned from the issuer in an 

authorization response message. This processing allows the alert to be withheld if 

the payment transaction is declined, minimizing any possible confusion by the 

consumer (i.e., no alerts may be sent for payment transactions that are not 

completed). The alert engine may add another trigger that generates a special 

message based on the declined payment transaction. This “declined transaction” 

trigger can provide another tool to discover fraud. Thus, a user may receive a 

message regarding a declined transaction in which the user did not originate.

[0022] In certain embodiments, alerts can be sent at the earliest point in a 

switched transaction where all information is present from all entities (consumer, 

merchant, acquirer, issuer, etc.). These alerts can be “real time” or “near real time,” 

and can contain all relevant results and information regarding the payment 

transaction. The payment authentication message may be passed to the IP 

Gateway for alternate communications such as SMS messages or email. This can 

improve the payment experience for certain payment methods such as mobile based
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money transfer. In other embodiments, the payment transaction may be passed to 

other alternative systems and/or may be passed at other steps in the transaction 

flow.

[0023] The database(s), such as the enrollment database, within the payment 

processing network and the integrated payments system can be synchronized with 

the database(s) within the IP Gateway. Furthermore, the IP Gateway can send 

messages regarding the payment transaction through various delivery channels, 

such as by SMS message, email, or other delivery methods such as instant 

message or other web based services. The IP Gateway may also be accessible to 

online banking services such enrollment with an issuer, account management, and 

customer service functions, through web services. The web services may be on 

websites controlled by the payment processing system or the issuer, or may be 

controlled by a combination of the payment processing system and the issuer. In 

certain implementations the website may be hosted by one entity but can redirect the 

user to a site hosted by another entity.

[0024] In certain embodiments, the enrollment database(s) within the payment 

processing system or other systems (e.g., the issuer) may be efficiently connected. 

Such connection can synchronize mobile payment and message based user 

information, with core enrollment user information found in the integrated payments 

system. This can improve quality of service, fraud reduction, and improve reputation 

tracking. In certain implementations, the optimization described above can be used 

with any payment processor that addresses mobile cardholder enrollments.

[0025] The enrollment database in the integrated payments system can share 

information with the cardholder enrollment database in the IP Gateway. In certain 

implementations, this can allow for a “thin” database within the integrated payments 

system that includes all users enrolled in alert services. Thus, as a payment 

transaction is processed by the payment processing network (using the integrated 

payments system), the thin database can allow for fast determination of whether an 

alert should be generated. If it is determined that an alert should be generated, the 

transaction can be forwarded to the IP Gateway. If no alert should be generated, the 

integrated payments system can bypass the IP Gateway and can forward the 

transaction to the appropriate party, such as the acquirer. This prevents the IP 

Gateway from having to process unnecessary transactions (such as transactions 

without alerts) while maintaining secure and fast process flow. The dual database

6
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approach provides for fast processing as it can filter out the transactions that require 

alert processing from the transactions that do not. The system can optimize 

enrollment database information from the integrated payments system to the IP 

Gateway. The card enrollment functions can be performed via web services for 

customer services in communication with the IP Gateway. The IP Gateway can also 

send data via various user channels and issuer online banking services.

[0026] Other specific examples of embodiments of the invention are described 

in further detail below.

I. SYSTEM

[0027] FIG. 1 is a diagram illustrating an alert messaging system 100, in 

accordance with an embodiment of the invention. The alert messaging system 100 

includes a user 110, a portable consumer device 120, a merchant 130, an access 

device 132, an acquirer 140, a Payment Processing Network (PPN) 150, an issuer 

160, an IP Gateway 170, mobile device carriers 190, e-mail servers 180, a mobile 

device 200, a user computer 210, and web services 220. Although one user 110, 

one mobile device 200, one user computer 210, one merchant 130, one acquirer 

140, and one issuer 160 are shown, there may be any suitable number of any of 

these entities in intelligent alert messaging system 100.

[0028] User 110 is in operative communication with the portable consumer 

device 120. Merchant 130 has an access device 132 for interacting with the 

consumer portable device 120 and acquirer 140 associated with merchant 130. 

Acquirer 140 is in communication with issuer 160 through payment processing 

network 150.

[0029] The alert messaging system 100 also includes a mobile device 200 in 

operative communication with user 110 for displaying alert messages to the user 

110.

[0030] The alert message system 100 also includes an IP Gateway 170 that

is in communication with payment processing network 150. IP Gateway 170 

receives the transaction data from the payment processing network 150 and 

generates the alert messages. IP Gateway 170 is also in communication with the 

mobile device carriers 190, e-mail servers 180, and web services 220. The mobile 

device carriers 190 are in operative communication with the mobile device 200, and 

7
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the mail servers 180 are in operative communication with the user computer 210. 

The alert messages that are generated from IP Gateway 170 are sent to the mobile 

device carriers 190 and/or mail servers 180 to be sent to the mobile device 200, 

and/or to be accessed by the user computer 210. The web services 220 is also in 

operative communication with the user 110 for enrolling the user 110 in the alert 

messaging service provided by the alert messaging system 100.

[0031] Each of the components shown in FIG. 1 is described in further detail 

below.

[0032] FIG. 2 is a diagram illustrating the architecture of a subsystem 101 of 

the alert system 100. FIG. 2 illustrates more details about the IP Gateway 170. The 

IP Gateway 170 includes a notification server computer 171 having a computer- 

readable medium (CRM) 172, and a processor (not shown) that is coupled to the 

CRM 172. Although one CRM 172 is shown in FIG. 2, the notification server 

computer 171 may house more than one CRM as needed. The notification server 

computer 171 is in communication with database 173. In some embodiments, 

database 173 may be included in the notification server computer 171. Database 

173 contains alert customization data that are used to generate the alert messages. 

The alert customization data includes transaction data 174, cardholder enrollment 

data 175 (which includes account identifiers associated with portable consumer 

devices of users enrolled in the alert messaging service), and issuer data 176. 

Cardholder enrollment data 175 are synchronized with the enrollment database 152 

via the synchronization link 156. The enrollment database 152 contains data related 

to users who are enrolled in the alert messaging service. As shown in FIG. 2, IP 

Gateway 170 is in communication with payment processing network 150, and web 

services 220 via the network connection 154 which may be in any suitable form. The 

network connection 154 may include, for example, at least a portion of the Internet. 

Delivery channel logic 177 is in communication with IP Gateway 170, mobile service 

carriers 190, e-mail servers 180, and other delivery channels 178.

[0033] User 110 refers to an individual or organization such as a business that 

is capable of purchasing goods or services or making any suitable payment 

transaction with merchant 130.

[0034] Portable consumer device 120 refers to any suitable device that allows 

the payment transaction to be conducted with merchant 130. Portable consumer 

8
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device 120 may be in any suitable form. For example, suitable portable consumer 

devices 120 can be hand-held and compact so that they can fit into a consumer's 

wallet and/or pocket (e.g., pocket-sized). They may include smart cards, magnetic 

stripe cards, keychain devices (such as the Speedpass™ commercially available 

from Exxon-Mobil Corp.), etc. Other examples of portable consumer devices 120 

include cellular phones, personal digital assistants (PDAs), pagers, payment cards, 

security cards, access cards, smart media, transponders, and the like. In some 

cases, portable consumer device 120 may be associated with an account of user 

110 such as a bank account

[0035] Merchant 130 refers to any suitable entity or entities that make a 

payment transaction with user 110. Merchant 130 may use any suitable method to 

make the payment transaction. For example, merchant 130 may use an e- 

commerce business to allow the payment transaction to be conducted by merchant 

130 and user 110 through the Internet. Other examples of merchant 130 include a 

department store, a gas station, a drug store, a grocery store, or other suitable 

business.

[0036] Access device 132 may be any suitable device for communicating with 

merchant 130 and for interacting with portable consumer device 120. Access device 

132 can be in any suitable location such as at the same location as merchant 130. 

Access device 132 may be in any suitable form. Some examples of access devices 

132 include POS devices, cellular phones, PDAs, personal computers (PCs), tablet 

PCs, hand-held specialized readers, set-top boxes, electronic cash registers (ECRs), 

automated teller machines (ATMs), virtual cash registers (VCRs), kiosks, security 

systems, access systems, websites, and the like. Access device 132 may use any 

suitable contact or contactless mode of operation to send or receive data from 

portable consumer devices 120.

[0037] If access device 132 is a POS terminal, any suitable POS terminal may 

be used and may include a reader, a processor, and a computer-readable medium. 

Reader may include any suitable contact or contactless mode of operation. For 

example, exemplary card readers can include radio frequency (RF) antennas, optical 

scanners, bar code readers, magnetic stripe readers, etc. to interact with portable 

consumer device 120.

9
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[0038] Acquirer 140 refers to any suitable entity that has an account with 

merchant 130. In some embodiments, issuer 160 may also be acquirer 140.

[0039] Payment processing network (PPN) 150 refers to a network of suitable 

entities that have information related to an account associated with portable 

consumer device 120. This information includes data associated with the account on 

portable consumer device 120 such as profile information, data, and other suitable 

information.

[0040] Payment processing network 150 may have or operate a server 

computer and may include a database. The database may include any hardware, 

software, firmware, or combination of the preceding for storing and facilitating 

retrieval of information. Also, the database may use any of a variety of data 

structures, arrangements, and compilations to store and facilitate retrieval of 

information. The server computer may be coupled to the database and may include 

any hardware, software, other logic, or combination of the preceding for servicing the 

requests from one or more client computers. Server computer may comprises one 

or more computational apparatuses and may use any of a variety of computing 

structures, arrangements, and compilations for servicing the requests from one or 

more client computers. For illustration purposes, examples of some of the elements 

of the payment processing network 150 such as authorization module 182, settling 

and clearing module 184 and payment processing server computer 186 are shown in 

FIG. 2. Each of settling and clearing module 184, authorization module 182, and the 

payment processing server 186 contain an appropriate number of computer readable 

mediums and processors (not shown) that perform the functions described herein 

with respect to these elements.

[0041] Payment processing network 150 may include data processing 

subsystems, networks, and operations used to support and deliver authorization 

services, exception file services, and clearing and settlement services. An 

exemplary payment processing network 150 may include VisaNet™. Networks that 

include VisaNet™ are able to process credit card transactions, debit card 

transactions, and other types of commercial transactions. VisaNet™, in particular, 

includes a integrated payments system (Integrated Payments system) which 

processes authorization requests and a Base II system which performs clearing and 

settlement services. Payment processing network 150 may use any suitable wired 

or wireless network, including the Internet.

10
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[0042] Issuer 160 refers to any suitable entity that may open and maintain an 

account associated with portable consumer device 120 for user 110. Some 

examples of issuers may be a bank, a business entity such as a retail store, or a 

governmental entity. In many cases, issuer 160 may also issue portable consumer 

device 120 associated with the account to user 110.

[0043] IP Gateway 170 refers to an entity that generates and delivers 

notifications and alert messages to various delivery channels. IP Gateway may 

include one or more servers and databases for generation of the alert messages and 

retrieval of data. IP Gateway 170 may be part of the payment processing network 

150 or may be a separate entity in communication with payment processing network 

150.

[0044] Notification server computer 171 may be a powerful computer or 

cluster of computers. For example, the server computer can be a large mainframe, a 

minicomputer cluster, or a group of servers functioning as a unit. In one example, 

the notification server computer may be a database server coupled to a Web server. 

Notification server computer 171 includes a computer-readable medium (CRM) 172 

and a processor (not shown) coupled to the CRM 172.

[0045] Database 173 may be in the form of one or more server computers for 

storage of data. It may also be in the form of one or more electronic storage units 

(stand alone hard drives) capable of storing electronic data.

[0046] Delivery channel logic 177 may be in the form of an application 

program that sends the alert messages to the appropriate delivery channel. Delivery 

channel logic 177 may be part of the IP Gateway 170 or the payment processing 

network 150. In some embodiments, delivery channel logic runs on a server 

computer that is in communication with the notification server computer 171. In 

other embodiments, delivery channel logic may run on the notification server 

computer 171.

[0047] E-mail servers 180 are server computers configured to receive an e

mail from a network connection and store the e-mail in memory for future retrieval.

[0048] Mobile device carriers 190 refer to entities that provide wireless 

infrastructures for wireless data transfer and communication via cellular phone or 
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other mobile devices. Example of such entities are AT&T™, Verizon Wireless™, T- 

Mobile™, etc.

[0049] Mobile device 200 may be in any suitable form. For example, suitable 

mobile device 200 can be hand-held and compact so that they can fit into a 

consumer's wallet and/or pocket (e.g., pocket-sized). Some examples of mobile 

device 200 include desktop or laptop computers, cellular phones, personal digital 

assistants (PDAs), pagers, payment cards, security cards, access cards, smart 

media, transponders, and the like. In some embodiments, mobile device 200 and 

portable consumer device 120 are embodied in the same device.

[0050] User computer 210 may be a personal computer or a laptop. The User 

computer 210 may run an operating system such as MicrosoftWindows™ and may 

have a suitable browser such as Internet Explorer™.

[0051] Web services 220 may be in the form of one or more server computers 

and a website which allows users to enroll in the alert messaging service. Web 

services may include an enrollment server computer 222 that hosts a website which 

provides an electronic enrollment form to users to enroll in the alert messaging 

service. Web services 220 may be provided by the issuer 160 or the payment 

processing network 150.

II. METHOD

A. SEPARATION OF PROCESSES AND RESOURCES

[0052] In order to use the transaction data to provide information-based 

services such as alert messages, yet not burdening various elements of the payment 

processing network 150 with any additional processing, separate systems in 

communication with elements of the payment processing network 150 may be used. 

IP Gateway 170, shown in FIG. 2, includes the elements such as notification server 

computer 171 and database 173 that are used to generate alert messages from 

transaction data received from the payment processing server computer 186.

[0053] In one embodiment, IP Gateway 170 may be part of the payment 

processing network 150 and only the server(s) and database(es) used to generate 

the alert messages be operationally separated from the elements of the payment 

processing network 150 that are used to perform the payment transactions. In other 
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embodiments, IP Gateway 170 may be separated from the payment processing 

network 150, as shown in FIG. 2, and embodied as a separate entity.

[0054] In a typical purchase transaction, which will be described in detail later, 

acquirer 140 sends an authorization request to payment processing network 150 

(arrow 3 in FIG. 2) which in turn is passed to the issuer 160 (arrow 4). In response, 

issuer 160 sends an authorization response message back to the payment 

processing network 150 (arrow 5), which indicates whether the transaction was 

approved or declined, payment processing network 150 then sends the 

authorization response message to the acquirer 140 (arrow 6). Using the 

arrangement as shown in FIG. 2, the process of generating alert messages may 

begin at the time of receiving the authorization request message from acquirer 140 

(arrow 3), or at the time of receiving the authorization response message from the 

issuer 160 (arrow 5), or both, depending on the type of the alert. The authorization 

request message and the authorization response message include the transaction 

data. The authorization request messages may contain more data in addition to 

transaction data. The authorization response messages may also contain more data 

in addition to transaction data.

[0055] In one embodiment, user 110 may be notified about a transaction 

before an authorization request message is submitted to the issuer 160. In this 

situation, transaction data at the time of receiving the authorization request message 

from the acquirer 140 may be used so that appropriate type of alert is provided to the 

user 110. This can be used to involve the user 110 in verifying the transaction which 

may help in fraud detection.

[0056] In another embodiment, user 110 may be notified about a transaction 

after it has been approved or declined by the issuer 160. In this situation, 

transaction data at the time of receiving the authorization response message from 

the issuer 160 may be used. This can be used to notify the user about a recent 

transaction. For example, when user 110 purchases a coffee at a coffee shop, he 

will receive a message on his mobile device 200 that says: “your card was charged 

$2.00 at starbucks.”

[0057] In some embodiments, when transaction data from issuer 160 are 

used, an alert may be customized based on the result of the transaction and include 

additional details that gives an “intelligent” aspect to the alert messages. For 
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example, an alert may be withheld if a transaction is declined to avoid any possible 

confusion. Alternatively, an alert may be issued stating that the transaction was 

declined and additional details may be provided to help the user 110 understand why 

the transaction was declined. For example, an alert in this example may say: 

“transaction was declined. Insufficient available credit,” or “Transaction was 

declined. Verification from cardholder is required. Please contact the issuer.”

[0058] Utilizing this method and separating the resources and processes, 

eliminates the burden of processing and generating the alerts from the resources of 

the payment processing network 150, especially when great level of details and 

customizations are provided in the alerts; payment processing network 150 forwards 

the transaction data, that it normally receives from acquirer 140 and issuer 160, to IP 

Gateway 170. Further processing and customizing the alert messages is performed 

by the resources of IP Gateway 170. This may advantageously result in a “real time” 

or “near real time” process, since when transaction data are received by the IP 

Gateway 170, generation of the alert messages and the rest of the payment 

processing are performed in parallel.

[0059] In addition to eliminating the processing power needed for generating 

alerts, separation of processes and resources between payment processing network 

150 and IP Gateway 170, may be advantageous for the purpose of delivering the 

generated alerts which requires additional processing. When alerts are generated 

by the notification server computer 171, they are sent to the delivery channel logic 

177 for delivery to the user 110 via a user device. The delivery channel logic 177 

may be in the form of one or more software applications running on one or more 

computers that are tasked with delivery of the alerts to the appropriate delivery 

channel(s). In one embodiment, the delivery channel logic may be part of the IP 

Gateway 170. In another embodiment, the delivery channel logic 177 may be a third 

party entity that receives the alert message via network connection 154 and sends it 

to an appropriate user device.

[0060] In one embodiment, the alert message may be sent along with an 

identifier that specifies what form of delivery channel should be used for the delivery 

of the message. Delivery channel logic 177 is in communication with mobile device 

carriers 190 and e-mail servers 180, for sending the alert messages in formats that 

are readable by the mobile device 200, and in the form of e-mail messages that are 

readable by user computer 210.
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[0061] In some embodiments, an alert may be sent to a user in the form of 

Interactive Voice Response (IVR), Instant Message (IM), Voicemail, etc. Therefore, 

FIG. 2 shows that delivery channel logic 177 is in communication with other delivery 

channels 178 that can deliver the alert messages in a variety of formats to a user 

device.

[0062] It can be appreciated that the architecture of FIG. 2 provides several 

advantages. For example, generation of the alerts by the IP Gateway 170 and 

delivery of the alerts by the delivery channel logic 177, will not overload the 

resources of payment processing network 150 with additional processing. In 

addition, this architecture allows for outsourcing of the IP Gateway 170, delivery 

channel logic 177, or any of their elements while reducing any potential security 

concerns. Given that IP Gateway 170 receives a copy of the transaction data from 

payment processing network 150, it can be embodied as a third party entity tasked 

with generation of the alerts. Same applies to delivery channel logic 177. Moreover, 

segmenting the resources provides the possibility of shutting down the elements 

used for alert generation and delivery without impacting the transaction processing 

operations of the payment processing network 150.

B. ENROLMENT AND LINKAGE OF IP GATEWAY

[0063] In order to receive the alert messages, user 110 must be enrolled for 

the service provided by the alert messaging system 100. There may be multiple 

ways in which the user 110 may become enrolled in the alert service. In some 

embodiments, the user 110 may be enrolled automatically by the issuer 160 that 

issues the portable consumer device 120. Enrollment may also be done in a batch 

mode, by file delivery from issuer 160 or by file delivery from some other party. In 

other embodiments, the issuer 160 or payment processing network 150 may provide 

the alert service as an option to the user 110 at which time the user 110 may enroll 

in the alert messaging service either by contacting a customer service representative 

over the phone (provided either by the issuer 160 or payment processing network 

150), or by accessing a web site and filling out an online application. This may be 

done by web services 220. The web services 220 can allow for enrollment of users 

in the services provided by the IP Gateway 170. In certain implementations, the web 

site may be hosted by one entity but can redirect the consumer to a site hosted by 

another entity.
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[0064] In some embodiments, issuer 160 may integrate its website with the

web services 220, and communicate with web services 220 on behalf of the user 

110. FIG. 3a and FIG. 3b illustrate two embodiments where user 110 is enrolled in 

the alert service by communicating with a website provided by the issuer 160 that is 

integrated with web services 220. These embodiments are illustrated as examples 

of many possible ways that users may be enrolled in the alert services. These 

embodiments also illustrate the degree of flexibility and customization that the 

architecture of FIG. 2 provides for other entities such as issuer 160 to interact with 

the alert messaging system while maintaining the security, and without using the 

resources of the payment processing network 150. Therefore, those skilled in the art 

will understand that the following embodiments are illustrative and not restrictive.

[0065] Going back to FIG. 3a and FIG. 3b, two possible methods of enrolling 

users with a web site 230 provided by issuer 160 that is integrated with web services 

220 are illustrated. FIG. 4 is a flowchart that describes the steps in FIG. 3a and FIG. 

3b. As shown in both FIG. 3a and FIG. 3b, user 110 enters the issuer web site 230 

and authenticates himself. This is shown as step 301 in FIG. 4. Issuer 230 then 

indicates services eligibility for the accounts that the user 110 holds with the issuer 

160. (Step 302 in FIG. 4). User 110 then selects one or more of his accounts for 

enrollment. (Step 303 in FIG. 4). Next, user 110 is presented with an electronic 

enrollment form to be filled out. Appropriate fields of this form may be provided by 

the issuer 160, or based on an arrangement between issuer 160 and web services 

220, the fields may be provided by the web services 220. FIG. 3a illustrates the 

embodiment in which issuer 160 requests and receives appropriate fields for user 

110 from web services 220. This is shown at step 304a in FIG. 4. Fig. 3b illustrates 

the embodiment in which the issuer 160 directly presents the appropriate enrollment 

fields for the user 110. This is shown as step 304b in FIG. 4. From the vantage 

point of the user 110 there will be no difference in either of these embodiments, 

because the integration of the issuer website 230 and the web services 220 is done 

in the background.

[0066] Thereafter, user 110 completes the enrollment information, (step 305 

in FIG. 4). Issuer 160 conducts a channel verification and completes the user 

activation. (Step 306 in FIG. 4). In step 306, issuer 160 verifies and activates the 

delivery channels such as e-mail, SMS messaging, etc. that user 110 requested 

when filling out the electronic enrollment form. The user activation status is then
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passed by issuer 160 to the IP Gateway 170 via web services 220. (Step 307 in 

FIG. 4). Finally IP Gateway begins processing alerts for the enrolled account(s) of 

user 110. (step 308 in FIG. 4).

[0067] Once the user 110 is enrolled in the alert service, appropriate 

information regarding the user 110 such the preferences and type of user device(es) 

used for delivery of alerts, account identifier (account number or any other data that 

identifies the user account enrolled in the alert service), etc. are stored in the 

cardholder enrollment data 175 in the database 173. Cardholder enrollment data 

175 are used along with issuer data 176 and transaction data 174 for generation of 

the alert messages. As a result of the enrollment process, cardholder enrollment 

data 175 in the database 173 will contain a group of account identifiers that indicate 

the account numbers of users enrolled in the alert messaging service.

[0068] In some embodiments, only the transaction requests/responses that 

are associated with an account that is enrolled in the alert messaging system 100 

are sent to the IP Gateway 170. In order for the payment processing network 150 to 

determine whether the transaction data are associated with a portable consumer 

device 120 that is enrolled in the alert service, the payment processing network 150 

maintains a list of account identifiers (account numbers or any other data that 

identifies the user accounts enrolled in the alert service) associated with the portable 

consumer devices of users who are enrolled in the alert messaging service. This list 

is stored in the enrollment database 152. The account identifiers in the enrollment 

database 152 are synchronized with the appropriate portion(s) of the cardholder 

enrollment data 175 via synchronization link 156. Synchronization link 156 may be 

in any suitable form. For example, the synchronization link 156 may be in the form 

of local area network connection or Internet.

[0069] Synchronization link 156 stores a copy of the group of account 

identifiers that are stored in cardholder enrollment data 175, into enrollment 

database 152. This will make the enrollment database 152 to act as a “thin” 

database that stores an appropriate portion of the data in the database 173, and 

allows the payment processing server computer 186 to initiate the process of alert 

message generation and delivery by accessing a thin database (enrollment database 

152).
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[0070] Synchronization link 156 performs the synchronization process 

between an appropriate portion of the data stored in the database 173 and 

enrollment database 152, at predetermined times or as new data are stored in the 

database 173. In some embodiments, synchronization link 156 synchronizes the 

data (the group of account identifiers) at predetermined times per day. For example, 

in one embodiment, synchronization link 156 may synchronize the data at the end of 

each day. In this situation, users who enroll their accounts with the alert messaging 

service will have to wait until the next day for activation. In some other 

embodiments, synchronization link 156 may synchronize the data as they are stored 

in the database 173. In such embodiments, user’s accounts will be enrolled in the 

alert messaging service shortly after they finish the enrollment process. In some 

embodiments, synchronization link 156 may synchronize the data certain number of 

times per day at predetermined times or based on a predetermined number of new 

enrolled accounts.

[0071] After the payment processing network 150 receives an authorization 

request message from the acquirer 140, authorization response message from the 

issuer 160, or both, an application program, running on a computer system such as 

the payment processing server computer 186, compares the account number and/or 

other forms of account identifier(s) associated with the authorization request 

message (or the authorization response message) with a list of account identifiers of 

the enrolled account numbers in the enrollment database 152. If there is a match, 

which indicates that the account number associated with portable consumer device 

120 is enrolled in the alert messaging service, the payment processing network 150 

sends the transaction data 174 associated with that particular transaction to the IP 

Gateway 170.

[0072] If the transaction is associated with account number that is not enrolled 

in the alert service, payment processing network 150 does not send the transaction 

data to IP Gateway 170 and resumes the payment processing. This prevents the IP 

Gateway from having to process unnecessary transactions while maintaining a 

secure and fast process flow. This dual database approach provides for fast 

processing as it can filer out the transactions that require alert processing from the 

transactions that do not.
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C. PERFORMING TRANSACTIONS AND PROVIDING ALERT

MESSAGES

[0073] FIG. 1 and the flowchart of FIG. 5 illustrate the entire process from 

performing a transaction until generation and delivery of alert(s) associated with the 

transaction. In a typical purchase transaction (payment transaction), the user 110 

purchases goods or services at the merchant 130 using the portable consumer 

device 120 (arrow 1 in FIG. 1 and step 501 in FIG. 5). An authorization request 

message comprising transaction data is generated by a processor in the access 

device 132 after the portable consumer device 120 interacts with the access device 

132. The authorization request message may comprise, for example, the BIN (bank 

identification number), the account identifier (account number) and expiration date 

associated with the portable consumer device 120, the purchase amount, and a 

merchant code such as a merchant category code (MCC). The authorization request 

message is then forwarded from the merchant 130 to the acquirer 140 (arrow 2 in 

FIG. 1 and step 502 in FIG. 5). After receiving the authorization request message, 

the acquirer 140 then sends it to the payment processing network 150 (arrow 3 in 

FIG. 1 and step 503 in FIG. 5).

[0074] The payment processing network 150 then forwards the authorization 

request message to the issuer 160 of the portable consumer device 120 (arrow 4 in 

FIG. 1 and step 504 in FIG. 5). After the issuer 160 receives the authorization 

request message, the issuer 160 sends an authorization response message back to 

the payment processing network 150 to indicate whether or not the current 

transaction is authorized (arrow 5 in FIG. 1 and step 505 in FIG. 5).

[0075] At this point, payment processing server computer 186 (shown in FIG. 

2) accesses the enrollment database 152 (also shown in FIG. 2) to determine if the 

transaction is associated with an account identifier that is stored in the enrollment 

database 152 (step 506 in FIG. 5). If the transaction is associated with an account 

enrolled in the alert service, appropriate portions, or in some embodiments, the 

entirety of transaction data that includes the account identifier are sent to the IP 

Gateway 170 (arrow 6b in FIG. 1 and step 510 in FIG. 5). Step 506 in FIG. 5 may 

also be performed after, or concurrent with step 503. In some embodiments, 

payment processing network 150 may send the transaction data at the time of 

receiving an authorization request message. In some other embodiments, the 

payment processing network 150 may send transaction data both at the time of
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receiving the authorization request message and at the time of receiving the 

authorization response message. As mentioned before (in section A), this can be 

used for different types of alerts.

[0076] In either case (i.e., transaction is associated with an enrolled account 

or not), after the payment processing network 150 receives the authorization 

response message, it then forwards the authorization response message back to the 

acquirer 140 (arrow 6 in FIG. 1 and step 507 in FIG. 5). The acquirer 140 then 

sends the response message back to the merchant 130 (arrow 7 in FIG. 1 and step

508 in FIG. 5), and it is then presented to the user 110 (arrow 8 in FIG. 1 and step

509 in FIG. 5).

[0077] If at step 506 (FIG. 5) it is determined that the transaction is associated 

with an account not enrolled in the alert service (i.e. account identifier does not exist 

in enrollment database 152), the process of performing the transaction continues 

without sending the transaction data to the IP Gateway 170.

[0078] For transactions associated with enrolled accounts in the alert 

messaging service, steps 510 to 514 in FIG. 5 are performed parallel to steps 507 to 

509. Steps 510 to 514 are performed by IP Gateway 170 and delivery channel logic 

177. After the transaction data are sent to IP Gateway 170 (step 510), notification 

server computer 171 generates the appropriate alert(s) for that transaction.

[0079] The determining factor in formatting and complexity of alert messages 

may be the combination of user preferences, technical requirements regarding the 

delivery channels, issuer preferences, and availability of data regarding the 

transactions. The notification server computer 171 considers such criteria when 

generating an alert message. Depending on preferences of the user in terms of the 

types of alerts, conditions in which trigger the generation of alerts, format, method of 

delivery, language, issuer criteria and rules, information in the transaction data, etc., 

that are stored in database 173 and collectively referred to as “customization data”, 

the notification server computer 171 generates one or more alerts in the form of 

messages, sounds, images, impressions or any combination thereof.

[0080] In one embodiment, an alert may be in a short format notifying the user 

110 about a recent transaction. For example, if the user 110 uses the consumer 

portable device 120 to buy groceries, the alert message may state “The card was 

used for the purchase of groceries.” In other embodiments, the alert may be in the
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form of an intelligent alert message enhanced with additional information such as the 

name of the merchant, location of the merchant and the amount of the transaction. 

For example, if the user 110 used the portable consumer device 120 for purchasing 

$45.00 fuel at a Shell gas station at 123 First Street in San Francisco, the message 

may state “The card was used to purchase fuel at the Shell gas station in 123 First 

Street in San Francisco in the amount of $45.00.”

[0081] Alternatively or additionally, an alert may be in the form of a 

customized sound file played on the mobile device 200. Also, conditions that 

triggers the alerts may be set by the user 110, or the issuer 160, or both. Such 

conditions may include a range of possibilities from generating alert for every 

transaction to generating alerts for purchase amounts more than a specified number. 

The form of the alerts may also be customized by user 110, or issuer 160, or both. 

For example, user 110 may specify during the enrollment process that he wants to 

receive an intelligent alert message for all the transaction with amount grater than 

$100 while receiving a sound file indicating the transactions below $100. In addition, 

user 110, issuer 160, or both may specify what types of delivery channel to be used 

and for what types of alerts. Based on such preferences, some alerts may be 

delivered via an e-mail message to the user’s e-mail account while some other alerts 

are delivered to the user’s mobile device 200 in the form of a SMS message.

[0082] Referring again to FIG. 5, notification server computer 171 generates 

one or more alerts (step 511) for the transaction. The one or more alerts are sent to 

the delivery channel logic 177 (step 512) to be delivered to the user device (i.e. 

mobile device 200 and/or user computer 210 shown in FIG. 1). The alerts are 

delivered via mobile device carriers 190, e-mail servers 180 or other delivery channel 

logic 178 (step 513). Finally, the one or more alerts are received by the user 110 via 

the designated user device, (i.e., mobile device 200 and/or user computer 210).

[0083] It can be appreciated that the architecture shown in FIG. 2 provides the 

ability of using the transaction data to generate and deliver alert messages 

associated with the transactions without affecting the processing resources of the 

payment processing network 150. For example, if transaction data for all 

transactions are sent to the notification server computer 171 for processing, the 

notification server computer may become overburdened with data. By providing a 

“thin” database in the payment processing network, only transaction data associated 

with cardholders enrolled in the alerts services are sent to the notification server for
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processing. This way, transaction data associated with cardholders that are not 

enrolled in the alert messaging service is processed quickly.

[0084] Moreover, the architecture in FIG. 2 provides a way of sending and 

receiving additional data from other entities such as issuers and the users to be 

utilized for generation and delivery of the alerts. Data are exchanged between 

issuers, users and other entities without storing that data in the resources of 

payment processing network 150 that may potentially result in security concerns. 

The sensitive resources of payment processing network 150 remain intact and 

undisturbed while payment processing network 150 communicates with IP Gateway 

170 for generation of alerts.

[0085] The various participants and elements in the previously described 

system diagrams (e.g., the computers, issuers, servers, etc. in FIGS. 1,2, 3a and 

3b) may use any suitable number of subsystems to facilitate the functions described 

herein. Examples of such subsystems or components are shown in FIG. 6. The 

subsystems shown in FIG. 4 are interconnected via a system bus 675. Additional 

subsystems such as a printer 674, keyboard 678, fixed disk 679 (or other memory 

comprising computer-readable media), monitor 676, which is coupled to display 

adapter 682, and others are shown. Peripherals and input/output (I/O) devices, 

which couple to I/O controller 671, can be connected to the computer system by any 

number of means known in the art, such as serial port 677. For example, serial port 

677 or external interface 681 can be used to connect the computer apparatus to a 

wide area network such as the Internet, a mouse input device, or a scanner. The 

interconnection via system bus allows the central processor 673 to communicate 

with each subsystem and to control the execution of instructions from system 

memory 672 or the fixed disk 679, as well as the exchange of information between 

subsystems. The system memory 672 and/or the fixed disk 679 may embody a 

computer-readable medium.

[0086] The software components or functions described in this application 

may be implemented as software code to be executed by one or more processors 

using any suitable computer language such as, for example, Java, C++ or Perl 

using, for example, conventional or object-oriented techniques. The software code 

may be stored as a series of instructions, or commands on a computer-readable 

medium, such as a random access memory (RAM), a read-only memory (ROM), a 

magnetic medium such as a hard-drive or a floppy disk, or an optical medium such 
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as a CD-ROM. Any such computer-readable medium may also reside on or within a 

single computational apparatus, and may be present on or within different 

computational apparatuses within a system or network.

[0087] The present invention can be implemented in the form of control logic 

in software or hardware or a combination of both. The control logic may be stored in 

an information storage medium as a plurality of instructions adapted to direct an 

information processing device to perform a set of steps disclosed in embodiments of 

the present invention. Based on the disclosure and teachings provided herein, a 

person of ordinary skill in the art will appreciate other ways and/or methods to 

implement the present invention.

[0088] In embodiments, any of the entities described herein may be embodied 

by a computer that performs any or all of the functions and steps disclosed.

[0089] Any recitation of "a", "an" or "the" is intended to mean "one or more" 

unless specifically indicated to the contrary.

[0090] The above description is illustrative and is not restrictive. Many 

variations of the invention will become apparent to those skilled in the art upon 

review of the disclosure. The scope of the invention should, therefore, be 

determined not with reference to the above description, but instead should be 

determined with reference to the pending claims along with their full scope or 

equivalents.
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CLAIMS:
1. A method comprising:

receiving, by at least one server computer, first transaction data comprising a first 

account identifier;

determining, by the at least one server computer that the first account identifier is 

present in a first database comprising a group of account identifiers, wherein the at least one 

server computer and the first database are in a payment processing network;

sending, by the at least one server computer, the first transaction data to a 

notification server computer, which is in communication with a second database comprising at 

least the group of account identifiers, the first database being thin with respect to the second 

database, wherein the notification server computer thereafter sends an alert message to a user 

device;

receiving, by the at least one server computer, second transaction data comprising 

a second account identifier;

determining, by the at least one server computer, that the second account 

identifier is not present in the first database comprising the group of account identifiers; and

responsive to the determination that the second account identifier is not present in 

the first and thin database, sending, by the at least one server computer, an authorization 

response message associated with the second transaction data to a merchant without sending the 

second transaction data to the notification server computer.

2. The method of claim 1, wherein the method further comprises providing the 

second account identifier to the second database, but not the first database.

3. The method of claim 2, wherein the second account identifier is loaded into 

the first database using a synchronization link.

4. The method of claim 2, wherein the second account identifier is associated 

with an account enrolled in an alert messaging service.

5. The method of claim 1, wherein the notification server computer accesses the 

second database and retrieves alert customization data associated with the first account identifier 

for generation of the alert message.

8713239_1



25

20
10

24
50

53
 

29
 M

ay
 2

01
4 6. The method of claim 1, wherein sending the alert message occurs in parallel 

with transmission of an authorization response message associated with the first transaction data 

from the payment processing network to a merchant device.

7. The method of claim 1, wherein the first transaction data is present in an 

authorization request message received from an acquirer.

8. The method of claim 1, wherein the first transaction data is present in an 

authorization response message associated with the first transaction data from an issuer.

9. At least one server computer comprising:

at least one processor, and a non-transitory computer readable medium coupled 

to the a least one processor, the non-transitory computer readable medium comprising code, 

executable by the at least one processor for perform a method comprising:

receiving first transaction data comprising a first account identifier;

determining that the first account identifier is present in a first database 

comprising a group of account identifiers;

sending the first transaction data to a notification server computer, which is in 

communication with a second database in a payment processing network comprising at least the 

group of account identifiers, the first database being thin with respect to the second database, 

wherein the notification server computer thereafter sends an alert message to a user device;

receiving second transaction data comprising a second account identifier; 

determining that the second account identifier is not present in the first database 

comprising the group of account identifiers; and

responsive to the determination that the second account identifier is not present in 

the first and thin database, sending an authorization response message associated with the 

second account identifier to a merchant without sending the second transaction data to the 

notification server computer.

10. The at least one server computer of claim 9, wherein the method further 

comprises providing the second account identifier to the second database, but not the first 

database.
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4 11. The at least one server computer of claim 10, wherein the second account 

identifier is loaded into the first database using a synchronization link.

12. The at least one server computer of claim 10, wherein the second account 

identifier is associated with an account enrolled in an alert messaging service.

13. The at least one server computer of claim 9, wherein the notification server 

computer accesses the second database and retrieves alert customization data associated with the 

first account identifier for generation of the alert message.

14. The at least one server computer of claim 9, wherein sending the alert 

message occurs in parallel with transmission of an authorization response message associated 

with the first transaction data from the payment processing network to a merchant device.

15. The at least one server computer of claim 9, wherein the first transaction data 

is present in an authorization request message received from an acquirer.

16. The at least one server computer of claim 9, wherein the first transaction data 

is present in an authorization response message associated with the first transaction data from an 

issuer.

17. The method of claim 1, wherein the first data is associated with a financial 

transaction requiring authorization and the alert message is sent prior to a transaction 

authorization attempt.

18. The method of claim 1, wherein the first data is associated with a financial 

transaction requiring authorization and the alert message is sent responsive to a transaction 

authorization attempt.

19. The method of claim 1, wherein the second data is associated with a financial 

transaction requiring authorization and the determination that the second account identifier is 

not present in the first and thin database occurs prior to a transaction authorization attempt.
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transaction requiring authorization and the determination that the second account identifier is 

not present in the first and thin database occurs responsive to a transaction authorization attempt.
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