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Abstract Title: External storage device with user activated disconnect request component.

An external storage device has a user activated
component to transmit a disconnect request to an
attached computer. The component may be
physically or electronically activated. The
component may be a switch or button on the
housing of the storage device. Alternatively it may
be a touch or temperature pad. The external storage
device may be an external hard drive. The
component on activation may initiate a software
routine to allow safe removal of the external device.
The host computer may be configured to copy files
to the external device if the file had been previously
copied from the external device. The computer may
also be configured to copy files from the host to the
device if they do not match. The computer may also
be configured to finish any data operation before
the connection between the device and computer is
severed.
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METHOD AND APPARATUS FOR DISCONNECTING AN
EXTERNAL DATA STORAGE DEVICE FROM A COMPUTER

BACKGROUND

[0001] External data storagc devices, such as external hard drives, allow a user to increase
the available storage space on a computer without having to physically open a computer casc
and install a new disk drive. To utilize the external data storage device, the user connects a
cablc from the external data storage device to a connection point on thc computer.
Alternatively, a user can establish a wireless link between the cxternal data storage device and

the computer via a wireless protocol.

[0002] Modern operating systems implement a complex file management system to
control data storage. These complex file management systems often include data caching
algorithms that store copies of often uscd or recently used data files in the computer’s memory
because the computer’s memory can be accessed much faster than disk drives. However, the
system memory is smaller than the available storage on the disk drive. When the computer
needs memory to storc a file, the computer clears space in memory by running a file update
routine to update the version of the file stored on the disk drive with the newer version storcd
in the computer’s memory. Once the newest version of the file is stored on the disk drive, the
computer can use the memory that was holding that file for another file. Even though the data
caching algorithm described above dramatically improves the performance of a computer
system, issues arise when external data storage devices arc integrated into the computer’s file
system. These issues stem from the fact that external data storage devices arc not permancntly
attached to the computer and can be easily removed. For instance, an external flash memory

drive can be removed from a computer system by merely pulling the flash memory drive from



its port. If a morc recent copy of a data file from the external data storage device is stored in
the computer system’s memory instead of the external data storage device, data can be lost or
corrupted if the external data storage device is uncxpectedly disconnected from the computer.
This loss or corruption of data occurs becausc there is no way for the operating system to
updatc the data file on the cxternal data storage device once the external data storage device is
physically disconnected from the computer. Changes made to the copy of the data file that

was being stored in the computer system’s memory are lost.

[0003] Realizing that this potential data loss could be a problem, many computer operating
systems have attempted to provide solutions that involve software that runs a file update
routine to ensure that the most rccent copy of the data file has been updated to the external
data storage device. However, these file update routines need to be initiated by the user, and

some users may not understand how to initiate the removal software.

SUMMARY
[0004] Embodiments of the invention provide methods and apparatuses for disconnecting
an cxternal data storage device from a computer. According to a first aspect of the present
invention there is provided an external data storage device comprising an activatable
component to transmit a request to disconnect the external data storage device from a
computer, wherein the activatable component comprises an apparatus capable of being

physically or clectrically activated.

[0005] According to a second aspect of the present invention there is provided a computer
system comprising a computer and an external data storage device configured to send a signal

to the computer when a user-activated component located on the external data storage device



is activated, wherein the signal comprises a request to disconncct the external data storage

device from the computer.

BRIEF DESCRIPTION OF THE DRAWINGS

For a better understanding of the present invention, and to further highlight the ways
in which it may be brought into effect, embodiments will now be described, by way of

cxample only, with reference to the following drawings in which:-

[0006] Fig. 1 is a block diagram of an exemplary computer system for disconnecting an

external data storage device in accordance with embodiments of the invention;

[0007] Fig. 2 is a diagram of an exemplary external hard disk drive in accordance with

embodiments of the present invention;

[0008] Fig. 3 is a diagram of an cxcmplary flash memory drive in accordance with

exemplary embodiments of the present invention;

[0009] Fig. 4 is a flow chart illustrating an exemplary process for disconnecting an

cxternal data storage device in accordance with embodiments of the invention; and

[0010] Fig. 5 is a flow chart illustrating an excmplary process for preventing data loss due
to disconnecting an cxternal data storage device in accordance with embodiments of the

invention.



DETAILED DESCRIPTION
[0011] Exemplary embodiments in accordance with the present invention are directed
towards an external data storage device, such as an external hard drive or a flash memory
drive. The external data storage device includes an activatable component that transmits a
request to disconnect the external data storage device. In one embodiment, this activatable
component cnablcs a user to remove the external data storage device without the risk of data

loss or data corruption.

[0012] Fig. 1 shows a block diagram of an exemplary computer system 10 for
disconnecting an external data storage device. In one embodiment, the computer system 10
includes one or more processors or central processing units (“CPUs”) 12. The CPU 12 is used
individually or in combination with other CPUs. While the CPU 12 will be referred to
primarily in the singular, a system with any suitable number of physical or logical CPUs can

be implemented.

[0013] A chipset 14 is coupled to the CPU 12. The chipset 14 provides a communication
pathway for signals between the CPU 12 and other components of the computer system 10 that
includes a memory controller 18, an input/output (“I/0”") bus 24, and a disk drive controller
20. Depending on the configuration of the computer system 10, any one of a number of
different signals could be transmitted through the chipset 14. The routing of the signals
throughout the computer system 10 can be readily adjusted without changing the underlying

naturc of thec computer system 10.



[0014] As shown, thc memory controller 18 is operably coupled to the chipset 14. In
alternate embodiments, the memory controller 18 is integrated into the chipset 14. The
memory controller 18 is operably coupled to one or more memory devices 16. In one
embodiment, the memory devices 16 are any one of a number of industry standard memory
types, including but not limited to, single inline memory modules (“SIMMs”) and dual inline
memory modules (“DIMMs”). In certain embodiments of the invention, the memory devices
16 facilitate the safe removal of the external data storage devices by storing both instructions

and data.

[0015] The chipset 14 is coupled to the I/O bus 24. The I/O bus 24 serves as a
communication pathway for signals from the chipset 14 to /O devices 26, 27, 28, 30, 32, and
34. The /O devices 26, 27, 28, 30, 32, and 34 include external data storage devices, such as
an external hard disk drive 26, an external data storage dcvice 27, or a flash memory drive 28,
as well as user interface devices, such as a mouse 30, a video display 32, or a keyboard 34.
The external data storage device 27 may comprise any suitablc type of external data storage
device, such as a camera, a phone, or a memory card reader, that can be coupled to the

computer system 10.

[0016] In one embodiment, the I/O bus 24 cmploys any one of a number of
communications protocols to communicate with the I/O devices 26, 27, 28, 30, 32, and 34.
Extcrnal data storage devices communicatc with the computer using an interface protocol.
These interface protocols permit the computer to exchange information with the external data
storage device. Acceptable communication protocols include, but are not limited to, universal
serial bus (“USB”), USB-2, serial advanced technology attachment (“S-ATA”), IEEE-1394,

small computer system interface (“SCSI”), integrated drive electronics (“IDE”), fiber channel,



2T
gigabit Ethernet, or Bluetooth. Various types of communication protocols can be implemented

in the computer systcm 10. In one alternate embodiment, the I/O bus 24 is integrated into the

chipset 14.

0017} In one embodiment, the disk drive controller 20 is operably coupled to the chipset
14. The disk drive controller serves as the communication pathway betwcen the chipset 14
and one or more internal disk drives 22. In certain embodiments of the invention, the internal
disk drive 22 facilitates disconnection of the cxternal data storage devices by storing both
instructions and data. The disk drive controller 20 and the internal disk drives 22
communicate with cach other or with the chipset 14 using any suitablc type of communication

protocol, including all of those mentioned above with regard to the /O bus 24.

[0018] Embodiments in accordance with the present invention can be used in a wide
variety of computer systems and electronic devices such as, but not limited to, cellular phones,
personal computers, personal digital assistants, and other electronic devices that can be

coupled to external data storage.

[0019] Fig. 2 shows an exemplary external hard disk drive 26 in accordance with
embodiments of the present invention. The external hard disk drive 26 shown in Fig. 2 is a
more detailed depiction of the external hard disk drive 26 previously described with regard to
Fig. 1. In one embodiment, the external hard disk drive 26 includes a housing or case 52 that
includes a disk drive unit (not shown), a power conversion circuit (not shown) to allow the
external hard disk drive to be connected to a power source, and a communication protocol

circuit (not shown) to permit the external hard disk drive 26 to communicate with the



computer. The power circuitry and the communication circuitry can be located clsewherc

without affecting the performance of the external hard disk drive 26.

[0020] The external hard disk drive 26 also includes an activatable component 54. As
used herein, an activatable component, such as the activatable component 54, includes, but is
not limited to, an actuatcable member, a push button, a switch, a touch sensitive pad, a surface
that is able to activate when it detccts a change in temperature or capacitance that accompanies
a human’s touch, or various other devices capable of being physically or electrically activated.
The activatable component 54 may be located at a variety of suitable locations on the casc 52
of the external hard disk drive 26. In one embodiment, when the user activates the activatable
component 54, logic or software notifies the computer to which the cxternal hard disk drive 26
is connected that the user wishes to disconnect the external hard disk drive 26. This process
will be described in greater detail below in reference to Fig. 4. In onc embodiment of the
invention, the activatable component 54 has a distinctive color, such as red, to alert the user to
its location. In another embodiment, the activatable component 54 flashes to alcrt the user to
its location. In still another embodiment, the activatable component 54 may emit an audible

alert to indicate its presence or location to the uscr.

[0021] In one embodiment, the external hard disk drive 26 also contains an activity light
56 and a status light 58. These lights inform the user about the activity level or status of the
disk drive within the case 52. Lastly, the external hard disk drive 26 can contain a power
switch 60. The power switch 60 allows the user to turn the external hard disk drive 26 either
on or off. In alternate embodiments, the power switch 60 is not present, and power to the
external hard disk drive 26 is controlled by manually connecting or disconnecting a power

cord (not shown) to a power source.



[0022] Fig. 3 shows a flash memory drive 28 in accordance with exemplary embodiments
of the present invention. The exemplary flash memory drive 28 shown in Fig. 3 is a more
detailed depiction of the exemplary flash memory drive 28 previously described with regard to
Fig. 1. In the illustrated embodiment, the flash memory drive 28 includes a case 72, an
activatable component 74, and a connector 76. In one embodiment, the casc 72 forms the
body of the flash memory drive 28 and the flash memory drive 28 contains some form of solid
state memory (not shown). In another embodiment, the case 72 contains a communication
circuit (not shown) to permit the flash memory drive 28 to communicate with a computer by

M
USB, USB-2, IEEE 1394, Bluetooth, or a similar communication protocol.

[0023] In one embodiment, the flash memory drive 28 also includes the conncctor 76. The
connector 76 permits the flash memory drive 28 to physically connect to a computer. The size
and shape of the connector 76 will vary based on the communication protocol employed by the
flash memory drive 28. For example, if the flash memory drive 28 operates on a USB
communication protocol, the connector 76 will be a USB plug. In another cmbodiment, where
the flash memory drive 28 operates on a wireless communication protocol, such as Bluctooth™"
or another suitable wireless communication protocol, the connector 76 is absent. In this case,

a physical connection between the computer and the flash memory drive is not required, and

thus the connector 76 is absent.

[0024] The flash memory drive 28 also includes the activatable component 74. The
activatable component 74 is located at a variety of suitable locations on the flash memory
drive 28. In one embodiment, when the user activates the activatable component 74, logic or

software notifies the computer to which the flash memory drive 28 is connected that the user



wishes to disconnect the flash memory drive 28. This process will be described in greater
detail below in reference to Fig. 4. In onc embodiment, the activatable component 74 has a
distinctive color, such as red, to alert the user to its location. In another embodiment, the
activatable component 74 flashes to alert the user to the location of the activatable component
74. In still another cmbodiment, the activatable component 74 may emit an audible alert to

indicate its presence or location to the user.

[0025] Fig. 4 is a flow chart illustrating an exemplary process 100 for disconnecting an
external data storage device in accordance with embodiments of the invention. While the
process 100 will be described in terms of an unplug button, those skilled in the art will
appreciate that another type of activatable component can be substituted for the unplug button.
As indicated in block 102, the process 100 begins with a computer waiting for the unplug
button to be activated on one of the external data storage devices. After the unplug button has
been actuated (e.g., pressed), the external data storage device transmits or sends a disconnect
request signal to a CPU or a chipsct indicating that the unplug button has been activated. In
one embodiment, once the disconnect request signal has been sent, the computer displays a
disconnect message to the user on a display, as indicated by block 104. In onc embodiment,
this disconnect message confirms that the user wants to disconnect the external data storage
device. In another embodiment, the computer will execute a software routine embedded
within an operating system in responsc to the disconnection request signal. For example, if the
computer is running the Windows.g]')'erating system, the computer could run the safely remove

hardware software featurc. In alternate embodiments, the disconnect message is omitted.

[0026] Once the user confirms the request to unplug the external data storage device

(block 106), the computer will determine if one or more of the files stored on the external data



storage device arc currently in use by thc computer as indicated in block 108. In one
embodiment, if the files are still in use, the computer notifies the user, as indicated in block
110, and gives the user the opportunity to closc the file that is in use prior to disconnecting the
external data storage device. In alternate embodiments, the computer automatically closes the
files located on the cxternal data storage device that are currently in use. In this case, the user

notification shown in block 110 is not needed.

[0027] Next, per block 112, the computer runs a file update routine on the external data
storage device. During the file update routine, the computer prepares the external data storage
device to be disconnected from the computer. In one embodiment, this preparation involves
checking the files stored on the external data storage device to cnsure that changes made to a
file that has been copied into the computer memory have been updated back to the copy of the
file stored on the external data storage device. In onc embodiment, the file update routine also
includes the additional steps required to prepare or facilitate the external data storage device to
be disconnected from the computer. In one alternate embodiment, the file update routine also
includes removing the external data storage device from the computer’s file system or

adjusting the power to the external data storage device.

[0028] Per block 114, after the computer has run the file updatc routine (block 112), the
computer determincs if the external data storage device is functioning as a backup of one of
the internal disk drives. In one embodiment, the cxternal data storage devices are used as
back-up storage for one of the internal disk drives. If the cxternal data storage device is being
used as a backup for one of the internal disk drives, the computer synchronizes pre-designated
files stored on the internal disk drive with the external data storage device, as indicated in

block 116. This synchronization process can take many forms and is wecll know to those

10



skilled in the art. In alternate embodiments of the invention, the synchronization process takes

place at some other point within the process 100.

[0029] Regardless of whether the extcrnal data storage device is being used as a backup,
the computer logically severs the cxternal data storage device from the computer if the
external data storage device was not previously logically severed. In one embodiment,
logically severing the external storage device comprises removing the external data storage
device from a computer’s file system, as indicated in block 118. In one embodiment, the
computer will then notify the user that the user can now safely disconnect the external data
storage device without risk of data loss, as illustrated in block 120. In one embodiment, this
notification comprises displaying a message to the user indicating that it is safc to disconnect
the external data storage device from the computer. In another embodiment, notifying the user
may comprise illuminating a light or displaying a message on the cxternal data storage device
to indicate that it is safe to disconnect the external data storage device. In yet another
embodiment, notifying the uscr may comprise an audible notification, such as a tone or a

computerized voice.

[0030] Fig. 5 is a flow chart illustrating an excmplary process 130 for preventing data loss
due to disconnccting an external data storage device in accordance with embodiments of the
invention. As stated above, disconnecting an external data storage device without executing a
file update routine can result in file corruption or data loss. As indicated in block 132, the
process 130 begins with the detection of a disconnection of an external data storage device.
After detecting the disconnection, the process 130 continucs by determining whether a file
update routine was run for the disconnected cxternal data storage device. In one embodiment,

the process will determine if the file update routine was run prior to the disconnection of the

11



external data storage device. If the file update routine was run, the process 130 ends, as
indicated in block 138. If, however, the file update routine was not run for the external data
storage device, the process 130 will determine whether the file update routine should be run
for the disconnected external data storage device (i.c., are there any files in the computer
memory that have non-updated copies on the external data storage device). If the file update
routine did not need to be run, the process 130 ends as indicated in block 138. Those skilled in
the art will appreciatc that in alternate embodiments, blocks 134 and 136 can be swapped. In
other words, in alternate embodiments, the process 130 first determines whether the file update

routine needed to be run and then determines whether the file update routine was run.

[0031] If the file update routine should have been run prior to the disconnection of the
cxternal data storage device, the process 130 continues by prompting the user to reconnect the
external data storage device, as indicated by block 140. Once the user reconnects the external
data storage device, the process 130 concludes by cxccuting the file update routine for the

external data storage device, as indicated in block 142.

[0032] While the blocks outlined with regard to Figs. 4 and 5 have been illustrated in the
order discussed above, this order is mercly cxemplary. In alternate embodiments, the order of
the blocks can be modified. Further, blocks may be added, delcted, modified, or rearranged

and still be within embodiments in accordancc with the present invention.

[0033] Many of the steps of the exemplary proccsses described above with reference to
Figs. 2, 3, 4, and 5 comprise an ordered listing of executable instructions for implementing
logical functions. The ordered listing can be embodied in a computer-readable medium for use

by or in connection with a computer-based system that can retricve the instructions and

12



cxccute them to carry out the previously described processes. In the context of this
application, the computer-readablc medium can be a means that can contain, store,
communicate, propagate, transmit or transport the instructions. By way of example, the
computer readable medium can be an electronic, a magnetic, an optical, an electromagnetic, or
an infrared system, apparatus, or device. An illustrative, but non-exhaustive list of computer-
readable mediums can include an electrical connection (electronic) having one or more wircs,
a portable computer diskette, a random access memory (RAM) a read-only memory (ROM),
an erasablc programmable read-only memory (EPROM or Flash memory), an optical fiber,
and a portable compact disk read-only memory (CDROM). It is even possible to use paper or
another suitable medium upon which the instructions are printed. For instance, the
instructions can be clectronically captured via optical scanning of the paper or other medium,
then compiled, interpreted or otherwise processed in a suitable manner if necessary, and then

stored in a computer memory.
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CLAIMS

What is claimed:
1. An external data storage device comprising an activatable component to
{ransmit a request to disconnect the external data storage device from a computer, wherein
the activatable component comprises an apparatus capable of being physically or electrically

activated.

2. The external data storage device, as sct forth in claim 1, wherein the external

data storage device comprises an external hard disk drive.

3. The external data storage device, as set forth in claim 1 or 2, wherein the
activatable component comprises a button or a switch on a housing of the external data

storagc device.

4, The external data storage device, as set forth in any of claims 1 to 3, wherein

the activatable component comprises a touch or temperature sensitive pad.

5. A computer system comprising:
a computer; and
an external data storage device configured to send a signal to the computer
when a user-activated component located on the data storage device is
activated, wherein the signal comprises a request to disconnect the data

storage device from the computer.

6. The computer system, as set forth in claim 5, wherein the external data storage

14



device sends a request to activate a software routine to safely remove the cxternal data

storage device.

7 The computer system, as set forth in claim 5 or 6, wherein, the computer is
configured to copy a file from a memory of the computer system to the external data storage
device after the user-activated component is activated, wherein the filc was previously copied

from the external data storage device to the computer’s memory.

8. The computer system, as set forth in any of claims 5 to 7, wherein the
computer updates a file on the external data storage device if a copy of the file stored in a

memory of the computer system does not match the file.

9. The computer system, as sct forth in any of claims 5 to 8, wherein the
computer logically severs a connection between the cxternal data storage devicc and the

computer after the user-activated component is activated.

10.  The computer system, as set forth in claim 9, wherein the computer copies one
or more pre-designated files to the external data storage device before logically severing the

connection.

11.  An external data storage device substantially as hereinbefore described with

reference to and as shown in the accompanying drawings.

12. A computer system substantially as hereinbefore described with reference to

and as shown in the accompanying drawings.
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