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1
EVALUATION OF PROGRAMMABLE
CONDITIONS APPLICABLE TO AN
OPERATION

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of prior application Ser.
No. 15/658,873, filed on Jul. 25, 2017, which is incorporated
by reference herein in its entirety.

BRIEF DESCRIPTION OF DRAWINGS

The present disclosure is illustrated by way of example
and not limitation in the figures of the accompanying
drawings, in which like reference numbers indicate similar
elements.

FIG. 1 is a block diagram of an example procurement
system accessible by an administrator system and a client
system.

FIG. 2 is a block diagram of an example procurement
policy engine employable in the procurement system of FI1G.
1.

FIG. 3 is a block diagram of an example portion of the
procurement policy engine of FIG. 2 employable for defin-
ing procurement policies.

FIG. 4 is a block diagram of an example policy object that
may be stored in a database of the procurement policy
engine of FIG. 2.

FIG. 5 is a block diagram of an example portion of the
procurement policy engine of FIG. 2 employable for imple-
menting procurement policies.

FIG. 6 is a block diagram of an example policy input
source object employable in the procurement policy engine
of FIG. 2 for implementing procurement policies.

FIG. 7 is a flow diagram of an example method of
generating and storing the policy objects of FIG. 4.

FIG. 8 is a flow diagram of an example method of
processing a request to evaluate one or more procurement
policies.

FIG. 9 is a communication diagram for evaluating one or
more procurement policies associated with a purchase
request.

FIG. 10 is a communication diagram for evaluating one or
more procurement policies associated with a request-for-
quote.

FIG. 11 is a communication diagram for evaluating one or
more procurement policies associated with a requisition to
purchase an item from one or more suppliers.

FIG. 12 is a block diagram of a computer processing
system within which a set of instructions may be executed
for causing the system to perform any one or more of the
methodologies discussed herein.

DETAILED DESCRIPTION

In the following description, for purposes of explanation,
numerous specific details are set forth to provide an under-
standing of various example embodiments of the present
subject matter. It will be evident, however, to those skilled
in the art, that example embodiments of the present subject
matter may be practiced without these specific details.

FIG. 1 is a block diagram of an example procurement
system 110. In an example embodiment, the procurement
system 110 may include a policy administration application
112 and a policy enforcement application 114, either or both
being communicatively coupled with a procurement policy
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engine 116. A procurement application 118 may also be
included in the procurement system 110. In example
embodiments, the procurement system 110 may facilitate
various procurement functions (e.g., purchase of a product
or service, selection of suppliers, generation and distribution
of a request-for-quote, and the like) initiated by members of
an organization, such as a corporation. As described in detail
below, the procurement system 110 may also facilitate the
definition and evaluation of procurement policies governing
the procurement functions via the procurement policy
engine 116.

Also in an example embodiment, an administrator system
120 and a client system 130 may access the procurement
system 110 via a communication network 140. In example
embodiments, the communication network 140 may include
one or more of a wide area network (WAN) (e.g., the
Internet), a wireless WAN (WWAN), a local area network
(LAN), a wireless LAN (WLAN), a cellular data network
(e.g., a third-generation (3G) or fourth-generation (4G)
network), another communication connection, and/or com-
binations thereof. While a single administrator system 120
and a single client system 130 are depicted in FIG. 1, any
number of administrator systems 120 and client systems 130
associated with one or more organizations may employ the
procurement system 110.

In an example embodiment, the administrator system 120
may employ a policy administration application 112 config-
ured to define one or more procurement policies under the
direction of a user of the administrator system 120. In
example embodiments, the policy administration application
112 may be configured to allow the user of the administrator
system 120 to define and/or update a procurement policy
using a user-friendly text-based language, as opposed to a
more technically oriented programming language. Further,
the policy administration application 112 may communicate
with the procurement policy engine 116 so that the procure-
ment policy engine 116 may process and persist the new or
updated procurement policy.

Also in an example embodiment, the client system 130
may employ a policy enforcement application 114 that
communicates with the procurement policy engine 116 to
implement the procurement policies previously created and
stored via the policy administration application 112. Addi-
tionally, the policy enforcement application 114 may com-
municate with one or more procurement applications 118
that perform various procurement functions governed by the
procurement policies, such as product purchasing, request-
for-quote generation, supplier selection, and so on. An
example embodiment of the policy enforcement application
114 is the SAP® Ariba® Guided Buying application,
although others may be utilized in other embodiments.
Examples of the procurement application 118 may include,
but are not limited to, the SAP® Ariba® P2P application, the
SAP® Ariba® Sourcing application, and the SAP® Ariba®
Supplier Management application.

In the example embodiment of FIG. 1, the administrator
system 120 and the client system 130 may be any computing
and/or communication device or system capable of commu-
nicating with the procurement system 110 via the commu-
nication network 140. Examples of the administrator system
120 and the client system 130 may include, but are not
limited to, desktop computers, laptop computers, tablet
computers, and smartphones. Further, the administrator sys-
tem 120 and the client system 130 may execute a web
browser, phone or tablet application (“app”), or other soft-
ware to facilitate communication with the procurement
system 110. Moreover, the procurement system 110 may be
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configured as a cloud-based system (e.g., including one or
more web server systems, application server systems, data-
base systems, and the like) executing the policy administra-
tion application 112, the policy enforcement application 114,
the procurement policy engine 116, and the one or more
procurement applications 118. In other example embodi-
ments, one or more of the policy administration application
112, the policy enforcement application 114, procurement
policy engine 116, and the one or more procurement appli-
cations 118 may be resident on, and executed by, the
administrator system 120 and/or the client system 130.

In at least some of the example embodiments discussed
herein, the procurement policy engine 116 may serve as a
single system through which procurement policies may be
defined, evaluated, and enforced for multiple procurement
applications 118, which are commonplace in many enter-
prise resource planning (ERP) systems. Moreover, regard-
less of the procurement applications 118 being used, the
procurement policy engine 116 may provide a standardized
interface by which many different types of procurement
policies, both simple and complex, may be defined. In other
example embodiments, various aspects of defining and
evaluating programmable conditions (e.g., other than pro-
curement policies) relating to any type of operation that may
be governed by such programmable conditions may benefit
from application of the various principles described herein.
Other aspects and characteristics of these example embodi-
ments will be apparent in view of the following discussion.

FIG. 2 is a block diagram of an example embodiment of
the procurement policy engine 116 employable in the pro-
curement system 110 of FIG. 1. In this example embodi-
ment, the procurement policy engine 116 may include one or
more of a policy translation module 210, a policy runtime
module 220, a policy persistence service 230, a policy
execution service 240, and a policy database 250. Other
modules, services, or components may be included in the
procurement policy engine 116, but are not explicitly
depicted in FIG. 2 to simplify and focus the following
discussion. Also, in some example embodiments, the pro-
curement policy engine 116 may include greater or fewer
numbers of modules, as some modules may be combined,
and/or some modules may be divided into greater numbers
of modules.

In an example embodiment, the policy administration
application 112 may be configured to communicate with the
policy translation module 210, providing information
describing one or more new or updated procurement policies
to the policy translation module 210 by way of a policy
import service 212, as well as accessing or receiving pre-
viously defined procurement policies via a policy export
service 214. As described in example embodiments below,
the policy import service 212 may be configured to convert
procurement policy definitions in a text-based format to a
data-based format more amenable for processing and stor-
age. In some example embodiments, the policy import
service 212 may also check the incoming procurement
policies for semantic and syntactic correctness. Oppositely,
the policy export service 214 may be configured to convert
previously stored procurement policies from the data-based
format to a text-based format for review by a user of the
policy administration application 112.

The policy translation module 210 may be configured to
communicate with the policy persistence service 230, which
may be configured to perform a number of functions involv-
ing the procurement policies. Such functions may include, in
an example embodiment, generating lookup keys for the
procurement policies so that they may be retrieved, persist-
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4

ing the procurement policies to the policy database 250,
retrieving the procurement policies from the policy database
250 for review by a user of the policy administration
application 112, and so on.

The policy database 250 may be any database, including
a generic data store, configured to persist and to facilitate
access to the procurement policies described herein. In
example embodiments, the policy database 250 may include
non-volatile data storage devices or systems, including, but
not limited to, magnetic data storage, optical data storage,
flash data storage, and the like.

Once a procurement policy has been persisted to the
policy database 250, that policy may be employed by the
policy enforcement application 114 via the procurement
policy engine 116. In an example embodiment, the policy
enforcement application 114 may be configured to commu-
nicate with the policy runtime module 220 by indicating a
particular procurement policy, as well as providing data to
be employed as input to the policy to determine whether the
particular policy is being violated or adhered to for a
particular transaction or operation, such as the purchase of
a particular product by an employee, a seclection of a
particular supplier for a particular product, and so forth. To
accomplish this task, the policy runtime module 220 may
include one or more policy conversion services 222 that may
be configured to convert the input data received from the
policy enforcement application 114 to a form that may be
consumed by the policy execution service 240.

In turn, the policy execution service 240 may be config-
ured to receive the converted data from the policy runtime
module 220, access the one or more procurement policies
implicated by the received data, evaluate those policies
using the received data, and return output regarding that
evaluation via the policy runtime module 220 to the policy
enforcement application 114. The policy enforcement appli-
cation 114 may then interpret that output to allow or deny a
particular purchase or transaction, impose additional
requirements upon the user, require additional authorization
for a particular transaction, and the like.

FIG. 3 is a block diagram of an example portion of the
procurement policy engine 116 of FIG. 2 (e.g., the policy
translation module 210, the policy persistence module 230,
and the policy database 250) employable for defining and
reviewing procurement policies. In the example embodi-
ment of FIG. 3, the policy import service 212 converts one
or more procurement policies provided as a policy spread-
sheet 304 into an intermediate datatable (e.g., a neutral
tabular data object) format using a spreadsheet-to-datatable
converter 310, and then converting the datatable into a
policy object 306 using a datatable-to-policy object con-
verter 312. An example embodiment of the policy object 306
is described below in conjunction with FIG. 4.

In an example embodiment, the policy spreadsheet 304
may be configured to include one or more spreadsheet rows
for each procurement policy being defined. In addition,
different aspects of each policy may be specified in separate
columns of the spreadsheet. For example, each policy may
be specified by a policy name and a corresponding text
description of that policy. Also in example embodiments,
each policy may be associated with a key and corresponding
value. In example embodiments, the key and associated
value may localize the particular policy to a particular
environment (e.g., a specified geographic area, a particular
organizational group, or the like) so that different policies
for the same or similar procurement operations may apply to
different geographic regions, departments, employees, and
O on.
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Also in the policy spreadsheet 304, each policy may
include a logical expression (e.g., “price greater than
$50.00”) to be evaluated based on data values provided in a
particular situation. In an example embodiment, the expres-
sion may be specified by a left-hand-side, a right-hand-side,
and a binary operator relating those two values. In addition,
the left-hand-side and the right hand-side may further be
specified by way of a type (e.g., “field” or “constant”) and
an associated value (e.g., aname of a field (e.g., “purchaseR-
eqForm.price”) provided by a user when filling out a pur-
chase requisition, a numeric value (e.g., “50.00”), and so
on). Examples of the operator may include “greater than,”
“less than,” “equals,” and so on. Moreover, multiple expres-
sions may be coupled by logical operators, such as “OR” and
“AND”. In example embodiments, the expression, when
evaluated, provides an indication as to whether the corre-
sponding procurement policy is being violated.

Also in example embodiments, the policy spreadsheet 304
may include one or more messages for each policy being
defined that may ultimately be presented to the user via the
policy enforcement application 114, such as when the policy
has been violated. For example, such messages may indicate
that a cost for a particular product being purchased exceeds
a particular limit, an additional justification for a purchase
must be presented, and so on. In some example embodi-
ments, the messages may also include descriptions of
options that may be presented to and selected by the user,
such as justification options for a proposed purchase. Other
aspects of each policy may be included in the policy
spreadsheet 304 in other example embodiments.

In some example embodiments, the policy spreadsheet
304 (e.g., a Microsoft® Excel® spreadsheet) may be orga-
nized into multiple pages, with each page carrying a pre-
defined number of the aspects that may be associated with
each policy. In one example, textual policy descriptions,
key-value definitions, expressions, and output messages for
each procurement policy may reside on corresponding pages
of the policy spreadsheet 304.

The policy translation module 210, in an example
embodiment, may also perform a number of validations or
checks on the incoming policy spreadsheet 304 (e.g., in the
spreadsheet-to-datatable converter 310) to ensure an accu-
rate generation of the corresponding policy object 306. For
example, the policy translation module 210 may validate the
descriptions, messages, and other textual data for each
policy; the keys and associated values; the expressions,
along with their associated fields, values, and operators; and
the like.

In one example embodiment, the processing of a policy
spreadsheet 304 by the policy translation module 210 may
result in the generation of one or more policy objects 306.
For instance, a policy spreadsheet 304 including definitions
of a number of procurement policies may result in the
generation of that same number of policy objects 306.
However, other relationships between the number of pro-
curement policies defined in a policy spreadsheet 304 and
the number of policy objects 306 generated therefrom are
also possible. If a validation error is encountered, the policy
translation module 210 may generate an error indication for
presentation to the administrator via the administrator sys-
tem 120. In example embodiments, the error indication may
specifically indicate the source of the problem within the
policy spreadsheet 304, an example of how the error might
be corrected, and so on.

If'the policy translation module 210 (e.g., the spreadsheet-
to-datatable converter 310) discovers no validation errors in
the policy spreadsheet 304, the policy translation module
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6

210 (e.g., the datatable-to-policy object converter 312) may
be configured to generate the policy object 306. FIG. 4 is a
block diagram of an example embodiment of the policy
object 306 that may be generated and stored in the policy
database 250, as shown in FIG. 3. In this example embodi-
ment, the policy object 306 may include a policy lookup key
402, a policy executable 404, and a policy configuration 406.
In an example embodiment, the policy executable 404
includes executable code (e.g., JavaScript®) that, when
executed, may evaluate the expressions stated in the policy
spreadsheet 304. Further, the policy configuration 406, in an
example embodiment, may include configuration data (e.g.,
in the form of a JSON® configuration file) that directly
provides and/or indirectly refers the policy executable 404 to
the input data employed by the policy executable 404 based
on the information provided in the policy spreadsheet 304.

Also in example embodiments, the policy configuration
406 may include information indicating a type of output to
be returned to the policy enforcement application 114 when
the policy executable 404 is executed to evaluate a particular
policy, as specified in the policy spreadsheet 304. In an
example embodiment, the types of policy outputs may
include an enrichment type, a validation rule type, and a
query type. The enrichment type of output may be additional
information returned to the policy enforcement application
114 that is to be presented to the user of the policy enforce-
ment application 114 or employed by the policy enforcement
application 114 or the procurement application 118 during
the procurement process.

The validation rule type of output may provide an indi-
cation to the policy enforcement application 114 of whether
the corresponding policy is being violated. Examples of
such output may include as an indication that the proposed
transaction is or is not allowable, a warning message regard-
ing the proposed transaction, an indication that the user must
provide additional justification to proceed with the proposed
transaction, and the like.

The query type of output may be a query employable by
the policy enforcement application 114 for filtering a list of
items, such as a list of suppliers, based on data entered by the
user via the policy enforcement application 114. Other lists
of items may be filtered in other example embodiments.
Moreover, other policy output types may be implemented in
other example embodiments. In some example embodi-
ments, the query type of output may be employed in an
interactive fashion with the policy enforcement application
114 such that each of a series of inputs provided by a user
may result in a corresponding policy evaluation.

Returning to FIG. 3, the policy translation module 210
may forward a generated policy object 306 to the policy
persistence service 230 for storing the policy object 306 as
a new policy, or for updating a previously created policy. In
an example embodiment, the policy persistence service 230
may include a lookup key generator 330 configured to
generate the policy lookup key 402 for the generated policy
object 306. In an example embodiment, the lookup key
generator 330 may utilize information originally provided in
the policy spreadsheet 304 and possibly stored in the policy
configuration 406, such as the type of procurement operation
(purchase request, request-for-quote, and so on), keys and
values associated with the policy, the policy output type, and
other information. In an example embodiment, the lookup
key generator 330 may concatenate one or more of these
types of information to generate the policy lookup key 402.

In an example embodiment, the policy persistence service
230 may also include a policy database manager 332 that
compares the generated policy lookup key 402 of the policy
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object 306 against the policy lookup keys 402 of other policy
objects 306 that are currently stored in the policy database
250. If a corresponding policy object 306 does not currently
exist in the policy database 250, the policy database manager
332 may store the generated policy object 306 to the policy
database 250 as a new policy object 306. If, instead, the
policy database manager 332 discovers a corresponding
policy object 306 in the policy database 250 having the same
policy lookup key 402 as the generated policy object 306,
the policy database manager 332 may update or replace the
previously stored policy object 306 with the generated
policy object 306.

As indicated above, the policy translation module 210
may receive a request from the policy administration appli-
cation 112 to access a previously stored procurement policy.
In response, the policy translation module 210 may forward
the request to the policy persistent service 230. The request
may include the policy lookup key 402 of the policy object
306 to be retrieved, or information from which the lookup
key generator 330 may generate the policy lookup key 402.
The policy database manager 332 may use the policy lookup
key 402 to retrieve the requested policy object 306 from the
policy database 250 and forward the retrieved policy object
306 to the policy export service 214. The policy export
service 214, in an example embodiment, may then convert
the policy object 306 to a datatable format via a policy
object-to-datatable converter 322, and then to a policy
spreadsheet 304 representing the retrieved policy object 306
via a datatable-to-spreadsheet converter 320. The policy
translation module 210 may then return the resulting policy
spreadsheet 304 to the policy administration application 112.
The administrator employing the administrator system 120
may then use the policy administration application 112 to
review the returned policy spreadsheet 304, make changes
directly to the policy spreadsheet 304, and then submit the
altered policy spreadsheet 304 to the policy administration
application 112 to update the policy database 250 accord-
ingly, as described above.

The policy objects 306 stored in the policy database 250
may be employed by the policy enforcement application 114
via the procurement policy engine 116, such as when a user
enters a purchase request, initiates a request-for-quote, or
performs another procurement function. FIG. 5 is a block
diagram of an example embodiment of a portion of the
procurement policy engine 116 employable for implement-
ing those procurement policies. In this example embodi-
ment, this portion of the procurement policy engine 116
includes the policy runtime module 220 and the policy
execution service 240, as described above in connection
with FIG. 2, as well as the policy database 250.

In an example embodiment, the policy runtime module
220 may receive a domain object 502 in response to a
particular function of the policy enforcement application 114
initiated by the user, such as the filling of one or more fields
of an electronic form associated with a particular procure-
ment function, the submission of a completed electronic
form for consideration, and so on. For example, the user may
select a particular item for purchase and select a “purchase
now” icon or button. In response to the user input for the
policy enforcement application 114, the policy enforcement
application 114 may generate a domain object 502 and
forward the domain object 502 to the procurement policy
engine 116 for processing. The domain object 502 may serve
as a policy evaluation request from the perspective of the
procurement policy engine 116.

In an example embodiment, the domain object 502 may
include information indicating one or more particular policy
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objects 306 to be evaluated, as well as input information
(e.g., user-provided information from an electronic form,
constants to compare against the user-provided information,
etc.) to be employed in the evaluation of a procurement
policy. In an example embodiment, the policy enforcement
application 114 may employ one or more different types of
the domain objects 502, each of which may correspond with
a particular type of procurement operation being performed.
For example, the domain object 502 may be a requisition
object, a request-for-quote object, a purchase request object,
a supplier selection object, and so on.

In an example embodiment, the policy runtime module
220 receives the domain object 502 and converts the domain
object 502 into a corresponding policy input source object
504. A policy conversion service 222 of the policy runtime
module 220 may be perform the conversion. As illustrated in
FIG. 5, the policy runtime module 220 may include multiple
policy conversion services 222, wherein each policy con-
version service 222 is configured to convert a particular type
of domain object 502. In other example embodiments, a
single policy conversion service 222 may be configured to
convert all types of domain objects 502.

The policy runtime module 220 may then forward the
generated policy input source object 504 to the policy
execution service 204 for policy evaluation. FIG. 6 is a block
diagram of an example embodiment of the policy input
source object 504. As shown, the policy input source object
504 may include a policy input data container 602 including
one or more policy data objects 604. In an example embodi-
ment, the domain object 502 includes multiple leaf-level
objects arranged hierarchically. In the corresponding policy
input source object 504, each of the leaf-level objects from
the domain object 502 may be represented as a policy data
object 604 within the policy input data container 602. For
example, a purchase requisition form may be represented in
a domain object 502 as a header and individual line items,
with each line item represented as a policy data object 604
in the corresponding policy input source object 504 upon
which the appropriate procurement policies may be evalu-
ated. Moreover, each policy data object 604 may be con-
figured as a map container that provides values employed by
a corresponding expression employed in a procurement
policy.

Also shown in FIG. 6, the policy input source object 504
may further include one or more policy output handlers 612,
each of which may include a policy output object 614. In an
example embodiment, a policy output handler 612 is created
for each policy data object 604 in the policy input data
container 602. Further, each of the policy output handlers
612 may handle any policy output created by the evaluation
of the procurement policies on each of the policy data
objects 604.

Returning to FIG. 5, after the policy conversion service
222 generates the policy input source object 504, the policy
runtime module 220 forwards the policy input source object
504 to the policy execution service 240. The policy execu-
tion service 240, as shown in FIG. 5, may include a policy
lookup service 512, a policy output generator 514, and a
policy type key configuration 516. In response to the policy
execution service 240 receiving the policy input source
object 504 at the policy execution service 240, the policy
lookup service 512 may access the policy type key configu-
ration 516 to retrieve a key definition for the particular type
of domain object 502 represented by the policy input source
object 504. The policy lookup service 512 may also retrieve
the corresponding values for keys from the various policy
data objects 604 of the policy input source object 504. From
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this retrieved information, the policy lookup service 512
may generate the corresponding policy lookup key 402 for
each policy object 306 of each procurement policy appli-
cable to the policy data objects 604.

Upon retrieving the appropriate policy objects 306 from
the policy database 250 using the generated policy lookup
keys 402, the policy execution service 240 may invoke the
policy output generator 514 for each policy executable 404
of each policy object 306 retrieved. In an example embodi-
ment, the policy output generator 514 accesses a policy data
object 604 and the policy configuration 406 of the policy
object 306 as input for the policy executable 404 and
executes the policy executable 404 to create a policy output
object 614 containing the output or results of the policy
executable 404. In some example embodiments, the policy
output generator 514 may pass additional contextual infor-
mation (e.g., user-specific information of the user using the
policy enforcement application 114) to the policy executable
404.

The policy execution service 240 may assign each policy
output object 614 generated by the policy output generator
514 to its corresponding policy output handler 612 of the
policy input source object 504, which, when executed,
assigns the policy output object 614 to its associated policy
data object 604. In addition, the policy execution service 240
may also pass the modified policy input source object 504 to
the appropriate policy conversion service 222 of the policy
runtime module 220, which may then update the corre-
sponding domain object 502 with the previously generated
output from the one or more policy executables 404 and
return the domain object 502 to the policy enforcement
application 114. The policy enforcement application 114
may then indicate (e.g., display) to the client any policy
violations or other information regarding evaluation of the
procurement policies invoked by the user via the policy
enforcement application 114.

FIG. 7 is a flow diagram of an example method 700 of
generating and storing the policy objects 306 of FIG. 4.
While the following description of the method 700 presumes
the use of the procurement policy engine 116 of FIGS. 1
through 6, as described above, other systems not specifically
described herein may perform the method 700, as well as
other methods described below, in other example embodi-
ments.

In the method 700, the procurement policy engine 116
may receive a policy definition (operation 702), such as in
the form of a policy spreadsheet 304, from the policy
administration application 112. The procurement policy
engine 116 may generate a policy object 306 from the policy
definition (operation 704) and generate a lookup key for the
policy object 306 (operation 706). In an example embodi-
ment, the policy object 306 includes executable code (e.g.,
policy executable 404) that evaluates one or more expres-
sions included in the policy definition. The procurement
policy engine 116 may then determine whether the generated
policy object 306 is a new policy object 306, or represents
an update to a preexisting policy object 306 (operation 708).
In an example embodiment, this determination may be made
by comparing the policy lookup key 402 for the generated
policy object 306 to policy lookup keys 402 for policy
objects 306 that have already being stored (e.g., in database
250). If the policy lookup key 402 for the generated policy
object 306 matches a policy lookup key 402 of a previously
stored policy object 306, the previously stored policy object
306 is updated or replaced by the newly generated policy
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object 306 (operation 710). Otherwise, the newly generated
policy object 306 is stored as a new policy object 306
(operation 712).

In FIG. 7, as well as other methods discussed herein,
while a particular order of execution may be shown for a
particular set of operations (e.g., operations 702-712), other
orders of execution are also possible, including possible
simultaneous, concurrent, or overlapping execution of two
or more of the operations shown.

FIG. 8 is a flow diagram of an example method 800 of
processing a request to evaluate one or more procurement
policies. In the method 800, the procurement policy engine
116 may receive a request to evaluate a particular procure-
ment policy (operation 802), such as in the form of a domain
object 502 from the policy enforcement application 114. The
procurement policy engine 116 may then retrieve a policy
object 306 corresponding to the policy indicated in the
request (operation 804) and evaluate the policy using the
retrieved policy object 306 (operation 806). In an example
embodiment, the policy is evaluated using executable code
(e.g., policy executable 404) stored in the policy object 306.
The procurement policy engine 116 may then return output
from the evaluated policy to the requesting application (e.g.,
the policy enforcement application 114) (operation 808),
such as by returning output generated by the policy execut-
able 404.

FIGS. 9, 10, and 11 are communication diagrams illus-
trating the operation of several systems depicted in FIG. 1
for different procurement operations facilitated by one or
more procurement applications 118. More specifically, FI1G.
9 is a communication diagram for evaluating one or more
procurement policies associated with a purchase request
902. At the outset, the client system 130 may interact with
the policy enforcement application 114 to issue the purchase
request 902. In an example embodiment, the user may have
selected a particular product for purchase (e.g., by way of a
web browser application on the client system 130 interacting
with the policy enforcement application 114 via the network
140) and activate an interface element (e.g., a graphical
button) to initiate a purchase of the selected product.

In response to the purchase request 902, the policy
enforcement application 114 may forward purchase request
data 904 corresponding to the purchase request 902. In an
example embodiment, the purchase request data 904 may be
formatted as a domain object 502 of a type specifically
associated with purchase requests 902. Using the purchase
request data 904, the procurement policy engine 116 may
evaluate one or more policies (e.g., using one or more policy
objects 306 previously stored in the database 250) indicated
in the purchase request data 904 (operation 906). For
example, a policy indicating that the price of the particular
produce selected by the user cannot exceed a first predeter-
mined amount without justification for the purchase, or that
the price cannot exceed a second, higher predetermined
amount with such justification, may be applicable to the
purchase request 902. The procurement policy engine 116
may then return policy output 908 from the policy evalua-
tion to the policy enforcement application 114 (e.g., via the
domain object 502).

The policy enforcement application 114, upon receiving
the policy output 908, may determine whether any policies
were violated in the purchase request 902 (operation 910).
Presuming the policy has been violated in some manner, the
policy enforcement application 114 may provide a violation
indication 912 to the user via the client system 130. For
example, the policy output 908 may indicate that the price
of the requested purchase is allowable only with some
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reason or justification that the user has yet to provide. In
response, the user may alter the purchase request 902 to
provide the justification and resubmit the request 902 via the
policy enforcement application 114. In another example, the
policy output 908 may indicate that the price of the
requested purchase is not allowable regardless of any justi-
fication that may be provided.

If, instead, the policy enforcement application 114 deter-
mines that the requested purchase does not violate the
policy, the policy enforcement application 114 may then
forward the purchase request 914 to the procurement appli-
cation 118, which may then process the request (operation
916), thus causing the product of interest to be purchased.

FIG. 10 is a communication diagram for evaluating one or
more procurement policies associated with a request-for-
quote 1002. As shown, the client system 130 may interact
with the policy enforcement application 114 to issue the
request-for-quote 1002. In an example embodiment, the user
may have used an electronic form or website to select one or
more suppliers to receive a request to provide a pricing quote
for a particular item selected by the user.

In response to the request-for-quote 1002, the policy
enforcement application 114 may forward request-for-quote
data 1004 corresponding to the request-for-quote 1002. In an
example embodiment, the request-for-quote data 1004 may
be formatted as a domain object 502 of a type specifically
associated with a request-for-quote 1002. Using the request-
for-quote data 1004, the procurement policy engine 116 may
evaluate one or more policies (e.g., using one or more policy
objects 306 previously stored in the database 250) indicated
in the request-for-quote data 1004 (operation 1006). For
example, policies applicable to the request-for-quote 1002
may indicate that a request for a quote must be provided to
a minimum number of suppliers (or a minimum number of
preferred suppliers), that the minimum number of suppliers
depends on the type of item being sought, that the level of
involvement required by the procurement department
depends on the type of item sought, and so on. The pro-
curement policy engine 116 may then return policy output
1008 from the policy evaluation to the policy enforcement
application 114 (e.g., via the domain object 502).

The policy enforcement application 114, upon receiving
the policy output 1008, may update the request-for-quote
1002 (operation 1010) based on the policy output 1008, such
as whether any policies were violated in the purchase
request-for-quote 1002 or whether additional involvement
from the procurement department is necessary. For example,
the user may not have selected as many suppliers as were
necessary for the particular item. The policy enforcement
application 114 may then forward the updated request-for-
quote 1012 to the procurement application 118, which may
then process the updated request-for-quote 1012 (operation
1014), thus causing the generation and distribution of the
request-for-quote 1002 to suppliers. In some example
embodiments, the policy enforcement application 114 may
provide policy feedback and/or solicit additional input from
the user via the policy enforcement application 114 to
produce the updated request-for-quote 1012.

FIG. 11 is a communication diagram for evaluating one or
more procurement policies associated with a requisition
1102. As depicted, the client system 130 may interact with
the policy enforcement application 114 to issue the requisi-
tion 1102. In an example embodiment, the user may have
used an electronic form or website that guides user selection
of one or more suppliers as possible sources to supply one
or more particular items selected by the user.
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In response to the requisition 1102, the policy enforce-
ment application 114 may forward requisition data 1104
corresponding to the requisition 1102. In an example
embodiment, the requisition data 1104 may be formatted as
a domain object 502 of a type specifically associated with a
purchase requisition. Using the requisition data 1104, the
procurement policy engine 116 may evaluate one or more
policies (e.g., using one or more policy objects 306 previ-
ously stored in the database 250) indicated in the requisition
data 1104 (operation 1106). For example, policies applicable
to the requisition 1102 may indicate that a requisition must
include a selected minimum number of suppliers (or a
minimum number of preferred suppliers), that a particular
level of management approval is required for certain types
of items, and so on. The procurement policy engine 116 may
then return policy output 1108 from the policy evaluation to
the policy enforcement application 114 (e.g., via the domain
object 502).

The policy enforcement application 114, upon receiving
the policy output 1108, may update the requisition 1102
(operation 1110) based on the policy output 1108, such as
whether any policies were violated in the requisition 1102,
whether management approval is required, and so forth. The
policy enforcement application 114 may then forward the
updated requisition 1112 to the procurement application 118,
which may then process the updated requisition 1112 (opera-
tion 1114). In some example embodiments, the policy
enforcement application 114 may provide policy feedback
and/or solicit additional input from the user via the policy
enforcement application 114 to generate the updated requi-
sition 1112.

In an example embodiment, a method for evaluating
programmable conditions applicable to an operation com-
prises receiving, based on a communication of a client
system with a system via a communication network, a
request to evaluate one or more programmable conditions
applicable to an operation, the request comprising data
associated with the operation; retrieving, from a database,
one or more objects representing the one or more program-
mable conditions, the one or more objects comprising
executable code for determining compliance of the operation
with the one or more programmable conditions; executing,
by at least one hardware processor of a machine, at least a
portion of the executable code based on the data associated
with the operation; and returning, to a computing system
issuing the request, an output of the executable code, the
output comprising an indication as to whether the operation
complies with the one or more programmable conditions.

In another example embodiment, including all previous
example embodiments, the method further comprises deter-
mining a type of the operation based on the request, wherein
the retrieving of the one or more objects is based on the
determined type of operation.

In another example embodiment, including all previous
example embodiments, the method further comprises gen-
erating a lookup key based on a key configuration corre-
sponding to the type of the operation, wherein the retrieving
of the one or more objects is based on the generated lookup
key.

In another example embodiment, including all previous
example embodiments, the generating of the lookup key is
further based on one or more key fields and corresponding
key values provided in the request that are associated with
the type of operation.

In another example embodiment, including all previous
example embodiments, the indication as to whether the
operation complies with the one or more programmable
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conditions comprises one of allowable without further jus-
tification input, allowable with further justification input,
and unallowable.

In another example embodiment, including all previous
example embodiments, the output of the executable code
comprises additional information for subsequent processing
by the computing system issuing the request.

In another example embodiment, including all previous
example embodiments, the output of the executable code
comprises a query for filtering a list of selectable options
based on the request.

In another example embodiment, including all previous
example embodiments, the at least a portion of the execut-
able code, when executed, generates a Boolean result based
on the data associated with the operation; and the output of
the executable code is based on the Boolean result.

In another example embodiment, including all previous
example embodiments, the executable code encodes the one
or more programmable conditions as a Boolean expression
that, when evaluated using the data associated with the
operation, yields the Boolean result.

In another example embodiment, including all previous
example embodiments, each of the one or more objects
further comprises configuration data, the configuration data
comprising data providing or referring the data associated
with the operation to the executable code.

In another example embodiment, including all previous
example embodiments, each of the one or more objects
further comprises configuration data, the configuration data
comprising data indicating a type of the output of the
executable code.

In another example embodiment, including all previous
example embodiments, the data associated with the opera-
tion comprises input data entered by a user into one or more
fields of an electronic form.

In another example embodiment, including all previous
example embodiments, the request comprises a domain
object from a policy enforcement application executing on
the system, and the policy enforcement application is con-
figured to generate the domain object based on the one or
more fields of the electronic form.

In another example embodiment, including all previous
example embodiments, the domain object comprises the
data associated with the operation and information indicat-
ing the one or more objects representing the one or more
programmable conditions.

In another example embodiment, including all previous
example embodiments, the method further comprises con-
verting the domain object into an input source object,
wherein the input source object comprises an input data
container including one or more policy data objects, wherein
the policy data objects correspond to the one or more fields
of the electronic form and indicate the one or more objects
and the data associated with the operation; and one or more
output handlers configured to process the output of the
executable code of the one or more objects.

In another example embodiment, including all previous
example embodiments, the retrieving of the one or more
objects is based on the one or more policy data objects.

In another example embodiment, including all previous
example embodiments, the method further comprises receiv-
ing, prior to the receiving of the request, definition infor-
mation comprising a definition for each of the one or more
programmable conditions; translating the definition infor-
mation into the one or more objects; and for each of the one
or more objects, checking whether a prior version of the
object is stored in the database; updating the prior version of
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the object in the database based on a prior version of the
object being stored in the database; and storing the object in
the database based on a prior version of the object not being
stored in the database.

In another example embodiment, including all previous
example embodiments, a spreadsheet comprises the defini-
tion information.

In an example embodiment, a system comprises one or
more hardware processors and a memory storing instruc-
tions that, when executed by at least one of the one or more
hardware processors, cause the system to perform operations
comprising receiving, based on a communication of a client
system with a system via a communication network, a
request to evaluate one or more programmable conditions
applicable to an operation, the request comprising data
associated with the operation; retrieving, from a database,
one or more objects representing the one or more program-
mable conditions, the one or more objects comprising
executable code for determining compliance of the operation
with the one or more programmable conditions; executing at
least a portion of the executable code based on the data
associated with the operation; and returning, to a computing
system issuing the request, an output of the executable code,
the output comprising an indication as to whether the
operation complies with the one or more programmable
conditions.

In an example embodiment, a non-transitory computer-
readable storage medium stores instructions that, when
executed by one or more processors of a machine, cause the
machine to perform operations comprising receiving, based
on a communication of a client system with a system via a
communication network, a request to evaluate one or more
programmable conditions applicable to an operation, the
request comprising data associated with the operation;
retrieving, from a database, one or more objects representing
the one or more programmable conditions, the one or more
objects comprising executable code for determining com-
pliance of the operation with the one or more programmable
conditions; executing at least a portion of the executable
code based on the data associated with the operation; and
returning, to a computing system issuing the request, an
output of the executable code, the output comprising an
indication as to whether the operation complies with the one
or more programmable conditions.

FIG. 12 is a block diagram of a computer processing
system 1200 within which a set of instructions 1224 may be
executed for causing a computer to perform any one or more
of the methodologies discussed herein, such as those dis-
cussed in conjunction with FIGS. 7 and 8, as well as other
methodologies discussed herein. In some embodiments, the
computer operates as a standalone device or may be con-
nected (e.g., networked) to other computers. In a networked
deployment, the computer may operate in the capacity of a
server or a client computer in a server-client network envi-
ronment, or as a peer computer in a peer-to-peer (or distrib-
uted) network environment. Moreover, the computer pro-
cessing system 1200 may serve in example embodiments as,
for example, the procurement policy engine 116 of FIGS. 1
and 2, as well as any component or module 210-250
described therewith, along with the administrator system
120, the client system 130, and other components of the
procurement system 110.

In addition to being sold or licensed via traditional
channels, embodiments may also be deployed, for example,
by software-as-a-service (SaaS) providers, application ser-
vice providers (ASPs), or by utility computing providers.
The computer may be a server computer, a personal com-
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puter (PC), a tablet PC, a personal digital assistant (PDA),
a cellular telephone, or any processing device capable of
executing a set of instructions (sequential or otherwise) that
specify actions to be taken by that device. Further, while
only a single computer is illustrated, the term “computer”
shall also be taken to include any collection of computers
that, individually or jointly, execute a set (or multiple sets)
of instructions to perform any one or more of the method-
ologies discussed herein.

The example computer processing system 1200 includes
a processor 1202 (e.g., a central processing unit (CPU), a
graphics processing unit (GPU), or both), a main memory
1204, and a static memory 1206, which communicate with
each other via a bus 1208. The computer processing system
1200 may further include a video display 1210 (e.g., a
plasma display, a liquid crystal display (LCD), or a cathode
ray tube (CRT)). The computer processing system 1200 also
includes an alphanumeric input device 1212 (e.g., a key-
board), a user interface (UI) cursor control device 1214 (e.g.,
a mouse and/or touch screen), a drive unit 1216, a signal
generation device 1218 (e.g., a speaker), and a network
interface device 1220.

The drive unit 1216 includes a machine-readable medium
1222 on which is stored one or more sets of instructions
1224 and data structures embodying or utilized by any one
or more of the methodologies or functions described herein.
The instructions 1224 may also reside, completely or at least
partially, within the main memory 1204, the static memory
1206, and/or the processor 1202 during execution thereof by
the computer processing system 1200, with the main
memory 1204, the static memory 1206, and the processor
1202 also constituting tangible machine-readable media
1222.

The instructions 1224 may further be transmitted or
received over a network 1226 via the network interface
device 1220 utilizing any one of a number of well-known
transfer protocols (e.g., Hypertext Transfer Protocol).

While the machine-readable medium 1222 is shown in an
example embodiment to be a single medium, the term
“machine-readable medium” should be taken to include a
single medium or multiple media (e.g., a centralized or
distributed database, and/or associated caches and servers)
that store the one or more sets of instructions 1224. The term
“machine-readable medium” shall also be taken to include
any medium that is capable of storing, encoding, or carrying
a set of instructions 1224 for execution by the computer and
that cause the computer to perform any one or more of the
methodologies of the present application, or that is capable
of storing, encoding, or carrying data structures utilized by
or associated with such a set of instructions 1224. The term
“machine-readable medium” shall accordingly be taken to
include, but not be limited to, solid-state memories, optical
and magnetic media, and other non-transitory media.

While the example embodiments discussed herein are
described with reference to various implementations and
exploitations, these example embodiments are illustrative,
and the scope of the disclosure is not so limited. In general,
techniques for maintaining consistency between data struc-
tures may be implemented with facilities consistent with any
hardware system or hardware systems defined herein. Many
variations, modifications, additions, and improvements are
possible.

Plural instances may be provided for components, opera-
tions, or structures described herein as a single instance.
Finally, boundaries between various components, opera-
tions, and data stores are somewhat arbitrary, and particular
operations are illustrated in the context of specific illustra-
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tive configurations. Other allocations of functionality are
possible and may fall within a scope of various embodi-
ments of the present disclosure. In general, structures and
functionality presented as separate components in the exem-
plary configurations may be implemented as a combined
structure or component. Similarly, structures and function-
ality presented as a single component may be implemented
as separate components. These and other variations, modi-
fications, additions, and improvements fall within a scope of
embodiments of the present disclosure as represented by the
appended claims.

What is claimed is:
1. A method comprising:
receiving definition data comprising textual descriptions
of one or more programmable conditions for each of a
plurality of policy objects, and for each policy object:
translating the definition data from a first format to a
second format into the policy object;
comparing a policy lookup key for the policy object to
policy lookup keys for stored policy objects to
determine whether a prior version of the policy
object is stored in a database; and
updating the prior version of the policy object in the
database based on a prior version of the policy object
being stored in the database;
receiving a request submitted by a client system via a
communication network for processing of an operation
by an application executing on the client system, the
request comprising data associated with the operation;
retrieving values for keys for each of the plurality of
policy objects to be evaluated for the operation;
generating a corresponding policy lookup key for each
policy object of the plurality of policy objects from the
retrieved values for keys for each of the plurality of
policy objects to be evaluated;
retrieving each policy object of the plurality of policy
objects to be evaluated for the operation, using the
generated lookup key for the policy object, each policy
object comprising executable code for determining
compliance of the operation with one or more policies
based on the data associated with the operation;
executing the executable code for each policy object to
generate a policy output for each policy object, wherein
each policy object comprises data indicating a type of
the policy output, and the policy output type comprises
one of an enrichment type, a validation rule type, and
a query type;
analyzing the policy output for each policy object to
determine whether the operation violates one or more
policies, wherein at least one policy output comprises
a query for filtering a list of selectable options based on
the request;
based on determining that the policy output indicates that
the operation violates the one or more policies, return-
ing, to the client system, an indication of the policy
output without forwarding the operation to the appli-
cation for the processing of the operation by the appli-
cation; and
based on determining that the policy output indicates that
the operation does not violate the one or more policies,
forwarding the operation to the application for the
processing of the operation by the application.
2. The method of claim 1, wherein the indication com-
prises one of allowable without further justification input,
allowable with further justification input, and unallowable.
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3. The method of claim 1, wherein the policy output
comprises additional information for subsequent processing
by the client system.

4. The method of claim 1, wherein:

the executable code, when executed, generates a Boolean

result based on the data associated with the operation;
and

the policy output is based on the Boolean result;

wherein the executable code encodes one or more pro-

grammable conditions as a Boolean expression that,
when evaluated using the data associated with the
operation, yields the Boolean result.
5. The method of claim 1, wherein each of the policy
objects further comprises configuration data, the configura-
tion data comprising at least one of: data providing or
referring the data associated with the operation to the
executable code, or data indicating a type of the policy
output.
6. The method of claim 1, wherein the data associated
with the operation comprises input data entered by a user
into one or more fields of an electronic form.
7. The method of claim 1, wherein retrieving the plurality
of policy objects to be evaluated for the operation comprises
using a policy lookup key for each policy object to retrieve
each policy object stored in a database.
8. A system comprising:
one or more hardware processors; and
a memory storing instructions that, when executed by at
least one of the one or more hardware processors, cause
the system to perform operations for enforcing one or
more policies corresponding to a request submitted by
a client system for processing of an operation by a
procurement application executing on a procurement
system, the operations comprising:
receiving definition data comprising textual descriptions
of one or more programmable conditions for each of a
plurality of policy objects, and for each policy object:
translating the definition data from a first format to a
second format into the policy object;
comparing a policy lookup key for the policy object to
policy lookup keys for stored policy objects to
determine whether a prior version of the policy
object is stored in a database; and
updating the prior version of the policy object in the
database based on a prior version of the policy object
being stored in the database;
receiving a request submitted by a client system via a
communication network for processing of an operation
by an application executing on the client system, the
request comprising data associated with the operation;

retrieving values for keys for each of the plurality of
policy objects to be evaluated for the operation;

generating a corresponding policy lookup key for each
policy object of the plurality of policy objects from the
retrieved values for keys for each of the plurality of
policy objects to be evaluated;

retrieving each policy object of the plurality of policy

objects to be evaluated for the operation, using the
generated lookup key for the policy object, each policy
object comprising executable code for determining
compliance of the operation with one or more policies
based on the data associated with the operation;
executing the executable code for each policy object to
generate a policy output for each policy object, wherein
each policy object comprises data indicating a type of
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the policy output, and the policy output type comprises
one of an enrichment type, a validation rule type, and
a query type;

analyzing the policy output for each policy object to
determine whether the operation violates one or more
policies, wherein at least one policy output comprises
a query for filtering a list of selectable options based on
the request;

based on determining that the policy output indicates that

the operation violates the one or more policies, return-
ing, to the client system, an indication of the policy
output without forwarding the operation to the appli-
cation for the processing of the operation by the appli-
cation; and

based on determining that the policy output indicates that

the operation does not violate the one or more policies,
forwarding the operation to the application for the
processing of the operation by the application.

9. The system of claim 8, wherein the indication com-
prises one of allowable without further justification input,
allowable with further justification input, and unallowable.

10. The system of claim 8, wherein the policy output
comprises additional information for subsequent processing
by the client system.

11. The system of claim 8, wherein:

the executable code, when executed, generates a Boolean

result based on the data associated with the operation;
and

the policy output is based on the Boolean result;

wherein the executable code encodes one or more pro-

grammable conditions as a Boolean expression that,
when evaluated using the data associated with the
operation, yields the Boolean result.

12. The system of claim 8, wherein each of the policy
objects further comprises configuration data, the configura-
tion data comprising at least one of: data providing or
referring the data associated with the operation to the
executable code, or data indicating a type of the policy
output.

13. The system of claim 8, wherein the data associated
with the operation comprises input data entered by a user
into one or more fields of an electronic form.

14. The system of claim 8, wherein retrieving the plurality
of policy objects to be evaluated for the operation comprises
using a policy lookup key for each policy object to retrieve
each policy object stored in a database.

15. A non-transitory computer-readable storage medium
storing instructions that, when executed by one or more
processors of a machine, cause the machine to perform
operations comprising:

receiving definition data comprising textual descriptions

of one or more programmable conditions for each of a

plurality of policy objects, and for each policy object:

translating the definition data from a first format to a
second format into the policy object;

comparing a policy lookup key for the policy object to
policy lookup keys for stored policy objects to
determine whether a prior version of the policy
object is stored in a database; and

updating the prior version of the policy object in the
database based on a prior version of the policy object
being stored in the database;

receiving a request submitted by a client system via a

communication network for processing of an operation
by an application executing on the client system, the
request comprising data associated with the operation;
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retrieving values for keys for each of the plurality of
policy objects to be evaluated for the operation;

generating a corresponding policy lookup key for each
policy object of the plurality of policy objects from the
retrieved values for keys for each of the plurality of
policy objects to be evaluated;

retrieving each policy object of the plurality of policy
objects to be evaluated for the operation, using the
generated lookup key for the policy object, each policy
object comprising executable code for determining
compliance of the operation with one or more policies
based on the data associated with the operation;

executing the executable code for each policy object to
generate a policy output for each policy object, wherein
each policy object comprises data indicating a type of
the policy output, and the policy output type comprises
one of an enrichment type, a validation rule type, and
a query type;

analyzing the policy output for each policy object to
determine whether the operation violates one or more

20

policies, wherein at least one policy output comprises
a query for filtering a list of selectable options based on
the request;

based on determining that the policy output indicates that
the operation violates the one or more policies, return-
ing, to the client system, an indication of the policy
output without forwarding the operation to the appli-
cation for the processing of the operation by the appli-
cation; and

based on determining that the policy output indicates that
the operation does not violate the one or more policies,
forwarding the operation to the application for the
processing of the operation by the application.

16. The non-transitory computer-readable storage

15 medium of claim 15, wherein each of the policy objects

further comprises configuration data, the configuration data
comprising at least one of: data providing or referring the
data associated with the operation to the executable code, or
data indicating a type of the policy output.
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