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ABSTRACT

A method of generating a random number that involves applying pulses of energy to amplify
a quantum mechanical vacuum fluctuation to generate one or more macroscopic fields
having one or more physical properties (e.g. phase or energy) that are random and
measureable, and, measuring at least one of the physical properties to obtain a value for the
physical property, the value of the physical property being a random number. Measuring the
phase of a Stokes signal generated in a transient Raman scattering process Is one way of
generating the random number as the phase of the Stokes signal is random. This method
can produce random numbers faster than prior art methods as the real numbers generated
can be converted to binary to produce more than one random bit and the measurement

process itself is faster permitting more rapid data collection rates and more rapid turn-on

times.
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RANDOM NUMBER GENERATOR

Field of the Invention

The present invention is related to methods for generating random numbers.

Background of the Invention

The rapid and effective generation of random number sequences is one of the
grand challenges of modern computation. These sequences are used as keys for secure
communications, as orderings for random sampling in simulations and data analysis, and
are an important part of trustworthy gaming and lotteries. Devices that use random
numbers are ubiquitous and as the spread of modern technology grows, so does the
number of technologies that use them.

Nearly every online bank transaction, secure communication between
governments and their embassies, signal from command & control centers to troops and
aircraft, and large-scale computer simulation relies on these sequences. Hardware In
supercomputers, personal computers, smart phones like iPhones™ and Blackberrys™,

and military encryption devices all impiement random number generators in some form.

Traditional methods for generating random numbers rely on deterministic
algorithms or deterministic physical processes. Although these algorithms are
deterministic, they are designed to produce numbers that satisfy certain characteristics
that give the appearance of being random. For example, the digits of pi can be used as
random numbers, but they are deterministically calculable and hence unsuitable for a
cryptographic key, because if an adversary determines the algorithm used, the process is

campromised. There is no traditional computational method for generating random
numbers that is not deterministic. Therefore traditional techniques are vuinerable to
compromise. Computationally generated random numbers are often called pseudo-

random numbers for these reasons.

Since all classical algorithms are deterministic, the only way to generate truly
random numbers is to utilize a suitable random physical effect. Quantum mechanical
systems are the only known entities that have nondeterministic behaviour. While the
evolution of the quantum mechanical probability distribution is deterministic, the outcome
of a particular measurement is not. If the uncertainty of a measurement outcome can be
mapped to a sequence of numbers, it can be used as a source of random number
generation. This quantum noise is not simply due to lack of knowledge of an observer, but



10

15

20

25

30

CA 02847584 2014-03-04

WO 2013/033808 PCT/CA2011/001007

is due to the very nature of physical reality. Random number generators based on
quantum effects are called true random number generators. The use of quantum effects

for random number generators is in its infancy and there are a small number of competing

methods at present.

As an example of quantum random number generation, one of the current state-
of-the-art methods (ID Quantique 2011) is to attenuate a conventional light source (less
than one photon per unit time) and project that light on to a 50% beam spiitter. The
photon may be randomly transmitted or reflected. The two cases correspond to the

generation of eithera 1 ora 0.

Many state-of-the-art quantum random number generation methods, including the
ID Quantique method (ID Quantique 2011), generate only one bit of information per
measurement corresponding to one of two states in which a physical system can exist. To
generate large or many random numbers therefore requires a large number of

measurements, slowing the rate of random number generation.

Recently, a method for generating random numbers based on measuring phase
noise of a single-mode laser has been developed (Qi 2009; Qi 2010). The phase noise of
a laser is due to electric field fluctuations caused by spontaneous photon emission and
results in linewidth broadening. This method involves continuous wave pumping at low
intensity followed by measuring coherence decay. The continuous wave pumping is done
at low intensity in order to minimize the relative effects of additional classical noises. This
may be a challenging condition to maintain with stability.

There has also been recent work on using amplified spontaneous emission for
fast physical random number generation (Williams 2010). This method involves
measuring energy fluctuations in broadband, incoherent, unpolarizec optical noise

generated through amplified spontaneous emission (ASE) in an amplifier. Like the

method of Qi (Qi 2009; Qi 2010) discussed above, this method uses continuous wave
pumping to amplify the effect of the energy fluctuations into a measureable signal.

Further, this method measures energy fluctuations rather than phase.

There has also been recent work on using polarization states of spontaneous
parametric down-converted photons for generating random numbers (Suryadi 2010). One
problem with such a method is that measurement of polarization states only provides a

single random bit, which is like most state-of-the-art quantum random number generation
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methods. Thus, to generate large or many random numbers, a large number of

measurements are required, slowing the rate of random number generation.

There remains a need for true random number generators that can generate
random numbers more quickly and with easier detection using a simple process based on
quantum effects of a physical system.

summary of the Invention

It has now been found that by using pulses of energy to amplify quantum
mechanical vacuum fluctuations that seed a spontaneous physical process to generate a
field having a random physical property (e.g. phase or energy), the value of the physical
property of the generated field can be used as a true random number.

Thus, there is provided a method of generating a random number comprising:
applying pulses of energy to amplify a quantum mechanical vacuum fluctuation to
generate one or more macroscopic fields having one or more physical properties that are
random and measureable; and, measuring at least one of the physical properties to
obtain a value for the physical property, the value of the physical property being a random

number.

The physical property of the macroscopic field is preferably the phase or energy of
the field, more preferably the phase of the field.

Any suitable spontaneous physical process can be used that involves a quantum
mechanical vacuum fluctuation that can be amplified by energy puises to generate a field.
Some suitable physical processes include optical processes, particle physics processes,
condensed matter physics processes and any other quantized field process than can be
amplified. Spontaneous optical processes are preferred, for example, Raman scattering,
spontaneous parametric down conversion, spontaneously seeded optical parametric
amplification or amplified spontaneous emission in a laser. Raman scattering is

particularly preferred.

Pulses of energy used to amplify the quantum mechanical vacuum fluctuation may
be generated by any suitable method, for example by lasers (optical pulses), coherent
electron beams, chemical changes, electrical puises or acoustic pulses. For optical
processes, pulsed lasers are preferred. Pulsed lasers are advantageous when contrasted
with continuous wave pumps because pulsed lasers define a specific time bin and have
higher intensities. This permits much more rapid data collection and initiation thereby
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generating random numbers much more rapidly. Transient Raman scattering from Raman
scattering interactions produced by pulsed lasers is a particularly preferred physical

Process.

The duration and energy of energy pulses for amplifying the quantum mechanical
vacuum fluctuation may vary depending on the type of physical process, medium, the
detection method and/or the environment. Pulse durations from attoseconds (as) to
milliseconds (ms) are typical. However, it is a particular advantage of the present
invention, especially in the context of Raman processes, that pulse durations of 100
picosecond (ps) or less, for example about 1 fs to 10 ps or even about 1 fs to 1 ps, may
be used. This dramatically increases data collection rate and therefore the rate of
generating random numbers. Pulse energies may be in a range of from picojoules to

joules, preferably nanojoules to millijoules, for example about 1 nanojoule to about 500

millijoules.

Measuring the phase of the generated field is a particularly preferred embodiment
of the present invention. Fields may be expressed in a basis of sinusoidal functions (e.g.
cosine waves) that vary periodically over time. When the field generated in the present
method is compared to a reference field of the same nature, the two fields may be offset
In spatial positioning of their amplitude maximums, i.e. the generated field and reference
field may have different phases. Taking the position of the reference field as 0, the extent
of offset of the generated field is its phase relative to the reference field and the phase

value can be expressed as a real number that varies between 0 and 360° (or between 0
and 2r radians). Therefore, the measured phase valiue of the generated field is a real

number that may have any number of decimal places up to that allowed by the accuracy
of the measurement. The phase value itself is a random number. However, when the
phase value Is converted from decimal to binary more than one random bit is generated,
and In many cases many more than one random bit is generated. If the phase
measurement is digitized with 2" bits, then 2" random binary bits are generated provided

the resolution is sufficient.

The dinary conversions of the value from subsequent measurements may be
strung together or concatenated to form even longer strings of random bits. To generate
random numbers from such strings of bits, one need only select a suitably long portion of
the binary string and convert the selected portion from binary to a number of whatever
base is desired. For example, to generate a random number from 0-32 in base 10, it
would be necessary to select a sequence of 6 bits from the binary string and convert the
selection to base 10. It is a great advantage of the present method that it can generate a

4



large number of random bits in one measurement thereby considerably reducing the
number of operations necessary to generate strings of bits long enough to provide

adequate generation of random numbers.

According to one aspect, there is provided a method of generating a random
number comprising: applying pulses of light energy to amplify a quantum mechanical
vacuum fluctuation in a transient Raman scattering process to generate one or more
macroscopic fields having one or more physical properties that are random and
measureable, wherein the one or more physical properties comprises at least one of phase
and energy of the one or more fields; and, measuring at least one of the physical
properties to obtain a value for the physical property, the value of the physical property

being a random number.

Further features of the invention will be described or will become apparent in the
course of the following detailed description.

Briet Description of the Drawings

In order that the invention may be more clearly understood, embodiments thereof
will now be described in detail by way of example, with reference to the accompanying

drawings, in which:

Fig. 1 depicts a schematic diagram showing a laser pump pulse interacting with a
Raman-active medium to produce a Stokes shifted signal pulse with a random phase

ohi (®).

Fig. 2 depicts two methods of measuring the phase of the Stokes shifted signal
pulse produced in Fig. 1. In both heterodyne detection (Fig. 2A) and spatial fringe
measurement (Fig. 2B), the Stokes signal is compared with a reference signal via a
beamsplitter and the interference is measured. In heterodyne detection (Fig. 2A), or similar
type detection, a comparison of two arms from the beamsplitter can be used to measure
the quadrature and hence the phase. Alternatively (Fig. 2B), a small angle between the

reference signal and Stokes signal will praduce spatial fringes that can be

measured directly, where the phase, ®, of the fringes is the random number.

Fig. 3 depicts a schematic diagram of a Raman random number generator in
accordance with the present invention. The inset shows a A-level diagram showing the

Raman transition in diamond used to generate the randomly-phased Raman Stokes light.

CA 2847584 2017-10-27



Fig. 4 depicts a typical interferogram of two Stokes pulses generated by
spontaneously Initiated stimulated Raman scattering. The fringe phase is random for

each measurement.

Description of Preferred Embodiments

In a preferred embodiment, transient Raman interactions serve as the physical

process from which quantum mechanical vacuum fluctuations are amplified to generate a

field for which the phase can be measured.

Sa

CA 2847584 2017-10-27
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Referring to Fig. 1, when laser pump pulse 1 interacts with Raman active medium
2 (e.g. bulk crystal or fibre) it produces a new light pulse at a shifted frequency (i.e.
Stokes shifted signal pulse 3) and generates an excitation in the material. Provided the
interaction is a transient Raman scattering interaction, the coherence length of Stokes
signal 3 is equal to its temporal length. That is, the electric field of Stokes signal 3 has a
definite phase, ®, relative to a reference. The phase of the Stokes signal generated IS
random, and is set by the vacuum fluctuations of the medium. When the Raman gain Is
large, the Stokes signal energy will be large enough to measure with single shot
interferometry. After waiting for the material excitation to decay (typically about 1-10 DS),

the process can be repeated to generate the next random number.

To measure the phase of a Stokes signal as generated in accordance with Fig. 1,
the Stokes signal is compared to a reference signal (Fig. 2) by passing the two signals
through a beamsplitter and measuring the interference. This can be done in number of
ways. In heterodyne detection (Fig. 2A) or similar type detection, Stokes signal 13 and
reference signal 14 meet at beamsplitter 15 where interference patterns 16,17 are formed
in two output arms 18,19. A comparison of the two arms with heterodyne detection 12 can
be used to measure quadrature and hence phase. Alternatively (Fig. 2B), a small angle
between reference signal 24 and Stokes signal 23 will produce spatial fringes 26,27 as
they pass through beamsplitter 25 that can be measured directly, where the phase, @, of

the fringes is the random number.

In general the interference between the reference and the signal will produce
interference fringes and the phase of these fringes will be the measured signal. The
phase of the fringes can be measured in a spectrometer, or camera (e.g. a charge-

coupled device (CCD)), or via a method like heterodyne detection or balanced
heterodyne detection. In some measurement methods inherent biases in the equipment
(for example a CCD measuring brighter in some places than others) may introduce
undesired order, however, known algorithmic techniques for the particular method or
device can be used to correct for this bias. In some measurement methods, constant
phase is desired and the duration and intensity of the pulses is important to avoid phase
jumps in the cosine wave. Practical consideration such as cost and availability of

equipment dictate choice of how phase is measured and ultimately the speed of

generating random numbers.

In general, the use of transient Raman interactions as the physical process
advantageously provides extremely high data rates since typical optical phonon decay
times are very rapid (less than 10 ps), which implies that data rates approaching 1 X 10"

6
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Hz are possible. Further, the use of transient Raman scattering requires relatively short
pump pulses and results in short Stokes pulses. Raman systems are thus very
responsive, so ultrafast pulses (< ps) can be used as a pump and the phase encoded on

an ultrafast pulse. Collectively, these aspects increase the rate and turn-on time for which

random numbers can be generated.

Further, the Raman scattering approach is not a low photon number approach that
requires less than one phcton per shot. High photon signals produced in Raman
scattering are more amenable to easy measurement so that sensitive detectors are not
required. Also, Raman scattering gives access to a wide range of wavelengths, suitable

for various detectors, materials, or environments.

Furthermore, the use of phase measurements rather than energy measurements
is particularly advantageous. Classical energy fluctuations in the energy pump can lead to
classical energy fluctuations in the output. In such a case, the random numbers produced
may not be quantum random numbers since the classical fluctuations may dominate the
quantum fluctuations. Thus, the random numbers produced from energy measurements
may not be quantum in origin and may not be true random numbers. This may be a
particularly serious problem for prior art continuous wave techniques as well as they can
be especially sensitive to classical energy fluctuations in the energy pump. In contrast,
phase measurements are highly insensitive to pump pulse energy fluctuations, ensuring

that the random numbers generated are quantum in origin and are therefore true random

numbers.

Example:

In one embodiment of a Raman random number generator of the present

invention as shown in Fig. 3, a diamond is used as the Raman active medium. As an
optical material, diamond is unparalleled in its high Raman gain and wide transparency

range, permitting a compact and reliable design. Linearly-polarized pump pulse 102 with
duration 7, = 100 ps, energy E, = 1.6 mJ, and wavelength i, = 532 nm, is focussed by
lens 103 into a 3 mm CVD diamond plate 101 oriented along the «100» axis. The pump

excites an optical phonon with vibrational frequency Q = 1332 cm™, and a Stokes pulse
104 with random phase and with mean energy 0.16 pJ is emitted at 573 nm (see inset),
which is collimated with lens 105 and filtered with bandpass filter 106 to filter out the
pump field. This gives a photon conversion efficiency to the Stokes field of n=0.11. The
dephasing time for the vibrational excitation is estimated at " = 7 ps, based on the

Raman linewidth and transient coherent ultrafast phonon spectroscopy measurements

7
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(Lee 2010), yielding I't, = 14. Using » and an analytic result for the Stokes pulse energy
taken from the fully quantum model (Raymer 1981), the Raman gain {(gL) is estimated {o
be about 29, where g is the steady-state Raman gain coefficient and L is the gain length
of the diamond. The experimental parameters therefore satisfy the necessary conditions
for transient SRS (gL > I'7,) in the high-gain limit (gL, >> 1) (Raymer 1990). The
emitted Stokes light therefore has a smooth temporal profile with a well-defined, but

random, phase.

Reference pulse 107 used for the phase measurement is generated at the Stokes
wavelength, again by stimulated Raman scattering in diamond. Stokes pulse 104 and
reference pulse 107 are combined at beamspilitter 108. A small lateral shear Ak is
introduced and the resulting fringe pattern 109 is recorded on a 2048-pixel line array
charge-coupled device (CCD) camera 110 operating at 200 Hz. The fringe measurement
is a comparison of the first Stokes field |Asle™™ with the reference Stokes field
Ale™ where As, are the field amplitudes, Ak is the reference field wavevector
component In the plane of the detector, x is the position cocrdinate along the camera

array, and ¢ sare the field phases. This yields an interferogram given by:
Sintx |Asl|A]cos(Akx + Ag)

where A¢ = (ds- ¢.) is a phase factor lying randomly on the interval 0 < A¢ < 2= due to the

quantum mechanical origin of gs.

Fig. 4 shows a typical interferogram. As the process relies on the large
amplification of vacuum fluctuations, the measurement is in the macroscopic limit of a
quantum phenomenon. The interferograms are used to generate random bits by fitting to
a cosine and extracting the phase. A higher precision measurement produces a larger

number of bits. The phase measurement may therefore produce multipie bits per shot.
Here 6 bits per measurement are generated (distinguishing 2° = 64 possible phases). Any
possible bias in the phase measurement is removed by post-processing using a fair bit
extractor algorithm (von Neumann 1951, Juels 2000). The ultimate limit for bit generation
per shot is set by the minimum phase defined A¢mi,, which depends on the number of

photons per pulse n as Ag,, ~ 1/n (Gerry 2005).

The randomness of the Raman phase measurements was tested using the
standard DIEHARD statistical test suite (Marsaglia 1995). As shown in Table 1, the data
set passed all the tests, confirming that the measured optical phase is a suitable source

of random numbers.



Table 1

?
.r

otatistical Test p-value Result

Birthday spacings 0.140289 (KS) Success
Overlapping 5-permutation 0.234407 Success
Binary rank test for 31 x 31 matrices 0.857819 Success
Binary rank test for 32 x 33 matrices 0.888548 Success
Binary rank test for 6 x 8 matrices 0.595644 (KS) Success
Bitstream 0.11249 Success
OPSO 0.0547 Success
OQSO 0.0806 Success
DNA 0.0247 Success
Count the 1's test 0.217644 Success
Count the 1's test for specific bytes 0.171729 success
Parking lot 0437972 (KS) Success
Minimum distance 0.312133 (KS) Success
3D Spheres 10.012979 (KS) Success
Squeeze 0.344869 Success
Overlapping sums 0.100233 (KS) sSuccess
Runs 0.101465 (KS) Success
Craps 0.213158 Success

For tests with multiple p-values the worst case was selected
KS indicates a Kolmogorov-Smirnov test.

The demonstrated Raman phase technique has the potential to generate very
high bit rates and rapid turn-on times because the non-resonant nature of the Raman

Interaction allows broad-bandwidth, ultrashort pulses to be used and because rapid
system dephasing promptly resets the vacuum state before each phase is generated. For

typical bulk solid dephasing times of 1-10 ps, terahertz data rates and beyond may be

feasible.
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Claims:

1. A method of generating a random number comprising:

applying pulses of light energy to amplify a quantum mechanical vacuum
fluctuation in a transient Raman scattering process to generate one or more
macroscopic fields having phase that is random and measurable; and,

measuring the phase to obtain a value for the phase, the value of the phase

being a random number.

2. The method according to claim 1, wherein the pulses have durations in a

range of attoseconds to milliseconds.

3. The method according to claim 1, wherein each pulse has a duration of 100 ps
or less.
4, The method according to claim 1, wherein each pulse has a duration in a

range of from 1 fs to 1 ps.

S. The method according to any one of claims 1 to 4, wherein the value for the

phase of the field is a real number that when converted to binary generates more than
one random bit.
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