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on the group user equipment 
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SESSION MANAGEMENT METHOD AND 
SYSTEM BASED ON M2MAPPLICATION, 

AND APPARATUS 

This application is a continuation of U.S. patent applica 
tion Ser. No. 13/572,624, filed on Aug. 11, 2012 (U.S. Pat. 
No. 8,837.326, issued Sep. 16, 2014), which is a continuation 
of International Application No. PCT/CN2011/070853, filed 
on Jan. 31, 2011. The International Application claims prior 
ity to Chinese Patent Application No. 201010111544.7, Feb. 
11, 2010. The afore-mentioned patent applications are hereby 
incorporated herein by reference in their entireties. 

TECHNICAL FIELD 

The present invention relates to the field of mobile com 
munication technologies, and in particular, to a session man 
agement method and system based on an M2M application, 
and an apparatus. 

BACKGROUND 

In an existing communication manner, there are mainly 
two communication modes, namely, human to human (H2H) 
and machine to machine (M2M). An H2H application mainly 
refers to communication with humans being communication 
Subjects, such as telephone communication. However, an 
M2M application is also called a machine type communica 
tions (MTC) application, and refers to network communica 
tion performed between multiple network elements without 
involvement of humans, such as traffic control and manage 
ment, factory equipment monitoring, and remote meter read 
1ng. 

Furthermore, a network operator or a user within an indus 
try may perform management and control on an M2M group 
as a whole. For example, in a remote meter reading applica 
tion in a power industry, all electric meters in a certain region 
may form a group, a network operator or a power industry 
user may perform management and control on the group as a 
whole. In addition, the network operator or the user within the 
industry may also perform management and control on all 
M2M user devices having a same M2M application charac 
teristic as a whole. For example, a network operator or a user 
within an industry may perform management and control on 
multiple M2M user devices under a same industrial user as a 
whole (by forming a group). Each M2M terminal device in 
the group may subscribe to same Subscription data, or each 
M2M terminal device in the group may share one piece of 
Subscription data (group Subscription data). 

In the human to human communication mode, if subscrip 
tion data of a user changes, a home Subscription database 
(HLR/HSS) initiates a subscription data modification proce 
dure. According to acquired new Subscription data, a mobility 
management network element (MME/SGSN) may initiate a 
session management procedure, for example, a bearer modi 
fication procedure. For a group formed of M2Muser devices, 
if subscription data changes, Subscription data of all user 
devices in the group may change; or in a scenario where all 
user devices in a group share group Subscription data, when 
the group Subscription data changes, an existing session man 
agement procedure is initiated based on user device granular 
ity, however, because the number of user devices in the group 
is large, a large number of signaling overheads of a network 
side is caused, which may result in signaling congestion to the 
network side, and increase a network load. 

SUMMARY 

Accordingly, embodiments of the present invention pro 
vide a session management method and system based on an 
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2 
M2Mapplication and an apparatus, so as to implement ratio 
nal utilization of a network resource when management is 
performed on an M2M group, and reduce a network load. 
The embodiments of the present invention are imple 

mented as follows. 
An embodiment of the present invention provides a session 

management method based on an M2M application, and the 
method includes acquiring gateway equipment information 
and group number information of a group user device; acquir 
ing that group information of the group user device changes; 
instructing, according to the gateway equipment information 
and the group number information of the group user device, a 
gateway equipment to execute bearer change processing on 
the group user device; and executing the bearer change pro 
cessing on the group user device. 
An embodiment of the present invention provides a session 

management method based on an M2M application, and the 
method includes acquiring mobility management network 
element information and group number information of a 
group user device; acquiring that group information of the 
group user device changes; instructing, according to the 
mobility management network element information and the 
group number information of the group user device, a mobil 
ity management network element to execute bearer change 
processing on the group user device; and executing the bearer 
change processing on the group user device. 
An embodiment of the present invention provides a session 

management system based on an M2M application, and the 
system includes: a mobility management network element 
and a gateway equipment, where the mobility management 
network element is configured to acquire gateway equipment 
information and group number information of a group user 
device; acquire that group information of the group user 
device changes; instruct, according to the gateway equipment 
information and the group number information of the group 
user device, the gateway equipment to execute bearer change 
processing on the group user device; and execute the bearer 
change processing on the group user device; and the gateway 
equipment is configured to acquire mobility management 
network element information and the group number informa 
tion of the group user device; acquire that the group informa 
tion of the group user device changes; instruct, according to 
the mobility management network element information and 
the group number information of the group user device, the 
mobility management network element to execute bearer 
change processing on the group user device; and execute the 
bearer change processing on the group user device. 
An embodiment of the present invention provides a mobil 

ity management network element, including a first acquiring 
unit, a second acquiring unit, a first instructing unit and a first 
executing unit, where the first acquiring unit is configured to 
acquire gateway equipment information and group number 
information of a group user device; the second acquiring unit 
is configured to acquire that group information of the group 
user device changes; the first instructing unit is configured to 
instruct, according to the gateway equipment information and 
the group number information of the group user device, a 
gateway equipment to execute bearer change processing on 
the group user device; and the first executing unit is config 
ured to execute the bearer change processing on the group 
user device. 
An embodiment of the present invention provides a gate 

way equipment, including a third acquiring unit, a fourth 
acquiring unit, a second instructing unit and a second execut 
ing unit, where the third acquiring unit is configured to 
acquire mobility management network element information 
and group number information of a group user device; the 
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fourth acquiring unit is configured to acquire that group infor 
mation of the group user device changes; the second instruct 
ing unit is configured to instruct, according to the mobility 
management network element information and the group 
number information of the group user device, a mobility 
management network element to execute bearer change pro 
cessing on the group user device; and the instructing desig 
nation unit is configured to execute the bearer change pro 
cessing on the group user device. 
Compared with the prior art, the technical solutions pro 

vided by the embodiments of the present invention have the 
following advantages and features. In the technical Solutions 
provided by the embodiments of the present invention, gate 
way equipment information and group number information 
are acquired first, and when shared information of an M2M 
group changes, the gateway equipment may be instructed, 
according to the acquired gateway equipment information 
and group number information and based on group granular 
ity, to execute bearer change processing on the user device, 
and execute the bearer change processing on the group user 
device, so as to reduce signaling overheads of a network side, 
thereby preventing signaling congestion from occurring on 
the network side and reducing a network load. 

BRIEF DESCRIPTION OF THE DRAWINGS 

To illustrate the technical solutions in the embodiments of 
the present invention or in the prior art more clearly, accom 
panying drawings required for describing the embodiments 
or the prior art are introduced briefly in the following. Appar 
ently, the accompanying drawings in the following descrip 
tion are merely some embodiments of the present invention, 
and persons of ordinary skill in the art may further obtain 
other drawings according to the accompanying drawings 
without creative efforts. 

FIG. 1 is a flowchart of a session management method 
based on an M2Mapplication according to an embodiment of 
the present invention; 

FIG. 2 is a flowchart of a second session management 
method based on an M2M application according to an 
embodiment of the present invention; 

FIG.3 is a flowchart of a third session management method 
based on an M2Mapplication according to an embodiment of 
the present invention; 

FIG. 4 is a flowchart of a fourth session management 
method based on an M2M application according to an 
embodiment of the present invention; 

FIG. 5 is a flowchart of a fifth session management method 
based on an M2Mapplication according to an embodiment of 
the present invention; 

FIG. 6 is a flowchart of a sixth session management method 
based on an M2Mapplication according to an embodiment of 
the present invention; 

FIG. 7 is a schematic structural diagram of a session man 
agement system based on an M2M application according to 
an embodiment of the present invention; 

FIG. 8 is a schematic structural diagram of a mobility 
management network element according to an embodiment 
of the present invention; and 

FIG. 9 is a schematic structural diagram of a gateway 
equipment according to an embodiment of the present inven 
tion. 

DETAILED DESCRIPTION OF ILLUSTRATIVE 
EMBODIMENTS 

The technical solutions of the embodiments of the present 
invention are described clearly and completely below with 
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4 
reference to the accompanying drawings in the embodiments 
of the present invention. Evidently, the embodiments to be 
described are only part of rather than all of the embodiments 
of the present invention. All other embodiments obtained by 
persons of ordinary skill in the art without creative efforts 
based on the embodiments of the present invention shall fall 
within the protection scope of the present invention. 

Embodiment 1 

An embodiment of the present invention provides a session 
management method based on an M2M application, and a 
procedure in this embodiment, referring to FIG. 1, may 
include: 
A 101: Acquire gateway equipment information and group 

number information of a group user device. 
A specific process for acquiring the gateway equipment 

information and the group number information may be: 
When the group user device initiates an attach procedure or 

a PDN connection establishment procedure or a PDP context 
activation procedure, a mobility management network ele 
ment (MME/SGSN) receives an attach request or a PDN 
connectivity request or an activate PDP context request mes 
sage sent by the group user device. 
A group identifier (Group ID) of the group user device is 

acquired, and may be specifically obtained from a request 
message sent by the user device, or obtained by the mobility 
management network element from Subscription data, or the 
group identifier of the group is acquired according to context 
information of the user device or the group. The group may be 
a user device group, a machine to machine (M2M) industrial 
user (MTC User), an M2M application subscriber (MTC 
Subscriber or MTC Server), or another group formed of mul 
tiple equipments, which is not limited by the embodiment of 
the present invention. 
The mobility management network element sends a ses 

Sion management request message to a gateway equipment 
(for example, an MME/SGSN sends a Create Session 
Request message to an SGW, and the SGW sends a Create 
Session Request message to a PGW or an SGSN sends a 
Create PDP Context Request message to a GGSN). The mes 
sage includes mobility management network element infor 
mation and the group number information of the group user 
device. 
The gateway equipment returns, in a session management 

response message, the gateway equipment information and 
the group number information to the mobility management 
network element, a specific procedure of which may be as 
follows: The PGW sends a Create Session Response message 
to the SGW, the SGW then sends a Create Session Response 
message to the MME/SGSN or the GGSN sends a Create PDP 
Context Response message to the SGSN. The message 
includes gateway GPRS support node information and the 
group number information. 
The mobility management network element (MME/ 

SGSN) and the gateway equipment (SGW/PGW/GGSN) 
may store the mobility management network element infor 
mation, the gateway equipment information, and the group 
number information in a bearer context/PDP context of the 
group user device. Network equipments (including the mobil 
ity management network element and the gateway equip 
ment) uniquely identify the group user device through the 
mobility management network element information, the 
gateway equipment information, and the group number infor 
mation. The group user device is attached to a same mobility 
management network element and a same gateway equip 
ment. Representation forms of the mobility management net 
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work element information and the group number informa 
tion, and the gateway equipment information and the group 
number information may be as follows. 
Manner 1: The mobility management network element 

information and the group number information may be a 
mobility management network element identifier+a group 
identifier, for example, MME ID/SGSN ID+Group ID; the 
gateway equipment information and the group number infor 
mation may be a gateway equipment identifier+a group iden 
tifier, for example, SGW ID/PGW ID/GGSN ID+Group ID. 
A network equipment identifier (including the mobility 

management network element identifier and the gateway 
equipment identifier) may be the following manner, but are 
not limited to the following manner: a globally unique net 
work equipment identifier, for example, a NodeID, where the 
Node ID may identify a network equipment in a globally 
unique manner, for example, a mobility management network 
element identifier (MME ID/SGSN ID) or a gateway equip 
ment identifier (SGW ID/PGW ID/GGSN ID). Alternatively, 
the network equipment identifier may also be an IP address of 
a network equipment or a fully qualified domain name 
(FQDN) of a network equipment. This embodiment does not 
limit a representation manner of the network equipment iden 
tifier. In this embodiment, the network equipment identifier 
may specifically include the mobility management network 
element identifier and the gateway equipment identifier. 
The group identifier may be an identifier of a group to 

which a user device belongs (Group ID), and may also be an 
identifier shared by multiple user devices in a group, such as: 
an international mobile subscriber identification number 
(IMSI), a mobile station international integrated services 
digital network number (MSISDN), and an international 
mobile equipment identity (IMEI); or when a group user 
device is in an active/standby networking manner, an identi 
fier of an active equipment is, for example: an IMSI, an 
MSISDN, an IMEI, a packet temporary mobile subscriber 
identity (P-TMSI), a globally unique temporary identity 
(GUTI) of the active equipment; or other manners may be 
adopted to indicate an identifier of a group, such as: APN. The 
embodiment of the present invention does not limita form of 
the group identifier. 
Manner 2: The mobility management network element 

information and the group number information may also be a 
mobility management network element identifier+a resource 
allocation unit identifier (the resource allocation unit identi 
fier is represented as an identifier allocated by the mobility 
management network element to the group). The gateway 
equipment information and the group number information 
may also be a gateway equipment identifier+a resource allo 
cation unit identifier (the resource allocation unit identifier is 
represented as an identifier allocated by the gateway equip 
ment to the group). The mobility management network ele 
ment identifier+the resource allocation unit identifier may be 
formed of an information element, for example, a mobility 
management network element resource allocation identifier, 
and a network equipment identifier+the resource allocation 
unit identifier may also be formed of an information element, 
for example, a network equipment resource allocation iden 
tifier, which is not limited by this embodiment. 

For a representation manner of the network equipment 
identifier (including the mobility management network ele 
ment identifier and the gateway equipment identifier), refer 
ence may be made to manner 1. The resource allocation unit 
identifier may uniquely identify, in a network equipment, a 
user device of the group. For example, the resource allocation 
unit identifier may be allocated by the network equipment 
(MME/SGSN/SGW/PGW/GGSN), and may, for example, be 
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6 
allocated according to a group identifier of the user device, so 
that the network equipment can rapidly locate, by using the 
resource allocation unit identifier, a context which is of the 
group user device and corresponds to the network equipment. 
Specific implementation may include: 
A network equipment (MME/SGSN/SGW/PGW/GGSN) 

may allocate a same network equipment resource allocation 
identifier to a user device which performs accessing via the 
network equipment and is in a same group. Specific imple 
mentation is as follows: a mobility management network 
element (MME/SGSN) allocates a same resource allocation 
unit identifier to a user device which accesses a network via 
the mobility management network element (attached to the 
mobility management network element) and is in a same 
group; similarly, a gateway equipment (SGW/PGW/GGSN) 
allocates a same resource allocation unit identifier to a user 
device which accesses a network via the gateway equipment 
(establishes a PDN connection or a PDP context on the gate 
way equipment) and is in a same group. 

Alternatively, if a user device of a group may establish 
multiple PDN connections (for example, subscription data 
includes multiple pieces of PDN subscription context infor 
mation), a network equipment may also allocate a resource 
allocation unit identifier to the user device according to PDN 
connection granularity (APN), which specifically may be 
that: a network equipment allocates a same resource alloca 
tion unit identifier to a user device which performs accessing 
via the network equipment, establishes PDN connections 
according to a same APN, and is in a same group. Specific 
implementation is as follows: a mobility management net 
work element (MME/SGSN) allocates a same resource allo 
cation unit identifier to a user device which accesses a net 
work via the mobility management network element 
(attached to the mobility management network element), 
establishes PDN connections according to a same APN, and is 
in a same group; similarly, a gateway equipment (SGW/ 
PGW/GGSN) allocates a same resource allocation unit iden 
tifier to a user device which accesses a network via the gate 
way equipment, establishes PDN connections according to a 
same APN(establishes the PDN connections or PDP contexts 
on the gateway equipment according to the same APN), and is 
in a same group. 
Manner 3: The mobility management network element 

information and the group number information may also be a 
mobility management network element resource allocation 
identifier+a group identifier. The mobility management net 
work element resource allocation identifier may specifically 
be a mobility management network element identifier+a user 
resource allocation unit identifier (a resource allocation unit 
identifier is represented as an identifier allocated by the 
mobility management network element to the user device). 
The gateway equipment information and the group number 
information may be a gateway equipment resource allocation 
identifier+a group identifier. The mobility management net 
work element resource allocation identifier may specifically 
be a gateway equipment identifier+a user resource allocation 
unit identifier (the user resource allocation unit identifier is 
represented as an identifier allocated by the gateway equip 
ment to the user device). 
The network equipment resource allocation identifier (in 

cluding the mobility management network element identifier 
and the gateway equipment resource allocation identifier) 
may identify, in a network equipment (MME/SGSN/SGW/ 
PGW/GGSN), a user device context of the user device. The 
network equipment resource allocation identifier may be 
formed of the following, but is not limited to the following: a 
globally unique network equipment identifier (for example, a 
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NodeID, where the Node ID may identify a network equip 
ment in a globally unique manner, such as MME/SGSN/ 
SGW/PGW/GGSN) and a resource allocation unit identifier 
(in a network node, a resource allocation unit identifier may 
be allocated by the network node itself, for example, allocated 
according to a process number or an interface board number 
or IMSI information, and the network node can rapidly locate 
the user device context by using the resource allocation unit 
identifier). Alternatively, the network equipment resource 
allocation identifier may also be formed of only a network 
equipment identifier, for example, a mobility management 
networkelement identifier (MMEID/SGSN ID) or a gateway 
equipment identifier (SGW ID/PGW ID/GGSN ID). This 
embodiment does not limit a formation manner of the net 
work equipment resource allocation identifier. 
A 102: Acquire that group information of the group user 

device changes, and according to the gateway equipment 
information and the group number information of the group 
user device, instruct the gateway equipment to execute bearer 
change processing on the group user device, and execute the 
bearer change processing on the group user device. 

The acquiring that the group information of the group user 
device changes may be that the mobility management net 
work element receives an insert subscription data (Insert Sub 
Scription Data) message sent by a home Subscription database 
(HLR/HSS), and acquires that subscription data of the group 
user device is modified; or, the mobility management network 
element receives a cancel location (Cancel Location) mes 
sage sent by a home subscription database (HLR/HSS), and 
acquires that the group user device withdraws; or, the mobil 
ity management network element acquires, through change 
of configuration information (for example, through O&M 
interference), that the group information of the group user 
device changes. The bearer change processing may include a 
bearer modification procedure, or may include a bearer deac 
tivation procedure. The bearer deactivation procedure may 
further include a separation procedure. In a GERAN/UTRAN 
system, a bearer may be a PDP context. 

According to the gateway equipment information and the 
group number information of the group user device, the 
mobility management network element instructs the gateway 
equipment to execute the bearer change processing on the 
group user device, and executes the bearer change processing 
on the group user device. The same mobility management 
network element information and same serving gateway 
information and same packet data network gateway informa 
tion and the same group number information may uniquely 
indicate the group user device. A specific process may be: 
The mobility management network element sends, accord 

ing to the gateway equipment information and the group 
number information which are of the group user device and 
acquired in step A 101, a session management request mes 
sage to the gateway equipment, to instruct the group user 
device to execute the bearer change processing, where the 
message includes the mobility management network element 
information and the group number information of the group 
user device (for example, an MME/SGSN sends a Modify 
Bearer Request/Delete Session Request message to a SGW. 
where the message sent by the MME/SGSN includes the 
mobility management network element information and 
packet data networkgateway information and the group num 
ber information of the group user device, and the SGW then 
sends a Modify Bearer Request/Delete Session Request mes 
sage to a PGW, where the message sent by the SGW includes 
serving gateway information and the mobility management 
network element information and the group number informa 
tion of the group user device, or the SGSN sends an Update 
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8 
PDP Context Request/Delete PDP Context Request message 
to a GGSN, where the message sent by the SGSN includes the 
mobility management network element information and the 
group number information of the group user device), the 
gateway equipment acquires the mobility management net 
work element information and gateway information and the 
group number information of the group user device according 
to the session management request message (for example, the 
PGW acquires the mobility management network element 
information, the serving gateway information, the packet data 
network gateway information, and the group number infor 
mation of the group user device according to the message sent 
by the SGW, or the GGSN acquires the mobility management 
network element information, the gateway GPRS support 
node information, and the group number information of the 
group user device according to the message sent by the 
SGSN), and executes, according to the acquired information, 
bearer change processing on a context which is of the group 
user device and on the gateway equipment, where the group 
user device has the same mobility management network ele 
ment information and gateway information and group num 
ber information. 
The gateway equipment returns the session management 

response message to the mobility management network ele 
ment (for example, the PGW sends a Modify Bearer 
Response/Delete Session Response message to the SGW. 
where the message sent by the PGW includes the packet data 
network gateway information and the mobility management 
network element information and the group number informa 
tion of the group user device, and the SGW then sends a 
Modify Bearer Response/Delete Session Response message 
to the MME/SGSN, where the message sent by the SGW 
includes the serving gateway information and the packet data 
networkgateway information and the group number informa 
tion of the group user device, or the GGSN sends an Update 
PDP Context Response/Delete PDP Context Response mes 
sage to the SGSN, where the message sent by the GGSN 
includes the gateway GPRS support node information and the 
group number information of the group user device), and the 
mobility management network element acquires the mobility 
management network element information and the gateway 
information and the group number information of the group 
user device according to the session management response 
message (for example, the MME acquires the mobility man 
agement network element information, the serving gateway 
information, the packet data network gateway information, 
and the group number information of the group user device 
according to the message sent by the SGW, or the SGSN 
acquires the mobility management network element informa 
tion, the gateway GPRS support node information, and the 
group number information of the group user device according 
to the message sent by the GGSN), and executes, according to 
the acquired information, bearer change processing on a con 
text which is of the group user device and on the mobility 
management network element. The group user device has the 
same mobility management network element information 
and gateway information and group number information. 

In the embodiment of the present invention, the mobility 
management network element acquires the gateway equip 
ment information (that is, the mobility management network 
element acquires information of a gateway equipment serving 
the group user device) and the group number information of 
the group user device, and when acquiring that the group 
information of the group user device changes, may instruct, 
according to the gateway equipment information and the 
group number information of the group user device and based 
on group granularity, the gateway equipment to perform the 
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bearer change processing on the group user device and per 
form the bearer change processing on the group user device, 
So as to reduce signaling overheads of a network side, thereby 
preventing signaling congestion from occurring on the net 
work side and reducing a network load. 

Embodiment 2 

An embodiment of the present invention provides a session 
management method based on an M2M application, and a 
procedure, referring to FIG. 2, may specifically include: 
B 1: A mobility management network element acquires 

gateway equipment information and group number informa 
tion of a group user device. 

In this process, a gateway equipment may also acquire 
mobility management network element information and the 
group number information of the group user device. For rep 
resentation forms of the mobility management network ele 
ment information and the group number information, and the 
gateway equipment information and the group number infor 
mation, reference may be made to the description of step A 
101 of Embodiment 1. The mobility management network 
element acquires the gateway equipment information and the 
group number information of the group user device, and the 
gateway equipment acquires the mobility management net 
work element information and the group number information 
of the group user device, which may be specifically imple 
mented by adopting the following procedure. 
B 101: A user device sends an access request message to 

the mobility management network element. The access 
request message may be an attach request or PDN connectiv 
ity request message. The embodiment does not limit a name 
of the access request message. 
B 102: The mobility management network element 

acquires a group identifier of the group user device. The 
mobility management network element may acquire a group 
identifier of a group according to the access request message 
or according to acquired subscription data, or acquire a group 
identifier of a group according to context information of the 
user device or the group. The embodiment does not limit how 
the mobility management network element acquires the 
group identifier. 
The mobility management network element sends a mes 

sage to a serving gateway to request to create a session. For 
example, the message may be a create session request mes 
sage. The embodiment does not limit a name of the message. 
The message includes the mobility management networkele 
ment information and the group number information of the 
group user device. 
B 103: The serving gateway acquires the mobility manage 

ment network element information and the group number 
information of the group user device according to the mes 
sage sent by the mobility management network element and 
received in step B 102. 
The serving gateway sends a message to a packet data 

network gateway. For example, the message may be a create 
session request message. The embodiment does not limit a 
name of the message. The message includes the mobility 
management network element information, serving gateway 
information, and the group number information of the group 
user device. 
B 104: The packet data network gateway acquires the 

mobility management network element information, the 
serving gateway information, and the group number informa 
tion of the group user device according to the message sent by 
the serving gateway and received in step B 103. 
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10 
The packet data network gateway sends a message to the 

serving gateway. For example, the message may be a create 
session response message. The embodiment does not limit a 
name of the message. The message includes packet data net 
workgateway information and the group number information 
of the group user device. 
B 105: The serving gateway acquires the packet data net 

workgateway information and the group number information 
of the group user device according to the message sent by the 
packet data network gateway and received in step B 104. 
The serving gateway sends a message to the mobility man 

agement network element. The message may be a create 
session response message. The embodiment does not limit a 
name of the message. The message includes the packet data 
network gateway information, the serving gateway informa 
tion, and the group number information of the group user 
device. 
B 106: The mobility management network element 

acquires the packet data network gateway information, the 
serving gateway information, and the group number informa 
tion of the group user device according to the message sent by 
the serving gateway and received in step B 105. 
B 2: When acquiring that group information of the group 

user device changes, according to the gateway equipment 
information and the group number information of the group 
user device, the mobility management network element 
instructs the gateway equipment to execute bearer change 
processing on the group user device, and executes the bearer 
change processing on the group user device. 

According to the gateway equipment information and the 
group number information of the group user device, the 
mobility management network element instructs the gateway 
equipment to execute the bearer change processing on the 
group user device, and executes the bearer change processing 
on the group user device. The bearer change processing may 
include a bearer modification procedure, or may include a 
bearer deactivation procedure. A specific procedure may 
include: 

Procedure 1: The mobility management network element 
acquires that the group information of the group user device 
changes, instructs the gateway equipment to execute bearer 
modification on the group user device, and executes the 
bearer modification on the group user device. 

B201: The mobility management network element (MME/ 
SGSN) receives an insert subscription data message sent by a 
home subscription database (HSS), and acquires that sub 
Scription data of the group user device changes; alternatively, 
the mobility management network element acquires, through 
change of configuration information (for example, through 
O&M interference), that the group information of the group 
user device changes. 
B 202: The mobility management network element ini 

tiates a bearer modification procedure for the group user 
device, and modifies a context of the group user device. The 
same mobility management network element information 
and serving gateway information and packet data network 
gateway information and group number information may 
uniquely indicate the group user device. 
The mobility management network element sends a mes 

sage to the serving gateway. The message may be a modify 
bearer request message. The embodiment does not limit a 
name of the message. The message includes the mobility 
management network element information and the packet 
data network gateway information and the group number 
information, or may include the mobility management net 
work element information and the serving gateway informa 



US 9,271,139 B2 
11 

tion and the packet data networkgateway information and the 
group number information, which is not limited by the 
embodiment. 
The mobility management network element sends the mes 

sage to the serving gateway, which may be that the message is 
sent to the serving gateway for the group user device having 
the same mobility management network element information 
and serving gateway information and packet data network 
gateway information and group number information, rather 
than that multiple existing modify bearer request messages 
are sent based on user device granularity. 

B203: The serving gateway acquires the mobility manage 
ment network element information and the serving gateway 
information and the packet data networkgateway information 
and the group number information according to the message 
sent by the mobility management network element and 
received in step B 202, which may be specifically imple 
mented through the following. 

If the received message only includes the mobility man 
agement network element information and the packet data 
networkgateway information and the group number informa 
tion, the serving gateway may acquire the mobility manage 
ment network element information and the packet data net 
workgateway information and the group number information 
from the message. In addition, the serving gateway may fur 
ther match, according to the acquired mobility management 
network element information and packet data network gate 
way information and group number information, mobility 
management network element information and packet data 
networkgateway information and group number information 
that are in contexts of all user devices performing accessing 
via the serving gateway. If the matching is successful, the 
serving gateway may acquire its own information (the serving 
gateway information) according to user device context infor 
mation. 

Alternatively, if the received message includes the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information, the serving 
gateway may acquire the mobility management network ele 
ment information and the serving gateway information and 
the packet data network gateway information and the group 
number information from the message. 
The serving gateway sends a message to the packet data 

network gateway. The message may be a modify bearer 
request message. The embodiment does not limit a name of 
the message. The serving gateway may acquire, according to 
the packet data network gateway information acquired in the 
foregoing step, the packet data network gateway to which the 
group user device is attached. The message sent by the serv 
ing gateway may include the mobility management network 
element information and the serving gateway information and 
the group number information, or may include the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information, which is not 
limited by the embodiment. 
B 204: The packet data network gateway acquires the 

mobility management network element information and the 
serving gateway information and the packet data network 
gateway information and the group number information 
according to the message sent by the serving gateway and 
received in step B 203, which may be specifically imple 
mented through the following. 

If the received message only includes the mobility man 
agement network element information and the serving gate 
way information and the group number information, the 
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packet data network gateway may acquire the mobility man 
agement network element information and the serving gate 
way information and the group number information from the 
message. In addition, the packet data network gateway may 
further match, according to the acquired mobility manage 
ment network element information and serving gateway 
information and group number information, mobility man 
agement network element information and serving gateway 
information and group number information that are in con 
texts of all user devices performing accessing via the packet 
data network gateway. If the matching is successful, the 
packet data network gateway may acquire its own informa 
tion (the packet data networkgateway information) according 
to the user device context information. 

Alternatively, if the received message includes the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information, the packet 
data networkgateway may acquire the mobility management 
network element information and the serving gateway infor 
mation and the packet data network gateway information and 
the group number information from the message. 
The packet data networkgateway updates, according to the 

acquired information, context information of the group user 
device performing accessing via the packet data network 
gateway. A specific method may be: the packet data network 
gateway updates a group user device context which has 
(stores) the mobility management network element informa 
tion and the serving gateway information and the packet data 
networkgateway information and the group number informa 
tion or the mobility management network element informa 
tion and the serving gateway information and the group num 
ber information that are acquired by the packet data network 
gateway according to the message sent by the serving gate 
way and received in step B 203. 
The packet data network gateway sends a message to the 

serving gateway to acknowledge that the update is completed. 
The message may be a modify bearer response message. The 
embodiment does not limit a name of the message. The mes 
sage sent by the packet data serving gateway may include the 
mobility management network element information and the 
packet data networkgateway information and the group num 
ber information, or may include the mobility management 
network element information and the serving gateway infor 
mation and the packet data network gateway information and 
the group number information, which is not limited by the 
embodiment. 
B205: The serving gateway acquires the mobility manage 

ment network element information and the serving gateway 
information and the packet data networkgateway information 
and the group number information according to the message 
sent by the packet data serving gateway and received in step 
B 204, which may be specifically implemented through the 
following. 

If the received message includes the mobility management 
network element information and the packet data network 
gateway information and the group number information, the 
serving gateway may acquire the mobility management net 
work element information and the packet data network gate 
way information and the group number information from the 
message. In addition, the serving gateway may match, 
according to the acquired mobility management network ele 
ment information and packet data network gateway informa 
tion and group number information, the mobility manage 
ment network element information and the packet data 
networkgateway information and the group number informa 
tion that are in the contexts of all user devices performing 
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accessing via the serving gateway. If the matching is Success 
ful, the serving gateway may acquire its own information (the 
serving gateway information) according to the user device 
context information. 

Alternatively, if the received message includes the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information, the serving 
gateway may acquire the mobility management network ele 
ment information and the serving gateway information and 
the packet data network gateway information and the group 
number information from the message. 
The serving gateway updates, according to the acquired 

information, the context information of the group user device 
performing accessing via the serving gateway. A specific 
method may be: the serving gateway updates the group user 
device context which has (stores) the mobility management 
network element information and the serving gateway infor 
mation and the packet data network gateway information and 
the group number information or the mobility management 
network element information and the packet data network 
gateway information and the group number information that 
are acquired by the serving gateway according to the message 
sent by the packet data serving gateway and received in step 
B 204. 
The serving gateway sends a message to the mobility man 

agement network element to acknowledge that the update is 
completed. The message may be a modify bearer response 
message. The embodiment does not limit a name of the mes 
sage. The message sent by the serving gateway may include 
the serving gateway information and the packet data network 
gateway information and the group number information, or 
may include the mobility management network element 
information and the serving gateway information and the 
packet data networkgateway information and the group num 
ber information, which is not limited by the embodiment. 
B 206: The mobility management network element 

acquires the mobility management network element informa 
tion and the serving gateway information and the packet data 
networkgateway information and the group number informa 
tion according to the message sent by the serving gateway and 
received in step B 205, which may be specifically imple 
mented through the following. 

If the received message only includes the serving gateway 
information and the packet data networkgateway information 
and the group number information, the mobility management 
network element may acquire the serving gateway informa 
tion and the packet data networkgateway information and the 
group number information from the message. In addition, the 
mobility management network element may further match, 
according to the acquired serving gateway information and 
packet data network gateway information and group number 
information, serving gateway information and packet data 
networkgateway information and group number information 
that are in contexts of all user devices performing accessing 
via the mobility management network element. If the match 
ing is successful, the mobility management network element 
may acquire its own information (the mobility management 
network element information) according to the user device 
context information. 

Alternatively, if the received message includes the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information, the mobility 
management network element may acquire the mobility man 
agement network element information and the serving gate 

10 

15 

25 

30 

35 

40 

45 

50 

55 

60 

65 

14 
way information and the packet data network gateway infor 
mation and the group number information from the message. 
The mobility management network element updates, 

according to the acquired information, the context informa 
tion of the group user device performing accessing via the 
mobility management network element. A specific method 
may be: the mobility management network element updates 
the group user device context which has (stores) the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information or the serving 
gateway information and the packet data network gateway 
information and the group number information that are 
acquired by the mobility management network element 
according to the message sent by the serving gateway and 
received in step B205. 

Procedure 2: The mobility management network element 
acquires that the group information of the group user device 
changes, instructs the gateway equipment to execute bearer 
deactivation on the group user device, and executes the bearer 
deactivation on the group user device. 

B301: The mobility management network element (MME/ 
SGSN) receives an insert subscription data message sent by a 
home subscription database (HSS), and acquires that sub 
Scription data of the group user device changes (for example, 
an APN in original subscription data is unavailable in updated 
Subscription data); acquires that the mobility management 
network element receives a cancel location message sent by a 
home subscription data server (HSS) and the message indi 
cates that the group user device withdraws; or, the mobility 
management network element acquires, through change of 
configuration information (for example, through O&M inter 
ference), that the group information of the group user device 
changes; or, the mobility management network element 
needs to deactivate a bearer context of the group user device 
when acquiring that its own resource is insufficient. 
B 302: The mobility management network element ini 

tiates a bearer deactivation procedure for the group user 
device, and deactivates the bearer context of the group user 
device. The same mobility management network element 
information and serving gateway information and packet data 
network gateway information and group number information 
may uniquely indicate the group user device. The bearer 
deactivation procedure may further include a separation pro 
cedure. 
The mobility management network element may send a 

message to the serving gateway. The message may be a delete 
session request message. The embodiment does not limit a 
name of the message. The message includes the mobility 
management network element information and the packet 
data network gateway information and the group number 
information, or may include the mobility management net 
work element information and the serving gateway informa 
tion and the packet data networkgateway information and the 
group number information, which is not limited by the 
embodiment. 
The mobility management network element sends the mes 

sage to the serving gateway, which may be that the message is 
sent to the serving gateway for the group user device having 
the same mobility management network element information 
and serving gateway information and packet data network 
gateway information and group number information, rather 
than that multiple existing delete session request messages 
are sent based on user device granularity. 
B303: The serving gateway acquires the mobility manage 

ment network element information and the serving gateway 
information and the packet data networkgateway information 
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and the group number information according to the message 
sent by the mobility management network element and 
received in step B302, and for details, reference may be made 
to the implementation of step B 203. 

The serving gateway may send a message to the packet data 
network gateway. The message may be a delete session 
request message. The embodiment does not limit a name of 
the message. The message sent by the serving gateway may 
include the mobility management network element informa 
tion and the serving gateway information and the group num 
ber information, or may include the mobility management 
network element information and the serving gateway infor 
mation and the packet data network gateway information and 
the group number information, which is not limited by the 
embodiment. 
B 304: The packet data network gateway acquires the 

mobility management network element information and the 
serving gateway information and the packet data network 
gateway information and the group number information 
according to the message sent by the serving gateway and 
received in step B 303, and for details, reference may be made 
to the implementation of step B 204. 

The packet data network gateway deletes, according to the 
foregoing information, the context information of the group 
user device performing accessing via the packet data network 
gateway. A specific method may be: the packet data network 
gateway deletes the group user device context which has 
(stores) the mobility management network element informa 
tion and the serving gateway information and the packet data 
networkgateway information and the group number informa 
tion or the mobility management network element informa 
tion and the serving gateway information and the group num 
ber information that are acquired by the packet data network 
gateway according to the message sent by the serving gate 
way and received in step B 303. 

The packet data network gateway may send a message to 
the serving gateway to acknowledge that the deactivation is 
completed. The message may be a delete session response 
message. The embodiment does not limit a name of the mes 
sage. The message sent by the packet data network gateway 
may include the mobility management network element 
information and the packet data networkgateway information 
and the group number information, or may include the mobil 
ity management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information, which is not 
limited by the embodiment. 

B305: The serving gateway acquires the mobility manage 
ment network element information and the serving gateway 
information and the packet data networkgateway information 
and the group number information according to the message 
sent by the packet data network gateway and received in step 
B 304, and for details, reference may be made to the imple 
mentation of step B 205. 
The serving gateway deletes, according to the acquired 

information, the context information of the group user device 
performing accessing via the serving gateway. A specific 
method may be: The serving gateway deletes the group user 
device context which has (stores) the mobility management 
network element information and the serving gateway infor 
mation and the packet data network gateway information and 
the group number information or the mobility management 
network element information and the packet data network 
gateway information and the group number information that 
are acquired by the serving gateway according to the message 
sent by the packet data network gateway and received in step 
B 304. 
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The serving gateway may send a message to the mobility 

management network element to acknowledge that the deac 
tivation is completed. The message may be a delete session 
Response message. The embodiment does not limita name of 
the message. The message sent by the serving gateway may 
include the serving gateway information and the packet data 
networkgateway information and the group number informa 
tion, or may include the mobility management network ele 
ment information and the serving gateway information and 
the packet data network gateway information and the group 
number information, which is not limited by the embodiment. 
B 306: The mobility management network element 

acquires the mobility management network element informa 
tion and the serving gateway information and the packet data 
networkgateway information and the group number informa 
tion according to the message sent by the serving gateway and 
received in step B305, and for details, reference may be made 
to the implementation of step B206. 
The mobility management network element deletes, 

according to the acquired information, the context informa 
tion of the group user device performing accessing via the 
mobility management network element. A specific method 
may be: the mobility management network element deletes 
the group user device context which has (stores) the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information or the serving 
gateway information and the packet data network gateway 
information and the group number information that are 
acquired by the mobility management network element 
according to the message sent by the serving gateway and 
received in step B305. 

Embodiment 3 

An embodiment of the present invention provides a session 
management method based on an M2M application, and a 
procedure, referring to FIG. 3, may specifically include: 
C 1: A mobility management network element acquires 

gateway equipment information and group number informa 
tion of a group user device. 

In this process, a gateway equipment may also acquire 
mobility management network element information and the 
group number information of the group user device. For rep 
resentation forms of the mobility management network ele 
ment information and the group number information, and the 
gateway equipment information and the group number infor 
mation, reference may be made to the description of step A 
101 of Embodiment 1. The mobility management network 
element acquires the gateway equipment information and the 
group number information of the group user device, and the 
gateway equipment acquires the mobility management net 
work element information and the group number information 
of the group user device, which may be specifically imple 
mented by adopting the following procedure. 
C 101: A user device sends an access request message to 

the mobility management network element. The access 
request message may be an active PDP context request mes 
sage. The embodiment does not limit a name of the access 
request message. 
C 102: The mobility management network element 

acquires a group identifier of the group user device. The 
mobility management network element may acquire a group 
identifier of a group according to the access request message 
or according to acquired subscription data, or acquire a group 
identifier of a group according to context information of the 
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user device or the group. The embodiment does not limit how 
the mobility management network element acquires the 
group identifier. 
The mobility management network element sends a mes 

sage to a gateway GPRS Support node to request to activate a 
PDP context. For example, the message may be an active PDP 
context request message. The embodiment does not limit a 
name of the message. The message includes the mobility 
management network element information and the group 
number information of the group user device. 
C 103: The gateway GPRS support node acquires the 

mobility management network element information and the 
group number information of the group user device according 
to the message sent by the mobility management network 
element and received in step C 102. 
The gateway GPRS Support node sends a message to the 

mobility management network element to acknowledge the 
activation of the PDP context. For example, the message may 
be an active PDP context response message. The embodiment 
does not limit a name of the message. The message includes 
gateway GPRS support node identification information and 
the group number information of the group user device. 
C 2: When acquiring that group information of the group 

user device changes, according to the gateway equipment 
information and the group number information of the group 
user device, the mobility management network element 
instructs the gateway equipment to execute PDP context 
change processing on the group user device, and executes the 
PDP context change processing on the group user device. 

According to the gateway equipment information and the 
group number information of the group user device, the 
mobility management network element instructs the gateway 
equipment to execute the PDP context change processing on 
the group user device, and executes the PDP context change 
processing on the group user device. The PDP context change 
processing may include a PDP context modification proce 
dure, or may include a PDP context deactivation procedure. A 
specific procedure may include: 

Procedure 1: The mobility management network element 
acquires that the group information of the group user device 
changes, instructs the gateway equipment to execute PDP 
context modification on the group user device, and executes 
the PDP context modification on the group user device. 
C 201: The mobility management network element 

(SGSN) receives an insert subscription data message sent by 
a home Subscription database (HLR), and acquires that Sub 
Scription data of the group user device changes; alternatively, 
the mobility management network element acquires, through 
change of configuration information (for example, through 
O&M interference), that the group information of the group 
user device changes. 
C 202: The mobility management network element ini 

tiates a PDP context modification procedure for the group 
user device, and modifies the PDP context of the group user 
device. The same mobility management network element 
information and gateway GPRS support node information 
and group number information may uniquely indicate the 
group user device. 
The mobility management network element sends a mes 

sage to the gateway GPRS Support node to request to update 
the PDP context. The message may be an update PDP context 
request message. The embodiment does not limit a name of 
the message. The message may include the mobility manage 
ment network element information and the group number 
information, or may include the mobility management net 
work element information and the gateway GPRS support 
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node information and the group number information, which is 
not limited by the embodiment. 
The mobility management network element sends the mes 

sage to the gateway GPRS support node, which may be that 
the message is sent to the gateway GPRS support node for the 
group user device having the same mobility management 
network element information and gateway GPRS support 
node information and group number information, rather than 
that multiple existing update PDP context request messages 
are sent based on user device granularity. 
C 203: The gateway GPRS support node acquires the 

mobility management network element information and the 
gateway GPRS Support node information and the group num 
ber information according to the message sent by the mobility 
management network element and received in step C 202, 
which may be specifically implemented through the follow 
1ng. 

If the received message only includes the mobility man 
agement network element information and the group number 
information, the gateway GPRS Support node may acquire 
the mobility management network element information and 
the group number information from the message. In addition, 
the gateway GPRS support node may further match, accord 
ing to the mobility management network element information 
and the group number information, mobility management 
network element information and group number information 
that are in contexts of all user devices performing accessing 
via the gateway GPRS support node. If the matching is suc 
cessful, the gateway GPRS Support node may acquire its own 
information (the gateway GPRS support node information) 
according to user device context information. 

Alternatively, if the received message includes the mobility 
management network element information and the gateway 
GPRS support node information and the group number infor 
mation, the gateway GPRS Support node may acquire the 
mobility management network element information and the 
gateway GPRS Support node information and the group num 
ber information from the message. 
The gateway GPRS Support node updates, according to the 

acquired information, the PDP context information of the 
group user device performing accessing via the gateway 
GPRS support node. A specific method may be: the gateway 
GPRS support node updates a group user device PDP context 
which has (stores) the mobility management network element 
information and the group number information or the mobil 
ity management network element information and the gate 
way GPRS support node information and the group number 
information that are acquired by the gateway GPRS support 
node according to the message sent by the mobility manage 
ment network element and received in step C 202. 
The gateway GPRS Support node sends a message to the 

mobility management network element to acknowledge that 
the update of the PDP context is completed. The message may 
be an update PDP context response message. The embodi 
ment does not limit a name of the message. The message sent 
by the gateway GPRS support node may include the gateway 
GPRS support node information and the group number infor 
mation, or may include the mobility management network 
element information and the gateway GPRS support node 
information and the group number information, which is not 
limited by the embodiment. 
C 204: The mobility management network element 

acquires the mobility management network element informa 
tion and the gateway GPRS support node information and the 
group number information according to the message sent by 
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the gateway GPRS support node and received in step C 203, 
which may be specifically implemented through the follow 
ing. 

If the received message only includes the gateway GPRS 
Support node information and the group number information, 
the mobility management network element may acquire the 
gateway GPRS Support node information and the group num 
ber information from the message. In addition, the mobility 
management network element may match, according to the 
acquired gateway GPRS Support node information and group 
number information, gateway GPRS support node informa 
tion and group number information that are in contexts of all 
user devices performing accessing via the mobility manage 
ment network element. If the matching is successful, the 
mobility management network element may acquire its own 
information (the mobility management network element 
information) according to the user device context informa 
tion. 

Alternatively, if the received message includes the mobility 
management network element information and the gateway 
GPRS support node information and the group number infor 
mation, the mobility management network element may 
acquire the mobility management network element informa 
tion and the gateway GPRS support node information and the 
group number information from the message. 
The mobility management network element updates, 

according to the acquired information, the PDP context infor 
mation of the group user device performing accessing via the 
mobility management network element. A specific method 
may be: the mobility management network element updates 
the group user device PDP context which has (stores) the 
gateway GPRS support node information and the group num 
ber information or the mobility management network ele 
ment information and the gateway GPRS support node infor 
mation and the group number information that are acquired 
by the mobility management network element according to 
the message sent by the gateway GPRS Support node and 
received in step C 203. 

Procedure 2: The mobility management network element 
acquires that the group information of the group user device 
changes, instructs the gateway equipment to execute PDP 
context deactivation on the group user device, and executes 
the PDP context deactivation on the group user device. 
C 301: The mobility management network element 

(SGSN) receives an insert subscription data message sent by 
a home Subscription database (HLR), and acquires that group 
Subscription data of the group user device changes (for 
example, an APN in original Subscription data is unavailable 
in updated Subscription data); or, the mobility management 
network element acquires, through change of configuration 
information (for example, through O&M interference), that 
the group information of the group user device changes; or, 
the mobility management network element needs to deacti 
vate the PDP context of the group user device when acquiring 
that its own resource is insufficient. 
C 302: The mobility management network element ini 

tiates a PDP context deactivation procedure for the group user 
device, and deactivates the context of the group user device. 
The same mobility management network element informa 
tion and gateway GPRS Support node information and group 
number information may uniquely indicate the group user 
device. The PDP context deactivation procedure may further 
include a separation procedure. 
The mobility management network element sends a mes 

sage to the gateway GPRS Support node to request to delete 
the PDP context. The message may be a delete PDP context 
request message. The embodiment does not limit a name of 
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the message. The message may include the mobility manage 
ment network element information and the group number 
information, or may include the mobility management net 
work element information and the gateway GPRS support 
node information and the group number information, which is 
not limited by the embodiment. 
The mobility management network element sends the mes 

sage to the gateway GPRS support node, which may be that 
the message is sent to the gateway GPRS support node for the 
group user device having the same mobility management 
network element information and gateway GPRS support 
node information and group number information, rather than 
that multiple existing update PDP context deactivate mes 
sages are sent based on user device granularity. 
C 303: The gateway GPRS support node acquires the 

mobility management network element information and the 
gateway GPRS Support node information and the group num 
ber information according to the message sent by the mobility 
management network element and received in step C 302, and 
for details, reference may be made to the implementation of 
step C 203. 
The gateway GPRS Support node deactivates, according to 

the foregoing information, the PDP context of the group user 
device performing accessing via the gateway GPRS Support 
node. A specific method may be: the gateway GPRS support 
node deletes the group user device PDP context which has 
(stores) the mobility management network element informa 
tion and the group number information or the mobility man 
agement network element information and the gateway 
GPRS support node information and the group number infor 
mation that are acquired by the gateway GPRS support node 
according to the message sent by the mobility management 
network element and received in step C 302. 
The gateway GPRS Support node may send a message to 

the mobility management network element to acknowledge 
that the deactivation of the PDP context is completed. The 
message may be a delete PDP context response message. The 
embodiment does not limit a name of the message. The mes 
sage sent by the gateway GPRS Support node may include the 
gateway GPRS Support node information and the group num 
ber information, or may include the mobility management 
network element information and the gateway GPRS support 
node information and the group number information, which is 
not limited by the embodiment. 
C 304: The mobility management network element 

acquires the mobility management network element informa 
tion and the gateway GPRS support node information and the 
group number information according to the message sent by 
the gateway GPRS support node and received in step C 303, 
and for details, reference may be made to step C 204. 
The mobility management network element deactivates, 

according to the acquired information, the PDP context of the 
group user device performing accessing via the mobility man 
agement network element. A specific method may be: the 
mobility management network element deletes the user 
device PDP context which has (stores) the gateway GPRS 
Support node information and the group number information 
or the mobility management network element information 
and the gateway GPRS support node information and the 
group number information that are acquired by the mobility 
management network element according to the message sent 
by the gateway GPRS support node and received in step C 
3O3. 

Embodiment 4 

An embodiment of the present invention provides a session 
management method based on an M2M application, and a 
procedure in this embodiment, referring to FIG. 4, may 
include: 



US 9,271,139 B2 
21 

D 101: Acquire mobility management network element 
information and group number information of a group user 
device. 

For a specific process of acquiring the mobility manage 
ment network element information and the group number 
information of the group user device, reference may be made 
to the description of step A 101. 
A mobility management network element (MME/SGSN) 

and a gateway equipment (SGW/PGW/GGSN) may store the 
mobility management network element information, gateway 
equipment information, and the group number information in 
a bearer context/PDP context of a group user device. Network 
equipments (including the mobility management network 
element and the gateway equipment) uniquely identify the 
group user device through the mobility management network 
element information, the gateway equipment information, 
and the group number information. The group user device is 
attached to a same mobility management network element 
and a same gateway equipment. 

For representation forms of the mobility management net 
work element information and the group number informa 
tion, and the gateway equipment information and the group 
number information, reference may be made to the descrip 
tion of step A 101. 
D 102: Acquire that group information of the group user 

device changes, and according to the mobility management 
network element information and the group number informa 
tion of the group user device, instruct the mobility manage 
ment network element to execute bearer change processing 
on the group user device, and execute the bearer change 
processing on the group user device. 
The acquiring that the group information of the group user 

device changes may be that the gateway equipment (for 
example, a packet data network gateway or a gateway GRPS 
Support node) receives a PCC message (for example, a Policy 
and Charging Rules Response message) sent by a policy and 
charging rules function entity (PCRF), and acquires that a 
group PCC rule changes; or, the gateway equipment (for 
example, the packet data network gateway) receives a mes 
sage sent by the mobility management network element (for 
example, the mobility management network element sends a 
Modify Bearer Command message to the serving gateway, 
and the serving gateway then sends a Modify Bearer Com 
mand message to the packet data network gateway), and 
acquires that group user device QoS changes; or the gateway 
equipment (for example, the packet data network gateway or 
the gateway GRPS Support node) acquires, through change of 
configuration information (for example, through O&M inter 
ference), that the group information changes. The bearer 
change processing may include a bearer modification proce 
dure, or may include a bearer deactivation procedure. The 
bearer deactivation procedure may further include a separa 
tion procedure. In a GERAN/UTRAN system, a bearer may 
be a PDP context. 

The gateway equipment instructs, according to mobility 
management network element information and the group 
number information of the group user device, the mobility 
management network element to execute the bearer change 
processing on the group user device, and executes the bearer 
change processing on the group user device. The same mobil 
ity management network element information and serving 
gateway information and packet data network gateway infor 
mation and group number information may uniquely indicate 
the group user device. A specific process may be: 

The gateway equipment sends a session management 
request message to the mobility management network ele 
ment according to the gateway equipment information and 
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the group number information which are of the group user 
device and acquired in step D101 (for example, a PGW sends 
an Update Bearer Request/Delete bearer Request message to 
an SGW, where the message sent by the PGW includes the 
packet data network gateway information and the mobility 
management network element information and the group 
number information of the group user device, and the SGW 
then sends an Update Bearer Request/Delete bearer Request 
message to an MME/SGSN, where the message sent by the 
SGW includes the serving gateway information and the 
packet data networkgateway information and the group num 
ber information of the group user device, or a GGSN sends an 
Update PDP Context Request/Delete PDP Context Request 
message to an SGSN, where the message sent by the GGSN 
includes the gateway GPRS support node information and the 
group number information of the group user device), so as to 
instruct the mobility management network element to execute 
the bearer change processing. The mobility management net 
work element acquires the mobility management network 
element information and the gateway information and the 
group number information of the group user device according 
to the session management request message (for example, the 
MME acquires the mobility management network element 
information and the serving gateway information and the 
packet data networkgateway information and the group num 
ber information of the group user device according to the 
message sent by the SGW, or the SGSN acquires the mobility 
management network element information, and the gateway 
GPRS support node information and the group number infor 
mation of the group user device according to the message sent 
by the GGSN), and executes, according to the acquired infor 
mation, bearer change processing on a context which is of the 
group user device and on the mobility management network 
element. The group user device has the same mobility man 
agement network element information and gateway informa 
tion and group number information. 
The mobility management network element returns a ses 

sion management message to the gateway equipment (for 
example, the MME/SGSN sends an Update Bearer Response/ 
Delete bearer Response message to the SGW, where the mes 
sage sent by the MME/SGSN includes the mobility manage 
ment network element information and the packet data 
networkgateway information and the group number informa 
tion of the group user device, and the SGW then sends an 
Update Bearer Response/Delete bearer Response message to 
the PGW, where the message sent by the SGW includes the 
serving gateway information and the mobility management 
network element information and the group number informa 
tion of the group user device, or the SGSN sends an Update 
PDP Context Response/Delete PDP Context Response mes 
sage to the GGSN, where the message sent by the SGSN 
includes the mobility management network element informa 
tion and the group number information of the group user 
device). The gateway equipment acquires the mobility man 
agement network element information and the gateway infor 
mation and the group number information of the group user 
device according to the session management request message 
(for example, the PGW acquires the mobility management 
network element information, the serving gateway informa 
tion, the packet data network gateway information and the 
group number information of the group user device according 
to the message sent by the SGW, or the GGSN acquires the 
mobility management network element information, the 
gateway GPRS Support node information and the group num 
ber information of the group user device according to the 
message sent by the SGSN), and executes, according to the 
acquired information, bearer change processing on a context 



US 9,271,139 B2 
23 

which is of the group user device and on the gateway equip 
ment. The group user device has the same mobility manage 
ment network element information and gateway information 
and group number information. 

In the embodiment of the present invention, the gateway 
equipment acquires the mobility management network ele 
ment information (that is, the gateway equipment acquires 
information of a mobility management networkelement Serv 
ing the group user device) and the group number information 
of the group user device, and when acquiring that the group 
information of the group user device changes, may instruct, 
according to the mobility management network element 
information and the group number information of the group 
user device and based on group granularity, the mobility 
management network element to perform the bearer change 
processing on the group user device and perform the bearer 
change processing on the group user device, so as to reduce 
signaling overheads of a network side, thereby preventing 
signaling congestion from occurring on the network side and 
reducing a network load. 

Embodiment 5 

An embodiment of the present invention provides a session 
management method based on an M2M application, and a 
procedure, referring to FIG. 5, may specifically include: 
E 1: A gateway equipment acquires mobility management 

network element information and group number information 
of a group user device. 

In this process, a mobility management network element 
may also acquire gateway equipment information and the 
group number information of the group user device. For rep 
resentation forms of the mobility management network ele 
ment information and the group number information, and the 
gateway equipment information and the group number infor 
mation, reference may be made to the description of step A 
101 of Embodiment 1. The mobility management network 
element acquires the gateway equipment information and the 
group number information of the group user device, and the 
gateway equipment acquires the mobility management net 
work element information and the group number information 
of the group user device, and for details, reference may be 
made to the implementation of step B 1 of Embodiment 2. 
E 2: When acquiring that group information of the group 

user device changes, a network equipment instructs, accord 
ing to the mobility management network element information 
and the group number information of the group user device, 
the mobility management network element to execute bearer 
change processing on the group user device, and executes the 
bearer change processing on the group user device. 

According to the gateway equipment information and the 
group number information of the group user device, the net 
work equipment instructs the mobility management network 
element to execute the bearer change processing on the group 
user device, and executes the bearer change processing on the 
group user device. The bearer change processing may include 
a bearer modification procedure, or may include a bearer 
deactivation procedure. A specific procedure may include: 

Procedure 1: The gateway equipment acquires that the 
group information of the group user device changes, instructs 
the mobility management network element to execute bearer 
modification on the group user device, and executes the 
bearer modification on the group user device. 
E 201: The gateway equipment (PGW) receives a PCC 

message (for example, a Policy and Charging Rules Response 
message) sent by a policy and charging rules function entity 
(PCRF), and acquires that a PCC rule of the group user device 
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changes; or, the gateway equipment (for example, a packet 
data network gateway) receives a message sent by the mobil 
ity management network element (for example, the mobility 
management network element sends a Modify Bearer Com 
mand message to a serving gateway, and the serving gateway 
then sends a Modify Bearer Command message to the packet 
data network gateway), and acquires that information of the 
group user device changes (for example, group QoS informa 
tion changes); or, the gateway equipment (for example, the 
packet data network gateway or a gateway GRPS Support 
node) acquires, through change of configuration information 
(for example, through O&M interference), that the group 
information of the group user device changes. 
E 202: The packet data network gateway initiates a bearer 

modification procedure for the group user device, and modi 
fies a context of the group user device. The same mobility 
management network element information and same serving 
gateway information and same packet data network gateway 
information and the same group number information may 
uniquely indicate the group user device. 
The packet data network gateway sends a message to the 

serving gateway. The message may be an update bearer 
request message. The embodiment does not limit a name of 
the message. The message includes the mobility management 
network element information and the packet data network 
gateway information and the group number information, or 
may include the mobility management network element 
information and the serving gateway information and the 
packet data networkgateway information and the group num 
ber information, which is not limited by the embodiment. 
The packet data network gateway sends the message to the 

serving gateway, which may be that the message is sent to the 
serving gateway for the group user device having the same 
mobility management network element information and serv 
ing gateway information and packet data network gateway 
information and group number information, rather than that 
multiple existing modify bearer request messages are sent 
based on user device granularity. 
E 203: The serving gateway acquires the mobility manage 

ment network element information and the serving gateway 
information and the packet data networkgateway information 
and the group number information according to the message 
sent by a packet data serving gateway and received in step E 
204, which may be specifically implemented through the 
following. 

If the received message includes the mobility management 
network element information and the packet data network 
gateway information and the group number information, the 
serving gateway may acquire the mobility management net 
work element information and the packet data network gate 
way information and the group number information from the 
message. In addition, the serving gateway may match, 
according to the acquired mobility management network ele 
ment information and packet data network gateway informa 
tion and group number information, mobility management 
network element information and packet data network gate 
way information and group number information that are in 
contexts of all user devices performing accessing via the 
serving gateway. If the matching is successful, the serving 
gateway may acquire its own information (the serving gate 
way information) according to user device context informa 
tion. 

Alternatively, if the received message includes the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information, the serving 
gateway may acquire the mobility management network ele 
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ment information and the serving gateway information and 
the packet data network gateway information and the group 
number information from the message. 
The serving gateway may send a message to the mobility 

management network element. The message may be an 
update bearer request message. The embodiment does not 
limit a name of the message. The message sent by the serving 
gateway may include the packet data network gateway infor 
mation and the serving gateway information and the group 
number information, or may include the mobility manage 
ment network element information and the serving gateway 
information and the packet data networkgateway information 
and the group number information, which is not limited by the 
embodiment. 
E 204: The mobility management network element 

acquires the mobility management network element informa 
tion and the serving gateway information and the packet data 
networkgateway information and the group number informa 
tion according to the message sent by the serving gateway and 
received in step E 203, which may be specifically imple 
mented through the following. 

If the received message only includes the serving gateway 
information and the packet data networkgateway information 
and the group number information, the mobility management 
network element may acquire the serving gateway informa 
tion and the packet data networkgateway information and the 
group number information from the message. In addition, the 
mobility management network element may further match, 
according to the acquired serving gateway information and 
packet data network gateway information and group number 
information, serving gateway information and packet data 
network gateway information and group number information 
that are in contexts of all user devices performing accessing 
via the mobility management network element. If the match 
ing is successful, the mobility management network element 
may acquire its own information (the mobility management 
network element information) according to the user device 
context information. 

Alternatively, if the received message includes the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information, the mobility 
management network element may acquire the mobility man 
agement network element information and the serving gate 
way information and the packet data network gateway infor 
mation and the group number information from the message. 
The mobility management network element updates, 

according to the acquired information, context information of 
the group user device performing accessing via the mobility 
management network element. A specific method may be: the 
mobility management network element updates a group user 
device context which has (stores) the mobility management 
network element information and the serving gateway infor 
mation and the packet data network gateway information and 
the group number information or the serving gateway infor 
mation and the packet data network gateway information and 
the group number information that are acquired by the mobil 
ity management network element according to the message 
sent by the serving gateway and received in step E 203. 
The mobility management network element may send a 

message to the serving gateway to confirm that the update of 
a bearer is completed. The message may be an update bearer 
response message. The embodiment does not limit a name of 
the message. The message includes the mobility management 
network element information and the packet data network 
gateway information and the group number information, or 
may include the mobility management network element 
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information and the serving gateway information and the 
packet data networkgateway information and the group num 
ber information, which is not limited by the embodiment. 
E 205: The serving gateway acquires the mobility manage 

ment network element information and the serving gateway 
information and the packet data networkgateway information 
and the group number information according to the message 
sent by the mobility management network element and 
received in step E 204, which may be specifically imple 
mented through the following. 

If the received message only includes the mobility man 
agement network element information and the packet data 
networkgateway information and the group number informa 
tion, the serving gateway may acquire the mobility manage 
ment network element information and the packet data net 
workgateway information and the group number information 
from the message. In addition, the serving gateway may fur 
ther match, according to the acquired mobility management 
network element information and packet data network gate 
way information and group number information, the mobility 
management network element information and the packet 
data network gateway information and the group number 
information that are in the contexts of all user devices per 
forming accessing via the serving gateway. If the matching is 
Successful, the serving gateway may acquire its own infor 
mation (the serving gateway information) according to the 
user device context information. 

Alternatively, if the received message includes the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information, the serving 
gateway may acquire the mobility management networkele 
ment information and the serving gateway information and 
the packet data network gateway information and the group 
number information from the message. 
The serving gateway updates, according to the acquired 

information, the context information of the group user device 
performing accessing via the serving gateway. A specific 
method may be: the serving gateway updates the group user 
device context which has (stores) the mobility management 
network element information and the serving gateway infor 
mation and the packet data network gateway information and 
the group number information or the mobility management 
network element information and the packet data network 
gateway information and the group number information that 
are acquired by the serving gateway according to the message 
sent by the packet data serving gateway and received in step 
E 204. 
The serving gateway sends a message to the packet data 

networkgateway to acknowledge that the update of the bearer 
is completed. The message may be an update bearer response 
message. The embodiment does not limit a name of the mes 
sage. The message sent by the serving gateway may include 
the serving gateway information and the mobility manage 
ment network element information and the group number 
information, or may include the mobility management net 
work element information and the serving gateway informa 
tion and the packet data networkgateway information and the 
group number information, which is not limited by the 
embodiment. 
E 206: The packet data network gateway acquires the 

mobility management network element information and the 
serving gateway information and the packet data network 
gateway information and the group number information 
according to the message sent by the serving gateway and 
received in step E 205, which may be specifically imple 
mented through the following. 
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If the received message only includes the mobility man 
agement network element information and the serving gate 
way information and the group number information, the 
packet data network gateway may acquire the mobility man 
agement network element information and the serving gate 
way information and the group number information from the 
message. In addition, the packet data network gateway may 
further match, according to the acquired mobility manage 
ment network element information and serving gateway 
information and group number information, mobility man 
agement network element information and serving gateway 
information and group number information that are in con 
texts of all user devices performing accessing via the packet 
data network gateway. If the matching is successful, the 
packet data network gateway may acquire its own informa 
tion (the packet data networkgateway information) according 
to the user device context information. 

Alternatively, if the received message includes the mobility 
management network element information and the serving 
gateway information and the packet data network gateway 
information and the group number information, the packet 
data network gateway may acquire the mobility management 
network element information and the serving gateway infor 
mation and the packet data network gateway information and 
the group number information from the message. 

The packet data networkgateway updates, according to the 
acquired information, the context information of the group 
user device performing accessing via the packet data network 
gateway. A specific method may be: the packet data network 
gateway updates the group user device context which has 
(stores) the mobility management network element informa 
tion and the serving gateway information and the packet data 
networkgateway information and the group number informa 
tion or the mobility management network element informa 
tion and the serving gateway information and the group num 
ber information that are acquired by the packet data network 
gateway according to the message sent by the serving gate 
way and received in step E 205. 

Procedure 2: The gateway equipment acquires that the 
group information of the group user device changes, instructs 
the mobility management network element to execute bearer 
deactivation on the group user device, and executes the bearer 
deactivation on the group user device. 
E 301: The gateway equipment (PGW) receives a PCC 

message (for example, a Policy and Charging Rules Response 
message) sent by a policy and charging rules function entity 
(PCRF), and for example, acquires that a group PCC rule of 
the user device changes; or, the gateway equipment (for 
example, the packet data network gateway) receives a mes 
sage sent by the mobility management network element (for 
example, the mobility management network element sends a 
Modify Bearer Command message to the serving gateway, 
and the serving gateway then sends a Modify Bearer Com 
mand message to the packet data network gateway), and 
acquires that information of the group user device changes 
(for example, an APN in original Subscription data is unavail 
able in updated Subscription data); or, the gateway equipment 
(for example, the packet data networkgateway or the gateway 
GRPS Support node) acquires, through change of configura 
tion information (for example, through O&M interference) 
that the group information of the group user device changes. 

E302: The packet data network gateway initiates a bearer 
deactivation procedure for the group user device, and deacti 
Vates a context of the group user device. The same mobility 
management network element information and serving gate 
way information and packet data network gateway informa 
tion and group number information may uniquely indicate the 
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group user device. The bearer deactivation procedure may 
further include a separation procedure. 
The packet data network gateway sends a message to the 

serving gateway. The message may be a delete bearer request 
message. The embodiment does not limit a name of the mes 
sage. The message includes the mobility management net 
work element information and the packet data network gate 
way information and the group number information, or may 
include the mobility management network element informa 
tion and the serving gateway information and the packet data 
networkgateway information and the group number informa 
tion, which is not limited by the embodiment. 
The packet data network gateway sends the message to the 

serving gateway, which may be that the message is sent to the 
serving gateway for the group user device having the same 
mobility management network element information and serv 
ing gateway information and packet data network gateway 
information and group number information, rather than that 
multiple existing modify bearer request messages are sent 
based on user device granularity. 

E303: The serving gateway acquires the mobility manage 
ment network element information and the serving gateway 
information and the packet data networkgateway information 
and the group number information according to the message 
sent by the packet data serving gateway and received in step 
E 304, and for details, reference may be made to the imple 
mentation of step E 203. 
The serving gateway may send a message to the mobility 

management network element. The message may be a delete 
bearer request message. The embodiment does not limit a 
name of the message. The message sent by the serving gate 
way may include the packet data network gateway informa 
tion and the serving gateway information and the group num 
ber information, or may include the mobility management 
network element information and the serving gateway infor 
mation and the packet data network gateway information and 
the group number information, which is not limited by the 
embodiment. 
E 304: The mobility management network element 

acquires the mobility management network element informa 
tion and the serving gateway information and the packet data 
networkgateway information and the group number informa 
tion according to the message sent by the serving gateway and 
received in step E303, and for details, reference may be made 
to the implementation of step E 204. 
The mobility management network element deactivates, 

according to the acquired information, the context informa 
tion of the group user device performing accessing via the 
mobility management network element. A specific method 
may be: the mobility management network element deacti 
Vates the group user device context which has (stores) the 
mobility management network element information and the 
serving gateway information and the packet data network 
gateway information and the group number information or 
the serving gateway information and the packet data network 
gateway information and the group number information that 
are acquired by the mobility management network element 
according to the message sent by the serving gateway and 
received in step E 303. 
The mobility management network element may send a 

message to the serving gateway to confirm that the deactiva 
tion of the bearer is completed. The message may be a delete 
bearer response message. The embodiment does not limit a 
name of the message. The message includes the mobility 
management network element information and the packet 
data network gateway information and the group number 
information, or may include the mobility management net 
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work element information and the serving gateway informa 
tion and the packet data networkgateway information and the 
group number information, which is not limited by the 
embodiment. 

E305: The serving gateway acquires the mobility manage 
ment network element information and the serving gateway 
information and the packet data networkgateway information 
and the group number information according to the message 
sent by the mobility management network element and 
received in step E304, and for details, reference may be made 
to the implementation of step E 205. 

The serving gateway deactivates, according to the acquired 
information, the context information of the group user device 
performing accessing via the serving gateway. A specific 
method may be: the serving gateway deactivates the group 
user device context which has (stores) the mobility manage 
ment network element information and the serving gateway 
information and the packet data networkgateway information 
and the group number information or the mobility manage 
ment network element information and the packet data net 
workgateway information and the group number information 
that are acquired by the serving gateway according to the 
message sent by the packet data serving gateway and received 
in step E 204. 
The serving gateway sends a message to the packet data 

network gateway to acknowledge that the deactivation of the 
bearer is completed. The message may be a delete bearer 
response message. The embodiment does not limit a name of 
the message. The message sent by the serving gateway may 
include the serving gateway information and the mobility 
management network element information and the group 
number information, or may include the mobility manage 
ment network element information and the serving gateway 
information and the packet data networkgateway information 
and the group number information, which is not limited by the 
embodiment. 
E 306: The packet data network gateway acquires the 

mobility management network element information and the 
serving gateway information and the packet data network 
gateway information and the group number information 
according to the message sent by the serving gateway and 
received in step E305, and for details, reference may be made 
to the implementation of step E 206. 

The packet data network gateway deactivates, according to 
the acquired information, the context information of the 
group user device performing accessing via the packet data 
network gateway. A specific method may be: the packet data 
network gateway deactivates the group user device context 
which has (stores) the mobility management network element 
information and the serving gateway information and the 
packet data networkgateway information and the group num 
ber information or the mobility management network ele 
ment information and the serving gateway information and 
the group number information that are acquired by the packet 
data network gateway according to the message sent by the 
serving gateway and received in step E 305. 

Embodiment 6 

An embodiment of the present invention provides a session 
management method based on an M2M application, and a 
procedure, referring to FIG. 6, may specifically include: 

F 1: A gateway equipment acquires mobility management 
network element information and group number information 
of a group user device. 

In this process, a mobility management network element 
may also acquire gateway equipment information and the 
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group number information of the group user device. For rep 
resentation forms of the mobility management network ele 
ment information and the group number information, and the 
gateway equipment information and the group number infor 
mation, reference may be made to the description of step A 
101 of Embodiment 1. The mobility management network 
element acquires the gateway equipment information and the 
group number information of the group user device, and the 
gateway equipment acquires the mobility management net 
work element information and the group number information 
of the group user device, and for details, reference may be 
made to the implementation of step C 1 of Embodiment 3. 
F 2: When acquiring that group information of the group 

user device changes, according to the gateway equipment 
information and the group number information of the group 
user device, the gateway equipment instructs the mobility 
management network element to execute PDP context change 
processing on the group user device, and executes the PDP 
context change processing on the group user device. 

According to the mobility management network element 
information and the group number information of the group 
user device, the gateway equipment instructs the mobility 
management network element to execute the PDP context 
change processing on the group user device, and executes the 
PDP context change processing on the group user device. The 
PDP context change processing may include a PDP context 
modification procedure, or may include a PDP context deac 
tivation procedure. A specific procedure may include: 

Procedure 1: The gateway equipment acquires that the 
group information of the group user device changes, instructs 
the mobility management network element to execute PDP 
context modification on the group user device, and executes 
the PDP context modification on the group user device. 

F 201: The gateway equipment (GGSN) acquires a PCC 
message (for example, a Policy and Charging Rules Response 
message) sent by a policy and charging rules function entity 
(PCRF), and acquires that a PCC rule of the group user device 
changes; or, the gateway equipment receives a message sent 
by the mobility management network element (for example, 
the mobility management network element sends an Update 
Bearer Command message to the gateway equipment), and 
acquires that information of the group user device changes 
(for example, group QoS information changes); or the gate 
way equipment acquires, through change of configuration 
information (for example, through O&M interference), that 
the group information of the group user device changes. 

F 202: A network equipment (a gateway GPRS support 
node) initiates a PDP context modification procedure for the 
group user device, and modifies a PDP context of the group 
user device. The same mobility management network ele 
ment information and same gateway GPRS Support node 
information and the same group number information may 
uniquely indicate the group user device. 
The gateway GPRS Support node sends a message to the 

mobility management network element to request to update 
the PDP context. The message may be an update PDP context 
request message. The embodiment does not limit a name of 
the message. The message may include gateway GPRS Sup 
port node information and the group number information, or 
may include the mobility management network element 
information and gateway GPRS support node information 
and the group number information, which is not limited by the 
embodiment. 
The gateway GPRS support node sends the message to the 

mobility management network element, which may be that 
the message is sent to the gateway GPRS support node for the 
group user device having the same mobility management 
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network element information and gateway GPRS support 
node information and group number information, rather than 
that multiple existing update PDP context request messages 
are sent based on user device granularity. 

F 203: The mobility management network element 
acquires the mobility management network element informa 
tion and the gateway GPRS support node information and the 
group number information according to the message sent by 
the gateway GPRS support node and received in step F 202, 
which may be specifically implemented through the follow 
1ng. 

If the received message only includes the gateway GPRS 
Support node information and the group number information, 
the mobility management network element may acquire the 
gateway GPRS Support node information and the group num 
ber information from the message. In addition, the mobility 
management network element may match, according to the 
acquired gateway GPRS Support node information and group 
number information, gateway GPRS support node informa 
tion and group number information that are in contexts of all 
user devices performing accessing via the mobility manage 
ment network element. If the matching is successful, the 
mobility management network element may acquire its own 
information (the mobility management network element 
information) according to user device context information. 

Alternatively, if the received message includes the mobility 
management network element information and the gateway 
GPRS support node information and the group number infor 
mation, the mobility management network element may 
acquire the mobility management network element informa 
tion and the gateway GPRS support node information and the 
group number information from the message. 
The mobility management network element updates, 

according to the acquired information, PDP context informa 
tion of the group user device performing accessing via the 
mobility management network element. A specific method 
may be: the mobility management network element updates a 
group user device PDP context which has (stores) the gateway 
GPRS support node information and the group number infor 
mation or the mobility management network element infor 
mation and the gateway GPRS support node information and 
the group number information that are acquired by the mobil 
ity management network element according to the message 
sent by the gateway GPRS support node and received in step 
F 202. 
The mobility management network element sends a mes 

sage to the gateway GPRS Support node to acknowledge that 
the update of the PDP context is completed. The message may 
be an update PDP context response message. The embodi 
ment does not limit a name of the message. The message sent 
by the mobility management network element may include 
the mobility management network element information and 
the group number information, or may include the mobility 
management network element information and the gateway 
GPRS support node information and the group number infor 
mation, which is not limited by the embodiment. 

F 204: The gateway GPRS support node acquires the 
mobility management network element information and the 
gateway GPRS Support node information and the group num 
ber information according to the message sent by the mobility 
management network element and received in step F 203, 
which may be specifically implemented through the follow 
1ng. 

If the received message only includes the mobility man 
agement network element information and the group number 
information, the gateway GPRS Support node may acquire 
the mobility management network element information and 
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the group number information from the message. In addition, 
the gateway GPRS support node may further match, accord 
ing to the mobility management network element information 
and the group number information, mobility management 
network element information and group number information 
that are in contexts of all user devices performing accessing 
via the gateway GPRS support node. If the matching is suc 
cessful, the gateway GPRS Support node may acquire its own 
information (the gateway GPRS support node information) 
according to the user device context information. 

Alternatively, if the received message includes the mobility 
management network element information and the gateway 
GPRS support node information and the group number infor 
mation, the gateway GPRS Support node may acquire the 
mobility management network element information and the 
gateway GPRS Support node information and the group num 
ber information from the message. 
The gateway GPRS Support node updates, according to the 

acquired information, the PDP context information of the 
group user device performing accessing via the gateway 
GPRS support node. A specific method may be: the gateway 
GPRS support node updates the group user device PDP con 
text which has (stores) the mobility management network 
element information and the group number information or the 
mobility management network element information and the 
gateway GPRS Support node information and the group num 
ber information that are acquired by the gateway GPRS Sup 
port node according to the message sent by the mobility 
management network element and received in step F 203. 

Procedure 2: Acquire that the group information of the 
group user device changes, instruct the mobility management 
network element to execute PDP context deactivation on the 
group user device, and execute the PDP context deactivation 
on the group user device. 
F 301: The gateway equipment (GGSN) acquires a PCC 

message (for example, a Policy and Charging Rules Response 
message) sent by a policy and charging rules function entity 
(PCRF), and acquires that a PCC rule of the group user device 
changes; or, the gateway equipment receives a message sent 
by the mobility management network element (for example, 
the mobility management network element sends an Update 
Bearer Command message to the gateway equipment), and 
acquires that information of the group user device changes 
(for example, group QoS information changes); or the gate 
way equipment acquires, through change of configuration 
information (for example, through O&M interference), that 
the group information of the group user device changes. 

F302: The network equipment (the gateway GPRS support 
node) initiates a PDP context deactivation procedure for the 
group user device, and deactivates a PDP context of the group 
user device. The same mobility management network ele 
ment information and gateway GPRS support node informa 
tion and group number information may uniquely indicate the 
group user device. 
The gateway GPRS Support node sends a message to the 

mobility management network element to request to deacti 
vate the PDP context. The message may be a delete PDP 
context request message. The embodiment does not limit a 
name of the message. The message may include the gateway 
GPRS support node information and the group number infor 
mation, or may include the mobility management network 
element information and the gateway GPRS support node 
information and the group number information, which is not 
limited by the embodiment. 
The gateway GPRS support node sends the message to the 

mobility management network element, which may be that 
the message is sent to the gateway GPRS support node for the 
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group user device having the same mobility management 
network element information and gateway GPRS support 
node information and group number information, rather than 
that multiple existing delete PDP context request messages 
are sent based on user device granularity. 5 

F 303: The mobility management network element 
acquires the mobility management network element informa 
tion and the gateway GPRS support node information and the 
group number information according to the message sent by 
the gateway GPRS support node and received in step F302, 
and for details, reference may be made to the implementation 
of step F 203. 
The mobility management network element deactivates, 

according to the acquired information, the PDP context infor 
mation of the group user device performing accessing via the 
mobility management network element. A specific method 
may be: the mobility management network element deacti 
vates the group user device PDP context which has (stores) 
the gateway GPRS Support node information and the group 20 
number information or the mobility management network 
element information and the gateway GPRS support node 
information and the group number information that are 
acquired by the mobility management network element 
according to the message sent by the gateway GPRS Support 25 
node and received in step F 202. 
The mobility management network element sends a mes 

sage to the gateway GPRS Support node to acknowledge that 
the deactivation of the PDP context is completed. The mes 
sage may be a delete PDP context response message. The 30 
embodiment does not limit a name of the message. The mes 
sage sent by the mobility management network element may 
include the mobility management network element informa 
tion and the group number information, or may include the 
mobility management network element information and the 35 
gateway GPRS Support node information and the group num 
ber information, which is not limited by the embodiment. 

F 304: The gateway GPRS support node acquires the 
mobility management network element information and the 
gateway GPRS Support node information and the group num- 40 
ber information according to the message sent by the mobility 
management network element and received in step F303, and 
for details, reference may be made to the implementation of 
step F 204. 
The gateway GPRS support node deactivates, according to 45 

the acquired information, the PDP context information of the 
group user device performing accessing via the gateway 
GPRS support node. A specific method may be: the gateway 
GPRS support node deactivates the group user device PDP 
context which has (stores) the mobility management network 50 
element information and the group number information or the 
mobility management network element information and the 
gateway GPRS Support node information and the group num 
ber information that are acquired by the gateway GPRS Sup 
port node according to the message sent by the mobility 55 
management network element and received in step F 203. 

Correspondingly, an embodiment of the present invention 
further provides a session management system based on an 
M2Mapplication, and the system includes a structure shown 
in FIG. 7: a mobility management network element 701 and a 60 
gateway equipment 702. 
The mobility management network element 701 is config 

ured to acquire gateway equipment information and group 
number information of a group user device; acquire that 
group information of the group user device changes; instruct, 65 
according to the gateway equipment information and the 
group number information of the group user device, the gate 
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way equipment 702 to execute bearer change processing on 
the group user device; and execute the bearer change process 
ing on the group user device. 
The gateway equipment 702 is configured to acquire 

mobility management network element information and the 
group number information of the group user device; acquire 
that the group information of the group user device changes; 
instruct, according to the mobility management network ele 
ment information and the group number information of the 
group user device, the mobility management network ele 
ment 701 to execute bearer change processing on the group 
user device; and execute the bearer change processing on the 
group user device. 
The session management system based on an M2M appli 

cation provided by the embodiment may be used to execute 
the session management method based on an M2M applica 
tion provided by the embodiment of the present invention. For 
a process in which the system performs session management, 
reference may be made to the session management method 
based on an M2Mapplication provided by the embodiment of 
the present invention. 

In the session management system based on an M2M 
application provided by the embodiment, when shared sub 
Scription data of an M2M group in a system is updated, 
related information of the M2M group may be updated in a 
unified manner according to network equipment resource 
allocation identifier information pre-allocated to a group user 
device and based on group granularity, so as to reduce signal 
ing congestion on a network side and correspondingly reduce 
a network load. 

Furthermore, an embodiment of the present invention fur 
ther provides a mobility management network element. The 
mobility management network element includes a structure 
shown in FIG. 8: a first acquiring unit 801, a second acquiring 
unit 802, a first instructing unit 803, and a first executing unit 
804. 
The first acquiring unit 801 is configured to acquire gate 

way equipment information and group number information 
of a group user device. 
The second acquiring unit 802 is configured to acquire that 

group information of the group user device changes. 
The first instructing unit 803 is configured to instruct, 

according to the gateway equipment information and the 
group number information of the group user device, a gate 
way equipment to execute bearer change processing on the 
group user device. 
The first executing unit 804 is configured to execute the 

bearer change processing on the group user device. 
The mobility management network element provided by 

the embodiment may be configured to execute the session 
management method based on an M2Mapplication provided 
by the embodiment of the present invention. For a process in 
which the mobility management network element performs 
session management, reference may be made to the session 
management method based on an M2Mapplication provided 
by the embodiment of the present invention. 

In the mobility management network element provided by 
the embodiment, when shared subscription data of an M2M 
group in a system is updated, related information of the M2M 
group may be updated in a unified manner according to net 
work equipment resource allocation identifier information 
pre-allocated to a group user device and based on group 
granularity, so as to reduce signaling congestion on a network 
side and correspondingly reduce a network load. 

Finally, an embodiment of the present invention further 
provides a gateway equipment. The gateway equipment 
includes a structure shown in FIG. 9: a third acquiring unit 
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901, a fourth acquiring unit 902, a second instructing unit 
903, and a second executing unit 904. 
The third acquiring unit 901 is configured to acquire mobil 

ity management network element information and group 
number information of a group user device. 
The fourth acquiring unit 902 is configured to acquire that 

group information of the group user device changes. 
The second instructing unit 903 is configured to instruct, 

according to the mobility management network element 
information and the group number information of the group 
user device, a mobility management network element to 
execute bearer change processing on the group user device. 
The second executing unit 904 is configured to execute the 

bearer change processing on the group user device. 
The gateway equipment provided by the embodiment may 

be configured to execute the session management method 
based on an M2Mapplication provided by the embodiment of 
the present invention. For a process in which the gateway 
equipment performs session management, reference may be 
made to the session management method based on an M2M 
application provided by the embodiment of the present inven 
tion. 

In the gateway equipment provided by the embodiment, 
when shared Subscription data of an M2M group in a system 
is updated, related information of the M2M group may be 
updated in a unified manner according to group identifier 
information of a group user device and network identifier 
information pre-allocated to the group user device and based 
on group granularity, so as to reduce signaling congestion on 
a network side and correspondingly reduce a networkload. 

Persons of ordinary skill in the art should understand that, 
all of or part of the steps in the foregoing method embodi 
ments may be implemented by a program instructing relevant 
hardware. The foregoing program may be stored in a com 
puter readable storage medium. When the program is run, the 
steps of the foregoing method embodiments are performed. 
The storage medium includes any medium that is capable of 
storing program codes, such as a ROM (read-only memory), 
a RAM (random access memory), a magnetic disk, and an 
optical disk. 
The foregoing description of the disclosed embodiments 

makes persons skilled in the art to implement or use the 
present invention. Multiple modifications to these embodi 
ments are apparent for persons skilled in the art. The general 
principle defined in the present invention may be imple 
mented in other embodiments without departing from the 
spirit or scope of the present invention. Therefore, the present 
invention is not limited to the embodiments described in the 
document, but is subject to the widest scope that complies 
with the principle and novelty disclosed in the document. 

What is claimed is: 
1. A session management method based on a machine-to 

machine (M2M) application, the method comprising: 
acquiring gateway equipment information and group num 

ber information of a group user device, wherein the 
acquiring the gateway equipment information and the 
group number information of the group user device com 
prises: 

sending, by a mobility management network element, a 
first created request message to a gateway equipment 
that is one of a serving gateway and a gateway general 
packet radio service (GPRS) support node, wherein the 
first created request message sent by the mobility man 
agement network element comprises the mobility man 
agement network element information and the group 
number information of the group user device; and 
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receiving, by the mobility management network element, a 

first created response message from the gateway equip 
ment, wherein the created response message comprises 
gateway equipment information and the group number 
information of the group user device; 

determining that group information of the group user 
device has changed; 

instructing the gateway equipment to execute bearer 
change processing on the group user device, the instruct 
ing being based on the gateway equipment information 
and the group number information of the group user 
device; and 

executing the bearer change processing on the group user 
device. 

2. The method according to claim 1, wherein acquiring the 
gateway equipment information and the group number infor 
mation of the group user device further comprises: 

receiving, by a mobility management network element, an 
access request message sent by the group user device. 

3. The method according to claim 2, wherein the gateway 
equipment is the serving gateway, and wherein sending the 
first created request message to the gateway equipment and 
receiving the gateway equipment information and the group 
number information further comprise: 

sending, by the serving gateway, a third created request 
message to a packet data network gateway, wherein the 
third created request message sent by the serving gate 
way comprises serving gateway information, and the 
mobility management network element information and 
the group number information of the group user device; 
and 

sending, by the packet data network gateway, a second 
created response message to the serving gateway, 
wherein the second created response message sent by 
the packet data network gateway comprises packet data 
network gateway information and the group number 
information of the group user device 

wherein the second created response message sent by the 
serving gateway further comprises packet data network 
gateway information. 

4. The method according to claim 1, wherein the gateway 
equipment is the serving gateway, and wherein instructing the 
gateway equipment to execute the bearer change processing 
on the group user device comprises: 

sending, by a mobility management network element, a 
first change request message to the serving gateway 
according to serving gateway information and packet 
data network gateway information and the group num 
ber information of the group user device, wherein the 
first change request message sent by the mobility man 
agement network element comprises mobility manage 
ment network element information, the packet data net 
work gateway information and the group number 
information of the group user device; 

sending, by the serving gateway, a second change request 
message to a packet data network gateway, wherein the 
second change request message sent by the serving gate 
way comprises serving gateway information, the mobil 
ity management network element information and the 
group number information of the group user device; and 

acquiring, by the packet data network gateway, the mobil 
ity management network element information, the serv 
ing gateway information, the packet data network gate 
way information and the group number information of 
the group user device according to the second change 
request message sent by the serving gateway, and 
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executing, according to the acquired information, bearer 
change processing on a context of the group user device. 

5. The method according to claim 1, wherein the gateway 
equipment is the serving gateway, and wherein executing the 
bearer change processing on the group user device comprises: 

sending, by a packet data network gateway, a first change 
response message to a serving gateway, wherein the first 
change response message sent by the packet data net 
work gateway comprises packet data network gateway 

38 
8. A session management method based on a machine-to 

machine (M2M) application, the method comprising: 
acquiring mobility management network element informa 

tion and group number information of a group user 
device, wherein the acquiring the mobility management 
element information and group number information of 
the group user device comprises: 
receiving, by a gateway equipment that is one of a serv 

ing gateway and a gateway general packet radio ser 
information, mobility management network element 10 vice (GPRS) support node, a first created request mes 
information and the group number information of the - rr. sage from the mobility management network group user device; element, wherein the first created request message sending, by the serving gateway, a second change response - 
message to a mobility management network element, Sent by the mobility management network element 
wherein the second change response message sent by the 15 comprises the mobility management network element 
serving gateway comprises serving gateway informa- information and the group number information of the 
tion, the packet data network gateway information and group user device; and 
the group number information of the group user device; sending, by the gateway equipment, a first created 
and response message to the mobility management net 

acquiring, by the mobility management network element, 20 work element, wherein the first created response mes 
the mobility management network element information, sage comprises gateway equipment information, 
serving gateway information, the packet data network packet data network gateway information and the 
gateway information and the group number information group number information of the group user device; 
of the group user device according to the second change determining that group information of the group user 
response message sent by the serving gateway, and 25 device has changed; 
executing, according to the acquired information, bearer 
change processing on a context of the group user device. 

6. The method according to claim 1, wherein the gateway 

instructing a mobility management network element to 
execute bearer change processing on the group user 
device, the instructing based on the mobility manage 

equipment is the gateway GPRS Support node, and wherein 
instructing the gateway equipment to execute the bearer 30 
change processing on the group user device comprises: 

sending, by a mobility management network element, a 
change request message to the gateway GPRS Support 
node according to mobility management network ele 
ment information and the group number information of 35 
the group user device, wherein the change request mes 
Sage sent by the mobility management network element 
comprises the mobility management network element 
information and the group number information of the 
group user device; and 40 

acquiring, by the gateway GPRS Support node, the mobil 
ity management network element information, gateway 
GPRS support node information and the group number 
information of the group user device according to the 

ment network element information and the group num 
ber information of the group user device; and 

executing the bearer change processing on the group user 
device. 

9. The method according to claim 8, wherein acquiring the 
mobility management network element information and the 
group number information of the group user device further 
comprises: 

receiving, by the mobility management network element, 
an access request message sent by the group user device. 

10. The method according to claim 9, wherein the gateway 
equipment is the serving gateway, and wherein receiving the 
mobility management network element information and the 
group number information and sending the message to the 
mobility management network element comprise: 

sending, by the serving gateway, a second created request 
change request message sent by the mobility manage- 45 
ment network element, and executing, according to the 
acquired information, packet data protocol (PDP) con 
text change processing on a context of the group user 
device. 

message to a packet data network gateway, wherein the 
second created request message sent by the serving gate 
way comprises serving gateway information, and the 
mobility management network element information and 
the group number information of the group user device; 
and 

sending, by the packet data network gateway, a second 
created response message to the serving gateway, 
wherein the second created response message sent by 

7. The method according to claim 1, wherein the gateway 50 
equipment is the gateway GPRS Support node, and wherein 
executing the bearer change processing on the group user 
device comprises: 

sending, by the gateway GPRS Support node, a change 
response message to a mobility management network 
element, wherein the change response message sent by 

55 
the packet data network gateway comprises packet data 
network gateway information and the group number 
information of the group user device. 

the gateway GPRS Support node comprises gateway 
GPRS support node information and the group number 
information; and 

acquiring, by the mobility management network element, 60 

11. The method according to claim 8, wherein the gateway 
equipment is the serving gateway, and wherein instructing the 
mobility management network element to execute the bearer 
change processing on the group user device comprises: 

mobility management network element information, the 
gateway GPRS Support node information and the group 
number information of the group user device according 
to the message sent by the gateway GPRS Support node, 
and executing, according to the acquired information, 
PDP context change processing on a context of the group 
user device. 

65 

sending, by a packet data network gateway, a first change 
request message to the serving gateway according to 
serving gateway information and the mobility manage 
ment network element information and the group num 
ber information of the group user device, wherein the 
first change request message sent by the packet data 
network gateway comprises the mobility management 
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network element information, packet data networkgate 
way information and the group number information of 
the group user device; 

sending, by the serving gateway, a second change request 
message to the mobility management network element, 
wherein the second change request message sent by the 
serving gateway comprises the serving gateway infor 
mation, the packet data network gateway information 
and the group number information of the group user 
device; and 

acquiring, by the mobility management network element, 
the mobility management network element information, 
the serving gateway information, the packet data net 
work gateway information and the group number infor 
mation of the group user device according to the second 
change request message sent by the serving gateway, 
and executing, according to the acquired information, 
bearer change processing on a context of the group user 
device. 

12. The method according to claim 8, wherein the gateway 
equipment is the serving gateway, and wherein executing the 
bearer change processing on the group user device comprises: 

sending, by the mobility management network element, a 
first change response message to the serving gateway, 
wherein the first change response message sent by the 
mobility management network element comprises the 
mobility management network element information, 
packet data network gateway information and the group 
number information of the group user device; 

sending, by the serving gateway, a second change response 
message to a packet data network gateway, wherein the 
second change response message sent by the serving 
gateway comprises serving gateway information, the 
mobility management network element information and 
the group number information of the group user device; 
and 

acquiring, by the packet data network gateway, the mobil 
ity management network element information, the Serv 
ing gateway information, packet data network gateway 
information and the group number information of the 
group user device according to the second change 
response message sent by the serving gateway, and 
executing, according to the acquired information, bearer 
change processing on a context of the group user device. 

13. The method according to claim 8, wherein the gateway 
equipment is the gateway GPRS Support node, and wherein 
instructing the mobility management network element to 
execute the bearer change processing on the group user 
device comprises: 

sending, by a gateway GPRS Support node, a change 
request message to the mobility management network 
element according to the mobility management network 
element information and the group number information 
of the group user device, wherein the change request 
message sent by the gateway GPRS Support node com 
prises gateway GPRS support node information and the 
group number information of the group user device; and 

acquiring, by the mobility management network element, 
the mobility management network element information, 
the gateway GPRS support node information and the 
group number information of the group user device 
according to the change request message sent by the 
gateway GPRS Support node, and executing, according 
to the acquired information, packet data protocol (PDP) 
context change processing on a context of the group user 
device. 
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14. The method according to claim 8, wherein the gateway 

equipment is the gateway GPRS Support node, and wherein 
the executing the bearer change processing on the group user 
device comprises: 

sending, by the mobility management network element, a 
change response message to a gateway GPRS Support 
node, wherein the change response message sent by the 
mobility management network element comprises the 
mobility management network element information and 
the group number information of the group user device; 
and 

acquiring, by the gateway GPRS Support node, the mobil 
ity management network element information, gateway 
GPRS support node information and the group number 
information of the group user device according to the 
change response message sent by the mobility manage 
ment network element, and executing, according to the 
acquired information, PDP context change processing 
on a context of the group user device. 

15. A mobility management network element, comprising: 
a processor; 
a non-transitory computer readable medium connected to 

the processor and having stored thereon modules that are 
executable by the processor, the modules comprising: 
a first acquiring unit, configured to acquire gateway 

equipment information and group number informa 
tion of a group user device, wherein the acquiring the 
gateway equipment information and group number 
information of the group user device comprises: 
sending a created request message to a gateway equip 
ment that is one of a serving gateway and a gateway 
general packet radio service (GPRS) support node, 
wherein the created request message sent by the 
mobility management network element comprises 
mobility management network element informa 
tion and the group number information of the group 
user device; and 

receiving, a created response message sent by the 
gateway equipment and comprising the gateway 
equipment information and the group number 
information of the group user device; 

a second acquiring unit, configured to determine that group 
information of the group user device has changed; 

an instructing unit, configured to instruct, according to the 
gateway equipment information and the group number 
information of the group user device, a gateway equip 
ment to execute bearer change processing on the group 
user device; and 

an executing unit, configured to execute the bearer change 
processing on the group user device. 

16. A gateway equipment, comprising: 
a processor; 
a non-transitory computer readable medium connected to 

the processor and having stored thereon modules that are 
executable by the processor, the modules comprising: 
a first acquiring unit configured to acquire mobility man 

agement network element information and group 
number information of a group user device, wherein 
the acquiring the mobility management network ele 
ment information and group number information of 
the group user device; 
receiving, a created request message, sent by the 

mobility management network element, compris 
ing the mobility management network element 
information and the group number information of 
the group user device; and 
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sending a created response message, to the mobility 
management network element, comprising gate 
way equipment information, packet data network 
gateway information and the group number infor 
mation of the group user device; 

a second acquiring unit, configured to determine that 
group information of the group user device has 
changed; 

an instructing unit, configured to instruct, according to 
the mobility management network element informa 
tion and the group number information of the group 
user device, a mobility management network element 
to execute bearer change processing on the group user 
device; and 

an executing unit, configured to execute the bearer change 
processing on the group user device; 

wherein the gateway equipment is one of a serving gateway 
and a gateway general packet radio service (GPRS) Sup 
port node. 
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