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FIG. 1

(57) Abstract: Communication terminals capable of implementing each of a set of multiple virtual subscriber identity modules by
executing software code, each virtual subscriber identity module relating to a subscriber identity and being capable of participating in
a data exchange to authenticate that identity. The terminal includes a communication subsystem for communicating with a network
in accordance with a subscriber identity relating to a cooperating one of the virtual subscriber identity modules; and a subscriber
identity subsystem configured for interfacing between the virtual subscriber identity modules and the communication subsystem so
as to enable each of the virtual subscriber identity modules to cooperate with the communication subsystem in accordance with its
subscriber identity; the subscriber identity subsystem being configured to automatically signal the communication subsystem when the
set of virtual subscriber identity modules capable of being implemented by the terminal changes.
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MULTI-VIRTUAL SUBSCRIBER IDENTITY MODULE COMMUNICATION TERMINAL

BACKGROUND

As is known to those of skill in the art, a subscriber identity module (SIM) is a smart card that
is used to store the international mobile subscriber identity (IMSI) and the related
authentication key used to identify and authenticate subscribers on communication terminals,
such as mobile telephones. The SIM card is basically a small computer, providing a safe and
controlled execution environment. Most SIM cards today are universal integrated circuit
cards (UICCs). SIM cards can be removably inserted in SIM slots of a communication

terminal.

Many communication terminals on the market today have multiple SIM slots to enable the
communication terminal to communicate using the identity and authentication information
associated with multiple SIMs. Multi-SIM communication terminals can be used for many
purposes including, but not limited to, optimizing costs, separating communications for
different purposes, and allowing the communication terminal to terminal calls for multiple
Mobile Station International Subscriber Directory Numbers (MSISDNs). For example, if one
network service provider offers low fees for data services and high fees for telephony
services and another network service provider offers low fees for telephone services and
high fees for data services, a SIM associated with the low-cost data provider can be used for
data communication and a different SIM associated with the low-cost telephony provider can
be used for telephony communication. In another example, multi-SIM devices may allow a
user to separate personal communications and contacts from work communications and
contacts. In yet, another example, multi-SIM devices may allow the user to have a SIM that
is associated with a service provider in one jurisdiction and another SIM that is associated
with a service provider in another jurisdiction so that the user does not have to pay roaming
charges when in either of those jurisdictions.

To ensure that a multi-SIM communication terminal only establishes and maintains network
communication connectivity with a network (e.g. a GSM network) via a SIM that is inserted in
the communication terminal, multi-SIM communication terminals are generally configured to
have the modem of the communication terminal actively poll the SIM slots on a periodic basis
to detect when a SIM has been inserted or removed. For example, the modem may be
configured to send a STATUS command to the SIM slots at predetermined intervals. Polling
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of the SIM card may also occur during some SIM Tool Kit operations (e.g. Class E
operations) where the SIM can initiate interactions (so-called Pro-active commands).

There has been a recent movement to replace separate SIM cards and smart cards with
integrated solutions that offer equivalent functionality. These integrated solutions (which
may also be referred to as integrated UICCs (iUICCs)) execute software, which, along with
the hardware of the iUICC, provides the functional equivalent of a traditional SIM card.
Instead of there being a physical SIM card which is inserted into a communication terminal,
or an embedded integrated circuit on the baseband of the device (i.e. an eUICC), software is
stored in the memory of the communication terminal that when combined with an appropriate
platform implements the functionality of a physical SIM card including the subscriber identity
(e.g. IMSI) and the mechanism to authenticate them to the network. The software
implementing the function of a physical SIM is typically stored in a secure area of the
communication terminal, such as the Trusted Execution Environment (TEE), or even a
separate hardware chip, that provides confidentiality and integrity for applications and their
associated data. In some cases, a virtual SIM may be implemented as a Virtual Machine
(VM).

The European Telecommunications Standards Institute (ETSI) is currently in the process of
standardizing the iUICC concept as the integrated Secure Smart Platform (iSSP). The
current plan is for communication terminals that support multiple virtual SIMs to work in a
similar manner to current multi-SIM terminals - i.e. for the modem of the communication
terminal to periodically poll the system managing the virtual SIMs to determine which virtual
SIMs exist on the device and are active.

The embodiments described below are provided by way of example only and are not limiting
of implementations which solve any or all of the disadvantages of known communication

terminals that support multiple virtual SIMs.

SUMMARY

This summary is provided to introduce a selection of concepits that are further described
below in the detailed description. This summary is not intended to identify key features or
essential features of the claimed subject matter, nor is it intended to be used to limit the
scope of the claimed subject matter.
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Described herein are communication terminals, and methods for operating communication
terminals, capable of implementing each of a set of multiple virtual subscriber identity
modules by executing software code, each virtual subscriber identity module relating to a
subscriber identity and being capable of participating in a data exchange to authenticate that
identity. The terminal includes a communication subsystem for communicating with a
network in accordance with a subscriber identity relating to a cooperating one of the virtual
subscriber identity modules; and a subscriber identity subsystem configured for interfacing
between the virtual subscriber identity modules and the communication subsystem so as to
enable each of the virtual subscriber identity modules to cooperate with the communication
subsystem in accordance with its subscriber identity; the subscriber identity subsystem being
configured to automatically signal the communication subsystem when the set of virtual
subscriber identity modules capable of being implemented by the terminal changes.

A first aspect provides a communication terminal capable of implementing each of a set of
multiple virtual subscriber identity modules by executing software code, each virtual
subscriber identity module relating to a subscriber identity and being capable of participating
in a data exchange to authenticate that identity, the terminal comprising: a communication
subsystem for communicating with a network in accordance with a subscriber identity relating
to a cooperating one of the virtual subscriber identity modules; and a subscriber identity
subsystem configured for interfacing between the virtual subscriber identity modules and the
communication subsystem so as to enable each of the virtual subscriber identity modules to
cooperate with the communication subsystem in accordance with its subscriber identity; the
subscriber identity subsystem being configured to automatically signal the communication
subsystem when the set of virtual subscriber identity modules capable of being implemented
by the terminal changes.

The subscriber identity subsystem may comprise an operating system for supporting the
execution of the software code to implement the virtual subscriber identity modules, and the
operating system is configured to automatically signal the communication subsystem when
the set of virtual subscriber identity modules capable of being implemented by the terminal
changes.

The terminal may comprise a memory; data defining the software code for implementing
each virtual subscriber identity module of the set is stored as an image in the memory; and
the subscriber identity subsystem comprises an image manager for managing the set of

images stored in the memory.



10

15

20

25

WO 2019/219175 PCT/EP2018/062589

The terminal may be configured to, in order to implement one of the virtual subscriber identity
modules: retrieve from the memory the image for that virtual subscriber module; prepare that
image for execution by forming executable code; and execute the executable code.

The step of preparing the image for execution may comprise decrypting the image to form
the executable code.

The operating system may be configured to automatically signal the communication
subsystem via the image manager when the set of virtual subscriber identity modules
capable of being implemented by the terminal changes.

The image manager may be configured to automatically signal the communication
subsystem when the set of virtual subscriber identity modules capable of being implemented
by the terminal changes.

The subscriber identity subsystem may support an interface to other components of the
terminal; and the subscriber identity subsystem may be configured to react to a message of a
predetermined format received over that interface and specifying an identity of a component
of the terminal by storing the identity of that component and, subsequently, automatically
signalling that component when the set of virtual subscriber identity modules capable of
being implemented by the terminal changes.

The communication subsystem may be configured to transmit a message of the
predetermined format to the subscriber identity subsystem, the message specifying an
identity of the communication subsystem.

The communication subsystem may comprise a modem.

The communication subsystem may be configured to cooperate with a virtual subscriber
module defining that identity for the establishment of that session during the performance of
a communication session associated with a subscriber identity and not subsequently.

The subscriber identity subsystem may be configured to automatically signal the
communication subsystem in the form of an event when the set of virtual subscriber identity

modules capable of being implemented by the terminal changes.

The terminal may comprise a processor for executing the software code for implementing

each virtual subscriber module.



10

15

20

25

30

WO 2019/219175 PCT/EP2018/062589

The terminal may store, in non-transient form, data defining each virtual subscriber identity

module.

Each virtual subscriber identity module may be capable of generating security keys for a

communication session.

A second aspect provides a method for operating a communication terminal capable of
implementing each of a set of multiple virtual subscriber identity modules by executing
software code, each virtual subscriber identity module relating to a subscriber identity and
being capable of participating in a data exchange to authenticate that identity, the method
comprising: in a communication subsystem of the terminal, communicating with a network in
accordance with a subscriber identity relating to a cooperating one of the virtual subscriber
identity modules; and in a subscriber identity subsystem of the terminal configured for
interfacing between the virtual subscriber identity modules and the communication
subsystem so as to enable each of the virtual subscriber identity modules to cooperate with
the communication subsystem in accordance with its subscriber identity, automatically
signalling the communication subsystem when the set of virtual subscriber identity modules
capable of being implemented by the terminal changes.

There may be provided computer program code for performing a method as described
herein. There may be provided non-transitory computer readable storage medium having
stored thereon computer readable instructions that, when executed at a computer system,
cause the computer system to perform the methods as described herein.

The above features may be combined as appropriate, as would be apparent to a skilled
person, and may be combined with any of the aspects of the examples described herein.

BRIEF DESCRIPTION OF THE DRAWINGS

Examples will now be described in detail with reference to the accompanying drawings in
which:

FIG. 1 is a block diagram of a first example communication terminal capable of implementing
each of a plurality of virtual subscriber identity modules by executing software code;

FIG. 2 is a timing diagram illustrating an example set of messages exchanged between

components of the communication terminal of FIG. 1;
5



10

15

20

25

30

WO 2019/219175 PCT/EP2018/062589

FIG. 3 is a block diagram of a second example communication terminal capable of
implementing each of a plurality of virtual subscriber identity modules by executing software
code; and

FIG. 4 is a flow diagram of an example method for operating a communication terminal
capable of implementing each of a plurality of virtual subscriber identity modules by

executing software.

The accompanying drawings illustrate various examples. The skilled person will appreciate
that the illustrated element boundaries (e.g., boxes, groups of boxes, or other shapes) in the
drawings represent one example of the boundaries. It may be that in some examples, one
element may be designed as multiple elements or that multiple elements may be designed
as one element. Common reference numerals are used throughout the figures, where

appropriate, to indicate similar features.

DETAILED DESCRIPTION

The following description is presented by way of example to enable a person skilled in the art
to make and use the invention. The present invention is not limited to the embodiments
described herein and various modifications to the disclosed embodiments will be apparent to
those skilled in the art. Embodiments are described by way of example only.

As described above, the current plan is for communication terminals that support multiple
virtual SIMs to work in a similar manner to current multi-SIM communication terminals —i.e.
for the communication subsystem (e.g. modem) to periodically poll the subscriber identity
subsystem (the subsystem that manages the virtual SIMs) to determine the status of the
virtual SIMs installed and active on the communication terminal (e.g. to determine which
virtual SIMs are currently installed and enabled and which have been removed or disabled).
However, constantly polling the subscriber identity subsystem consumes power and
processing time. Furthermore, since the communication subsystem (e.g. modem) only
becomes aware of a change in the status of a virtual SIM after a poll message has been sent
and a response to the poll message has been received, there may be a delay between a
change in the status of a virtual SIM and the communication subsystem becoming aware of
the change.
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Accordingly, described herein are communication terminals capable of implementing a set of
multiple virtual SIMs by executing software code, wherein the subscriber identity subsystem
is configured to automatically signal the communication subsystem when the set of virtual
SIMs that can be implemented or activated by the terminal has changed (e.g. when a new
virtual SIM has been installed or enabled, or an existing virtual SIM has been removed or
disabled). Converting the interface between the communication subsystem and the
subscriber identity subsystem from a pull interface to a push interface allows the
communication subsystem, and thus the communication terminal, to operate more efficiently
as it does not have to waste time and resources generating and sending polling messages to
the subscriber identity subsystem. In addition, it may also allow the communication
subsystem, and thus the communication terminal, to respond more quickly to changes in the
status of a virtual SIM as the communication subsystem will be notified of a change as it
happens instead of only being notified of a change in response to a periodic poll message.

Reference is now made to FIG. 1 which illustrates a first example communication terminal
100 that is capable of implementing a set of a plurality of virtual SIMs by executing software
code. The communication terminal 100 may be any computing-based device that is capable
of communicating with a network (e.g. a Global System for Mobile Communications (GSM)
network) using a subscriber identity (e.g. an International Mobile Subscriber Identity (IMSI)
number) such as, but not limited to, a mobile telephone, a tablet, a payment terminal and the
like. The communication terminal 100 comprises data defining software code for
implementing a first virtual SIM 102, data defining software code for implementing a second
virtual SIM 104, a communication subsystem 108 and a subscriber identity subsystem 110. It
will be appreciated that FIG. 1 only shows some elements of the communication terminal 100
and there may by many other elements (e.g. a display, antenna and/or user input device)

within the communication terminal that are not shown in FIG. 1.

The data defining software code for implementing a virtual SIM 102, 104 defines software
code, which when executed by a processor 112 of the communication terminal, replicates the
functionality of a physical SIM. Specifically, each virtual SIM is associated with, or related to,
a subscriber identity (e.g. an International Mobile Subscriber Identity (IMSI) number) and is
capable of participating in a data exchange to authenticate that subscriber identity. In some
cases, the data defining software code for implementing a virtual SIM may define a virtual
machine (VM) that replicates the functionality of a physical SIM. As is known to those of skill

in the art, 2 VM is software that emulates or imitates dedicated hardware.
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As described in draft specifications for iSSP, the data defining the software code for
implementing each virtual SIM 102, 104 may be stored in memory 114 of the communication
terminal 100. The memory 114 may be situated in a secure area of the communication
terminal, such as the Trusted Execution Environment (TEE), or even a separate hardware
chip, that provides confidentiality and integrity for applications and their associated data. In
some cases, the data defining the software code for implementing a virtual SIM 102, 104

may be stored in a non-transient form.

Where the data defining software code to implement a virtual SIM defines a VM the data may
be stored as a VM image. A VM image may comprise or define software code to implement
a high-level operating system (HLOS) 116, 118, infrastructure 120, 122 (such as, but not
limited to, Java Card / GlobalPlatform) and/or one or more applications 124, 126, 128, 130
that run on top of the high-level operating system 116, 118 and infrastructure 120, 122.

Many SIM cards comprise applications (which are often referred to as applets) that
communicate with the communication terminal and/or a remote system via the
communication network. For example, many SIM cards comprise one or more applications
that gives the user access to the associated network (e.g. GSM network) such as, but not
limited to a Network Access Application. Other examples include SIM Management
functions where SIM profiles are downloaded and managed; and SIM Tool Kit applications
which may include functions relating to user interaction. A VM image for implementing a
virtual SIM may comprise software code to implement one of more of these applications
and/or other or different applications. In some cases, the VM image may be referred to as a
secondary platform bundle (SPB).

In some cases, the communication terminal may be configured to implement a virtual SIM by
retrieving the VM image for that virtual SIM, forming executable code from the image, and
executing the executable code on a processor 112 of the communication terminal. In some
cases, the VM image may be stored in an encrypted format. In these cases, the
communication terminal may be configured to decrypt the VM image prior to forming the
executable code from the image.

In some cases, a virtual SIM can be in one of four states: disabled, enabled, active, or
removed/deleted. A virtual SIM is said to be enabled if the data defining the software code
for implementing that virtual SIM has been properly installed on, and registered with, the
communication terminal and is available to be used to communicate with a network. A virtual

SIM is said to be disabled if the data defining the software code for implementing that virtual
8
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SIM has been properly installed on, and registered with, the communication terminal, but it is
not available to be used to communicate with a network. Once a virtual SIM is in the enabled
state it can be moved to the active state.

A virtual SIM is said to be in the active state if an instantiation of the virtual SIM has been
generated on the communication terminal. In other words, a virtual SIM is in the active state
if the software code for implementing that virtual SIM is currently running on the
communication terminal. Accordingly, the set of virtual SIMs that can be activated or
implemented by the communication terminal are those virtual SIMs that are in the active
state or the enabled state. A virtual SIM is said to be in the deleted state if it was installed on
the communication terminal, but it has since been removed or deleted. A virtual SIM may
only stay in the removed or deleted state for a short period of time (e.g. for enough time to
notify other components that the virtual SIM has been deleted). In some cases, a virtual SIM
can only be moved to the deleted state from the disabled state. In other words, a virtual SIM
cannot move directly from the enabled or active state to the deleted state.

While the communication terminal 100 of FIG. 1 comprises two virtual SIMs, it will be evident
to a person of skill in the art that the techniques and principles described herein may equally
be applied to communication terminals that can support more than two virtual SIMs.

In some cases, the communication terminal 100 may also comprise data that defines
software code for implementing other smart card applications. For example, in FIG. 1 the
communication terminal 100 also comprises data that defines a virtual mobile wallet. A
mobile wallet typically functions as a digital container for payment cards, tickets, loyalty cards
etc. and may form part of a solution that allows a user to make payments using Near Field
Communication (NFC) via a payment application 137. It will be evident to a person of skill in
the art that this is an example only and that the methods and techniques described herein
may be applied to communication terminals that support other UICC and smart card
applications. Like a virtual SIM, the virtual mobile wallet may be implemented by a VM and
thus the data defining the software code to implement the virtual mobile wallet may comprise
a VM image that comprises/defines a high-level operating system 132, infrastructure 134 and
one or more applications 136 that run on the high-level operating system 132 and
infrastructure 134.

The communication subsystem 108 is capable of communicating with a network (e.g. a
Global System for Mobile Communications (GSM) network) in accordance with a subscriber

identity (e.g. IMSI) relating to a virtual SIM enabled on the communication terminal 100. In
9
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some cases, the communication subsystem 108 may comprise a modem 138. As is known
to a person of skill in the art, a modem is a network device that both modulates and
demodulates analog carrier signals for encoding and decoding digital information for
processing. However, it will be evident to a person of skill in the art that this is an example
only and that the communication subsystem 100 may comprise additional and/or different
components to enable communication using a subscriber identity (e.g. IMSI).

The subscriber identity subsystem 110 acts as an interface between the virtual SIMs and the
communication subsystem 108 so as to enable each of the virtual SIMs to cooperate with the
communication subsystem 108 in accordance with its subscriber identity (e.g. IMSI). The
subscriber identity subsystem 110 is configured to manage the virtual SIMs and the data
related thereto and to automatically signal or notify the communication subsystem 108 when
there has been a change to the virtual SIMs that can be implemented or activated by the
communication terminal. For example, the subscriber identity subsystem 110 may be
configured to send a message to, or otherwise signal to, the communication subsystem 108
when it has detected that a virtual SIM has been installed and enabled on the communication
terminal, when it has detected that a virtual SIM has been removed, and/or when it has
detected that a virtual SIM has been disabled.

In some examples, the subscriber identity subsystem 110 may comprise an operating system
(OS) 140 for supporting the execution of the software code for implementing the virtual SIMs.
For example, the software code implementing the virtual SIMs may be run on top of the OS
140 of the subscriber identity subsystem 110. The OS 140 of the subscriber identity
subsystem 110 may be a low-level OS. As is known to those of skill in the art, a low-level
OS, compared to a high-level OS operates at a lower level of abstraction with respect to the
components of the system. The OS 140 of the subscriber identity subsystem 110 may be
configured to automatically signal the communication subsystem 108 when the OS 140 has
detected a change to the set of virtual SIMs that can be activated or implemented by the
communication terminal changes. In some cases, the OS 140 may be able to directly signal
the communication subsystem 108 (e.g. modem) when the OS has detected a change to the
set of virtual SIMs that can be activated or implemented by the communication terminal
changes. For example, in some cases the OS 140 of the subscriber identity subsystem 110
may be able to detect events related to the status of the virtual SIMs. In these cases, the
communication subsystem 108 (e.g. modem) may be able to subscribe to the OS 140 for
those events which causes the OS 140 to automatically send event messages to the
communication subsystem 108 (e.g. modem) when it detects one of the subscribed events.

10
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However, in other cases, the OS 140 may be able to signal the communication subsystem of
changes to the set of virtual SIMs that can be activated or implemented by the
communication terminal via another component such as, but not limited to, an image

manager.

For example, as shown in FIG. 1, where the software code for implementing a virtual SIM
implements a VM and the data defining the software code for implementing the virtual SIM is
stored as a VM image, the subscriber identity subsystem 110 may also comprise an image
manager 142 that is configured to manage the VM images stored in the memory 114 of the
communication terminal 100. In some cases, the image manager 142 may be implemented
as a hypervisor (which also may be referred to as a virtual machine monitor (VMM)). As is
known to those of skill in the art, a hypervisor is software that creates and runs VMs. The
computer on which a hypervisor runs a VM is the host machine and the VM is referred to as
the guest machine. The hypervisor presents the guest operating system (e.g. HLOS 1186,
118, 132) with a virtual operating platform.

Hypervisors are generally configured to detect, and log certain events related to the VMs that
they manage. Events that may be detected and logged may include when a new VM has
been installed, when an existing VM has been removed, when an existing VM has been
enabled (meaning it is ready to be activated or run), and/or when an existing VM has been
disabled (meaning it is not ready to be activated or run). In some cases, the hypervisor may
be configured to detect such VM events when it has been signalled by the low-level OS 140
that there has been a change in the set of virtual SIMs that can be activated or implemented
by the communication terminal. In other cases, the hypervisor may be configured to detect
such VM events in another manner. Where the hypervisor is configured to detect and log
such events the communication subsystem 108 may be configured to cause the hypervisor
to automatically notify it of any changes to the VMs installed on the communication terminal
by subscribing to events related to the status of the VMs that implement virtual SIMs.
Specifically, once the communication subsystem has subscribed to such events the
hypervisor automatically notifies the communication subsystem 108 of such events in the
form of an event notification or message. In this manner the interface between the
communication subsystem 108 and the subscriber identity subsystem 110 is said to be

event-driven.

In some cases, the subscriber identity subsystem supports an interface to other components
of the terminal. The subscriber identity subsystem may be configured to react to a message

11
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of a predetermined format received over that interface and specifying an identity of a
component of the terminal by storing the identity of that component and, subsequently,
automatically signalling that component when the set of virtual subscriber identity modules
capable of being implemented by the terminal changes. The communication subsystem may
be configured to transmit a message of the predetermined format to the subscriber identity
subsystem, wherein the message specifies an identity of the communication subsystem.

Reference is now made to FIG. 2 which illustrates an example timing diagram 200 which
illustrates example messages that may be communicated between the components of the
communication terminal 100 of FIG. 1. In this example, at 202 the first virtual SIM (“SIM 17)
is installed and activated on the communication terminal 100. Installing the first virtual SIM
may comprise securely transferring the data defining the software (e.g. a Profile Package) to
implement the first virtual SIM 102 (e.g. a VM image for the first virtual SIM) to memory in a
secure area of the communication terminal and if required verifying, decrypting and
registering the data with the subscriber identity subsystem 110. At 204 the second virtual
SIM (“SIM 2”) is installed and activated on the communication terminal 100. At 206 the
modem 138 subscribes to the low-level operating system 140 for status events related to the
virtual SIMs. At 208 the modem 138 sends a request to the low-level operating system 140
to activate the first virtual SIM (“SIM 17). In response, at 210 the first virtual SIM (“SIM 17) is
activated. As described above, activating a virtual SIM may comprise creating an
instantiation of the virtual SIM by executing the software code that defines the virtual SIM on
a processor of the communication terminal. At 212 the activated virtual SIM (“SIM 1”) is used
by the modem 138 to attach or connect to the network associated with the virtual SIM so that
the communication terminal can communicate over that network using the subscriber identity

associated with that virtual SIM.

At 214 the modem 138 sends a request to the low-level operating system 140 to activate the
second virtual SIM (“SIM 2”). This causes the low-level operating system 140 to activate the
second virtual SIM (“SIM 2”) at 216. It some cases this may also cause the low-level
operating system 140 to deactivate the second virtual SIM (“SIM 1”) at 218. As described
above, activating a virtual SIM may comprise creating an instantiation of the virtual SIM by
executing the software code that defines the virtual SIM on a processor of the
communication terminal. Deactivating a virtual SIM may comprise deleting the instantiation
of the virtual SIM by ceasing to run the software code that defines the virtual SIM. At 220
the activated SIM (“SIM 2”) is used by the modem 138 to attach or connect to the network

12
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associated with the virtual SIM so that the communication terminal can communication over

that network using the subscriber identity associated with that virtual SIM.

Now that the communication terminal has established connections with the networks
associated with the first and second virtual SIMs (“SIM 1” and “SIM 2”) the modem 138 wants
to ensure that the connections are only maintained while the virtual SIM cards related thereto
are enabled in the communication terminal. However, since the modem 138 has subscribed
to the low-level operating system 140 for virtual SIM status events the modem 138 does not
have to actively poll the low-level operating system 140 at 222, instead the modem 138 can
wait for event notifications from the low-level operating system 140. For example, when the
deletion or removal of the first virtual SIM (“SIM 1”) is initiated at 224 by for example, a user,
owner or mobile network operator, the low-level operating system 140 automatically sends
an event notification to the modem 138 at 226 notifying the modem 138 that the virtual SIM
has been deleted. In response to receiving the event notification, the modem 138 may
detach from the network associated with the first virtual SIM (“SIM 17) at 228.

Reference is now made to FIG. 3 which illustrates a second example communication
terminal 300 that is capable of implementing each of a set of multiple virtual SIMs by
executing software. The communication terminal 300 of FIG. 3, like the communication
terminal 100 of FIG. 1, comprises data defining software code for implementing a first virtual
SIM 102, data defining software code for implementing a second virtual SIM 104, data
defining software code for implementing a virtual mobile wallet 106, a communication
subsystem 108 and a subscriber identity subsystem 310. The data for the first and second
virtual SIMs 102, 104, the data for the virtual mobile wallet 106, and the communication
subsystem 108 operate in the same manner as described with respect to FIG. 1. However,
instead of the subscriber identity subsystem 310 comprising a single low-level operating
system over which instantiations of the first and second virtual SIMs are established, the
subscriber identity subsystem 310 of FIG. 3 comprises multiple operating systems wherein
each of the virtual SIMS are instantiated over separate low-level operating systems. For
example, in FIG. 3 the subscriber identity subsystem 310 comprises a first low-level
operating system (LLOS) 340 over which the instantiation of the first virtual SIM is
established, and a second low-level operating system (LLOS) 344 over which the
instantiations of the second virtual SIM and the virtual mobile wallet are established.

In this configuration each low-level operating system 340, 344 may be configured to signal to
the communication subsystem 108 (e.g. the modem 138) when there has been a change in
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the virtual SIMs associated with that low-level operating system. For example, the
communication subsystem (e.g. the modem) may be configured to subscribe to both of the
low-level operating systems 340, 344 for virtual SIM status events. The communication
subsystem 108 may then receive event notifications from both low-level operating systems
340, 344. Such a configuration may be suitable in cases where a single low-level operating
system cannot be used to support multiple virtual SIMs.

Reference is now made to FIG. 4 which illustrates an example method 400 of operating a
communication terminal (e.g. communication terminal 100 of FIG. 1 or communication
terminal 300 of FIG. 3) that is capable of implementing multiple virtual SIMs by executing
software. The method 400 begins at bock 402 where, in a communication subsystem of the
terminal (e.g. communication subsystem 108), the terminal communicates with a network
(e.g. GSM network) in accordance with a subscriber identity (e.g. IMSI) relating to a
cooperating one of the virtual SIMs. The method then proceeds to block 404 where, in a
subscriber identity subsystem of the terminal (e.g. subscriber identity subsystem 110 of FIG.
1 or subscriber identity subsystem 310 of FIG. 3) configured for interfacing between the
virtual SIMs and the communication subsystem so as to enable each of the virtual SIMs to
cooperate with the communication subsystem in accordance with its subscriber identity,
automatically signals the communication subsystem when the set of virtual subscriber
identity modules capable of being implemented by the terminal changes. As described
above, in some cases each virtual SIM may be in one of four states — disabled, enabled,
active and removed. In these cases, the subscriber identity subsystem may be configured to
determine that the set of virtual subscriber identity modules capable of being implemented by
the terminal changes if the state of a virtual SIM changes to the disabled or removed state, or
if the state of a virtual SIM changes to the active state, or if new virtual SIM is installed.

The method 400 of FIG. 4 may be implemented by the communication terminal 100 of FIG. 1
or the communication terminal 300 of FIG. 3.

The applicant hereby discloses in isolation each individual feature described herein and any
combination of two or more such features, to the extent that such features or combinations
are capable of being carried out based on the present specification as a whole in the light of
the common general knowledge of a person skilled in the art, irrespective of whether such
features or combinations of features solve any problems disclosed herein. In view of the
foregoing description it will be evident to a person skilled in the art that various modifications
may be made within the scope of the invention.
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CLAIMS

1. A communication terminal capable of implementing each of a set of multiple virtual
subscriber identity modules by executing software code, each virtual subscriber identity
module relating to a subscriber identity and being capable of participating in a data exchange
to authenticate that identity, the terminal comprising:

a communication subsystem for communicating with a network in accordance with a
subscriber identity relating to a cooperating one of the virtual subscriber identity modules;
and

a subscriber identity subsystem configured for interfacing between the virtual
subscriber identity modules and the communication subsystem so as to enable each of the
virtual subscriber identity modules to cooperate with the communication subsystem in
accordance with its subscriber identity; the subscriber identity subsystem being configured to
automatically signal the communication subsystem when the set of virtual subscriber identity
modules capable of being implemented by the terminal changes.

2. A communication terminal as claimed in claim 1, wherein the subscriber identity
subsystem comprises an operating system for supporting the execution of the software code
to implement the virtual subscriber identity modules, and the operating system is configured
to automatically signal the communication subsystem when the set of virtual subscriber
identity modules capable of being implemented by the terminal changes.

3. A communication terminal as claimed in claim 1 or 2, wherein:

the terminal comprises a memory;

data defining the software code for implementing each virtual subscriber identity
module of the set is stored as an image in the memory; and

the subscriber identity subsystem comprises an image manager for managing the set
of images stored in the memory.

4. A communication terminal as claimed in claim 3, wherein the terminal is configured to, in
order to implement one of the virtual subscriber identity modules:

retrieve from the memory the image for that virtual subscriber module;

prepare that image for execution by forming executable code; and

execute the executable code.
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5. A communication terminal as claimed in claim 4, wherein the step of preparing the image
for execution comprises decrypting the image to form the executable code.

6. A communication terminal as claimed in any of claims 3 to 5 as dependent on claim 2,
wherein the operating system is configured to automatically signal the communication
subsystem via the image manager when the set of virtual subscriber identity modules
capable of being implemented by the terminal changes.

7. A communication terminal as claimed in any of claims 3 to 6, wherein the image manager
is configured to automatically signal the communication subsystem when the set of virtual
subscriber identity modules capable of being implemented by the terminal changes.

8. A communication terminal as claimed in any preceding claim, wherein:

the subscriber identity subsystem supports an interface to other components of the
terminal; and

the subscriber identity subsystem is configured to react to a message of a
predetermined format received over that interface and specifying an identity of a component
of the terminal by storing the identity of that component and, subsequently, automatically
signalling that component when the set of virtual subscriber identity modules capable of
being implemented by the terminal changes.

9. A communication terminal as claimed in claim 8, wherein the communication subsystem
is configured to transmit a message of the predetermined format to the subscriber identity
subsystem, the message specifying an identity of the communication subsystem.

10. A communication terminal as claimed in any preceding claim, wherein the

communication subsystem comprises a modem.

11. A communication terminal as claimed in any preceding claim, wherein the
communication subsystem is configured to cooperate with a virtual subscriber module
defining that identity for the establishment of that session during the performance of a
communication session associated with a subscriber identity and not subsequently.

12. A communication terminal as claimed in any preceding claim, wherein the subscriber

identity subsystem is configured to automatically signal the communication subsystem in the
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form of an event when the set of virtual subscriber identity modules capable of being
implemented by the terminal changes.

13. A communication terminal as claimed in any preceding claim, wherein the terminal
comprises a processor for executing the software code for implementing each virtual

subscriber module.

14. A communication terminal as claimed in any preceding claim, wherein the terminal

stores in non-transient form data defining each virtual subscriber identity module.

15. A communication terminal as claimed in any preceding claim, wherein each virtual
subscriber identity module is capable of generating security keys for a communication

session.

16. A method for operating a communication terminal capable of implementing each of a set
of multiple virtual subscriber identity modules by executing software code, each virtual
subscriber identity module relating to a subscriber identity and being capable of participating
in a data exchange to authenticate that identity, the method comprising:

in @ communication subsystem of the terminal, communicating with a network in
accordance with a subscriber identity relating to a cooperating one of the virtual subscriber
identity modules; and

in a subscriber identity subsystem of the terminal configured for interfacing between
the virtual subscriber identity modules and the communication subsystem so as to enable
each of the virtual subscriber identity modules to cooperate with the communication
subsystem in accordance with its subscriber identity automatically signalling the
communication subsystem when the set of virtual subscriber identity modules capable of
being implemented by the terminal changes.

17. A computer readable storage medium having stored thereon computer readable

instructions that, when executed at a computer system, cause the computer system to
perform the method of claim 16.
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