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(57) ABSTRACT

A centralized Internet of Things (IoT) manager of an IoT
system is configured generate and deploy a data pipeline
application to an edge system. The centralized loT manager
is configured to receive a request for a data category and
identification of a data transformation function, identify a
data source of the loT system belonging to the data category,
and identify an edge system of the IoT system associated
with the data source. The centralized IoT manger is further
configured to generate a containerized data pipeline appli-
cation based on a configuration of the edge system that is
configured apply the data transformation function to input
data to provide transformed data, and provide the contain-
erized data pipeline application to the edge system.
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APPARATUSES AND METHODS FOR EDGE
COMPUTING APPLICATION DEPLOYMENT
IN AN IOT SYSTEM

CROSS REFERENCE TO RELATED
APPLICATION(S)

[0001] This application claims priority to provisional
application No. 62/870,416 filed Jul. 3, 2019, which appli-
cation is hereby incorporated by reference in its entirety for
any purpose.

BACKGROUND

[0002] Internet of Things (IoT) systems are increasing in
popularity. Generally, IoT systems utilize a number of edge
devices. Edge devices may generally refer to computing
systems deployed about an environment (which may be a
wide geographic area in some examples). The edge devices
may include computers, servers, clusters, sensors, appli-
ances, vehicles, communication devices, etc. Edge devices
may obtain data (including sensor data, voice data, image
data, and/or video data, etc.). While edge devices may
provide some processing of the data at the edge device, in
some examples edge devices may be connected to a cen-
tralized analytics system (e.g., in a cloud or other hosted
environment). The centralized analytics system, which may
itself be implemented by one or more computing systems,
may further process data received from edge devices by
processing data received by individual edge devices and/or
by processing combinations of data received from multiple
edge devices.

[0003] Within an Internet of Things (IoT) computing
environment, real-time data analytics computations at edge
systems of an loT system can be complex due to the
distributed nature of edge system computing and diversity in
methods and protocols for ingesting, processing, and com-
municating information back to a data cloud. That is, edge
systems may be deployed over a wide geographic area, and
diversity among the edge systems may make deployment of
applications to retrieve and consume edge data across mul-
tiple edge systems of the IoT system difficult.

[0004] As the number of edge systems advantageously
increases, it may become increasingly complicated to
account for the disparate data types and acquisition methods
employed by edge devices, the variety of analytical opera-
tions capable of being performed by the centralized analytics
system, and/or the immense flow of data between the edge
devices and the analytics system.

BRIEF DESCRIPTION OF THE DRAWINGS

[0005] FIG. 1 is a block diagram of an Internet of Things
system, in accordance with an embodiment of the present
disclosure.

[0006] FIG. 2 is a block diagram of an edge computing
system of an [oT system, in accordance with an embodiment
of the present disclosure.

[0007] FIG. 3 is a block diagram of a distributed comput-
ing system, in accordance with an embodiment of the
present disclosure.

[0008] FIG. 4 is a sequence diagram to deploy a data

pipeline, in accordance with an embodiment of the present
disclosure.
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[0009] FIG. 5 is a block diagram of an edge computing
device with an edge stack that includes a data pipeline, in
accordance with an embodiment of the present disclosure.

[0010] FIG. 6 is a block diagram illustrating a data pipe-
line of an edge system, in accordance with an embodiment
of the present disclosure.

[0011] FIG. 7 is a block diagram illustrating multiple data
pipelines of an edge system, in accordance with an embodi-
ment of the present disclosure.

[0012] FIG. 8 is a flow diagram of a method to generate
and deploy a containerized data pipeline application in an
IoT system, in accordance with an embodiment of the
present disclosure.

[0013] FIG.9 is a block diagram of components of an edge
system or computing in accordance with an embodiment of
the present disclosure.

DETAILED DESCRIPTION

[0014] Examples described herein include a centralized
Internet of Things (IoT) manager of an IoT system config-
ured to manage deployment of data pipelines to edge sys-
tems for computing within an IoT system via a control plane.
Data pipelines are applications that are constructed using a
group of containers that each perform various functions
within the data pipeline (e.g., subscriber, data processor,
publisher, connectors that transform data for consumption
by another container within the application, etc.) to trans-
form or process input data to provide output data. Each data
pipeline may be formed in a respective “sandbox” and
include a group of containers that communicate with each
other via a virtual intra-“sandbox” network (e.g., a pod). The
centralized IoT manager may reside in the cloud (e.g., a
remote computing system), and may selectively deploy or
provide respective data pipelines to edge systems (e.g., or
devices, sensors, computers, host machines, nodes, clusters,
etc.) that are close to data sources (e.g., sensors, input
devices, output devices, etc.) providing the source data that
generates events relevant to the respective data pipeline. In
response to receipt of a data pipeline, an edge system may
be configured to determine whether to deploy the data
pipeline for use based on whether relevant data sources
and/or other relevant input data for the data pipeline are
available to the edge system. In response to receipt of a
request for a data pipeline related to a category or some other
sensor attribute (e.g., all cameras facing a particular direc-
tion or on a particular floor), the centralized IoT manager
may identify data sensors within the category and edge
systems associated with the identified data sources, and may
construct or build a data pipeline application (e.g., serverless
code) to be deployed to the identified edge systems. Cat-
egories or attributes of sensors may include sensor type (e.g.,
video, audio, temperature, etc.) physical location, coverage
area, etc.). A sensor may belong to more than one category
or have more than one attribute. In some examples, the
definition of stages of a constructed data pipeline application
may be described using a user interface or representational
state transfer (REST) API, with data ingestion and move-
ment handled by connector or transform components built
into the data pipeline.

[0015] In this manner, a large number of edge systems
may readily be configured with only the necessary data
pipelines. For example, individual edge systems may sub-
scribe to or otherwise associate with specific categories. On
connection to a centralized loT manager, the centralized loT
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manager can push serverless code to designated edge sys-
tems which may be specific to architecture of each edge
system and establish only those data pipelines on a particular
edge system that are needed to support the categories in use
at the edge system. This may reduce the resources necessary
at the edge system (e.g., the edge system need not support
ALL data pipelines, and the edge system may nonetheless be
automatically configured with serverless code).

[0016] Various embodiments of the present disclosure will
be explained below in detail with reference to the accom-
panying drawings. The detailed description includes suffi-
cient detail to enable those skilled in the art to practice the
embodiments of the disclosure. Other embodiments may be
utilized, and structural, logical and electrical changes may
be made without departing from the scope of the present
disclosure. The various embodiments disclosed herein are
not necessary mutually exclusive, as some disclosed
embodiments can be combined with one or more other
disclosed embodiments to form new embodiments.

[0017] FIG. 1 is a block diagram of an Internet of Things
(IoT) system 100, in accordance with an embodiment of the
present disclosure. The IoT system 100 may include one or
more of any of edge cluster(s) 110 coupled to respective data
source(s) 120, edge device(s) 112 coupled to respective data
source(s) 122, a server/cluster 114 coupled to respective data
source(s) 124 and configured to host one or more edge
virtual machines VM(s) 115. The IoT system 100 may
further include a central IoT computing system 140 coupled
to the one or more of the edge cluster(s) 110, the edge
device(s) 112, and/or the edge VM(s) 115 hosted on the
server/cluster 114 via a network 130 to manage configura-
tion and operation of the IoT system 100. The IoT system
100 may further include a data computing system 150
coupled to the network 130 to configured to receive, store,
process, etc., data received from the one or more of the edge
cluster(s) 110, the edge device(s) 112, and/or the server/
cluster 114 via a network 130.

[0018] The network 130 may include any type of network
capable of routing data transmissions from one network
device (e.g., the edge cluster(s) 110, the edge device(s) 112,
the server/cluster 114, a computing node of the central IoT
computing system 140, and/or a computing node of the data
computing system 150) to another. For example, the network
130 may include a local area network (LAN), wide area
network (WAN), intranet, or a combination thereof. The
network 130 may include a wired network, a wireless
network, or a combination thereof.

[0019] The IoT system 100 may include one or more types
of edge systems selected from any combination of the edge
cluster(s) 110, the edge device(s) 112, and/or the edge VM(s)
115 hosted on the server/cluster 114. Each of the edge
cluster(s) (e.g., or tenants) 110 may include a respective
cluster of edge nodes or devices that are configured to host
a respective edge stack 111. The edge stack 111 may be
distributed across multiple edge nodes, devices, or VMs of
a respective one of the edge cluster(s) 110, in some
examples. Each of the edge device(s) 112 may be configured
to host a respective edge stack 113. Each of the edge VM(s)
115 may be configured to host a respective edge stack 116.
In some examples, the server/cluster 114 may be included as
part of the central loT computing system 140 or the data
computing system 150. For clarity, “edge system” may refer
to any of the edge cluster(s) 110, the edge device(s) 112,
and/or the edge VM(s) 115 hosted on the server/cluster 114.
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The edge stacks (e.g., any of the edge stack 111, the edge
stack 113, and/or the edge stack 116) may include software
configured to operate the respective edge system in com-
munication between one or more of the respective data
sources (e.g., the data source(s) 120, the data source(s) 122,
and/or the data source(s) 124). The software may include
instructions that are stored on a computer readable medium
(e.g., memory, disks, etc. that is executable by one or more
processor units (e.g., central processor units (CPUs), graphic
processor units (GPUs), tensor processing units (TPUs),
hardware accelerators, video processing units (VPUs), etc.)
to perform functions, methods, etc., described herein.
[0020] The data source(s) 120, the data source(s) 122, and
the data source(s) 124 (“data sources™) may each include
one or more devices configured to receive and/or generate
respective source data. The data sources may include sensors
(e.g., electrical, temperature, matter flow, movement, posi-
tion, biometric data, or any other type of sensor), cameras,
transducers, any type of RF receiver, or any other type of
device configured to receive and/or generate source data.
[0021] Each of the edge stacks may include one or more
data pipelines and/or applications. In some examples, some
data pipelines and/or applications may be configured to
receive and process/transform source data from one or more
of the data sources. In some examples, two or more data
pipelines may be concatenated together such that one data
pipeline receives and processes/transforms data output from
another data pipeline. In some examples, a data pipeline may
span across multiple edge systems. Each of the one or more
data pipelines and/or applications may be configured to
process respective received data based on respective algo-
rithms or functions to provide transformed data. In some
examples, the respective algorithms or functions may
include machine learning (ML) or artificial intelligence (AI)
algorithms, or any other user-specified or defined function or
algorithm.

[0022] The data pipelines can be constructed using com-
puting primitives and building blocks, such as VMs, con-
tainers, processes, or any combination thereof. In some
examples, the data pipelines may be constructed using a
group of containers (e.g., a pod) that each perform various
functions within the data pipeline (e.g., subscriber, data
processor, publisher, connectors that transform data for
consumption by another container within the application or
pod, etc.) to consume, transform, and produce messages or
data. In some examples, the definition of stages of a con-
structed data pipeline application may be described using a
user interface or REST API, with data ingestion and move-
ment handled by connector components built into the data
pipeline. Thus, data may be passed between containers of a
data pipeline using API calls. Constructing data pipelines
using data primitives and building blocks may reduce down-
time impact of deployment and updates as compared with
hard-coding a data pipeline in an application without explic-
itly separating ingest, processing, and data movement.
[0023] In some examples, the edge systems may cause
transformed data from a data pipeline or an application of
the one or more data pipelines or applications of the edge
stacks to be provided to a respective data plane as edge data,
such as the data plane 152 of the data computing system 150,
using respective data plane communication interfaces,
including application programming interfaces (APIs). The
data computing system 150 may be a dedicated computing
system, or may include a centralized analytics system hosted
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on a network of remote servers that are configured to store,
manage, and process data (e.g., cloud computing system).
[0024] The one or more data pipelines or applications of
the edge stacks may be implemented using a containerized
architecture that is managed via a container orchestrator. The
data pipelines and/or applications communicate using appli-
cation programming interface (API) calls, in some
examples.

[0025] The centralized IoT manager 142 hosted on the
central IoT computing system 140 may be configured to
centrally manage configuration of each of the edge systems
and data sources via a central control plane. The central [oT
computing system 140 may include one or more computing
nodes configured to host the centralized loT manager 142. In
some examples, the centralized IoT manager 142 may be
distributed across a cluster of computing nodes of the central
IoT computing system 140.

[0026] In some examples, the centralized IoT manager
142 may be configured to manage, for each of the edge
systems, network configuration and security protocols,
installed software (e.g., including data pipelines and appli-
cations), connected data source(s) (e.g., including type,
category, identifiers, data communication protocols, etc.),
connected data plane(s), communication between the edge
systems and users, etc. The centralized IoT manager 142
may maintain configuration information for each of the edge
systems, data sources, associated users, including hardware
configuration information, installed software version infor-
mation, connected data source information (e.g., including
type, category, identifier, etc.), associated data planes, cur-
rent operational status, authentication credentials and/or
keys, etc.

[0027] The centralized IoT manager 142 may be config-
ured to generate (e.g., build, construct, update, etc.) and
distribute data pipelines and applications to selected edge
systems based on the configuration maintained for each edge
system. In some examples, the centralized loT manager 142
may facilitate creation of one or more project constructs and
may facilitate association of a respective one or more edge
systems with a particular project construct (e.g., in response
to user input and/or in response to criteria or metadata of the
particular project). Each edge systems may be associated
with no project constructs, one project construct, or more
than one project construct. A project construct may be
associated with any number of edge systems. When a data
pipeline is created, the centralized IoT manager 142 may
assign the data pipeline to or associate the data pipeline with
a respective one or more project constructs. In response to
the assignment to or association with the respective one or
more project constructs, the centralized IoT manager 142
may deploy the data pipeline to each edge system associated
with the respective one or more project constructs.

[0028] For example, in response to a request for a new
data pipeline associated with a particular type or category of
data sources and/or a project construct, the centralized loT
manager 142 may identify data sources having the particular
type or category (e.g., or attribute), and/or may identify
respective edge systems are connected to the identified data
sources of the particular type or category and/or are asso-
ciated with the particular project construct. For each iden-
tified edge system, the centralized IoT manager 142 may
generate a respective version of the application or data
pipeline based on respective hardware configuration infor-
mation for the edge system. That is, the centralized IoT
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manager 142 may independently generate the applications
and data pipelines to efficiently operate according to the
specific hardware configuration of each edge system.
[0029] In response to receipt of a data pipeline, an edge
system may be configured to determine whether to deploy
the data pipeline for use based on whether relevant data
sources and/or other relevant input data for the data pipeline
are available to the edge system. Edge data may be provided
from the edge systems to one or more respective data planes,
such as the data plane 152 of the data cloud computing
system 150, users, or other edge systems via the network
130. In some examples, the edge data may include some or
all of the source data from one or more of the data sources,
processed source data, data derived from the source data,
combined source data, or any combination thereof. The data
plane 152 may be configured to store the edge data, process
the edge data, provide access to the edge data to clients, etc.
The data computing system 150 may include one or more
cloud platforms that includes a plurality of computing nodes
configured to host one or more versions of the data plane
152.

[0030] In operation, the IoT system 100 may include any
number and combination of data sources selected from the
data source(s) 120, the data source(s) 122, and the data
source(s) 124 that are each configured to provide respective
source data. The data sources of the loT system 100 may
collectively span any type of geographic area (e.g., across
continents, countries, states, cities, counties, facilities, build-
ings, floors, rooms, systems, units, or any combination
thereof). The number of data sources may range in the tens,
hundreds, thousands, or more. The data sources may include
sensors (e.g., electrical, temperature, matter flow, move-
ment, position, biometric data, or any other type of sensor),
cameras, transducers, any type of RF receiver, or any other
type of device configured to receive and/or generate source
data.

[0031] Rather than each of the data sources independently
sending all source data directly to a data plane or user, the
IoT system 100 may include any number and combination of
edge systems selected from any combination of the edge
cluster(s) 110, the edge device(s) 112, and/or the edge VM(s)
115 hosted on the server/cluster 114 that are proximately
located with and connected to respective data sources and
are each configured to receive and select/process/transform
the source data that is provided to the data plane or user. The
edge systems within the IoT system 100 may include
homogenous hardware and software architectures, in some
examples. In other examples, the edge systems have a wide
array of hardware and software architecture and capabilities.
Each of the edge systems may be connected to a respective
subset of data sources, and may host respective data pipe-
lines and applications (e.g., included in the edge stacks, such
as the edge stack 111, edge stack 113, or edge stack 116) that
are configured to process source data from a respective one
or more of the connected data sources and/or transformed
data from other applications and/or data pipelines.

[0032] Each of the one or more data pipelines and/or
applications may be configured to process and/or distribute
respective transformed data based on received source data
(e.g., or other edge data) using respective algorithms or
functions. In some examples, the respective algorithms or
functions may include machine learning (ML) or artificial
intelligence (A) algorithms. In some examples, the algo-
rithms or functions may include any other user-specified or
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defined function to process/transform/select/etc. received
data. In some examples, an edge system may provide the
transformed data from a data pipeline or an application of
the one or more data pipelines or applications of the edge
stacks to a respective destination data plane, such as the data
plane 152 of the data computing system 150 as edge data. In
some examples, the edge systems may be configured to
share edge data with other edge systems. The one or more
data pipelines or applications of the edge stacks may be
implemented using a containerized architecture that is man-
aged via a container orchestrator. The data pipelines and/or
applications communicate using application programming
interface (API) calls, in some examples.

[0033] The centralized IoT manager 142 hosted on the
central IoT computing system 140 may be configured to
centrally manage configuration of each of the edge systems
and data sources. In some examples, the centralized loT
manager 142 may be configured to manage, for each of the
edge systems, data sources, and/or users, network configu-
ration and security protocols, installed software (e.g., includ-
ing data pipelines and applications), connected data source
(s) (e.g., including type, category, identifiers, data
communication protocols, etc.), connected data plane(s), etc.
The centralized loT manager 142 may maintain configura-
tion information for each of the edge systems, data sources,
associated users, including hardware configuration informa-
tion, installed software version information, connected data
source information (e.g., including type, category, identifier,
etc.), associated data planes, current operational status,
authentication credentials and/or keys, etc.

[0034] The centralized IoT manager 142 may be config-
ured to generate or update and distribute data pipelines and
applications to selected edge systems based on the configu-
ration maintained for each edge system. For example, in
response to a request for a new data pipeline or application
associated with a particular type or category of data sources,
the centralized IoT manager 142 may identify data sources
having the particular type or category, and identify respec-
tive edge systems are connected to the identified data
sources of the particular type or category. For each identified
edge system, the centralized loT manager 142 may generate
a respective version of the application or data pipeline based
on respective hardware configuration information for the
edge system. That is, the centralized IoT manager 142 may
independently generate the applications and data pipelines to
efficiently operate according to the specific hardware con-
figuration of each edge system. The data pipelines may be
constructed using a group of containers (e.g., a pod) each
configured to perform various functions within the data
pipeline (e.g., subscriber, data processor, publisher, connec-
tors that transform data for consumption by another con-
tainer within the application or pod, etc.). In some examples,
the centralized loT manager 142 may be configured to define
stages of a constructed data pipeline application using a user
interface or representational state transfer (REST) API, with
data ingestion and movement handled by the connector
components built into the data pipeline.

[0035] Thus, each data pipeline may include one or more
of connector containers configured to pass data into the data
pipeline (e.g., subscriber containers), pass data out from the
data pipeline (e.g., publisher containers), or transform data
for processing or output (e.g., transformation containers).
For example, the transformation containers may be config-
ured to transform data using a particular runtime environ-
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ment (e.g., Python, Java, etc.) to apply a respective function
or algorithm to received source data to provide the trans-
formed data. The functions or algorithms may include any
type of function or algorithm, such as video processing,
video encoding, image processing, event detection, alerting,
any other function or algorithm, or any combination thereof.
Each of the data pipelines may further include processor
containers that are configured to manage messaging between
connector and transformation containers.

[0036] The edge systems may provide the edge data to one
or more respective data planes, such as the data plane 152 of
the data computing system 150, via the network 130. In
some examples, the edge stacks may be configured to
implement respective data plane communication interfaces,
including application programming interfaces (APIs), to
communicate with the one or more data planes. The data
plane 152 may be configured to store the edge data, process
the edge data, aggregate the edge data across the loT system
100, provide access to the edge data to clients, or any
combination thereof. The edge data received and processed
at the data plane 152 may provide insight into events, trends,
health, etc., of the IoT system 100 based in data captured by
the data sources.

[0037] FIG. 2 is a block diagram of an edge computing
system 200 of'an IoT system, in accordance with an embodi-
ment of the present disclosure. The edge computing system
200 may include an edge device/cluster/VM (edge system)
210 configured to host an edge stack 211 and storage 280.
Any of the edge cluster(s) 110, the edge device(s) 112,
and/or the edge VM(s) 115 of FIG. 1 may implement a
respective version of the edge system 210. Any of the edge
stack 111, the edge stack 113, and/or the edge stack 116 of
FIG. 1 may implement some or all of the edge stack 211.
[0038] In some examples, the edge system 210 may
include a respective cluster of computing nodes or devices
that are configured to host a respective edge stack 211, with
the edge stack 211 distributed across multiple computing
nodes, devices, or VMs of the edge system 210. In some
examples, the edge system 210 may be a single computing
device configured to host the edge stack 211. In some
examples, the edge system 210 may include a VM hosted on
a server (e.g., or other host machine) that is configured to
host the edge stack 211.

[0039] The storage 280 may be configured to store edge
stack data 281, such as software images, binaries and
libraries, metadata, etc., to be used by the edge system 210
to load and execute the edge stack. In some examples, the
edge stack data 281 includes instructions that when executed
by a process or the edge system 210, causes the edge system
to perform functions described herein. The storage may
include local storage (solid state drives (SSDs), hard disk
drives (HDDs), flash or other non-volatile memory, volatile
memory, or any combination thereof), cloud storage, net-
worked storage, or any combination thereof.

[0040] The edge stack 211 includes a package hosted on a
physical layer of the edge system 210 to facilitate commu-
nication with one or more data source(s) 220, other edge
systems, a centralized IoT manager (e.g., the centralized loT
manager 142 of FIG. 1) via a control plane, and/or a data
plane (e.g., the data plane 152 of FIG. 1). The data source(s)
220 may each include one or more devices configured to
receive and/or generate respective source data. The data
source(s) 220 may include sensors (e.g., electrical, tempera-
ture, matter flow, movement, position, biometric data, or any
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other type of sensor), cameras, transducers, any type of RF
receiver, or any other type of device configured to receive
and/or generate source data.

[0041] The edge stack 211 may host an underlying oper-
ating system 260 configured to interface the physical layer
of the edge system 210. In some examples, a controller 266,
an edge manager 267, a container orchestrator 262, and a
configuration server 265 may run on the operating system
260. In some examples, the edge stack 211 may include a
bare metal implementation that runs the operating system
260 directly on the physical layer. In other examples, the
edge stack 211 may include a virtualized implementation
with a hypervisor running on the physical layer and the
operating system 260 running on the hypervisor.

[0042] The container orchestrator 262 may be configured
to manage a containerized architecture of one or more
applications 263 and/or one or more data pipelines 264. In
some examples, the container orchestrator 262 may include
Kubernetes® container orchestration software.

[0043] The edge manager 267 may communicate with the
centralized IoT manager via the control plane to receive
network configuration and communication information, data
plane information, software packages for installation (e.g.,
including the applications 263 and the data pipelines 264),
data source connectivity information, etc. In some examples,
the edge manager 267 may also be configured to provide
configuration and status information to the centralized IoT
manager, including status information associated with one or
more of the data source(s) 220.

[0044] In response to information received from the cen-
tralized IoT manager, the edge manager 267 may be con-
figured to provide instructions to the controller 266 to
manage the applications 263 and/or the data pipelines 264,
which may include causing installation or upgrading of one
of'the applications 263 and/or the data pipelines 264, remov-
ing one of the applications 263 and/or the data pipelines 264,
starting or stopping new instances of the applications 263 or
the data pipelines 264, allocating hardware resources to each
of the applications 263 and/or the data pipelines 264, or any
combination thereof. The edge stack data 281 may include
application and data pipeline data 282 that includes data
specific to the respective applications 263 and/or the data
pipelines 264 to facilitate execution.

[0045] As previously described, the applications 263 and
the data pipelines 264 may be implemented using a con-
tainerized architecture to receive source data from one or
more of the data source(s) 220 (e.g., or from others of the
applications 263 and/or the data pipelines 264) and to
provide respective transformed data at an output by applying
a respective function or algorithm to the received source
data. In some examples, the respective algorithms or func-
tions may include machine learning (ML) or artificial intel-
ligence (Al) algorithms or any other user-specified or
defined function or algorithm. In some examples, the appli-
cations 263 and the data pipelines 264 may be constructed
from other computing primitives and building blocks, such
as VMs, processes, etc., or any combination of containers,
VMs, processes, etc. The applications 263 and data pipelines
264 may each be formed in a respective “sandbox” and may
include a group of containers that communicate with each
other via a virtual intra-“sandbox” network (e.g., a pod).
[0046] In some examples, the data pipelines 264 may be
constructed using a group of containers (e.g., a pod) that
each perform various functions within the data pipeline 264
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(e.g., subscriber, data processor, publisher, connectors that
transform data for consumption by another container within
the application or pod, etc.) In some examples, the definition
of stages of a constructed data pipeline 264 application may
be described using a user interface or REST API, with data
ingestion and movement handled by connector components
built into the data pipeline. Thus, data may be passed
between containers of a data pipeline 264 using API calls.

[0047] In some examples, the applications 263 and/or the
data pipelines 264 may cause the edge data to be provided
to a respective destination data plane (e.g., such as the data
plane 152 of FIG. 1) or to another edge device via the edge
manager 267.

[0048] In some examples, the configuration server 265
may be configured to bootstrap the edge stack 211 for
connection to a central control plane (e.g., to communicate
with the centralized loT manager) during initial deployment
of the edge system 210.

[0049] In operation, the edge stack 211 hosted on the edge
system 210 may control operation of the edge system 210
with an IoT system to facilitate communication with one or
more data source(s) 220 and/or a data plane based on
instructions provided from a centralized loT manager via a
control plane. The edge manager 267 of the edge stack 211
may communicate with the centralized IoT manager via the
control plane to send configuration and/or status information
(e.g., of the edge system 210 and/or one or more of the data
source(s) 220) and/or to receive network configuration and
communication information, data plane information, soft-
ware packages for installation (e.g., including the applica-
tions 263 and the data pipelines 264), data source connec-
tivity information, etc. In response to information received
from the centralized IoT manager, the edge manager 267
may be configured to provide instructions to the controller
266 to manage the applications 263 and/or the data pipelines
264, which may include causing installation or upgrading of
one of the applications 263 and/or the data pipelines 264,
removing one of the applications 263 and/or the data pipe-
lines 264, starting or stopping new instances of the appli-
cations 263 or the data pipelines 264, allocating hardware
resources to each of the applications 263 and/or the data
pipelines 264, storing data in and/or retrieving data from the
edge stack data 281 and/or the application and data pipeline
data 282 of the storage 280, or any combination thereof.

[0050] The applications 263 and the data pipelines 264
may receive source data from one or more of the data
source(s) 220 (e.g., or from others of the applications 263
and/or the data pipelines 264) and to provide respective
transformed data at an output by applying a respective
function or algorithm to the received source data. In some
examples, the respective algorithms or functions may
include machine learning (ML) or artificial intelligence (AI)
algorithms. In some examples, the applications 263 and/or
the data pipelines 264 may cause the received and/or pro-
cessed source data to be provided to a respective destination
data plane (e.g., such as the data plane 152 of FIG. 1) via the
configuration server 265. In some examples, the applications
263 and/or the data pipelines 264 may be implemented using
a containerized architecture deployed and managed by the
container orchestrator 262. Thus, the container orchestrator
262 may deploy, start, stop, and manage communication
with the applications 263 and/or the data pipelines 264
within the edge stack 211.
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[0051] The edge stack 211 may interface with one or more
respective data planes (e.g., or other edge systems) to send
data from and receive data at the edge system 210 using
respective data plane communication interfaces, including
APIs. Thus, the edge stack 211 may route transformed data
from the applications 263 and/or the data pipelines 264 to a
data plane (e.g., or another edge system) as edge data.

[0052] FIG. 3 is a block diagram of a distributed comput-
ing system 300, in accordance with an embodiment of the
present disclosure. The distributed computing system 300
generally includes computing nodes (e.g., host machines,
servers, computers, nodes, etc.) 304(1)-(N) and storage 370
connected to a network 380. While FIG. 3 depicts three
computing nodes, the distributed computing system 300
may include two or more than three computing nodes
without departing from the scope of the disclosure. The
network 380 may be any type of network capable of routing
data transmissions from one network device (e.g., comput-
ing nodes 304(1)-(N) and the storage 370) to another. For
example, the network 380 may be a local area network
(LAN), wide area network (WAN), intranet, Internet, or any
combination thereof. The network 380 may be a wired
network, a wireless network, or a combination thereof. The
central IoT computing system 140 of FIG. 1 may be con-
figured to implement the distributed computing system 300,
in some examples.

[0053] The storage 370 may include respective local stor-
age 306(1)-(N), cloud storage 350, and networked storage
360. Each of the respective local storage 306(1)-(N) may
include one or more solid state drive (SSD) devices 340(1)-
(N) and one or more hard disk drives (HDD)) devices
342(1)-(N). Each of the respective local storage 306(1)-(N)
may be directly coupled to, included in, and/or accessible by
a respective one of the computing nodes 304(1)-(N) without
communicating via the network 380. The cloud storage 350
may include one or more storage servers that may be stored
remotely to the computing nodes 304(1)-(N) and may be
accessed via the network 380. The cloud storage 350 may
generally include any type of storage device, such as HDDs,
SSDs, optical drives, etc. The networked storage (or net-
work-accessed storage) 360 may include one or more stor-
age devices coupled to and accessed via the network 380.
The networked storage 360 may generally include any type
of storage device, such as HDDs, SSDs, optical drives, etc.
In various embodiments, the networked storage 360 may be
a storage area network (SAN).

[0054] Each of the computing nodes 304(1)-(N) may
include a computing device configured to host a respective
hypervisor 310(1)-(N), a respective controller virtual
machine (CVM) 322(1)-(N), respective user (or guest) vir-
tual machines (VMs) 330(1)-(N), and respective containers
332(1)-(N). For example, each of the computing nodes
304(1)-(N) may be or include a server computer, a laptop
computer, a desktop computer, a tablet computer, a smart
phone, any other type of computing device, or any combi-
nation thereof. Each of the computing nodes 304(1)-(N) may
include one or more physical computing components, such
as one or more processor units, respective local memory
344(1)-(N) (e.g., cache memory, dynamic random-access
memory (DRAM), non-volatile memory (e.g., flash
memory), or combinations thereof), the respective local
storage 306(1)-(N), ports (not shown) to connect to periph-
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eral input/output (I/O) devices (e.g., touchscreens, displays,
speakers, keyboards, mice, cameras, microphones, environ-
mental sensors, etc.).

[0055] Each of the user VMs 330(1)-(N) hosted on the
respective computing node includes at least one application
and everything the user VM needs to execute (e.g., run) the
at least one application (e.g., system binaries, libraries, etc.).
Each of the user VMs 330(1)-(N) may generally be config-
ured to execute any type and/or number of applications, such
as those requested, specified, or desired by a user. Each of
the user VMs 330(1)-(N) further includes a respective vir-
tualized hardware stack (e.g., virtualized network adaptors,
virtual local storage, virtual memory, processor units, etc.).
To manage the respective virtualized hardware stack, each of
the user VMs 330(1)-(N) is further configured to host a
respective operating system (e.g., Windows®, Linux®,
etc.). The respective virtualized hardware stack configured
for each of the user VMs 330(1)-(N) may be defined based
on available physical resources (e.g., processor units, the
local memory 344(1)-(N), the local storage 306(1)-(N), etc.).
That is, physical resources associated with a computing
node may be divided between (e.g., shared among) compo-
nents hosted on the computing node (e.g., the hypervisor
310(1)-(N), the CVM 322(1)-(N), other user VMs 330(1)-
(N), the containers 332(1)-(N), etc.), and the respective
virtualized hardware stack configured for each of the user
VMs 330(1)-(N) may reflect the physical resources being
allocated to the user VM. Thus, the user VMs 330(1)-(N)
may isolate an execution environment my packaging both
the user space (e.g., application(s), system binaries and
libraries, etc.) and the kernel and/or hardware (e.g., managed
by an operating system). While FIG. 3 depicts the computing
nodes 304(1)-(N) each having multiple user VMs 330(1)-
(N), a given computing node may host no user VMs or may
host any number of user VMs.

[0056] Rather than providing hardware virtualization like
the user VMs 330(1)-(N), the respective containers 332(1)-
N) may each provide operating system level virtualization.
Thus, each of the respective containers 332(1)-(N) is con-
figured to isolate the user space execution environment (e.g.,
at least one application and everything the container needs
to execute (e.g., run) the at least one application (e.g., system
binaries, libraries, etc.)) without requiring a hypervisor to
manage hardware. Individual ones of the containers 332(1)-
(N) may generally be provided to execute any type and/or
number of applications, such as those requested, specified,
or desired by a user. Two or more of the respective contain-
ers 332(1)-(N) may run on a shared operating system, such
as an operating system of any of the hypervisor 310(1)-(N),
the CVM 322(1)-(N), or other user VMs 330(1)-(N). In
some examples, an interface engine may be installed to
communicate between a container and an underlying oper-
ating system. While FIG. 3 depicts the computing nodes
304(1)-(N) each having multiple containers 332(1)-(N), a
given computing node may host no containers or may host
any number of containers.

[0057] Each of the hypervisors 310(1)-(N) may include
any type of hypervisor. For example, each of the hypervisors
310(1)-(N) may include an ESX, an ESX(i), a Hyper-V, a
KVM, or any other type of hypervisor. Each of the hyper-
visors 310(1)-(N) may manage the allocation of physical
resources (e.g., physical processor units, volatile memory,
the storage 370) to respective hosted components (e.g.,
CVMs 322(1)-(N), respective user VMs 330(1)-(N), respec-
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tive containers 332(1)-(N)) and performs various VM
related operations, such as creating new VMs, cloning
existing VMs, etc. Each type of hypervisor may have a
hypervisor-specific API through which commands to per-
form various operations may be communicated to the par-
ticular type of hypervisor. The commands may be formatted
in a manner specified by the hypervisor-specific API for that
type of hypervisor. For example, commands may utilize a
syntax and/or attributes specified by the hypervisor-specific
API. Collectively, the hypervisors 310(1)-(N) may all
include a common hypervisor type, may all include different
hypervisor types, or may include any combination of com-
mon and different hypervisor types.

[0058] The CVMs 322(1)-(N) may provide services the
respective user VMs 330(1)-(N), and/or the respective con-
tainers 332(1)-(N) hosted on a respective computing node of
the computing nodes 304(1)-(N). For example, each of the
CVMs 322(1)-(N) may execute a variety of software and/or
may serve the /O operations for the respective hypervisor
310(1)-(N), the respective user VMs 330(1)-(N), and/or the
respective containers 332(1)-(N) hosted on the respective
computing node 304(1)-(N). The CVMs 322(1)-(N) may
communicate with one another via the network 380. By
linking the CVMs 322(1)-(N) together via the network 380,
a distributed network (e.g., cluster, system, etc.) of the
computing nodes 304(1)-(N) may be formed. In an example,
the CVMs 322(1)-(N) linked together via the network 380
may form a distributed computing environment (e.g., a
distributed virtualized file server) 320 configured to manage
and virtualize the storage 370. In some examples, a SCSI
controller, which may manage the SSD devices 340(1)-(N)
and/or the HDD devices 342(1)-(N) described herein, may
be directly passed to the respective CVMs 322(1)-(N), such
as by leveraging a VM-Direct Path. In the case of Hyper-V,
the SSD devices 340(1)-(N) and/or the HDD devices 342
(1)-(N) may be passed through to the respective CVMs
322(1)-(N).

[0059] The CVMs 322(1)-(N) may coordinate execution
of respective services over the network 380, and the services
running on the CVMs 322(1)-(N) may utilize the local
memory 344(1)-(N) to support operations. The local
memory 344(1)-(N) may be shared by components hosted
on the respective computing node 304(1)-(N), and use of the
respective local memory 344(1)-(N) may be controlled by
the respective hypervisor 310(1)-(N). Moreover, multiple
instances of the same service may be running throughout the
distributed system 300. That is, the same services stack may
be operating on more than one of the CVMs 322(1)-(N). For
example, a first instance of a service may be running on the
CVM 322(1), a second instance of the service may be
running on the CVM 322(2), etc.

[0060] In some examples, the CVMs 322(1)-(N) may be
configured to collectively manage a centralized IoT manager
of'an IoT system, with each of the CVMs 322(1)-(N) hosting
a respective centralized loT manager instances 324(1)-(N)
on an associated operating system to form the centralized
IoT manager. In some examples, one of the centralized loT
manager instances 324(1)-(N) may be designated as a master
centralized loT manager instance configured to coordinate
collective operation of the centralized IloT manager
instances 324(1)-(N). The centralized loT manager instances
324(1)-(N) may be configured to manage configuration of
(e.g., network connectivity information, connected data
sources, installed application and other software versions,
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data pipelines, etc.), as well as generate and distribute data
pipelines to edge systems (e.g., any of an edge device of the
edge cluster(s) 110, the edge device(s) 112, the edge VM(s)
115 of the server/cluster 114, etc.) of an IoT system centrally
manage operation of the IoT system. The centralized IoT
manager instances 324(1)-(N) may be configured to inter-
face with multiple edge system types and interfaces via a
control plane. To manage the operation of the IoT system,
the centralized IoT manager instances 324(1)-(N) may
retrieve data from and store data to IoT system data 372 of
the storage 370. The IoT system data 372 may include
metadata and other data corresponding to each edge system,
data source, user, site, etc. within the IoT system. For
example, the IoT system data 372 may include hardware
configurations, software configurations, network configura-
tions, edge system and/or data source type, categories,
geographical and physical locations, authentication infor-
mation, associations between edge systems and data sources,
associations between edge systems and users, user access
permissions, etc., or any combination thereof.

[0061] Generally, the CVMs 322(1)-(N) may be config-
ured to control and manage any type of storage device of the
storage 370. The CVMs 322(1)-(N) may implement storage
controller logic and may virtualize all storage hardware of
the storage 370 as one global resource pool to provide
reliability, availability, and performance. IP-based requests
may be generally used (e.g., by the user VMs 330(1)-(N)
and/or the containers 332(1)-(N)) to send I/O requests to the
CVMs 322(1)-(N). For example, the user VMs 330(1)
and/or the containers 332(1) may send storage requests to
the CVM 322(1) using an IP request, the user VMs 330(2)
and/or the containers 332(2) may send storage requests to
the CVM 322(2) using an IP request, etc. The CVMs
322(1)-(N) may directly implement storage and 1/O optimi-
zations within the direct data access path.

[0062] Note that the CVMs 322(1)-(N) provided as virtual
machines utilizing the hypervisors 310(1)-(N). Since the
CVMs 322(1)-(N) run “above” the hypervisors 310(1)-(N),
some of the examples described herein may be implemented
within any virtual machine architecture, since the CVMs
322(1)-(N) may be used in conjunction with generally any
type of hypervisor from any virtualization vendor.

[0063] Virtual disks (vDisks) may be structured from the
storage devices in the storage 370. A vDisk generally refers
to the storage abstraction that may be exposed by the CVMs
322(1)-(N) to be used by the user VMs 330(1)-(N) and/or the
containers 332(1)-(N). Generally, the distributed computing
system 300 may utilize an IP-based protocol, such as an
Internet small computer system interface(iSCSI) or a net-
work file system interface (NFS), to communicate between
the user VMs 330(1)-(N), the containers 332(1)-(N), the
CVMs 322(1)-(N), and/or the hypervisors 310(1)-(N). Thus,
in some examples, the vDisk may be exposed via an iSCSI
or a NFS interface, and may be mounted as a virtual disk on
the user VMs 330(1)-(N) and/or operating systems support-
ing the containers 332(1)-(N). iSCSI may generally refer to
an IP-based storage networking standard for linking data
storage facilities together. By carrying SCSI commands over
IP networks, iISCSI can be used to facilitate data transfers
over intranets and to manage storage over any suitable type
of network or the Internet. The iSCSI protocol may allow
iSCSI initiators to send SCSI commands to iSCSI targets at
remote locations over a network. NFS may refer to an
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IP-based file access standard in which NFS clients send
file-based requests to NFS servers via a proxy folder (direc-
tory) called “mount point™.

[0064] During operation, the user VMs 330(1)-(N) and/or
operating systems supporting the containers 332(1)-(N) may
provide storage input/output (I/O) requests to the CVMs
322(1)-(N) and/or the hypervisors 310(1)-(N) via iSCSI
and/or NFS requests. Each of the storage /O requests may
designate an IP address for a CVM of the CVMs 322(1)-(N)
from which the respective user VM desires 1/O services. The
storage 1/O requests may be provided from the user VMs
330(1)-(N) to a virtual switch within a hypervisor of the
hypervisors 310(1)-(N) to be routed to the correct destina-
tion. For examples, the user 330(1) may provide a storage
request to the hypervisor 310(1). The storage /O request
may request 1/O services from a CVM of the CVMs 322
(1)-(N). If the storage I/O request is intended to be handled
by a respective CVM of the CVMs 322(1)-(N) hosted on a
same respective computing node of the computing nodes
304(1)-(N) as the requesting user VM (e.g., CVM 322(1)
and the user VM 330(1) are hosted on the same computing
node 304(1)), then the storage /O request may be internally
routed within the respective computing node of the com-
puting node of the computing nodes 304(1)-(N). In some
examples, the storage I/O request may be directed to respec-
tive CVM of the CVMs 322(1)-(N) on another computing
node of the computing nodes 304(1)-(N) as the requesting
user VM (e.g., CVM 322(1) is hosted on the computing node
304(1) and the user VM 330(2) is hosted on the computing
node 304(2)). Accordingly, a respective hypervisor of the
hypervisors 310(1)-(N) may provide the storage request to a
physical switch to be sent over the network 380 to another
computing node of the computing nodes 304(1)-(N) hosting
the requested CVM of the CVMs 322(1)-(N).

[0065] The CVMs 322(1)-(N) may collectively manage
the storage /O requests between the user VMs 330(1)-(N)
and/or the containers 332(1)-(N) of the distributed comput-
ing system and a storage pool that includes the storage 370.
That is, the CVMs 322(1)-(N) may virtualize 1/O access to
hardware resources within the storage pool. In this manner,
a separate and dedicated CVM of the CVMs 322(1)-(N) may
be provided each of the computing nodes 304(1)-(N) the
distributed computing system 300. When a new computing
node is added to the distributed computing system 300, it
may include a respective CVM to share in the overall
workload of the distributed computing system 300 to handle
storage tasks. Therefore, examples described herein may be
advantageously scalable, and may provide advantages over
approaches that have a limited number of controllers. Con-
sequently, examples described herein may provide a mas-
sively-parallel storage architecture that scales as and when
computing nodes are added to the system.

[0066] The distributed system 300 may include a central-
ized IOT manager that includes one or more of the central-
ized IoT manager instances 324(1)-(N) hosted on the CVMs
322(1)-(N). The centralized IoT manager may be configured
to centrally manage configuration of edge systems and data
sources of the corresponding [oT system. In some examples,
the centralized loT manager may be configured to manage,
for each of the edge systems, data sources, and/or users,
network configuration and security protocols, installed soft-
ware (e.g., including data pipelines and applications), con-
nected data source(s) (e.g., including type, category, iden-
tifiers, data communication protocols, etc.), connected data
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plane(s), etc. The centralized IoT manager may maintain
configuration information for each of the edge systems, data
sources, associated users, including hardware configuration
information, installed software version information, con-
nected data source information (e.g., including type, cat-
egory, identifier, etc.), associated data planes, current opera-
tional status, authentication credentials and/or keys, etc.

[0067] In some examples, a workload of the centralized
IoT manager may be distributed across two or more of the
computing nodes 304(1)-(N) via the respective centralized
IoT manager instances 324(1)-(N). In other examples, the
workload of the centralized IoT manager may reside in a
single one of the centralized IoT manager instances 324(1)-
(N). A number of centralized IoT manager instances 324(1)-
(N) running on the distributed computing system 300 may
depend on a size of the management workload associated
with the IoT system (e.g., based on a number of edge
systems, data sources, users, etc., level of activity within the
IoT system, frequency of updates, etc.), as well as compute
resources available on each of the computing nodes 304(1)-
(N). One of the centralized IoT manager instances 324(1)-
(N) may be designated a master centralized server manager
that is configured to monitor workload of the centralized [oT
manager instances 324(1)-(N), and based on the monitored
workload, allocate management of respective edge systems
and users to each of the centralized IoT manager instances
324(1)-(N) and start additional centralized IoT manager
instances when compute resources available to the central-
ized IoT manager have fallen below a defined threshold.
Thus, while FIG. 3 depicts each of the CVMs 322(1)-(N)
hosting a respective one of the centralized IoT manager
instances 324(1)-(N), it is appreciated that some of the
CVMs 322(1)-(N) may not have an active centralized loT
manager instances 324(1)-(N) running without departing
from the scope of the disclosure.

[0068] In some examples, the centralized IoT manager
may be configured to generate or update and distribute data
pipelines and applications to selected edge systems based on
the configuration maintained for each edge system. In some
examples, the centralized IoT manager may facilitate cre-
ation of one or more project constructs and may facilitate
association of a respective one or more edge systems with a
particular project construct (e.g., in response to user input
and/or in response to criteria or metadata of the particular
project). Each edge systems may be associated with no
project constructs, one project construct, or more than one
project construct. A project construct may be associated with
any number of edge systems. When a data pipeline is
created, the centralized IoT manager may assign the data
pipeline to or associate the data pipeline with a respective
one or more project constructs. In response to the assign-
ment to or association with the respective one or more
project constructs, the centralized loT manager 142 may
deploy the data pipeline to each edge system associated with
the respective one or more project constructs.

[0069] For example, in response to a request for a new
data pipeline or application associated with a particular type
or category of data sources and/or a project construct, the
centralized loT manager may identify data sources having
the particular type or category (e.g., or attribute, and/or may
identify respective edge systems are connected to the iden-
tified data sources of the particular type or category and/or
are associated with the particular project construct. For each
identified edge system, the centralized IoT manager may
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generate a respective version of the application or data
pipeline based on respective hardware configuration infor-
mation for the edge system. That is, the centralized IoT
manager may independently generate the applications and
data pipelines to efficiently operate according to the specific
hardware configuration of each edge system.

[0070] Each data pipeline may be formed in a respective
“sandbox” and include a group of containers that commu-
nicate with each other via a virtual intra-“sandbox” network
(e.g., a pod). Thus, each data pipeline may include one or
more of connector containers configured to pass data into the
data pipeline (e.g., subscriber containers), pass data out from
the data pipeline (e.g., publisher containers), or transform
data for processing or output (e.g., transformation contain-
ers). For example, the transformation containers may be
configured to transform data using a particular runtime
environment (e.g., Python, Java, etc.) to apply a respective
function or algorithm to received source data to provide the
transformed data. The functions or algorithms may include
any type of function or algorithm, such as video processing,
video encoding, image processing, event detection, alerting,
any other function or algorithm, or any combination thereof.
Each of the data pipelines may further include processor
containers that are configured to manage messaging between
connector and transformation containers.

[0071] Once constructed, the centralized IoT manager
may deploy the data pipeline to one or more respective edge
systems via a secure connection. Constructing data pipelines
using data primitives and building blocks may reduce down-
time impact of deployment and updates as compared with
hard-coding a data pipeline in an application without explic-
itly separating ingest, processing, and data movement. And
deploying the data pipelines on an “as-needed” basis to each
edge system may reduce wasted compute resource consump-
tion at the edge systems and limit network traffic and
downtime when updates are implemented.

[0072] FIG. 4 is a sequence diagram 400 to deploy a data
pipeline, in accordance with an embodiment of the present
disclosure. The sequence diagram of FIG. 4 may be per-
formed via the loT system of FIG. 1. The centralized IoT
manager 424 may instruct an edge system hosting an edge
stack that includes an edge manager 467, a controller 466,
and a container orchestrator 462 to create a project and load
an application or data pipeline into the project. The central-
ized IoT manager 142 of FIG. 1 and/or one or more of the
centralized IoT manager instances 324(1)-(N) may imple-
ment the centralized IoT manager 424. Any of the edge
stacks 111, 113, and/or 116 of FIG. 1 and/or the edge
manager 267 of FIG. 2 may implement the edge manager
467. Any of the edge stacks 111, 113, and/or 116 of FIG. 1
and/or the controller 266 of FIG. 2 may implement the
controller 466. Any of the edge stacks 111, 113, and/or 116
of FIG. 1 and/or the container orchestrator 262 of FIG. 2
may implement the container orchestrator 462.

[0073] The centralized IoT manager 424 may send a
CREATE PROJECT message to the edge manager 467 to
instruct the edge manager 467 to create a project on the
corresponding edge system. A project may be used to define
a group of applications or data pipelines for a particular
purpose. In response, the edge manager 467 may send a PUT
PROJECT message to the controller 466 to instruct creation
of the project. In response, the controller 466 may send a
CREATE NAMESPACE message to the container orches-
trator 462 to instruct the container orchestrator 462 to create
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a space for the project. The space for the project may server
to communicatively isolate data pipelines within a project
from data pipelines and containers outside the project.
[0074] The centralized IoT manager 424 may send a
CREATE PROFILE message to the edge manager 467 to
instruct the edge manager 467 to create a security profile for
transferring data across the network. Subsequently, the cen-
tralized IoT manager 424 may send an UPDATE PROJECT
message to the edge manager 467 to instruct the edge
manager 467 to update the project to include a security
profile for transferring data across the network. In response,
the edge manager 467 may send a PUT PROJECT message
to the controller 466 to instruct creation of a secret. In
response, the controller 466 may send a CREATE SECRET
message to the container orchestrator 462 to instruct the
container orchestrator 462 to create a secret (e.g., a key or
other authentication code). Subsequently, the controller 466
may send an UPDATE SA (secure authorization) message to
the container orchestrator 462 to instruct the container
orchestrator 462 to create a secret (e.g., a key or other
authentication code).

[0075] The centralized IoT manager 424 may send a
CREATE APP message to the edge manager 467 to instruct
the edge manager 467 to create an application or data
pipeline on the corresponding edge system. In response, the
edge manager 467 may send a PUT APP message to the
controller 466 to instruct the controller 466 to create the
application or data pipeline. In response, the controller 466
may send a CREATE RESOURCE(S) message to the con-
tainer orchestrator 462 to instruct the container orchestrator
462 to create the resources necessary to host the application
or data pipeline.

[0076] FIG. 5 is a block diagram of an edge system 500
hosting an edge stack 511 having a data pipeline 564, in
accordance with an embodiment of the present disclosure.
Any of the edge cluster(s) 110, the edge device(s) 112, or the
server/cluster 114 of FIG. 1, the edge computing system 200
of FIG. 2, an edge system configured host the edge manager
467, the controller 466, or the container orchestrator 462 of
FIG. 4 may implement the edge system 500.

[0077] The edge stack 511 may host the data pipeline 564
that is managed by a container orchestrator 562. The data
pipeline 564 may include a series of components that are
configured to pass a message from one component to the
next such that it includes a chronologically ordered stream
of messages. The data pipeline 564 may be configured to
receive to input data, such as source data (e.g., from one of
the data source(s) 120, 122 or 124 of FIG. 1 and/or the data
source(s) 220 of FIG. 2) or data from another data pipeline.
[0078] The data pipeline 564 can be constructed using
computing primitives and building blocks, such as VMs,
containers, processes, or any combination thereof. In some
examples, the stages of the data pipeline 564 may be
described using a user interface or REST API, with data
ingestion and movement handled by connector components
built into the data pipeline 564. Thus, data may be passed
between containers of a data pipeline using API calls. As
depicted in FIG. 5, the data pipeline 564 may include a
group of containers to form a pod that includes a subscriber
582, a first transformation container 583, a pipeline proces-
sor 584, a second transformation container 585, and a
publisher 586 each configured to perform various functions
within the data pipeline 564 to consume, transform, and
produce messages or data.
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[0079] For example, the pipeline processor 584 may be
configured to manage messaging between the subscriber
582, the first transformation container 583, the second
transformation container 585, and the publisher 586. In
some examples, the subscriber 582, the first transformation
container 583, the second transformation container 585, and
the publisher 586 may all provide acknowledge messages
back to the pipeline processor 584 in response to receipt of
messages. Thus, the second transformation container 585
may act as a message broker within the data pipeline 564.
[0080] The subscriber 582 is configured to receive mes-
sages of a certain topic from a message system and to
provide the received message to the pipeline processor 584.
The message may include source data or data from another
data pipeline.

[0081] The first transformation container 583 may be
configured to receive messages from the pipeline processor
584 (e.g. provided by the subscriber 582 and/or the second
transformation container 585) and is configured to transform
the message data using a first runtime environment (e.g.,
Python, Java, etc.) to apply a respective function or algo-
rithm to received source data to provide the transformed
data. The first transformation container 583 is further con-
figured to provide the transformed data in a message back to
the pipeline processor 584. Similar to the first transforma-
tion container 583, the second transformation container 585
may be configured to receive messages from the pipeline
processor 584 (e.g. provided by the subscriber 582 and/or
the second transformation container 585) and is configured
to transform the message data using a second runtime
environment (e.g., Python, Java, etc.) to apply a respective
function or algorithm to received source data to provide the
transformed data. The second transformation container 585
is further configured to provide the transformed data in a
message back to the pipeline processor 584. In some
examples, the first transformation container 583 and the
second transformation container 585 may be configured to
apply common functions or algorithms in different runtime
environments. In other examples, the first transformation
container 583 and the second transformation container 585
may be configured to apply a different functions or algo-
rithms in the different runtime environments. The functions
or algorithms may include any type of function or algorithm,
such as video processing, video encoding, image processing,
event detection, alerting, any other function or algorithm, or
any combination thereof. Each of the data pipelines may
further include processor containers that are configured to
manage messaging between connector and transformation
containers.). More or fewer than two transformation con-
tainers may be included in the data pipeline 564 without
departing from the scope of the disclosure.

[0082] The publisher 586 is configured to receive mes-
sages from the pipeline processor 584 and is configured to
publish the messages to a certain topic of a message system,
to local data services, and/or to a data plane (e.g., to a remote
or cloud computing system). The topic may be subscribed to
by other data pipelines to further process the data and/or a
configuration server to provide the output data to a data
plane.

[0083] FIG. 6 is a block diagram illustrating a data pipe-
line 664 of an edge system 600, in accordance with an
embodiment of the present disclosure. Any of the edge
cluster(s) 110, the edge device(s) 112, or the server/cluster
114 of FIG. 1, the edge computing system 200 of FIG. 2, an
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edge system configured host the edge manager 467, the
controller 466, the container orchestrator 462 of FIG. 4, or
the edge system 500 of FIG. 5 may implement the edge
system 600.

[0084] The data pipeline 664 may include a series of
components that are configured to pass a message from one
component to the next such that it includes a chronologically
ordered stream of messages. The data pipeline 664 may be
configured to receive to input data 620, such as source data
(e.g., from one of the data source(s) 120, 122 or 124 of FIG.
1 and/or the data source(s) 220 of FIG. 2) or data from
another data pipeline.

[0085] The data pipeline 664 can be constructed using
computing primitives and building blocks, such as VMs,
containers, processes, or any combination thereof. In some
examples, the stages of the data pipeline 664 may be
described using a user interface or REST API, with data
ingestion and movement handled by connector components
built into the data pipeline 664. Thus, data may be passed
between containers of a data pipeline using API calls. As
depicted in FIG. 6, the data pipeline 664 may include a
group of containers to form a pod that includes a connector
682, a first transformation runtime 683, a pipeline processor
684, a second transformation runtime 685, and a connector
686 cach configured to perform various functions within the
data pipeline 664 to consume, transform, and produce mes-
sages or data.

[0086] For example, the pipeline processor 684 may be
configured to manage messaging between the connector
682, the first transformation runtime 683, the second trans-
formation runtime 685, and the connector 686. In some
examples, the connector 682, the first transformation run-
time 683, the second transformation runtime 685, and the
connector 686 may all provide acknowledge messages back
to the pipeline processor 584 in response to receipt of
messages. Thus, the pipeline processor 684 may act as a
message broker within the data pipeline 564.

[0087] The connector 682 is configured to receive mes-
sages of a certain topic from a message system and to
provide the received message to the pipeline processor 684.
The connector 682 may include a data service connector
configured to connect the data pipeline 664 to another data
pipeline or a data source connector configured to connect the
data pipeline 664 to an external data source. Thus, the
message may include source data or data from another data
pipeline.

[0088] The first transformation runtime 683 may receive
messages from the pipeline processor 684 (e.g. provided by
the connector 682 and/or the second transformation runtime
685) and is configured to transform the message data using
a first runtime environment (e.g., Python, Java, etc.) to apply
a respective function or algorithm to received source data to
provide the transformed data. The first transformation run-
time 683 is further configured to provide the transformed
data in a message back to the pipeline processor 684. Similar
to the first transformation runtime 683, the second transfor-
mation runtime 685 may be configured to receive messages
from the pipeline processor 684 (e.g. provided by the
connector 682 and/or the second transformation runtime
685) and is configured to transform the message data using
a second runtime environment (e.g., Python, Java, etc.) to
apply a respective function or algorithm to received source
data to provide the transformed data. The second transfor-
mation runtime 685 is further configured to provide the
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transformed data in a message back to the pipeline processor
684. In some examples, the first transformation runtime 683
and the second transformation runtime 685 may be config-
ured to apply common functions or algorithms in different
runtime environments. In other examples, the first transfor-
mation runtime 683 and the second transformation runtime
685 may be configured to apply a different functions or
algorithms in the different runtime environments. The func-
tions or algorithms may include any type of function or
algorithm, such as video processing, video encoding, image
processing, event detection, alerting, any other function or
algorithm, or any combination thereof. Each of the data
pipelines may further include processor containers that are
configured to manage messaging between connector and
transformation containers.). More or fewer than two trans-
formation containers may be included in the data pipeline
664 without departing from the scope of the disclosure.

[0089] The connector 686 may include a data mover
connector that is configured to receive messages from the
pipeline processor 684 and is configured to publish the
messages to a certain topic of a message system in order to
provide data to external data pipelines. Thus, the topic to
which the message is published by the connector 686 may be
subscribed to by other data pipelines to further process the
data and/or to provide the output data to a data plane.

[0090] FIG. 7 is a block diagram illustrating multiple data
pipelines 764(1)-(2) of an IoT system 700, in accordance
with an embodiment of the present disclosure. Any of the
edge cluster(s) 110, the edge device(s) 112, or the server/
cluster 114 of FIG. 1, the edge computing system 200 of
FIG. 2, an edge system configured host the edge manager
467, the controller 466, the container orchestrator 462 of
FIG. 4, or the edge system 500 of FIG. 5, or the edge system
600 of FIG. 6 may implement the edge system 700.

[0091] The data pipelines 764(1)-(2) may be connected to
one another via a pub/sub topic 796. The data pipeline
764(1) may be configured to receive to input data, such as
source data (e.g., from one of the data source(s) 120, 122 or
124 of FIG. 1 and/or the data source(s) 220 of FIG. 2) or data
from another data pipeline and to publish output data to the
pub/sub topic 796. The data pipeline 764(1) may be con-
figured to receive the data from the pub/sub topic 796 and to
provide output data.

[0092] Within the data pipeline 764(1), the pipeline pro-
cessor 784(1) may be configured to manage messaging
between the connector 783(1) and the pub/sub connector
785(1). The connector 783(1) may include a data service
connector configured to connect the data pipeline 764(1) to
another data pipeline or a data source connector configured
to connect the data pipeline 764(1) to an external data
source. The pub/sub connector 785(1) may include a data
mover connector configured to connect the data pipeline
764(1) to the data pipeline 764(2) via the pub/sub topic 796.

[0093] Within the data pipeline 764(2), the pipeline pro-
cessor 784(2) may be configured to manage messaging
between the pub/sub connector 783(2) and the connector
785(2). The pub/sub connector 783(2) may include a data
service connector configured to connect the data pipeline
764(2) to the data pipeline 764(1) via the pub/sub topic 796.
The connector 785(2) may include a data mover connector
configured to connect the data pipeline 764(2) to another
data pipeline or a configuration server connected to a data
plane.
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[0094] FIG. 8 is a flow diagram of a method 800 to
generate and deploy a containerized data pipeline applica-
tion in an IoT system, in accordance with an embodiment of
the present disclosure. The method 800 may be performed
by the centralized IoT manager 142 of FIG. 1 and/or any one
or more (e.g., including in combination) of the centralized
IoT manager instances 324(1)-(N) of FIG. 3. The contain-
erized data pipeline application may include a data pipeline
hosted on any of the edge stacks 111, 113, or 116 of FIG. 1,
any of the data pipelines 264 of FIG. 2, the data pipeline 564
of FIG. 5, the data pipeline 664 of FIG. 6, the data pipelines
764(1)-(2) of FIG. 7, or any combination thereof.

[0095] The method 800 may include receiving a request
for a data category and identification of a data transforma-
tion function, at 810. In some examples, the data category
includes a type of data, a location of data, a source of data,
or any combination thereof. The data transformation func-
tion may include any type of function or algorithm, such as
video processing, video encoding, image processing, event
detection, alerting, any other function or algorithm, or any
combination thereof.

[0096] The method 800 may include identifying a data
source of the IoT system belonging to the data category, at
820. The data source may include any of the data source(s)
120, 122, 124 of FIG. 1 and/or the data source(s) 220 of FIG.
2. The data source includes a camera, a temperature sensor,
a microphone or transducer, a motion detector, another edge
system of the IoT system, or any combination thereof.

[0097] The method 800 may include identifying an edge
system of the IoT system associated with the data source, at
830. The edge system may include a cluster of computing
devices (e.g., the edge cluster 110 of FIG. 1), a computing
device (e.g., the edge device 112 of FIG. 1), a virtual
machine (e.g., the edge VM 115 of FIG. 1), or any combi-
nation thereof. In some examples, the method 800 may
further include determining a configuration of the edge
system.

[0098] The method 800 may include generating a contain-
erized data pipeline application based on a configuration of
the edge system that is configured apply the data transfor-
mation function to source data from the data source to
provide transformed data, at 840. The input data may include
data from a data source (e.g., any of the data source(s) 120,
122, 124 of FIG. 1 and/or the data source(s) 220 of FIG. 2),
data from another data pipeline or application (e.g., a data
pipeline or application of any of the edge stacks 111, 113, or
116, any of the applications 263 or the data pipelines 264 of
FIG. 2, the data pipeline 564 of FIG. 5, the data pipeline 664
of FIG. 6, any of the data pipelines 764(1)-(2) of FIG. 7, or
any combination thereof, and/or the input data 620 of FIG.
6. In some examples, the method 800 may further include
building a transformation container with the data transfor-
mation function configured to transform the source data
from the data source to the transformed data. The contain-
erized data pipeline application includes the transformation
container. The transformation container may be adapted for
a particular runtime environment (e.g., Python, Java, etc.).
In some examples, the method 800 may further include
building a second transformation container with the data
transformation function configured to transform the source
data from the data source to the transformed data for a
second runtime environment that is different than a runtime
environment that the transformation container is adapted for.
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[0099] In some examples, the method 800 may further
include building a subscriber container to configure to
receive the source data from the data source and provide the
source data to the transformation container. The container-
ized data pipeline application may include the subscriber
container. In some examples, the method 800 may further
include building a publisher container configured to provide
the transformed data from the transformation container to an
output of the data pipeline application. In some examples,
the method 800 may further include building a processor
container configured to manage messaging between com-
ponents of the data pipeline application. That is, the pro-
cessor container may be configured to manage messaging
between the subscriber, transformation, and publisher con-
tainers.

[0100] The method 800 may include provide the contain-
erized data pipeline application to the edge system, at 850.
In some examples, the method 800 may further include
generating a second containerized data pipeline application
based on a configuration of a second identified edge system
associated with a second data source belonging to the data
category. The second containerized data pipeline application
may be configured apply the data transformation function to
second input data to provide second transformed data. In
some examples, the configuration of the second edge system
is different than the configuration of the edge system.
[0101] FIG. 9 depicts a block diagram of components of
an edge system and/or a computing node (device) 900 in
accordance with an embodiment of the present disclosure. It
should be appreciated that FIG. 9 provides only an illustra-
tion of one implementation and does not imply any limita-
tions with regard to the environments in which different
embodiments may be implemented. Many modifications to
the depicted environment may be made. The device 900 may
implemented as any of an edge device or VM of the edge
cluster(s) 110, the edge device(s) 112, the server/cluster 114,
a computing node of the central loT computing system 140,
or a computing node of the data computing system 150 of
FIG. 1, all or part of the edge computing system 200 of FIG.
2, any of the computing nodes 304(1)-(N) of FIG. 3, systems
configured to host any of the centralized loT manager 424,
the edge manager 467, the controller 466, or the container
orchestrator 462 of FIG. 4, the edge system 500 of FIG. 5,
one or more edge systems configured to host the data
pipeline 664 of the IoT system 600 of FIG. 6, one or more
edge systems configured to host the data pipelines 764(1)-
(2) of the IoT system 700 of FIG. 7, or any combination
thereof. The device 900 may be configured to implement the
method 800 of FIG. 8 to generate and distribute a contain-
erized data pipeline application in an IoT system.

[0102] The device 900 includes a communications fabric
902, which provides communications between one or more
processor(s) 904, memory 906, local storage 908, commu-
nications unit 910, /O interface(s) 912. The communica-
tions fabric 902 can be implemented with any architecture
designed for passing data and/or control information
between processors (such as microprocessors, communica-
tions and network processors, etc.), system memory, periph-
eral devices, and any other hardware components within a
system. For example, the communications fabric 902 can be
implemented with one or more buses.

[0103] The memory 906 and the local storage 908 are
computer-readable storage media. In this embodiment, the
memory 906 includes random access memory RAM 914 and
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cache 916. In general, the memory 906 can include any
suitable volatile or non-volatile computer-readable storage
media. The local storage 908 may be implemented as
described above with respect to local storage 306(1)-(N)
and/or local storage network 370 of FIG. 3. In this embodi-
ment, the local storage 908 includes an SSD 922 and an
HDD 924, which may be implemented as described above
with respect to any of SSD 340(1)-(N) and any of HDD
342(1)-(N), respectively.

[0104] Various computer instructions, programs, files,
images, etc. may be stored in local storage 908 for execution
by one or more of the respective processor(s) 904 via one or
more memories of memory 906. In some examples, local
storage 908 includes a magnetic HDD 924. Alternatively, or
in addition to a magnetic hard disk drive, local storage 908
can include the SSD 922, a semiconductor storage device, a
read-only memory (ROM), an erasable programmable read-
only memory (EPROM), a flash memory, or any other
computer-readable storage media that is capable of storing
program instructions or digital information.

[0105] The media used by local storage 908 may also be
removable. For example, a removable hard drive may be
used for local storage 908. Other examples include optical
and magnetic disks, thumb drives, and smart cards that are
inserted into a drive for transfer onto another computer-
readable storage medium that is also part of local storage
908.

[0106] Communications unit 910, in these examples, pro-
vides for communications with other data processing sys-
tems or devices. In these examples, communications unit
910 includes one or more network interface cards. Commu-
nications unit 910 may provide communications through the
use of either or both physical and wireless communications
links.

[0107] 1/O interface(s) 912 allows for input and output of
data with other devices that may be connected to device 900.
For example, I/O interface(s) 912 may provide a connection
to external device(s) 918 such as a keyboard, a keypad, a
touch screen, and/or some other suitable input device. Exter-
nal device(s) 918 can also include portable computer-read-
able storage media such as, for example, thumb drives,
portable optical or magnetic disks, and memory cards.
Software and data used to practice embodiments of the
present disclosure can be stored on such portable computer-
readable storage media and can be loaded onto local storage
908 via /O interface(s) 912. I/O interface(s) 912 also
connect to a display 920.

[0108] Display 920 provides a mechanism to display data
to a user and may be, for example, a computer monitor.
[0109] Various features described herein may be imple-
mented in hardware, software executed by a processor,
firmware, or any combination thereof. If implemented in
software (e.g., in the case of the methods described herein),
the functions may be stored on or transmitted over as one or
more instructions or code on a computer-readable medium.
Computer-readable media includes both non-transitory com-
puter storage media and communication media including
any medium that facilitates transfer of a computer program
from one place to another. A non-transitory storage medium
may be any available medium that can be accessed by a
general purpose or special purpose computer. By way of
example, and not limitation, non-transitory computer-read-
able media can comprise RAM, ROM, electrically erasable
programmable read only memory (EEPROM), or optical
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disk storage, magnetic disk storage or other magnetic stor-
age devices, or any other non-transitory medium that can be
used to carry or store desired program code means in the
form of instructions or data structures and that can be
accessed by a general-purpose or special-purpose computer,
or a general-purpose or special-purpose processor.

[0110] From the foregoing it will be appreciated that,
although specific embodiments of the disclosure have been
described herein for purposes of illustration, various modi-
fications may be made without deviating from the spirit and
scope of the disclosure. Accordingly, the disclosure is not
limited except as by the appended claims.

1. At least one non-transitory computer-readable storage
medium including instructions that, when executed by a
centralized Internet of Things (IoT) manager of an IoT
system, cause the centralized loT manager to:

receive a request to generate a containerized data pipeline

application, wherein the request identifies a target cat-
egory of data sources; and

in response to the request:

identify a data source of the IoT system belonging to
the target category of data sources;

identify an edge system of the loT system connected to
the data source;

generate the containerized data pipeline application
based on a hardware configuration of the edge sys-
tem, wherein the containerized data pipeline appli-
cation is configured to apply a data transformation
function to input data to provide transformed data;
and

provide the containerized data pipeline application to
the edge system.

2. The at least one computer-readable storage medium of
claim 1, wherein the instructions further cause the central-
ized IoT manager to build, for inclusion in the containerized
data pipeline, a transformation container with the data
transformation function configured to transform the source
data from the data source to the transformed data.

3. The at least one computer-readable storage medium of
claim 2, wherein the instructions further cause the central-
ized IoT manager to build, for inclusion in the containerized
data pipeline application, a subscriber container to config-
ured to receive the source data from the data source and
provide the source data to the transformation container.

4. The at least one computer-readable storage medium of
claim 2, wherein the instructions further cause the central-
ized IoT manager to build a publisher container configured
to provide the transformed data from the transformation
container to an output of the containerized data pipeline
application.

5. The at least one computer-readable storage medium of
claim 2, wherein the instructions further cause the central-
ized loT manager to build a processor container configured
to manage messaging between components of the contain-
erized data pipeline application.

6. The at least one computer-readable storage medium of
claim 1, wherein the instructions further cause the central-
ized IoT manager to determine the hardware configuration
of the edge system.

7. The at least one computer-readable storage medium of
claim 1, wherein the instructions further cause the central-
ized service to determine a runtime configuration of the edge
system.
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8. The at least one computer-readable storage medium of
claim 1, wherein the instructions further cause the central-
ized IoT manager to generate a second containerized data
pipeline application based on a hardware configuration of a
second identified edge system, wherein the second contain-
erized data pipeline application is associated with a second
data source belonging to the target category of data sources,
wherein the second containerized data pipeline application is
configured apply the data transformation function to second
input data from the second data source to provide second
transformed data.

9. The at least one computer-readable storage medium of
claim 8, wherein the hardware configuration of the second
identified edge system is different than the configuration of
the edge system.

10. The at least one computer-readable storage medium of
claim 1, wherein the edge system includes a cluster of
computing devices, a computing device, a virtual machine,
or any combination thereof.

11. The at least one computer-readable storage medium of
claim 1, wherein the instructions further cause the central-
ized loT manager to receive, with the request, a location of
data, a source of data, or any combination thereof as the
target data category.

12. The at least one computer-readable storage medium of
claim 1, wherein the instructions further cause the central-
ized IoT manager to identify a camera, a temperature sensor,
a microphone or transducer, a motion detector, another edge
system of the IoT system, or any combination thereof as the
data source.

13. An edge system of an Internet of Things (IoT) system,
comprising:
a memory configured to store instructions, and

a processor configured to execute the instructions,
wherein, when executed, the instructions cause the
processor to host:

a data pipeline comprising:

a first connector container configured to receive
input data and to provide a message having the
input data;

a transformation container adapted for a first runtime
environment and configured to receive the mes-
sage having the input data and to apply a data
transformation function to the input data to pro-
vide transformed data;

a second transformation container adapted for a
second runtime environment that is different than
the first runtime environment and configured to
apply a second data transformation function to the
input data; and

a second connector container configured to provide
the transformed data in a message at an output of
the data pipeline; and

a container orchestrator configured to deploy the data
pipeline.

14. The edge system of claim 13, wherein the edge system
is further configured to host a second data pipeline config-
ured to apply a second data transformation function to the
transformed data from the data pipeline to provide second
transformed data.

15-16. (canceled)
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17. The edge system of claim 13, wherein the first
connector container includes a data source connector con-
figured to receive data from a data source device of the loT
system.

18. The edge system of claim 13, wherein the first
connector container includes a data service connector con-
figured to receive data from another data pipeline of the loT
system.

19. The edge system of claim 13, wherein the data
transformation function includes at least one of video pro-
cessing, video encoding, image processing, event detection,
alerting, any other function or algorithm, or any combination
thereof.

20. The edge system of claim 13, wherein the data
pipeline further includes a pipeline processor configured to
manage messaging between the first connector container, the
transformation container, and the second connector con-
tainer.

21. An Internet of Things (IoT) system, comprising:

a data source belonging to a category of data sources and

configured to provide input data;

an edge system connected to the data source to receive the

input data and comprising a hardware configuration;

a centralized loT manager configured to receive a request

to generate a containerized data pipeline application,

wherein the request identifies the category of data

sources, in response to the request, the centralized IoT

manager is further configured to:

identify the data source of the loT system belonging to
the category of data sources;

identify the edge system of the IoT system as being
connected to the data source;
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generate the containerized data pipeline application
based on the hardware configuration of the edge
system for use in application of a data transformation
function to the input data from the data source to
provide transformed data; and

provide the containerized data pipeline application to
the edge system.

22. The IoT system of claim 21, wherein, further in
response to the request, the centralized IoT manager is
configured to generate a second containerized data pipeline
application based on second hardware configuration of a
second edge system that is different than the hardware
configuration of the edge system for use in application of the
data transformation function to input data to provide second
transformed data.

23. The IoT system of claim 22, further comprising the
second edge system comprising the second hardware con-
figured and connected to a second data source belonging to
the category of data sources.

24. The IoT system of claim 21, wherein the edge system
includes a cluster of edge devices.

25. The IoT system of claim 21, wherein the edge system
includes an edge device.

26. The IoT system of claim 21, wherein the centralized
IoT manager is configured to receive, with the request, a
type of data, a location of data, a source of data, or any
combination thereof as the target data category.

27. The at least one computer-readable storage medium of
claim 1, wherein the data source comprises a camera, a
temperature sensor, a microphone or transducer, a motion
detector, or any combination thereof to provide the input
data.



