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(57) Abstract: Disclosed is a method and apparatus for identifying network encrypted traffic. The method comprises a pre-processing
stage and a classification stage. In the pre-processing stage, stream segmentation, sampling, vectorization and standardization are per-
formed on original traffic, and a sampling scheme in a large stream is proposed to solve the classification problem of large-stream traffic.
In the classification stage, spatial feature capture and abstract feature extraction are first performed using a CNN, and then temporal
features of the traffic are learned using a stacked bidirectional LSTM on the basis of abstract features, so as to realize automatic feature
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extraction and efficient identification of the encrypted traffic. The method is versatile, can automatically extract the temporal and spatial
features of encrypted traffic without manual feature design by experts, and can adapt to changes in traffic features caused by different
encryption technologies and obfuscation technologies.
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Bk BRI L TPAN HERZ | K g 2
Convld-1 (15, 1500) |3 1 (64, 1500) | 2,944

c . BatchNormld—2 (64, 1500) | - - (64, 1500) | 128

onv—
RelLU-3 (64, 1500) | - - (64, 1500) | -
MaxPool1d—4 (64, 1500) | 2 2 (64, 750) |-
Convld-5 (64, 750) 3 1 (64, 750) | 12,352
BatchNormld—-6 (64, 750) |- - (64, 750) | 128

Conv-2
RelLU-7 (64, 750) |- - (64, 750) |-
MaxPool1d-8 (64, 750) 2 2 (64, 325) |-
Bi-Lstm—9 (64, 325) |- - (64, 512)
Dropout-10 (64, 512) |- - (64, 512)

Bi-LSTM 2,873, 344
Bi-Lstm—11 (64, 512) |- - (512, )
Dropout—12 (512, ) - - (512, )

FC Linear-13 (512, ) - - (16, ) 8, 208
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