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METHODS, APPARATUS, AND SYSTEMS FOR DISPLAYING NOTIFICATIONS
CROSS REFERENCE TO RELATED APPLICATION
[001] The present application claims the benefits of priority to Chinese
Application No. 201510005903.3, filed January 6, 2015, the entire contents of which
are incorporated herein by reference.

TECHNICAL FIELD

[002] The present application relates to communications among devices, and

more particularly, to methods, apparatus, and systems for displaying notifications.
BACKGROUND

[003] Mobile terminal devices such as smart phones and tablets have been
used by many people for its convenience, but current notification display methods on
such devices give rise to potential privacy issues. For example, an incoming
message, when received by a cellphone, is usually displayed as a notification on a
cellphone screen to the user and the notification usually indicates the sender’'s name
and a first few phrases of the message. In a public environment, anyone who has a
peek at the screen, whether purposely or accidentally, may notice the displayed
information about the sender/message. For people who communicate exclusive or
privileged information or who do not wish to share personal communications with
other people, the current notification display methods cannot protect their privacy
and may even invite safety issues such as identify theft.

SUMMARY

[004] One aspect of the present disclosure is directed to a method for
displaying prompting information. The method includes receiving prompting
informati}on of a first message by a terminal device; confirming a current use state by

the terminal device; and if the current use state is a preset first use state, displaying
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first prompting information of the first message on a screen by the terminal device,
wherein the first prompting information is prompting information hiding or obscuring a
specific content of the first message.

[005] Another aspect of the present disclosure is directed to an apparatus for
displaying notifications. The apparatus includes a receiving unit configured to
receive prompting information of a first message by a terminal device; a confirmation
unit configured to confirm a current use state by the terminal device and if the current
use state is a preset first use state, to display first prompting information of the first
message on a screen by the terminal device, wherein the first prompting information
is prompting information hiding or obscuring a specific content of the first message.

[006] Another aspect of the present disclosure is directed to a non-transitory
computer-readable storage medium embodying a computer program product, the
computer program product comprising instructions configured to cause a computing
device to perform a method. The method comprises receiving prompting information
of a first message by a terminal device, confirming a current use state by the
terminal device, and if the current use state is a preset first use state, displaying first
prompting information of the first message on a screen by the terminal device,
wherein the first prompting information is prompting information hiding or obscuring a
specific content of the first message.

[007] Additional features and advantages of the present disclosure will be set
forth in part in the following detailed description, and in part will be obvious from the
description, or may be learned by practice of the present disclosure. The features
and advantages of the present disclosure will be realized and attained by means of

the elements and combinations particularly pointed out in the appended claims.
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[008] Itis to be understood that the foregoing general description and the
following detailed description are exemplary and explanatory only, and are not

restrictive of the invention, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[009] The accompanying drawings, which constitute a part of this
specification, illustrate several embodiments and, together with the description, serve
to explain the disclosed principles.

[010] Fig. 1 is a flow diagram of a method for displaying prompting
information, according to an exemplary embodiment.

[011] Fig. 2Ais a graphical representation of first prompting information,
according to an exemplary embodiment.

[012] Fig. 2B is a graphical representation of second prompting information,
according to an exemplary embodiment.

[013] Fig. 3 is a flow diagram of another method for displaying prompting
information, according to an exemplary embodiment.

[014] Fig. 4 is a block diagram of an apparatus for displaying prompting
information, according to an exemplary embodiment.

[015] Fig. 5 is a block diagram of another apparatus for displaying prompting
information, according to an exemplary embodiment.

DETAILED DESCRIPTION

[016] Reference will now be made in detail to exemplary embodiments,
examples of which are illustrated in the accompanying drawings. The following
description refers to the accompanying drawings in which the same numbers in

different drawings represent the same or similar elements unless otherwise
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represented. The implementations set forth in the following description of exemplary
embodiments consistent with the present invention do not represent all
implementations consistent with the invention. Instead, they are merely examples of
systems and methods consistent with aspects related to the invention as recited in
the appended claims.

[017] The method and apparatus for displaying prompting information,
according to an exemplary embodiment are_suitable for various mobile terminal
devices capable of receiving messages, e.g. mobile phones, tablet personal
computers (PAD) and personal digital assistants (PDAs).

[018] Fig. 1 is a flow diagram of a method 100 for displaying prompting
information, according to an exemplary embodiment. As shown in Fig. 1, the method
for displaying prompting information according to an embodiment of the present
application includes the following steps. |

[019] S101: receiving prompting information of a first message by a terminal
device.

[020] The prompting information of the first message comprises incoming call
prompting information, short message prompting information, prompting information
of an instant communication tool message, or prompting information of a push
message of an application program. The short message prompting information is
taken as an example in the embodiment of the present application.

[021] S102: confirming a current use state by the termin'al device. If the
current use state is a preset first use state, proceed to S103; if the current use state

is a preset second use state, proceed to S104.
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[022] The preset first use state may include that the terminal device being in
a standby state, and the confirming a current use state by the terminal device
comprises determining whether the terminal device is in a standby state.

[023] In particular, for example, the terminal device may determine whether
the screen is in a black or dark state, if yes, the terminal device is determined to be
in a standby state; if not, the terminal device is determined to be in a non-standby
state. Alternatively, the terminal device may also determine whether a time interval
since the last time a user operating instruction is received exceeds a preset time
interval. If yes, the terminal device is determined to be in a standby state; if not, the
terminal device is determined to be in a non-standby state.

[024] According to some other embodiments, the preset first use state may
also be that the terminal device is in a non-moving standby state, and the confirming
a current use state by the terminal device comprises determining whether the
terminal device is in a moving state and determining whether the terminal device is in
a standby state by the terminal device.

[025] In particular, for example, the terminal device may sense moving state
information of the terminal device via a moving sensor thereof. The moving state
information may include one or any combination of velocity, acceleration or angular
acceleration. The terminal device calculates moving state variance of the terminal
device according to the moving state information, and then determines whether the
moving state variance exceeds a preset threshold. If yes, the terminal device is
determined to be in a moving state; if not, the terminal device is determined to be in
a non-moving state.

[026] The preset second use state may be that the terminal device is in a

moving state, or the terminal device is in a non-standby state.
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[027] S103: displaying first prompting information of the first message on a
screen by the terminal device.

[028] The first prompting information is prompting information hiding or
obscuring the specific content of the first message.

[029] For example, as shown in Fig. 2A, when a mobile phone terminal
device receives a piece of new information and confirms that the current state is a
standby state, the terminal device displays a piece of prompting information that
does not contain the specific content, e.g. “Shake to Display,” as shown in box 210
The information also simultaneously prompts a user to change the moving state of
the mobile phone terminal device by shaking the mobile phone terminal device.
When the mobile phone terminal device is in a moving state, proceed to S104 to
display prompting information containing the specific content.

[030] S104: displaying second prompting information of the first message on
the screen by the terminal device.

[031] The second prompting information is prompting information containing
the specific content of the first message.

[032] The specific content of the first message displayed in the second
prompting information may comprise the content of the first message and the
information of a contact who sends the first message.

[083] For example, as shown in Fig. 2B, when a mobile phone terminal
device receives a piece of new information and confirms that the current state is a
non-standby state or a moving state, the terminal device displays prompting
informatioh containing the specific content of the new message, e.g. the prompting
information comprises the message content “When will we have dinner together?”

and the contact “Friend” who sends the message, as shown in box 220.
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[034] Similarly, when a mobile phone terminal device receives a new
incoming call and confirms that the current state is a standby state or a non-moving
state, the terminal device may display first prompting information that only displays a
new incoming call and‘does not display the specific contact information, but when a
user shakes the mobile phone, the mobile phone terminal device is in a non-standby
state or a moving state and then displays the specific contact information.

[035] Fig. 3 is flow diagram of another method 300 for displaying prompting
information, according to an exemplary embodiment. As shown in Fig. 3, the method
may include the following steps.

[036] S201: receiving prompting information of a first message by a terminal
device.

[037] S202: determining whether the terminal device is in a standby state by
the terminal device. If yes, proceed to S203, if not, proceed to S205.

[038] 8203: determining whether the terminal device is in a moving state by
the terminal device. If yes, proceed to S205, if not, proceed to S204.

[039] S204: displaying first prompting information of the first message on a
screen by the terminal device.

[040] S205: displaying second prompting information of the first message on
the screen by the terminal device.

[041] The step S201 corresponds to S101 in Fig. 1, S202 and S203 are
similar to S102, and S204-S205 are similar to $103-S104. The method further
comprises after S204:

[042] S206: detecting or monitoring a moving state of the terminal device by

the terminal device, and when that the terminal device enters a moving state is



WO 2016/111930 PCT/US2016/012048

detected, proceed to S205 to display prompting information containing the specific
content of the first message.

[043] For example, after the prompting information as shown in Fig. 2A is
displayed in S204, the terminal device monitors moving state information of the
terminal device via a moving sensor, and when that the terminal device enters a
moving state is detected, e.g. when a user shakes the mobile phone, the terminal
device displays clear prompting information on the screen, as shown in Fig. 2B.

[044] S207: detecting or monitoring, by the terminal device, whether a new
user operating instruction is received, if yes, proceed to S205 to display prompting
information containing the specific content of the first message.

[045] For example, after the prompting information as shown in Fig. 2A is
displayed in S204, the terminal device detects whether a new operating instruction is
received, and when a new operating instruction is received, e.g. when a user lights
up the screen of the terminal device, the terminal device displays clear prompting
information on the screen, as shown in Fig. 2B.

[046] In the method for displaying prompting information, according to an
exemplary embodiment, the display mode of prompting information is determined
according to the use state of a terminal device, and the display of the specific
content is hidden when a user does not use the terminal device, which, therefore, not
only can prompt that there is new information, but also can effectively ensure that
private information of the user is not leaked when there is new prompting
information, thereby improving the safety of a terminal device. In addition, the
moving state may be detected by a terminal device to determine whether a user
picks up a mobile phone and automatically determine the use intention of the user,

and then the specific content of a new message is displayed on a screen, so that the
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user can see corresponding information without the need to open an application,
thereby improving the convenience in use of the terminal device.

[047] The method for displaying prompting information, according to an
exemplary embodiment has been described above in detail, and the apbaratus for
displaying prompting information provided by the present application will be
described below in detail.

[048] Fig. 4 is a block diagram of an apparatus 400 for displaying prompting
information, according to an exemplary embodiment. As shown in Fig. 4, the
apparatus for displaying prompting information according to an embodiment of the
present application comprises a receiving unit 301, a confirmation unit 302 and a first
processing unit 303.

[049] The receiving unit 301 receives prompting information of a first
message.

[050] The prompting information of the first message received by the
receiving unit 301 may include incoming call prompting information, short message
prompting information, prompting information of an instant communication tool
message, or prompting information of a push message of an application program, or
other suitable information.

[051] The confirmation unit 302 confirms a current use state of a terminal
device.

[052] If the confirmation unit 302 confirms that the current use state is a
preset first use state, the first processing unit 303 displays first prompting information
of the first message on a screen. The first prompting information is prompting

information hiding or obscuring the specific content of the first message.
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[053] The preset first use state may be that the terminal device is in a
standby state, and the confirmation unit 302 determines whether the terminal device
is in a standby state.

[054] Alternatively, the preset first use state may be that the terminal device
is in a non-moving standby state, and the confirmation unit 302 determines whether
the terminal device is in a standby state and/or determines whether the terminal
device is in a moving state.

[055] The functions of the above units can correspond to the processing
steps of the method as described in detail in Fig. 1, which will not be described in
detail herein.

[056] Fig. 5 is a block diagram of another apparatus for displaying prompting
information, according to an exemplary embodiment. As shown in Fig. 5, when
compared with the device shown in Fig. 4, in addition to the receiving unit 301, the
confirmation unit 302 and the first processing unit 303, the apparatus further
comprises a second processing unit 304, a first detection unit 305 and a second
detection unit 306.

[057] The confirmation unit 302 comprises a first determination unit 3021 and
a second determination unit 3022.

[058] The first determination unit 3021 determines whether the terminal
device is in a standby state. As an example, the first determination unit 3021
determines whether the screen is in a black or dark state, and if yes, the terminal
device is determined to be in a standby state, if not, the terminal device is
determined to be in a non-standby state. Alternatively, as another example, the first
determination unit 3021 determines whether a time interval since the last time a user

operating instruction is received exceeds a preset time interval, and if yes, the

10
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terminal device is determined to be in a standby state, if not, the terminal device is
determined to be in a non-standby state.

[059] The second determination unit 3022 determines whether the terminal
device is in a moving state. In particular, for example, the second determination unit
3022 may comptise a moving sensor subunit, a calculation subunit and a first
determination subunit. The moving sensor subunit senses or monitors the moving
state of the terminal device and generates moving state information of the terminal
device. The moving state information may comprise one or any combination of
velocity, acceleration or angular acceleration. The calculation subunit calculates
moving state variance of the terminal device according to the moving state
information generated by the moving sensor subunit. The first determination subunit
determines whether the moving state variance calculated by the calculation subunit
exceeds a preset threshold, and if yes, the terminal device is determined to be in a
moving state, if not, the terminal device is determined to be in a non-moving state.

[060] If the confirmation unit 302 determines that the current use state is a
preset second use state, the second processing unit 304 displays second pfompting
information of the first message on the screen. The second prompting information is
prompting information containing the specific content of the first message.

[061] The preset second use state may be that the terminal device is in a
moving state, or the terminal device is in a non-standby state.

[062] After the first processing unit 303 displays the first prompting
information of the first message, the first detection unit 305 monitors a moving state
of the terminal device, and when that the terminal device enters a moving state is
detected, the terminal device displays the prompting information containing the

specific content of the first message on the screen.

11
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[063] Also, after the first processing unit 303 displays the first prompting
information of the first message, the second detection Unit 306 may also monitors
whether a new user operating instruction is received, and if yes, the terminal device
displays the prompting information containing the specific content of the first
message on the screen.

[064] In the method and apparatus for displaying prompting information,
according to an exemplary embodiment, the display mode of prompting information
is determined according to the use state of a terminal device, and the display of the
specific content is hidden when a user does not use the terminal device. That not
only can prompt that there is new information, but also can effectively ensure that
private information of the user is not leaked when there is new prompting
information, thereby improving the safety of a terminal device. In addition, the
moving state may be detected by a terminal device to determine whether a user
picks up a mobile phone and automatically determine the use intention of the user,
and then the specific content of a new message is displayed on a screen, so that the
user can see corresponding information without the need to open an application,
thereby improving the convenience in use of the terminal device.

[065] The specification has described methods, apparatus, and systems for
displaying notifications. The illustrated steps are set out to explain the exemplary
embodiments shown, and it should be anticipated that ongoing technological
development will change the manner in which particular functions are performed.
Thus, these examples are presented herein for purposes of illustration, and not
limitation. For example, steps or processes disclosed herein are not limited to being
performed in the order described, but may be performed in any order, and some

steps may be omitted, consistent with disclosed embodiments. Further, the

12
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boundaries of the functional building blocks have been arbitrarily defined herein for
the convenience of the description. Alternative boundaries can be defined so long
as the specified functions and relationships thereof are appropriately performed.
Alternatives (including equivalents, extensions, variations, deviations, etc., of those
described herein) will be apparent to persons skilled in the relevant art(s) based on
the teachings contained herein. Such alternatives fall within the scope and spirit of
the disclosed embodiments.

[066] While examples and features of disclosed principles are described
herein, modifications, adaptations, and other implementations are possible without
departing from the spirit and scope of the disclosed embodiments. Also, the words
“comprising,” “having,” “containing,” and “including,” and other similar forms are
intended to be equivalent in meaning and be open ended in that an item or items
following any one of these words is not meant to be an exhaustive listing of such
item or items, or meant to be limited to only the listed item or items. It must also be
noted that as used herein and in the appended claims, the singular forms “a,” “an,”
and “the” include plural references unless the context clearly dictates otherwise.

[067] Furthermore, one or more computer-readable storage media may be
utilized in implementing embodiments consistent with the present disclosure. A
computer-readable storage medium refers to any type of physical memory on which
information or data readable by a processor may be stored. Thus, a computer-
readable storage medium may store instructions for execution by one or more
processors, including instructions for causing the processor(s) to perform steps or
stages consistent with the embodiments described herein. The term “computer-
readable storage medium” should be understood to include tangible items and

exclude carrier waves and transient signals, i.e., be non-transitory. Examples

13
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include RAM, ROM, volatile memory, nonvolatile memory, hard drives, CD ROMs,
DVDs, flash drives, disks, and any other known physical storage media.

[068] It will be appreciated that the present invention is not limited to the
exact construction that has been described above and illustrated in the
accompanying drawings, and that various modifications and changes can be made
without departing from the scope thereof. It is intended that the scope of the

invention should only be limited by the appended claims.
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WHAT IS CLAIMED IS:

1. A method for displaying prompting information, comprising:

receiving prompting information of a first message by a terminal device;

confirming a current use state by the terminal device; and

if the current use state is a preset first use state, displaying first prompting
information of the first message on a screen by the terminal device, wherein the first
prompting information is prompting information hiding or obscuring a specific content

of the first message.

2. The method according to claim 1, wherein the prompting information of the
first message comprises at least one of incoming call prompting information, short
message prompting information, prompting information of an instant communication
tool message, or prompting information of a push message of an application

program.

3. The method according to claim 1, wherein the preset first use state
comprises a standby state; and
the confirming a current use state by the terminal device comprises

determining whether the terminal device is in a standby state by the terminal device.

4. The method according to claim 1, wherein the preset first use state

comprises a non-moving standby state; and

15
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the confirming a current use state by the terminal device comprises
determining whether the terminal device is in a moving state and determining

whether the terminal device is in a standby state by the terminal device.

5. The method according to claim 3, wherein determining whether the terminal
device is in the standby state comprises:

determining whether the screen is in a black or dark state by the terminal
device,

if the screen is in a black or dark state, determining that the terminal device is
in a standby state; and

if the screen is not in a black or dark state, determining that the terminal

device is in a non-standby state.

6. The method according to claim 3, wherein determining whether the terminal
device is in the standby state comprises:

determining, by the terminal device, whether a time interval since the last time
a user operating instruction is received exceeds a preset time interval;

if the time interval since the last time the user operating instruction is received
exceeds the preset time interval, determining that the terminal device is in a standby
state; and

if the time interval since the last time the user operating instruction is received
does not exceed the preset time interval, determining that the terminal device is in a

non-standby state.

16
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7. The method according to claim 4, wherein the determining whether the
terminal device is in a moving state comprises:

sensing, by the terminal device, moving state of the terminal device via a
moving sensor thereof and generating, by the moving sensor, moving state
information, wherein the moving state information comprises one or any combination
of velocity, acceleration or angular acceleration;

calculating, by the terminal device, moving state variance of the terminal
device according to the moving state information; and

determining whether the moving state variance exceeds a preset threshold,
and if yes, determining that the terminal device is in a mdving state; if not,

determining that the terminal device is in a non-moving state.

8. The method according to claim 1, further comprising:

if the current use state is a preset second use state, displaying second
prompting information of the first message on the screen by the terminal device,
wherein the second prompting information is prompting information containing the

specific content of the first message.

9. The method according to claim 8, wherein the preset second use state

comprises a moving state or a non-standby state.

10. The method according to claim 1, further comprising after the displaying
first prompting information of the first message on a screen by the terminal device:
monitoring a moving state of the terminal device, and when that the terminal

device enters a moving state is detected, displaying the prompting information

17
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containing the specific content of the first message on the screen by the terminal

device.

11. The method according to claim 1, further comprising after the displaying
first prompting information of the first message on a screen by the terminal device:

monitoring whether a new user operating instruction is received, and if yes,
displaying the prompting information containing the specific content of the first

message on the screen by the terminal device.

12. An apparatus for displaying notifications, comprising:
a receiving unit configured to receive prompting information of a first message
by a terminal device;
a confirmation unit configured to:
confirm a current use state by the terminal device; and
if the current use state is a preset first use state, display first
prompting information of the first message on a screen by the terminal
device, wherein the first prompting information is prompting information

hiding or obscuring a specific content of the first message.

13. The apparatus according to claim 12, wherein the prompting information
of the first message comprises at least one of incoming call prompting information,
short message prompting information, prompting information of an instant
communication tool message, or prompting information of a push message of an

application program.

18
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14. The apparatus according to claim 12, wherein the preset first use state
comprises a standby state; and
the confirmation unit comprises a first determination unit configure to

determine whether the terminal device is in a standby state by the terminal device.

15. The apparatus according to claim 12, wherein the preset first use state
comprises a non-moving standby state; and

the confirmation unit comprises a first determination unit configured to
determine whether the terminal device is in a standby state and a second
determination unit configured to determine whether the terminal device is in a

moving state.

16. The apparatus according to claim 14, wherein determining whether the
terminal device is in the standby state comprises:

determining whether the screen is in a black or dark state by the terminal
device,

if the screen is in a black or dark state, determining, by the first determination
unit, that the terminal device is in a standby state; and

if the screen is not in a black or dark state, determining, by the first

determination unit, that the terminal device is in a non-standby state.

17. The apparatus according to claim 14, wherein determining whether the
terminal device is in the standby state comprises:
determining, by the terminal device, whether a time interval since the last time

a user operating instruction is received exceeds a preset time interval;

19
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if the time interval since the last time the user operating instruction is received
exceeds the preset time interval, determining, by the first determination unit, that the
terminal device is in a standby state; and

if the time interval since the last time the user operating instruction is received
does not exceed the preset time interval, determining, by the first determination unit,

that the terminal device is in a non-standby state.

18. The apparatus according to claim 15, wherein the second determination
unit comprises:

a moving sensor subunit configured to sense moving state of the terminal
device and generate moving state information, wherein the moving state information
comprises at least one of velocity, acceleration, or angular acceleration;

a calculation subunit configured to calculate moving state variance of the
terminal device according to the moving state information; and

a first determination subunit configured to determine whether the moving state
variance exceeds a preset threshold, and if yes, determine that the terminal device is

in a moving state; if not, determine that the terminal device is in a non-moving state.

19. The apparatus according to claim 12, further comprising a second
processing unit configured to:

if the current use state is a preset second use state, display second prompting
information of the first message on the screen by the terminal device, wherein the
second prompting information is prompting information containing the specific

content of the first message.
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20. The apparatus according to claim 19, wherein the preset second use state

comprises a moving state or a non-standby state.

21. The apparatus according to claim 12, further comprising a first processing
unit configured to:

after the displaying first prompting information of the first message on a
screen by the terminal device, monitor a moving state of the terminal device, and

when the terminal device enters a moving state is detected, display the
prompting information containing the specific content of the first message on the

screen by the terminal device.

22, The apparatus according to claim 12, further comprising a second
processing unit configured to:

after the displaying first prompting information of the first message on a
screen by the terminal device, monitor whether a new user operating instruction is
received, and

if yes, display the prompting information containing the specific content of the

first message on the screen by the terminal device.

23. A non-transitory computer-readable storage medium embodying a
computer program product, the computer program product comprising instructions
configured to cause a computing device to perform a method comprising:

receiving prompting information of a first message by a terminal device;,

confirming a current use state by the terminal device; and
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if the current use state is a preset first use state, displaying first prompting
information of the first message on a screen by the terminal device, wherein the first
prompting information is prompting information hiding or obscuring a specific content

of the first message.

24. The non-transitory computer-readable storage medium of claim 23,
wherein the prompting information of the first message comprises at least one of
incoming call prompting information, short message prompting information,
prompting information of an instant communication tool message, or prompting

information of a push message of an application program.

25. The non-transitory computer-readable storage medium of claim 23,
wherein the preset first use state includes a standby state; and

the confirming a current use state by the terminal device comprises
determining whether the terminal device is in a standby state by the terminal device.

26. The non-transitory computer-readable storage medium of claim 23,
wherein the preset first use state includes a non-moving standby state; and

the confirming a current use state by the terminal device comprises
determining whether the terminal device is in a moving state and determining

whether the terminal device is in a standby state by the terminal device.

27. The non-transitory computer-readable storage medium of claim 23,

wherein the method further comprises, after the displaying first prompting information

of the first message on a screen by the terminal device:
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monitoring a moving state of the terminal device, and when that the terminal
device enters a moving state is detected, displaying the prompting information
containing the specific content of the first message on the screen by the terminal

device.
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