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Content is generated on a host system based on real-time
data from a controlled process collected over the internet
from a customer’s client automation system, such as a
machine tool control system. The client system may request
content from a host website. Instructions associated with the
requested content, which may be in the form of software to

Appl. No: 11/556,928 be run on the client, is delivered to the client via download
Filed: Nov. 6. 2006 over the internet. The client, executing the software, cap-
’ tures real-time data associated with a controlled process and
Related U.S. Application Data transmits it to the host, where content based on the data can
be generated for the client and/or its owner. Data gathered by
Division of application No. 09/950,726, filed on Sep. the host, and content generated on the basis of the data, may
12, 2001. be made accessible to machine tool manufacturers. Also,
data received by the host is associated with an identifier
Provisional application No. 60/305,199, filed on Jul. defined for each client system. A historical database for
13, 2001. given client equipment can thereby be created.
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SYSTEM ARCHITECTURE AND METHOD FOR
NETWORK-DELIVERED AUTOMATION-RELATED
CONTENT

[0001] This application is a division of U.S. patent appli-
cation Ser. No. 09/950,726, filed Sep. 12, 2001. Application
Ser. No. 09/950,726 claims the benefit, under 35 U.S.C. §
119(e), of U.S. provisional patent application Ser. No.
60/305,199, filed Jul. 13, 2001.

FIELD OF THE INVENTION

[0002] The present invention relates to the field of indus-
trial automation and, more particularly, to the delivery of
services or software relating to systems for automated
machine tools.

BACKGROUND OF THE INVENTION

[0003] In the field of industrial automation, and particu-
larly within the subfield concerning machine tools and their
use, vendors specializing in control technology and software
have provided software to original equipment manufacturers
(OEMs), which manufacture and market automated machine
tools. The OEMs, in turn, supply automation equipment
incorporating this technology and software to end-customers
that are typically manufacturers of equipment that own,
manage and operate the equipment they purchase from the
OEMs. Over the years, OEMs have developed strong rela-
tionships with such end-customers.

[0004] The OEMs typically do not limit their activities to
the development and marketing goods like machine tools,
but they also provide follow-up services for the equipment
they, and perhaps others, sell to end-customers. While
OEMs have provided crucial goods and services, they have
been constrained by existing limits on their ability to provide
services that take full advantage of detailed information
regarding the operation of their machine tools. This con-
straint stems from limits on the ability of existing systems to
gain access to data at the heart of the machine tool control
process. Machine tool control software is highly specialized
for its given task, and has generally not, in the past, been
directed toward the capture or subsequent processing of data
for reasons beyond the immediate control of the machine.

[0005] For similar reasons, vendors of control systems and
software for equipment, such as machine tools, have gen-
erally not been in a position to deliver knowledge-based
performance improvements in their technology either
directly, or in concert with OEMs, to end-customers.

[0006] Access to data that is available to the control
system of a machine tool, if obtainable and properly man-
aged, could be mined or otherwise taken advantage of to
provide end-customers with a variety of efficiencies and
other benefits, including improvements in machine avail-
ability and lifetime, increases in productivity on the part of
end-customer manufacturers using the machines, and other
benefits that are described in greater detail below.

[0007] An ability to gather live data from industrial con-
trollers, let alone to transmit it over a network to a service
provider capable of analyzing, aggregating or otherwise
managing such data, and generating solutions for the auto-
mated machine tools, have been unavailable. Consequently,
there has been no basis for developing any value-added
services or software (hereinafter, collectively, “content™) as
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a function of the gathered data, nor to transmit and download
content in the form of services or software from a service
provider over a network to an end-customer’s (client)
machine tool control system, for example.

[0008] Instead, engineering services associated with auto-
mation equipment, such as machine tools, have been pro-
vided manually and then primarily only in response to
end-customer requests or due to other motivations having
nothing to do with the state of actual controller data. This
existing manual approach, however, does not make full use
of available network and computing technology. It is inca-
pable of delivering real-time or computation-intensive ser-
vices, or sophisticated machine-related services, such as axis
analysis and optimization, machine data checks, wear analy-
sis, machine inspection and acceptance, machine calibration,
dynamic machine modeling, workpiece-related services,
process analyses, software services, data management ser-
vices and the like.

[0009] The existing approach to providing software and
service-related content to users of automation equipment,
such as machine tools, is also unable to provide such content
with the economies often associated with computer-ren-
dered, as opposed to manual, services. Access to controller
software over a network also provides an opportunity for the
delivery of free information services to end-customers, such
as information regarding software releases, company cata-
logs, product and service documentation, chat-rooms and
user groups, white papers and other information, which may
originate with the control software provider, the OEM, or
both.

[0010] There has also been an unmet need to help cus-
tomers shorten development times, to establish market pres-
ence more quickly and at more favorable costs, and to enable
them to do so with products that are superior to those that
have previously been available. Addressing this unmet need
would entail measures to assure maximum availability of
production facilities, reduce the operating costs associated
with those facilities, increase their productivity and deliver
maximum product quality.

SUMMARY OF THE INVENTION

[0011] The long felt, but unmet, needs described above are
addressed by various aspects of the system and method
according to the present invention.

[0012] The system and method according to the present
invention involves establishment of a connection over a
public network, such as the internet, between an automated
machine tool (e.g., a CNC/PLC machine tool) and a host
server. Machine tool data from the production process are, in
real time, gathered and transmitted over the internet to the
host. Data collection can be done in either a synchronous or
asynchronous fashion, with the conditions for asynchronous
data collection being settable by the operator. At the host,
where the data are stored, analyzed and evaluated using any
of'a variety of applications. The results, which may relate to
machine status, machine wear, process stability, workpiece
quality, and long-term changes in the capability of the
machine, may be sent to the customer that operates the
machine also via the internet.

[0013] The system and method provide an open applica-
tion programmer interface (API) for users and manufactur-
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ers, allowing recipients of the service and software, provided
according to the system and method of the present invention,
to customize the content and know-how they obtain from the
content provider. The service and software content made
available to customers according to the present invention
includes, without limitation, machine services, machine
performance, workpiece services, data management, and
electronic sales (e-sales).

[0014] The system and method according to the present
invention may also be used to provide machine tool com-
missioning services (e.g., computer-aided runoff’ (“CAR”)
and disturbance analysis in connection with servicing of the
machine tool. Variance in results from cyclically performed
CAR measurements can also be obtained. Moreover, data
from the controller (e.g., handled by NC programs) may be
visualized or otherwise processed to reveal weaknesses in
the machine tool earlier than previously available.

[0015] Moreover, the system and method according to the
present invention make possible a data management service,
according to which web-based archiving and administration
of control-related data (e.g., NC program data, machine data
and parameters) is possible. These data are available to the
customer and enables with higher data security a quick
resumption of production in the event of data losses.

[0016] The identification of the data uploaded from a
machine tool to the host, in an embodiment of the present
invention, with a code specific to the concerned machine
tool, enables the creation of a time-history of selected
aspects of the machine tool, that in turn provides a wealth of
information to the machine tool user, as well as to the OEMs
that serve them.

[0017] According to an aspect of the present invention, a
system for providing content relating to machine tool con-
trol, comprises a host system programmed for generating
and delivering content relating to a computer controlled
machine tool, and further comprises a client system, in
communication with the host system, configured for collect-
ing real-time data from the computer controlled machine
tool, transmitting the data to the host system, and receiving
from the host system content generated as a function of the
collected data.

[0018] In another aspect of the present invention, a system
for providing content to an industrial controller comprises a
host system adapted for generating and delivering content
relating to the industrial controller, and a client system, in
communication with the host system, for collecting real-
time data from the industrial controller, transmitting the data
to the host system, and receiving from the host system
content generated as a function of the collected data.

[0019] Yet another aspect of the present invention is a
method for generating and delivering content relating to the
management of a computer controlled machine tool,
wherein a host system is in communication with a client
system managed by a customer, the client system being
coupled to the computer controlled machine tool. The
method comprises the steps of receiving machine tool con-
trol data at the host system, the data having been collected
by the client system, and generating content at the host
system as a function of the data received from the client
system; and delivering the content to the customer.

[0020] Still another aspect of the present invention is a
method for generating and delivering content relating to the
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management of an industrial controller, wherein a host
system is in communication with a client system managed
by a customer, the client system being coupled to the
industrial controller. The method comprises the steps of
receiving machine tool control data at the host system, the
data having been collected by the client system, generating
content at the host system as a function of the data received
from the client system, and delivering the content to the
customer.

[0021] A further aspect of the present invention is a
method for delivering content, over a network, from a host
system of a content provider to a customer, where the
customer has automated machine manufacturing equipment
comprising a client control system including computer
equipment coupled to the network and to sensors relating to
control of the manufacturing equipment. The method com-
prising the steps of: transmitting to the client information
relating to the availability of the content; receiving a request
for the content from the client; transmitting to the client
information relating to data to be gathered by the client, the
data relating to the equipment; receiving data from the
client, the data comprising data gathered by the client in
response to the transmission of information relating to the
data; and generating content as a function of the gathered
data.

[0022] An addition aspect of the present invention is a
system for delivering content to a customer over a network,
the customer having an automated machine tool coupled to
anetwork and to sensors for gathering real-time data relating
to the operation of the machine tool. The system comprises
a host computer system coupled to the network and in
communication over the network with the customer’s com-
puter system and a data storage device coupled to the
computer and comprising computer program code for con-
figuring the host computer system to transmit over the
network to the customer program code for permitting the
customer to initiate the delivery of content, configuring the
host computer system to receive at least one communication
from the customer’s computer system relating to a request
for content, configuring the host computer system to receive
data from customer’s computer system the data relating to
the automation of the customer’s machine tool, generating
requested content as a function of the customer initiating of
the delivery of the content, and delivering the generated
content to the customer’s computer system.

[0023] Another aspect of the present invention is a method
for generating content for delivery over a network, the
content being generated by a host in communication with a
client system over a network, the client system also being in
communication with an industrial controller. The method
comprises the steps of transmitting to the client system
instructions for configuring the client system to permit it to
request initiation of the delivery of the content from the host
system, receiving from the client system data relating to the
initiation of the delivery of content, transmitting code to the
client system directing it to retrieve data from the industrial
controller, receiving from the client system data retrieved
from the industrial controller and generating content as a
function of the data received from the client system.

[0024] In another aspect of the present invention, a system
delivers machine tool service content over a network to an
automated system. The system comprises means for first
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downloading instructions to the automated system that con-
trol one or more aspects of the automated system, means for
receiving customer system data over the network from the
customer system, the data collected at the direction of the
means provided by the downloaded instructions and means
for generating machine tool service content as a function of
the collected data and for transmitting the content to the
customer system over the network.

[0025] In another aspect of the present invention, a system
for delivering over a network content based upon real-time
data captured from an industrial controller, comprises a
computer coupled to one or more data storage devices and
to a network over which the data captured from the industrial
controller are received by the host system, the host system
programmed to generate content as a function of the cap-
tured data, the content relating to the industrial controller
and formatted to to be downloadable to the industrial
controller.

[0026] Another aspect of the present invention involves a
computer controlled manufacturing system, having real-
time computer control and that is in communication over a
network with a host system for providing content relating to
the management of the manufacturing system. This aspect of
the invention comprises a subsystem for enabling the receipt
of'the content, the subsystem comprising a network interface
module for communicating over the network with the host
system and receiving the content, a machine handler for
creating executable jobs based on the received content, the
machine handler in communication with the computer sup-
porting real-time control of the manufacturing system, and
a machine handler interface coupled to the network interface
module and to the machine handler for transferring data
between the network interface module and the machine
handler in appropriate respective formats.

[0027] In still another aspect of the present invention, a
method is provided for invoking and receiving content
relating to the management of a computer controlled
machine tool, wherein a host system is in communication
with a client system managed by a customer, the client
system being coupled to the computer controlled machine
tool. The method comprises the steps of: receiving computer
programming code from the host system; in response to the
computer programming code, transmitting machine tool
control data to the host system, the data having been
collected by the client system; and receiving content gen-
erated at the host system as a function of the data received
from the client system.

[0028] In yet another aspect of the present invention, a
system provides content relating to machine tool control
operated by a user, the system comprising: a host system
adapted for generating and delivering content relating to a
computer controlled machine tool; a client system, in com-
munication with the host system, for collecting data from an
industrial automation system, transmitting the data to the
host system, and receiving from the host system content
generated as a function of the collected data, the client
system communication with the host system comprising a
first data path for user communications between the client
system and the host system and a second data path for the
transmission between the client system and the host system
of the data collected from the industrial automation system.
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[0029] Various other aspects of the system and method
according to the present invention are illustrated, without
limitation, in the appended claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0030] FIG. 1 shows an embodiment of a system, accord-
ing to the present invention, for delivery of automation
services by way of a network, as well as by manual means.

[0031] FIG. 2 shows an embodiment of a system, accord-
ing to the present invention, for providing automation ser-
vices and/or software to a customer over a network.

[0032] FIG. 3 shows a high-level schematic view of the
architecture of an embodiment of a system according to the
present invention.

[0033] FIG. 4 shows a schematic view of the server-client
architecture in an embodiment of a system according to the
present invention, with an emphasis on the architecture of
the client side of the system.

[0034] FIG. 5 shows, in schematic form, system architec-
ture associated with the configuration of an embodiment of
a host portion of the system according to the present
invention.

[0035] FIG. 6 shows, in schematic form, system architec-
ture associated with the configuration of an embodiment of
a client portion of the system according to the present
invention.

[0036] FIGS. 7A and 7B show, in schematic form, system
architecture associated with embodiments of aspects of the
client portion of the system responsible for capture of
real-time data.

[0037] FIG. 8 shows, in flowchart form, steps associated
with an embodiment of a method, according to the present
invention, for capturing or real-time data from a CNC
machine tool or other automated manufacturing equipment.

[0038] FIGS. 9A-9C show, in flowchart form, steps asso-
ciated with an embodiment of a method, according to the
present invention, for providing automation-related content
via a network based upon real-time control data and con-
structing databases incorporating the real-time control data.

[0039] FIG. 10 shows, in schematic form, an embodiment
of databases according to the present invention, and the
context in which the databases are created.

[0040] FIGS. 11-23 show stages associated with an
example of the delivery of automation-related services,
namely a circularity test, in an embodiment of the present
invention.

DETAILED DESCRIPTION OF THE
INVENTION

[0041] An embodiment of a system and method according
to the present invention involves an automation software and
services content provider operating a host or server system
in communication over a public network, such as the inter-
net, with a client automation system. The embodiment is
described by way of an example involving, on the client
side, a machine tool having a control system comprising a
control kernel (e.g., a numerical control kernel or “NCK”),
an operating system such as a suitable version of Microsoft
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Windows .R™. which performs real-time control and is in
communication, via the NCK, with the effector hardware of
the machine tool and which receives data obtained via
appropriate sensors in the machine tool, and a HMI (“human
machine interface”) running on the operating system. In this
example, communication occurs over the Internet, and the
subset of the Internet known as the World-Wide Web, or
“web”. Other client configurations are also possible within
the scope of the invention, as are other public networks and
approaches for transferring information via such networks.
In the illustrated example, a conventional browser, such as
Internet Explorer.R™. or Netscape Navigator.R™. runs on
the client operating system, and communicates with the host
by downloading web pages from the host and transferring
user data.

[0042] Although a machine tool is described as a primary
example of the type of automation system with which the
present invention may be put to use, the systems and
methods according to the present invention could be used
with any automation system involving real-time control of
equipment.

[0043] A machine handler is installed, for example, via
download over a public network 25 (preferably the internet)
from a content provider, and is activated by the customer
(referred to here in some contexts as the user or operator) in
a machine tool automation system. Public network 25 may
be referred to below simply as network 25. A user operating
the automation system may access the host, which operates
a website, and download web pages that provide a menu for
selecting content from the host. The host website then guides
the user in a menu-driven fashion supported by web pages,
for example, downloadable over the internet or other net-
work from a host server, to either enter information regard-
ing the desired available service, software or other content.
The host application, in response, generates content (e.g.,
machine tool source code) which is then transmitted over the
network to the client. A machine handler interface module
running on the control system HMI transfers information
from the browser to a machine handler, which in turn may
set up a corresponding job, involving interpreting the down-
loaded content as necessary and loading it, e.g., via an
interface between an NCU running an NCK (which interface
may be regarded for some purposes as an operating panel
logical interface). The machine handler and machine handler
interface may be made accessible to the client HMI accord-
ing to any suitable method, including downloading from the
host over the network, or loaded from a storage medium
such as a compact disk, or delivered with other controls
software supplied to an OEM and thus obtained by the
customer through the purchase of the machine tool itself.

[0044] The provision of content, such as services or soft-
ware, can then most preferably take place either upon
manual initiation by the end-user operator, or automatically
according to a schedule, or upon other conditions, including
conditions derived from data gathered from the end-user
facility. In any event, if downloaded content comprises
instructions that will involve running of the actual machine
tool, provision is made for ensuring that activation of the
machine according to the content is manually initiated for
safety reasons.

[0045] Architecture of the overall system, including host,
client, and OEM entities are shown in FIGS. 1-7. FIG. 1
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shows, at a very high level of abstraction, how an internet-
based automation services company 10 may provide content
comprising software, services and so forth, to a plurality of
customers, represented by systems 1-N (reference numerals
14, 16, and 18, respectively), with whom information is
shared on a bidirectional basis. In addition, the usual pro-
vider of manual engineering services 12 (e.g., an OEM), of
which there may be many, also is in communication with the
customer systems 1-N (12, 14, 16). This architecture, while
useful for certain applications, may be less than optimal as
there is no communication, and certainly none supported by
modern network technology, between the internet-based
automation services company 10 and the manual engineer-
ing services company 12. With this arrangement, neither
would benefit from the other’s intelligence.

[0046] In FIG. 2, a usual production chain for machine
tools is shown in the left hand portion of the diagram. An
automation product provider 22, which is responsible for
control system hardware and software, vends it products and
services to its customer, a machine tool OEM 24. The OEM
24, in turn, integrates the control system products purchased
from the automation product provider with other equipment
it manufactures and/or purchases, and sells to its customer
23 (sometimes referred to herein as “end customer”), which
is typically a manufacturer. A service provider 20, in an
embodiment of the present invention, is in bidirectional
communication, preferably over the internet, with all three
of the foregoing entities. In addition, the service provider
may be in communication with third party providers of
software tools 27 and special services 28, as well as with
internet partners 29. Although shown as unidirectional in the
figure, the information flow may be bi-directional and may
also occur over the Internet.

[0047] FIG. 3 shows a more detailed view of the service
provider 20, OEM 24 and customer 23. Service provider 20
comprises an host 30 (referred to below simply as “host”) in
communication with a system/customer database 34 and an
interactive user 32 that performs administrative or other
functions. Any number of such databases 34 and interactive
users 32 may interact with host 30. An application program-
ming interface (API) 36 also makes it possible for an OEM
partner 24 (in the upper right hand portion of the figure) to
deal with the content provided by the host 30. An interactive
user at the OEM partner 24 may thereby take advantage of
the fruits of access to customer data (as further described
below), by communicating with the content provider host 30
over a network 25, which is preferably the Internet. At the
OEM 24, one or more interactive users 40 interact with
OEM-partner host 38 for administration or other purposes.

[0048] Content is also provided over network 25 as
between host 30 and client 26. Elsewhere, host 30 may be
referred to as host, server, or server/host. Client (or cus-
tomer) 26 may comprise one or more computer numerical
controlled/programmable logic controller (CNC/PLC) sys-
tems 42, peripheral devices and sensors, controllers 44,
personal computers 45 and host computers 46, some or all
of which are in communication over an internal network 47.
As will be described at greater length below, client 26
establishes secure communication over network 25 with host
30, selects and receives content over the network 25, trans-
mits data, such as real-time control data back to host 30. In
addition, client 26, may transmit over network 25 to host 30
a signal representing a promise to pay value in exchange for
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the content, or may transmit a credit card number, or any
signal relating to the actual or prospective conveyance of
value to the content provider. Alternatively, a customer or
client code may be transmitted, as well as a machine code
specifically identifying a client machine that is the subject of
the provision of services or software, and the client 26 or
customer 23, or the responsible financial entity (not shown)
may later be billed or otherwise charged for the downloaded
content.

[0049] All available precautions may be taken to ensure
the security and integrity of data transferred between the
content provider 20, OEM partner 24 and client 26. For
example: firewalls 31, 37, 39, respectively provide a mea-
sure of security for communications over the Internet with
the host 30, host API 37, and OEM-partner host 38. A
firewall and other security features, for example, but without
limitation, password protection and encryption schemes, are
also preferably provided between client 26 and the network
25. The firewall and security features for client 26 are
provided through internal network 47.

[0050] FIG. 4 shows an embodiment of an architecture of
a system according to the present invention, focussing
primarily on a customer’s client system, on the left side of
the internet, and its communication with content provider
host 30. In this embodiment, the customer’s client system
comprises a controller, such as a SINUMERIK controller
manufactured by Siemens AG, comprising a processor run-
ning, perhaps among other things, an HMI (or human
machine interface) 50. HMI 50 is in communication with an
NCU interface 60, which is in turn with a machine tool 70.

[0051] The HMI 50 is the portion of the controller soft-
ware with which an operator (not shown) interacts. HMI 50
supports and provides access to various applications and, in
many existing controllers, is in turn supported by a modern
operating system sharing at least some similarities to oper-
ating systems familiar to users of PCs. Another portion of
the software associated with the machine tool control system
is the numerical control portion, which comprises a numeri-
cal control unit (NCU) and kernel (NCK) (not shown) that
actually communicate with the machine tool 70 and NCU
interface 60. Relevant computation involving NCU and
NCK will be discussed at greater length in connection with
FIG. 7.

[0052] The controller HMI 50 of the client system is in
bidirectional communication over network 25, preferably
the internet, with server/host system 30, operated by the
content provider. A lower set of arrows couple browser
software within the client to the host (which correspond to
reference numerals 500 in FIG. 5 and 600 in FIG. 6). Client
browser 52, which may run on the operating system
described above, is capable of downloading web pages from
the host 30. Browser 52 provides network interfacing func-
tionality that could be provided by other suitable software,
as long as it were compatible with network 25. An operator
(not shown) interacting with HMI 50 and using the browser
52 can access a website (not shown) running on host 30 and
begin to request certain content. The transfer of data in the
illustrated embodiment is primarily from the host 30 to the
browser 52. The operator’s responses to downloaded con-
tent, which may include certain choices and parameters,
involve transporting information back over the internet (i.e.,
the world-wide web) to the host in any manner consistent

Jun. 7, 2007

with configuration of network 25 and host 30. However, no
machine control-related data, e.g., real-time control data, is
transmitted to the host 30 in this fashion.

[0053] The client system also comprises a machine han-
dler 56, also running in the context of the HMI system 50,
which comprises any functionality that can receive instruc-
tions originating from the host 30 and create jobs 57, 58 that
will ultimately involve calling the NCK.

[0054] The browser 52 and machine handler 56 are in
communication with one another via a machine handler
interface 54, which converts content downloaded from the
host 30 via the browser 52 into a format that the machine
handler 56 can process. In an embodiment of the invention,
browser 52 communicates with machine handler interface
54 via remote procedure calls, using, for example, COM
technology available from Microsoft Corporation of Red-
mond, Wash. Likewise, the machine handler interface 54
communicates with machine handler 56 using remote func-
tion calls, leading machine handler 56 to create and execute
jobs, at 57, 58, that will ultimately direct the machine tool
and capture data generated in running the machine tool 70.
Machine handler 56 is in communication with an NCU
interface module 60, which converts job orders into a format
that the NCK (not shown) is capable of processing. Among
such execution tasks are ones that call for one or more
machine tool commands to be processed by the NCK, as
well as ones that collect data from among any available
machine tool state data or other control-related data. Data
collection may be done using existing trace functionality
available with existing machine control systems and using
the data capture approach described below in connection
with FIGS. 7 and 8. In addition, within the scope of the
present invention, other enhanced trace functionalities may
be developed to extract data in a different fashion than is
currently available.

[0055] The system architecture in the embodiment of the
present invention shown in FIG. 4 thus includes asymmetric
data paths, namely a first, bi-directional path for interactions
concerning selection and download of content and a second,
unidirectional path for transmitting captured data (e.g., real-
time control data) from the client to the host 30. On
advantage of this asymmetric data path architecture is that
real-time control data can be sent in a more secure and
speedy fashion than would be the case if it were being sent
in connection with the operator’s web session with host 30.
The port for receiving such real-time control data at host 30,
and the processor(s) with which it could communicate,
could be configured to receive incoming data as quickly as
necessary in a dedicated fashion.

[0056] The initiation of machine tool commands may, for
safety reasons, require the manual intercession of an opera-
tor. Data collected in connection with a job order overseen
by the machine handler may then be transferred to the host.
The transfer of such data is shown, in the illustrated embodi-
ment of this aspect of the present invention, in the upper
arrows. The transfer of data is preferably unidirectional, and
does not involve the world-wide web. Rather, it preferably
is transported via the most available and secure network
means available, since there may not be the possibility to
delay receipt of the data being collected and transported
while a more public means like the world-wide web suffers
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from the usual congestion and other problems. In some
embodiments, however, the world-wide-web is a suitable
transport means.

[0057] In summary, FIG. 5 shows: how content may be
downloaded from a content provider host to a machine tool
client, for example at the request of an operator; how the
downloaded content can be used by the client system to
create and execute machine tool job orders that yield data of
interest; how the data can be collected from the machine tool
control system and transferred in a suitable fashion to the
host. At the host site, a variety of types of content of value
to the owner or operator of the client system may be
generated as a function of the gathered data. Examples of
such content are provided in the appendix near the end of
this document.

[0058] More specifically, FIG. 5 shows system architec-
ture associated with an embodiment of server/host 30. Data
are received from and sent to client 26 over data path 500
and via server user interface 502. The server user interface
502 may provide web service, in other words, a website, and
communicate with client 26 via hypertext transfer protocol
(http) or other suitable protocol. In some embodiments,
server user interface 502 may run on multiple machines to
provide redundancy in the event of hardware or software
failure.

[0059] Server user interface 502 also communicates,
optionally, with workflow server 504, which acts in the
capacity of a background request processor that, in effect,
assists in processing time consuming tasks. Server interface
502 may also communicate with server data interface 506.
Server data interface 506 receives data uploads over network
25 on data path 600 from client 26. This data often com-
prises real-time control data captured from the machine tool
70 or other automated equipment. In one embodiment, the
data may be formatted by client 26 to include a header or
preamble that may be used by the server/host 30 to handle
the data associated with the header or preamble and, for
example, to direct that data to a particular processor. The
formatted data are then transported via http or other suitable
protocol.

[0060] Server user interface 502 and server data interface
506 are both in communication with security module 508
and data provider 510. Security module 508 provides func-
tionality, according to known methods, for ensuring that
entities attempting to gain access to server/host 30, or certain
aspects of it, are authorized to do so.

[0061] Data provider 510 serves as a data interface with
the database portion of server/host 30. It serves, in effect, to
shield server user interface 502 and server data interface 506
from needing to know how data are being handled by the
system’s database software, so that software may be more
easily modified, for example.

[0062] Returning to the workflow server 504, which
receives data from the server user interface 502 and server
data interface 506, it is in communication with numerical
analysis module 512 and simulation module 514. Numerical
analysis module 512 is responsible for analyzing data that is
received from client 26. Simulation module 514 simulates
the behavior of aspects of customer machines in connection
with the provision of requested content. Management envi-
ronment 516, provides a data center and computing
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resources available for the entire server/host system 30 and
computing resources and may detect errors or issue appro-
priate warnings.

[0063] Data provider 510 is in communication with data
center 518, which comprises database software 520 and data
replication coordinator 522. Database software, which may
comprise any suitable functionality, such as SQL clusters,
may support a plurality of databases (DB.sub.1, DB.sub.2, .
.. ) 520 (analogous to ref. num. 34 of FIG. 3). The databases
520 can be accessed by interactive user 32, OEM partner 24
(for which the links are not shown in this figure) or other
entities. Data replication coordinator 522 comprises soft-
ware responsible for handling data that may be relevant, but
that may reside, or need to reside, in one or more data centers
that are remotely located, for example, on a different con-
tinent.

[0064] Architecture for the client 26, in an embodiment of
an aspect of the present invention, is shown in FIG. 6. Data
are sent to, and received from, server user interface 502 of
server/host 30. Data are transmitted back and forth via data
path 500 over network 25 (not shown in this view) by
browser 602, which runs on HMI 50 of client 26. As with
analogous browser 52 of FIG. 4, browser 602 receives data
from server/host 30 via http over the Internet or other
network. The data are likely to be in the form of a web page
that identifies a service to client 26 via an operator who,
running browser 602 and having logged in to server/host 30,
selects a service presented by server/host 30 by returning a
message using a button on a web page. An example of the
type of interaction supported under this architecture is
described in connection with FIGS. 11-23.

[0065] Browser 602 communicates with machine handler
604 (see analogous structure 56 in FIG. 4), which commu-
nicates with the controller that runs the automated equip-
ment of interest (not shown in this Figure). Machine handler
604, which receives data captured from the controller, also
communicates with security module 606, which also runs on
HMI 50 of client 26. Security module 606 ensures that all
communications with client 26 come only from server/host
30 or other authorized server. Security module 606 thus
prevents potential hacks or attacks on automated systems by
non-authorized parties that, if not kept out, might be able to
issue control instructions to the detriment of the automated
system or gain access to data that the owner of client system
26 would prefer to keep secret.

[0066] In FIGS. 5 and 6, data may be shared between
modules as to which no links are shown, or may be accessed
by a user from modules for which no outputs are shown, in
accordance with the needs of the content provider.

[0067] Other architectures for the functionality of the
client side, according to the present invention, might avoid
the use of a browser. Such approach, however, while within
the scope of the present invention, could expose the machine
handler functionality directly to the internet.

[0068] Yet another client architecture within the scope of
the present invention might lump the functionality associ-
ated with the browser, machine handler and machine handler
interface and the NCU interface within a single or smaller
number of modules. Such an approach, however, because it
would be less modular, might be more expensive to build
and maintain.
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[0069] One aspect of the present invention concerns the
ability to gather or “capture” controller data, which may be
real-time in nature, from the controllers associated with
particular automated equipment. The captured, low-level
data regarding the state of the controlled machine or equip-
ment is, in an embodiment of the invention, specified by
program code downloaded via data path 500 (FIGS. 5 and 6)
into HMI 50 of client 26. An embodiment of architecture for
implementing this functionality is shown in FIG. 7. Host 30
is in communication with HMI 50 (of client 26, not explic-
itly shown in this Figure) via network 25. HMI 50 is also
coupled to data storage device 52. As described above, HMI
50 provides the user interface portion of an industrial control
device, and typically would be equipped to run any number
of applications, including browsers and the like. Because
one of the primary purposes of the HMI 50 is to enable an
operator to modify aspects of the controller for a particular
machine tool or other piece of automated equipment, HMI
50 communicates with another process, typically running on
a separate processor, that is responsible for machine control.

[0070] Data capture associated with the present invention
involves a “trace” function. Comprehensive trace function-
ality provides control (e.g., HMI, NC, PLC) and drive data
to a user more comprehensively and optimally. Whether this
functionality is provided directly or via value-added services
may depend upon the application to which a trace is put.

[0071] By way of an overview of this aspect of the present
invention, in one embodiment, downloaded program code
comprises compile cycles. A compile cycle is a functional
supplement to the real-time control software that is being
provided by OEM software developers based on a compat-
ible application interface of the numeric control kernel. In
the current embodiment, compile cycles can be developed
and compiled into a library on the base of an API without
any code of the control software. The compiled compile
cycle can then be downloaded to the control. After changing
control configuration accordingly (setting of some machine
data) the compile cycle is dynamically linked into the
control software upon the next power-up of the system.
From this point, the functional supplements provided by the
compile cycle are available within the real time processing
of the control.

[0072] Data capture, alternatively, involves trace function-
ality where compile cycles are not downloaded, but rather
where parameterization and control of existing trace func-
tionality is done through an NCU interface 60. This may be
done by software resident in HMI 50 that maps internet
requests to the operating panel interface, or to parameter-
ization/control of a trace. Alternatively, control of trace
functionality may be done via a download of any HMI
application that performs these tasks, which can be down-
loaded like any code downloadable over the web. In the case
of software resident in HMI that maps internet requests to
the operating panel interface, the control logic, i.e., the
sequence of steps to be performed, would preferably reside
on the host system 30 and the local software would have
only a gateway functionality to the NCK. Where an HMI
application is downloaded, the control logic would reside in
the software downloaded to the HMI 50. Whether this
software is, for example, a java/java script applet or any
windows program that is downloaded and installed to run on
HMI using HMI-OEM application programming interface
(API), is an implementation detail.
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[0073] Available automation controllers provide NCK-
OEM APIs, as well as HMI-OEM API’s, which automation
product provider 22 typically provides in order to allow
OEM 24 to customize features specific to its hardware and
the needs of its customer 23. Data capture functionality
could use NCK-OEM API alone, or HMI-OEM API alone.
NCK-OEM is preferable if the data capture functionality
must work even without the HMI connected and if func-
tionality requires additional real-time processing, such as
preprocessing of data, extended trigger capabilities, or the
like.

[0074] Two embodiments of a system configured for cap-
ture of real time industrial control data are shown, respec-
tively, in FIGS. 7A and 7B. The illustrated embodiment
relates to a controller (CNC) for a machine tool; however,
the inventive features described below may find application
as well in other industrial automation contexts.

[0075] One feature of the data capture functionality
according to the present invention is that the program code
that enables the preprocessing and capture of real-time
controller data may be downloaded over a network. An
operator, such as interactive user 32 identified in FIG. 3, who
is interacting with HMI 50, selects a particular network-
delivered service (see the example described in FIGS.
11-23). The service is selected, for example, from an internet
website provided by a service provider (host) 30. Appropri-
ate program code is transmitted over the network to HMI 50.
The HMI 50, via the NCU interface 60, machine handler
interface 54 and machine handler 56, and NCK 66, has
influence over the control of machine tool 70 or other
controlled industrial equipment. NCK 66 includes a base
system 68, an NCK OEM application interface 69, that
permits downloaded program code to be plugged into the
NCK 66 as compile cycle(s) 72. Base system 68 provides a
trace functionality for data capture that can be extended
through NCK OEM application interface 69. This trace
functionality locally gathers data and stores it into a buffer
or queue associated with any of the levels 76-84 (even), after
which a non-cyclic task takes buffer data and stores it into
a file in data storage 74, which may be, for example, static
RAM,; such that it can later be merged into the trace data.
The file in data storage 74 may also be used in queue mode,
wherein data are added at one location while being dumped
at the other end, or in a circular buffer mode, wherein the
oldest data are lost. To extend the trace capability to user
program information not directly available to base system
69, trace code may be inserted into user programs (e.g., to
PLC user program in the form of a special function block)
that provides local user program data to the trace function-
ality. These particulars can be configured by content pro-
vider 20, which will be downloading program code and
configuration data from host 30.

[0076] The base system 68 is also in communication with
various level control tasks, including pre-run control tasks
76, main (i.e., interpolator (IPO) level) control tasks 78,
servo control and drive data control tasks 80, PLC data 82
and other information sources 84 within the machine con-
trol, and thereby has access to all time levels within the
control, including the fastest time level. Compile cycles 72
(e.g., downloaded program code) have access to the base
system 68, control tasks 76, 78, 80, PLC data 82 and other
information sources 84, through NCK-OEM application
interface 69. As shown in FIG. 7B, pre-run 76 and main run
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78 control tasks may share information, as may main run 78
and servo control and drive data control tasks 80, as well as
main run 78 and PLC data 82 tasks.

[0077] Designed on the basis of an understanding of the
structure of the NCK 66 and its interface functionality,
downloaded programs can include compile cycles compat-
ible with the NCK 66 that can be configured to extend the
trigger, event or data capabilities of the trace, by accessing
through NCK-OEM application interface 69 the required
information from NCK 66, preprocessing it, and providing
the results to the trace. The included compile cycles can also
be configured to set up and control a trace of preselected,
real-time data that is available to NCK 66 either directly or
through extensions provided by the compile cycle(s) 72 as
described above. The included compile cycles can also be
configured to effect any kind of influence to the control
system that can be implemented using the NCK-OEM
application interface 69 (e.g., moving axes under control of
compile cycle). The resulting program code is downloaded
to HMI 50 and stored, via NCU interface 60, in NCK 66.
The downloaded code can then be dynamically linked to the
NCK library. The downloaded code may include: (1) code
that implements real-time preprocessing of available NCK
data and that provides the results of preprocessing as trace-
able data to the trace functionality; (2) code that analyses
available event and state information of the NCK 66 and
creates, from this new information, new events for invoking
the trace functionality; (3) code that analyzes available data
or event and state information, compares it to configured
conditions and, thus, provides new trigger capabilities ot the
trace functionality; (4) code that influences the control
system through NCK-OEM application interface 69 in a
desired way, possibly being synchronized to a trace by
means of provided events or data; and (5) code and con-
figuration data that configures the trace functionality in the
desired way.

[0078] Configuration of the trace functionality requires
specification of: (1) data lists that define what data is to be
captured through the trace functionality; (2) events, upon the
occurrence of which the trace functionality for particular
data in the data list is to be invoked; (3) triggers whose
detection terminates the trace functionality; and (4) a post-
trigger delay period, defining a delay between the detection
of a trigger and the associated cessation of the respective
trace. By way of example, the events (and triggers) on which
data are to be captured (or on which data capture is to be
terminated) can be cyclic, such as every interpolation cycle
in a machine tool control context, or non-cyclic, e.g., every
time a new tool is changed.

[0079] Data lists are configuration data stored in the base
system 68 and can be accessed externally through operator
panel interface 64, or machine handler interface 54 and
machine handler 56 of FIG. 4, or internally through a
compile cycle interface, i.e., to the operator panel interface
64 or machine handler interface 54 and machine handler 56
of FIG. 4. In an embodiment of this aspect of the present
invention, a desired trace functionality for data capture could
be included within downloaded program code. In other,
presently preferred embodiments, downloaded NCK pro-
gram code is employed to extend trade capabilities, while
configuration and start are done through an HMI 50 appli-
cation that may be downloaded from host 30 over the
network 25 or may be a resident gateway application that
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maps host 30 communication to operator panel interface 64,
or machine handler interface 54 and machine handler 56,
shown in FIG. 4. Or, alternatively, downloaded NCK pro-
gram code may read specific configuration from machine
data or global user data, provided via a download of machine
data or global user data files.

[0080] FIG. 8 provides a high-level flowchart that
describes steps associated with a method of performing data
capture in an embodiment of the present invention. A client
system HMI 50 receives program code associated with a
selected service from host 30 over network 25 at step 802.
Access by the real-time controller (here, NCK 66) is pro-
vided to the downloaded program code (e.g., as described
above) at step 804 and program code is executed. At step
806, data lists are identified and configured, which specify
which data are to be captured. This can be done through
execution of the accessed code or through other means (e.g.,
through download of configuration data form network to
NCK 66). In addition, at step 808, respective events are
configured, on the occurrence of which the specified data are
to be captured. Again, this can be done through execution of
accessed code or other means, as described above. At 810,
triggers are set, also according to the accessed, downloaded
code, or to other means, as described above.

[0081] At step 812, a trace is started/enabled. This step
also can be done through execution of accessed code or
through action initiated over the network 25. Then, upon
occurrence of an event configured at step 808, as detected at
step 814, a link is made to the respective data list. Linking
to a data list comprises storing a reference to which data list
should be used. For this purpose, each data list has an
appropriate identification, for example, an ID number. If
data lists are user-specific, corresponding user identification
may be included in a data list identification. A plurality of
users may specify and run its own independent traces in
parallel, subject to the constraint that resources such as
memory or processor time may not be overused.

[0082] Ifthe data collection capacity of the base system 68
has not been exhausted, as checked at step 816, then, based
on the linked data list that contains a number of entries, each
identifying one data to be recorded, all desired information
is being accessed through NCK base system 68 and, if
required, through execution of the downloaded software.
The specified data are written at step 818 to data storage 74,
which may occur by way of an appropriate buffer. As long
as the capacity of data storage 74 is not exhausted, the trace
continues until, at 820, occurrence of a respective trigger is
detected. At the end of a post-trigger delay, assuming one
had been specified, the link to the respective data list(s) are
ended and writing to storage location 74 is terminated. If the
data collection capacity had, at step 16, been exhausted, step
820 would also be invoked.

[0083] At this stage, data collected in data storage 14 may
be accessed by the downloaded program code residing in
HMI 50 which may, in turn, display it for an operator and
may then transmit it over network to host 30 for storage,
analysis or other operations.

[0084] A trace function can be specified in at least two
ways. In one specification, called a “normal trace”, the trace
is begun and ended upon definite events, and a transfer
occurs only when the trace is stopped. In a second specifi-
cation, called an “endless trace”, the trace runs in the
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background, with continuous transfer of captured data out-
side the client system (e.g., to an HMI).

[0085] A trace entails read-only access to the NCK
(numerical control kernel) data. Write-access, e.g., by a
function-generator, contradicts the actual definition of a
trace and therefore would be added, if at all, as an additional
function in combination with the trace function. This might
be the case, for example, where for certain automatic pro-
cedures a function generator and a trace are externally
coupled functions.

[0086] Configuration of a trace, which takes into account
relevant information including mode of operation, etc., may
proceed off-line. If a trace is on-going, boundary conditions
cannot be modified. Rather, a trace must be halted or
suspended for changes to be made to the configuration of the
trace.

[0087] The actual analysis or visualization provided by a
trace is not an aspect of the trace functionality itself, but
rather of the applications that utilize one or more traces.

[0088] Possible applications of the comprehensive trace
functionality include: machine commissioning support; fail-
ure detection and debugging of system problems; applica-
tions problems (especially for complex applications with
multiple channels, synchronous actions, etc.); run-time situ-
ations (sporadic run-time problems); crash-handling (com-
plete data gathering via NC Kernel dump), logic analysis
(oscilloscope, tachometer, etc.).

[0089] There are a number of common requirements for
the captured information. These include: the accommoda-
tion of data including system variables, drive signals, PLC
flags, as well as events (status, changes in status, binary
signals, alarms, etc.); access to local user program data (e.g.,
in the NC program, flags in the PLC program); copying of
traced local data into a suitable global variable. All data and
events, including data from all system components, espe-
cially the previously hard to access and combinable infor-
mation from motion synchronous (internal) actions, PLC
and drives, and all information that is available over an
operator screen interface may be treated as triggers for the
trace function. For expert or internal purposes, in each case,
unrestricted access via the physical address may be possible.

[0090] There may in some instances be certain require-
ments for conducting a trace, e.g., with PL.C data. Access to
PLC peripherals, or to flags in a user program, without the
impact on the PLC may be arranged. Access to the user
program data (I>flags, . . . ) and an ability to synchronize the
point at which recording takes place with the user program,
if necessary through additional commands inserted into the
user program, may be arranged. However, access to PLC
peripherals, or to flags in a user program, without impact on
the PL.C and/or the user program is preferable in an embodi-
ment of the invention. Similarly, an embodiment of the
invention includes up to 32 PLC signals traceable at the
same time. Also, to the extent necessary, available user data
may be fetched from within the relevant user program by
inserting appropriate commands into the user program
which store the relevant data into the trace buffer. Addition-
ally, buffer data available from different sources within a
machine tool/control system may be merged into a joint set
of data and be displayed or analyzed by an appropriate user
program on HMI.
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[0091] The recording process is preferably efficient and
tailored to the particular use. The efficiency conditions, in
essence, require recording only the necessary information
and recording no more often than necessary. A clear distinc-
tion should preferably be maintained between continual
signal and events (sporadic signals). If possible, data com-
pression is done during recording (taking into account
run-time influence) and care should be taken to minimize
administrative overhead, that is, to achieve the minimal
possible recording positions.

[0092] If conditions of use are unknown or not definable,
the full spectrum of possible uses and operating methods is
preferably supported. For example, depending upon the
application, ring buffers in which loss is limited to the oldest
data may be preferable to a queue arrangement in which the
newest data are lost upon the queue becoming full. Eventual
additional information that would be required might include
a time stamp, time counters and so forth. Other use-specific
requirements may depend upon the quantity of data, modes
of operation, and optional additional information demanded
by a particular application.

[0093] For example, for debugging of difficult errors, the
act of recording a trace should preferably be as free as
possible from crashing. That is, in the run-up after an error,
earlier recorded data should be saved.

[0094] Most preferably, recording of each variable could
be done as a function of its own timing characteristics to
reduce the amount of involved data. In principle, timing the
recording of a variable to implicitly incorporate the function/
scope of the variable may, for example, reduce the amount
of data that needs to be gathered.

[0095] The collection of data on an event or condition
driven basis, instead of doing so continuously, may be
preferable. Rather than necessarily occur in a trace file, an
additional file or archive could be automatically created that
can also contain NC programs, including main programs,
subprograms, cycles, etc. A reference or pointer to this
archive would then automatically be registered in the trace
file. One can therefore be protected in advance from incon-
sistencies that can be associated with a manual implemen-
tation of this function. Manual archiving may take place
days after the data collection, during which configuration
data may have already changed. This can also be specified
through an application, which means that internal interfaces
may not need to fulfill this condition.

[0096] In an embodiment of the present invention, trans-
formation in the configuration, as necessary, of distributed
components may be programmed to occur automatically.
Also, the collection and supply of available meta-informa-
tion for the configuration should, as far as possible, be
automated. The HMI logical interface may serve as an
internal configuration interface. For flexible expandability
with minimum expenditure, new signals may simply be
merged with HMI logical interface components in a trace.

[0097] A method of procedure control for the foregoing, or
for the traces, should preferably offer the following func-
tions: start conditions (manual, NC program, PL.C, synchro-
nized action, automatic time-controlled, continuously run-
ning, external entry, etc.) and stop/trigger conditions
(manual, NC programmed, PL.C, synchronized action, inter-
nal additions, time controlled, external events, etc.). Data are
to be stored in the file (associated with the HMI).
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[0098] Trigger conditions are preferably settable within
states: trigger on individual bits; trigger on changes in state
variables from state X to state Y (precisely defined state
transitions) using text instead of numerical codes to identify
states; trigger on definite NC instruction number; triggers on
the nth occurrence of a given relevant code. To the extent
necessary, trigger conditions for each variable are separated
out. Chains of conditions may be used: for example, first
condition 1 must be fulfilled, then condition 2 or condition
3, and, if then condition 5 is fulfilled, particular data will be
recorded until condition 6 occurs.

[0099] For example, after a crash or a stop, as soon as data
are transferred, the resources are again preferably free. Note
that there must, as necessary, be a coupled condition, so that
automatic restart is shut off as soon as possible if, for
example, an interesting event or condition (such as an error)
has occurred.

[0100] As described elsewhere in this document, the
preparation of data appropriately takes place in the HMI.
According to different embodiments of aspects of the
present invention, applications can be bound exclusively on
a file basis. Also, a COM connection may be used to support
block access via continuous data stream (without buffering
on the file). Three classes of users are to be served: (1)
prepared users, such as control software vendor applications
on the HMI, e.g. trace visualization, IBN or diagnosis tool;
(2) OEM-users (client applications via HMI-OEM); and (3)
web-based services.

[0101] In an embodiment of the present invention, a trace
should be open to the user. Open, accessible interfaces for
configuration (which signals, how installed), include con-
trols (start, stop . . . ), analysis (data file format) for OEMs.

[0102] The display of a trace, according to an embodiment
of the present invention, is comparable to a logic-analyzer-
oscilloscope. Signals from different sources may be dis-
played. References to program modules may be displayed.
Cursor/zoom function is preferably provided. More than
four (4) signals are preferably possible. Filters are also
preferably provided to permit visualization of a selection of
signals. Assistance may be provided in explaining the vari-
ous signals and events, given that normal users are not
necessarily familiar with all such information.

[0103] High robustness of the data gathering may be
achieved in the following ways. Data should, to the extent
possible, be available after a crash. Sudden errors during a
trace should not lead to a data overflow and there should be
a suitable reaction in the event of resource scarcity. If an
interesting event or condition has occurred, data files may
not later be erased.

[0104] Preferably, a system using the data capture func-
tionality described above should use no more than approxi-
mately 60% of available cycle time, which may help to
avoid interference with any running applications.

[0105] An embodiment of a method, according to the
present invention, for providing automation-related content
via a network based upon real-time control data and con-
structing databases incorporating the real-time control data
is shown in flowchart form in FIGS. 9A-9C.

[0106] A user of client 26, which in the illustrated embodi-
ment is a machine tool, but which could in other embodi-
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ments be other automated equipment, invokes host 30 oper-
ated by content provider 20 at 902. In the present
embodiment, but without limitation, host 30 and the user of
client 26 communicate via the web. Host 30 transmits a web
page, at 906, that queries the user for ID codes, that may
include a customer ID code and a machine ID code. The
customer ID, which will have been established during an
earlier registration process in which a variety of customer-
specific data will have been collected, allows the host 30 to
retrieve such customer data and establish a session appro-
priate for that customer. In addition, host 30 may access data
regarding the various types of automated equipment that its
customers operate and as to which it offers services. After
receiving the machine ID, host 30 may retrieve information
suitable for a session that allows the user to select from
among content, including services, appropriate for the cus-
tomer’s needs and that are offered for the type of machine
corresponding to the machine ID. Further detail regarding
the data available to host 30 is presented below in connec-
tion with FIG. 10.

[0107] Upon establishing such a session taking into
account the identity of the customer and the involved
machine, host 30 transmits to the user a set of options that
may be tailored to the customer, at 906. The user transmits
and the host 30 receives the user’s selection of an option, at
908. Based upon the user’s selection, host 30 retrieves from
a database a set of properties for the client machine tool, at
910, and confirms, at 912, that the selected option is appro-
priate for the machine tool being operated by client 26. If
not, host 30 notifies the user, at 914, that the selected option
is inappropriate under the circumstances and that another
option should be selected.

[0108] Otherwise, the host 30 retrieves price information
for the selected option, at 916, and retrieves content, e.g.,
program code, associated with the selected option, at 918,
that may be executed at the host 30 and/or at the client 26.
In general, data will be transferred to client 26, to be used,
according to the description provided above, to assist in
controlling the machine tool and gathering particular, result-
ant data. Following its retrieval, any content, such as pro-
gram code, that has been retrieved by the host 30 is
transmitted to client 26, at 920.

[0109] At 922, FIG. 9B, host 30 creates a database record
for the transaction corresponding to the option selected by
the user. (See also FIG. 10 and accompanying description).
Host 30 associates the client and machine tool IDs with the
database record, at 924. In addition, at 926, host 30 associ-
ates the date and time the selected option is invoked with the
database record established at 924. Moreover, host 30 may
also associate the earlier-retrieved (or other) price data with
the database record, at 928.

[0110] Next, host 30 awaits user initiation of client
machine tool behavior corresponding to the selected option
and the associated, downloaded program code and/or data.
The purpose of this waiting step, at 930, is to ensure user
safety: particularly when moving machinery is involved,
running the machinery should involve a manual step to help
make sure the operator is aware of imminent machine
activity before it begins and thereby avoid injury to person-
nel.

[0111] Host 30 receives a message, at 932, indicating that
the user has initiated activity associated with the selected
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option. Host 30 also then awaits transmission, at 934, of data
generated in connection with operating the machine tool and
collected from the machine tool controller during the course
of the selected option. Then, at 936, host 30 receives
machine tool data collected from the client 26 machine tool.
Host 30, at step 938, processes data collected from client 26
according to code corresponding to the option selected by
the user. Then, at step 940, the results of processing the data
uploaded from client 26 (e.g., generated by numerical analy-
sis module 512, of FIG. 5) are transmitted to client 26, or,
in some embodiments, to an entity that owns or controls it.

[0112] When the session or transaction comes to a close,
or at another suitable time, billing information is retrieved or
generated, at 942, based on retrieved price information and
is processed for transmission to the user or its owner or
operatotr.

[0113] As the session approaches termination, a suitable
data structure, such as a database record, corresponding to
client 26 and to the selected option and including the data
describing the various aspects of the transaction, is made
available, at 944, for access by the customer that owns
and/or operates client 26, or by partner organizations (e.g.,
OEM 24 in FIG. 3). Access by an OEM 24 is preferably
made only with the approval of the entity that owns or
operates client 26, an indication of which approval may also
be included among the data stored by host 30 for particular
customers. Access also may be made contingent upon the
prior or subsequent conveyance of value to the customer 23
(that is the owner and/or operator of host 30) by the OEM
24. The price for access, in either case, may follow any
commercially suitable arrangement. In one embodiment, a
first price component is determined as a flat rate function of
a given recurring time period, and a second price component
is computed as a function of the provided content.

[0114] The order and the particulars of the above-steps
may be varied. Moreover, other steps may be added without
departing from the scope of this aspect of the present
invention.

[0115] An embodiment of databases according to the
present invention, and the context in which the databases are
created and accessed, are shown in FIG. 10. This Figure
provides further detail to the architecture shown in FIG. 3,
which also shows connectivity between host 30 and cus-
tomers operating client system 26, or OEMs 24, or others,
who may arrange for and obtain access to the databases,
typically in exchange for value.

[0116] In the illustrated embodiment, service provider 20,
through its host 30, provides network-delivered automation-
related content to a plurality of client systems, 26.sub.1,
26.sub.2, . . ., 26.sub.N, each controlling a respective
machine tool 70.sub.1, 70.sub.2, . . ., 70.sub.N. In the course
of providing this content, data is captured by the client
systems and uploaded to host system 30, which stores this,
as well as other data associated with running the network-
delivered automation-related content business. Host 30
writes data to at least two databases: A first database 34A
comprises commercial data; a second, 34B, comprises tech-
nical data.

[0117] An example of a data structure corresponding to
each of the databases is shown below each of the databases
34A and 34B. The data structure 1010 corresponding to that
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of database 34A comprises sets of data for each of the
plurality of clients 1-N. Each set may include: a customer
identifier, which may be in the form of a code, for identi-
fying the customer responsible for the respective client;
transaction codes for identifying the nature of content (e.g.,
services or software) that may be provided for the customer;
data describing relevant aspects of the customer’s business;
data relating to contracts with the customer and pertinent
requirements of such contracts, including prices set for
particular transactions for that customer; data relating to
how the customer is to be billed; and any other customer
data of interest. A similar data structure, not shown, can
record a customer identifier for customers that subscribe to
the databases, a code identifying the nature of the access
obtained, the date of the access, the price for the access (if
relevant for the given pricing model), and other relevant
data. In the default, access to customer data within data
structure 1010 would be limited to the particular customer
whose data it is. In general, however, a customer may permit
access to the data structure 1010 by third parties such as
particular OEMS 24.

[0118] Data structure 1012, corresponding to database
34B, comprises a plurality of data sets, one for each cus-
tomer. Each customer data set within data structure 1012
may be recorded and accessed on the basis of the unique 1D
for that customer. Within the data for a given customer, there
may be any number of sets of data corresponding to
machines or client devices operated by the customer. Each
such machine or client device is identified by a unique
identifier or code, that is included in the data structure 1012.
For that particular machine or client, various administrative
data may be stored, for such reasons as ensuring that access
rights are properly handled. In the default, customer data in
data structure 1012 would be accessible only by the cus-
tomer from whom the data was collected. A customer could,
however, indicate willingness to allow access by others, e.g.,
machine tool manufacturers, to the data under preselected
conditions; such willingness could be represented in the
administrative data field of data structure 1012. The data
structure may also include a code for a particular transaction
with the host 30, accompanied by a date and one or more
prices. Alternatively, price data might be looked up at billing
time based on stored data regarding the nature of the
transaction and the price arrangement for that transaction
and that client stored in data structure 10. Data structure may
1012 also include, associated with a particular transaction,
data collected from the client device or machine, which can
include real-time control trace data captured, for example,
from NCK 66 of client 26, as shown in FIG. 7, or any other
data accessible according to the methods described herein.
In addition, machine alarm data and machine configuration
data can help provide an accurate picture of the state of
client 26 during the delivery of services or software for the
given transaction.

[0119] As shown in the Figures, data in both structures
1010 and 1012 are first organized by customer. Given that a
customer is likely to have any number of machines for which
service provider 20 may be able to provide content, a
plurality of fields, each corresponding to machines operated
by that customer, may be present within a given customer’s
data, each such machine ID (or client ID) being unique to the
particular machine tool or other controlled equipment. Data
structure 1012, thus, can provide a historical view of behav-
ior over time for the particular machine.
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[0120] As to each of data structures 1010 and 1012, certain
information could be added or deleted, the data could be
re-ordered, and other data structures could be used, consis-
tent with this aspect of the present invention.

[0121] FIGS. 11-23 show stages associated with an
example of the delivery of automation-related services,
namely a machine tool circularity test, in an embodiment of
the present invention. In each Figure, aspects of represen-
tative screen shots are provided, showing the view an
operator of the machine tool would have when interacting
with the display of HMI 50 associated with a client system
26. In the illustrated embodiment, the user runs a browser
52, running on HMI 50, to view web pages downloaded to
the HMI 50 over network 25 from host 30. Where the web
page provides for it, the user can select options and enter
data that are sent back to host 30 by the browser.

[0122] In FIG. 11, the user has previously selected, from
among the options that are offered for this customer and this
particular machine tool, a circularity test. The user’s ability
to do so presupposes the previous establishment of a cus-
tomer relationship on the part of the customer entity that
operates the machine tool, leading to the creation of database
entries analogous to those of 1010 in database 34A of FIG.
10.

[0123] The point of a circularity test is to determine the
degree to which the machine tool, in any of its planes, is able
to drive the end-effector through a circle. The actual path is
measured and compared with a true circle. The results of the
comparison permit not only inferences as to whether the
machine requires maintenance, if the circle is outside of
tolerances, for example, but may allow for the diagnosis of
wear conditions and their causes even while the ability of the
machine tool to drive a circle is within tolerances.

[0124] In FIG. 11, as indicated by the arrow, the user is
selecting the start button associated with a first of a plurality
of circularity measurement approaches: a direct measuring
device, a machine measuring system (MMS), and a ballbar
device. For each of these options, the user can retrieve
information by pushing the respective information button.
The user can also request information about the circularity
test itself by pressing the information button in the upper left
hand corner, immediately below the legend “CIRCULAR-
ITY TEST.”

[0125] FIG. 12 shows a subsequent web page, in which the
user is prompted to select a plane in which the circle is to be
driven. A cube representing three planes is shown, as are
options for selecting three primary planes (identified by the
pairs of axes that define them). In this Figure, the user has
selected the X/Y plane. This selection is uploaded to the host
30, which sends updated webpage data, shown in FIG. 13.
This webpage data includes shading of the X/Y plane
selection button, as well as the selected plane on the cube,
providing the user with visual queues to assist in confirming
that the desired selection has been correctly made.

[0126] Once host 30 receives complete information as to
plane selection, it downloads a webpage, shown in FIG. 14,
including a form that permits the user to enter plane selec-
tion parameters. The parameters include the diameter of the
circle, the center point of the circle (in X/Y Cartesian
coordinates), tolerances +/— in microns, the feed rate path in
millimeters per minute, the direction of travel (clockwise or
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counterclockwise), and a confirmation button indicating that
selection of parameters is complete. Also downloaded in the
webpage shown in FIG. 14 is a graph in the X/Y plane
showing the centerpoint, and three concentric circles cen-
tered at that point, including the desired circle and outer and
inner circles defining the as yet unspecified tolerance band
about the desired circle.

[0127] InFIG. 15, the diameter, center point and tolerance
band settings have been received from the browser 52 by the
host 30, which then downloads a webpage update indicating
on the graph the selected diameter of 100 mm, and outer and
inner circles defining the tolerance band of +/-20 mm about
the desired circle centered at (X=0,Y=0). In addition, the
user is prompted to specify a commanded path, either
clockwise or counterclockwise.

[0128] In FIG. 16, the user selects the clockwise com-
manded path, uploaded by the browser 52 to the host 30.
Host 30 downloads to browser 52 a webpage update, shown
in FIG. 17, in which the various user selections are high-
lighted, to provide user feedback that its selections are ready
to be registered. The user does so, by pressing “confirm”,
notifying host 30 that the parameters for the circularity test
have been completed.

[0129] FIG. 18 shows a view of the machine tool relative
to the path it has been specified by the user to drive.
According to the approach described above in connection
with FIGS. 4-8(A-C), host 30 downloads software to the
browser 52, that is processed by the machine handler inter-
face 54, machine handler 56, operator panel logical interface
64, and run by NCK 66 to drive the machine tool through the
circle having the selected parameters and to capture data
measured by a direct measuring device, as the user had also
selected. The captured data is uploaded to host 30, according
to the approach described above, where it is processed (e.g.,
by numerical analysis module 512 in FIG. 5), and where
updated webpage information is generated and downloaded
to browser 52. The user can then see, as shown in FIGS. 19
and 20, the path superimposed over the graph, including the
actual tolerances and center offset, and can also read the
tolerances in numerical form—here (+17, —19), rather than
(+20, -20) as specified—and can read the measured offset of
(+5, +7).

[0130] InFIG. 21, the user is then prompted by download
from host 30 whether or not to archive the results of the
circularity test. Here, the user has selected “YES”, leading
the host 30 to archive the data in a database, such as 34B and
in a form analogous to data structure 1012.

[0131] In FIG. 22, the user is permitted to take advantage
of not only the most recently archived circularity test data,
but also earlier-archived data. A results/comparison
webpage downloaded by host 30 permits the user to inspect
the results for each of three tests each done using a different
one of the three methods presented in FIG. 11, the inspection
being of the particular selected results individually. The user
is also prompted to conduct a comparison of the three
results. In this case, the user selects the comparison. The
selection is uploaded to the host 30, which retrieves the data
from the archive (e.g., from data structure 1012 in database
34B). In FIG. 23, three plots are shown, each in the same
format as the results shown in FIGS. 19 and 20. They are
smaller, to permit side-by-side comparison. In the illustrated
example, the results are virtually or actually identical for
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each of the three approaches to circularity testing, although
this would not generally be the case.

[0132] Although not shown in these Figures, host 30 may
be configured to keep track of the date and time of the
foregoing transaction and, based on customer data stored in
data structure 1010 of database 34A, compute a price to be
paid by the customer.

[0133] To summarize, FIGS. 11-23 show how a customer
23, that is an owner and/or operator of a client 26, belonging
to a customer, can invoke electronic, network-delivered
content, from a remote host. The content includes software
that drives the machine tool through a particular motion,
parameterized by the user, configures the client 26 to capture
real-time data associated with that machine tool motion,
uploads the captured data to the host for analysis and
formatting for inspection by the user, and, at the user’s
instance, stores it in an archive. The user is then permitted
to inspect not only this result, but other, previous results
obtained through differing approaches, as well as conduct a
comparison of the results obtained by the differing
approaches.

[0134] The foregoing example is for purposes of illustra-
tion only and is non-limiting. Indeed, a wide variety of
content, including services and software, are made possible
through the various innovations attributable to the present
invention, including the following: Machine-related ser-
vices, such as machine utilization evaluation, including
run-time data collection, software BDE; function build-up
and use, including compilation of evaluations to develop a
picture of machine run-time, down-time and capacity; axis
analyses; Fourier transform and Bode plot generation, iden-
tification of eigenfrequencies, periodic analysis, and trend
analysis; axis parameter optimization, including engage-
ment speed, acceleration, jerk, filter, KV-factor, and friction
and looseness compensation. Other areas of service that can
be provided in accordance with the present invention
include: machine data checks, for correctness and consis-
tency of functions and data storage; wear analysis, including
path-following protocol and behavior evaluation, trend
analysis, play, friction, lubrication and transmission prob-
lems; process monitoring, including drive parameters, pro-
tocol keeping, current capacity, moments, jerk, revolution
measurement, and temperature. The system and method
according to the present invention make possible: remote
machine inspection and acceptance techniques that were not
previously possible, including circle formation test for path-
following evaluation, repetition precision, stiffness measure-
ment and the like; machine calibration, including single-axis
calibration, rotational axis calibration and workpiece/device
measurement. Other areas of content provision enabled by
the various aspects of the present invention include:
dynamic machine modeling and analysis; workpiece-related
services, including those relating to workpiece geometry
(such as measurement and documentation of tracking pre-
cision and trace functionality relative to actual target) and
workpiece surfaces (including measurement and documen-
tation of dynamic tracking behavior, speed, acceleration);
workpiece surface quality simulation, surface NC-program
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input, surface interpolator output, surface position target,
and surface (actual) from current drive data. Yet another area
involves: process analyses, including measurement and
documentation and analysis of process parameters, calcula-
tion and documentation of cutting speed and cutting power,
laser output, and the like. Additional significant areas for
providing services made possible by the advances of the
present invention include: software services, such as sale
and distribution, delivery of new versions of product soft-
ware, delivery of service packs, delivery of communication
software; data management services relating to machine
data, NC program data, system software, PLC programs,
results data, process data, workpiece data, archiving, back-
up and configuration management; and automation system
maintenance, delivery of diagnosis software, provision of
tools for the identification of defective components in event
of failure, storing of change history of a facility, access to a
bug-tracking system, connection to internet ordering sys-
tems, central service account management, consulting for
special problems and incident handling.

[0135] Inaddition to the embodiments of the aspects of the
present invention described above, those of skill in the art
will be able to arrive at a variety of other arrangements and
steps which, if not explicitly described in this document,
nevertheless embody the principles of the invention and fall
within the scope of the appended claims. For example, the
ordering of method steps is not necessarily fixed, but may be
capable of being modified without departing from the scope
and spirit of the present invention.

What is claimed is:

52. In a computer controlled manufacturing system, hav-
ing real-time computer control, in communication over a
network with a host system for providing content relating to
the management of the manufacturing system, a system for
enabling the receipt of the content, the subsystem compris-
ing:

a network interface module for communicating over the
network with the host system and receiving the content;

a machine handler for creating executable jobs based on
the received content, the machine handler in commu-
nication with the computer supporting real-time control
of the manufacturing system; and

a machine handler interface coupled to the network inter-
face module and to the machine handler for transferring
data between the network interface module and the
machine handler in appropriate respective formats.

53. The system according to claim 52, wherein the manu-
facturing system comprises a computer numerical controlled
machine tool.

54. The system according to claim 52, wherein the com-
puter supporting real-time control of the computer numerical
controlled machine tool is a numerical control kernel.

55. The system according to claim 52, wherein the net-
work interface module comprises a browser.



