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(57) Abstract: A system (200) and method managing a distributed computing system having a plurality of resources (208). The
system (200) includes a pair of system management servers (116) that are communicatively connected to the plurality of resources
(208). The system management servers (116) receive a requested view of the computing system from a user (202) representing the
desired functionalities or attributes of the computing system. The servers (116) further monitor an implemented view of the comput-
ing system, representing the actual state or attributes of the computing system. The servers (116) compare the implemented view to
the requested view and automatically and dynamically configure the plurality of system resources (208) such that the implemented

view consistently satisfies the requested view.



10

15

20

25

30

WO 03/107214 PCT/US03/18618

SYSTEM AND METHOD FOR MANAGING A DISTRIBUTED COMPUTING
SYSTEM

TECHNICAL FIELD

[0001] The present invention relates generally to computing systems, and more

particularly to a system and method for managing a highly scalable, distributed computing
system. The present invention automatically provisions system resources to match certain
user-selected functionalities and performance attributes, and dynamically configures and
allocates system resources to conform to modifications in the user-selected attributes

and/or to changes in system resources.

BACKGROUND OF THE INVENTION

{0002] In order to manage conventional distributed computing systems, a system

administrator is required to specifically configure and allocate the resources of the system
so that the system provides certain functionalities and performance attributes. For
example, management of a distributed file system may include defining a new file system
through administrative interfaces, provisioning resources for the file system, and enabling
the file system for access (both after provisioning and on any later system startup, should
the system ever be shutdown). Management may also include requesting the deletion of a
file system through the administrative interface, disabling a file system from access (€.g.,
when deletion is requested or when system shutdown is requested), and releasing
provisioned resources for a file system being deleted. A system administrator may further
be required to reassign and reconfigure system resources to satisfy changes in
func,:ﬁonality and performance requirements and/or to maintain certain functionality and
performance attributes in the presence of failures, additions or modifications in system

resources.

[0003]  In conventional computing systems, all of the foregoing management functions
are typically performed by a system administrator. This requires constant effort and
attention by the system administrator. Particularly, a system administrator must constantly
monitor, provision, configure and modify system resources in order to achieve and

maintain the desired results. This undesirably increases the cost and time required to
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manage and maintain the computing system.

[0004] It is therefore desirable to provide a system for managing a distributed
computing system that requires a system administrator to only specify or select certain
functionalities and performance attributes (e.g., the desired results), and does not require
the administrator to provision or configure system resources to achieve and maintain the
desired results. Accordingly, the present invention provides a system for managing a
distributed computing system, which automatically configures system resources to match
certain user-selected functionalities and performance attributes, and dynamically
configures and allocates system resources to conform to modifications in the user-selected

attributes and/or to changes in the state of system resources.

SUMMARY OF THE INVENTION

[0005] One non-limiting advantage of the present invention is that it provides a system

for managing a distributed computing system that allows a system administrator to input
certain functionalities and performance attributes and that automatically provisions system

resources to achieve the desired results.

[0006] Another non-limiting advantage of the present invention is that it provides a
system for managing a distributed computing system that autonomously reconfigures
system resources to conform to modifications in the desired functionality or performance

requirements and/or to changes in the state of system resources.

[0007] Another non-limiting advantage of the present invention is that it allows a
system administrator to simply input certain functionality and performance attributes to
achieve certain desired results, and does not require the administrator to specifically
provision system resources in order to obtain the results. While the system may provide
some reporting and visualization of how resources are being used (e.g., for system
development and monitoring purposes and/or for customer viewing), such reporting and

visualization is not required for normal use or management of the system.

[0008] Another non-limiting advantage of the present invention is that it provides a
system and method for managing the resources of a file system. The system supports a

large number of file systems, potentially a mix of large and small, with a wide range of
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average file sizes, and with a wide range of throughput requirements. The system further
supports provisioning in support of specified qualities of service, so that an administrator
can select values for performance attributes (such as capacity, throughput and response

time) commonly used in service level agreements.

[0009] Another non-limiting advantage of the present invention is that it provides an
interface that allows a system administrator to enter a requested view, which may
represent the desired state or performance of the system, as specified by the administrator.
The interface may further display an implemented view, which reflects the actual state or
performance of the system. The implemented view may reflect changes which are in
progress, but not yet complete, such as the provisioning of a newly created file system. It
may also change from time to time, even if the requested view does not change, as
resources are reallocated or migrated, to better balance the load on the system and to
recover from component failures. The system automatically and constantly drives the

system resources to best match the implemented view to the requested view.

[0010] According to one aspect of the present invention, a system is provided for
managing a distributed computing system having a plurality of resources. The system
includes at least one server which is communicatively connected to the plurality of
resources, and which is adapted to receive requested attributes of the distributed
computing system from a user, and to automatically and dynamically configure the

plurality of resources to satisfy the requested attributes.

[0011] According to a second aspect of the invention, a system is provided for
managing a distributed file system having a plurality of resources. The system includes an
interface that is adapted to allow a user to input a requested view of the file system,
representing at least one desired attribute of the file system; a first portion that is adapted
to monitor an implemented view of the file system, representing at least one actual
attribute of the file system; a second portion that is adapted to store the requested view and
implemented view; and at least one server that is communicatively coupled to the first
portion, second portion and the plurality of resources, the at least one server being adapted
to compare requested view to the implemented view, and to automatically and
dynamically modify the plurality of resources such that the implemented view matches the

requested view.
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[0012] According to a third aspect of the present invention, a method is provided for
managing a plurality of resources in a distributed computing system. The method includes
the steps of: receiving a requested view of the distributed computing system, representing
at least one requested attribute of the distributed computing system; monitoring an
implemented view of the distributed computing system, representing at least one actual
attribute of the distributed computing system; comparing the requested view to the
implemented view; and automatically and dynamically configuring the plurality of

resources to ensure that the implemented view consistently satisfies the requested view.

[0013] These and other features and advantages of the invention will become apparent

by reference to the following specification and by reference to the following drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] Figure 1 is a block diagram of an exemplary distributed computing system

incorporating one embodiment of a system and method for managing the system.

[0015] Figure2 is a block diagram illustrating the general operation of the

management system shown in Figure 1.

[0016] Figure 3 illustrates an exemplary embodiment of an update screen of a

graphical user interface that may be used with the present invention.

[0017] Figure 4 illustrates an exemplary embodiment of a monitor screen of a

graphical user interface that may be used with the present invention.

[0018] Figure 5 is a block diagram illustrating an exemplary method for initiating a
modification state machine in response to a change in the requested view, according to one

embodiment of the invention.

[0019] Figure 6 is a block diagram illustrating an exemplary method for initiating a
modification state machine in response to a change in the state of system resources,

according to one embodiment of the invention.

[0020] Figure 7 is a block diagram illustrating an exemplary method for initiating a
modification state machine in response to a load imbalance on the system, according to

one embodiment of the invention.

PCT/US03/18618
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[0021] Figure 8 is a block diagram illustrating an exemplary modification routine or

method, according to one embodiment of the invention.

[0022] Figure 9 is a block diagram of the resources of a distributed computing system,

illustrating the varying size and usage of the resources.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0023] The present invention will now be described in detail with reference to the

drawings, which are provided as illustrative examples of the invention so as to enable
those skilled in the art to practice the invention. The present invention may be
implemented using software, hardware, and/or firmware or any combination thereof, as
would be apparent to those of ordinary skill in the art. The preferred embodiment of the
present invention will be described herein with reference to an exemplary implementation
of a file system in a distributed computing system. However, the present invention is not
limited to this exemplary implementation, but can be practiced in any computing system
that includes multiple resources that may be provisioned and configured to provide certain

functionalities, performance attributes and/or results.

L GENERAL SYSTEM ARCHITECTURE

[0024] Referring now to Figure 1, there is shown an exemplary highly scalable,
distributed computing system 100 incorporating a system and method for managing
system resources, according to one embodiment of the invention. The distributed
computing system 100 has a plurality of resources, including service nodes 130a-130n and
a Systems Management Server (SMS)/boot server pair 116a, 116b. The system 100 may
also include a plurality unallocated or unassigned resources (not shown). Each SMS
server 116a, 116b may comprise a conventional server, computing system or a
combination of such devices. Each SMS server 116a, 116b includes a configuration
database (CDB) 114a, 114b, which stores state and configuration information regarding
the system 100, including the requested and implemented views of the file system, which
are described more fully and completely below. One of the SMS server pair 116a, 116b
(e.g., SMS server 116a) may serve as the primary SMS server, while the other (e.g., SMS
server 116b) may act as a backup, which is adapted to perform the same functions as the
primary SMS server in the event that the primary SMS server is unavailable. The SMS

server pair 116a, 116b each include an SMS monitor, which may comprise hardware,

PCT/US03/18618
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software and/or firmware installed on the SMS server pair that is adapted to perform
system management services. These services include autonomously and dynamically
provisioning and modifying system resources to ensure that the system provides certain
user-selected performance attributes and functionality. The SMS server pair 116a, 116b is
further responsible for other management services such as starting, stopping, and
rebooting service nodes, and for loading software onto newly activated nodes. It should
be appreciated that in alternate embodiments the SMS Server pair 116a, 116b may
comprise additional disparate devices that perform one or more of the foregoing functions
(e.g., separate dedicated boot servers). In the following discussion, the SMS Server pair
116a, 116b may be collectively referred to as the SMS Monitor 116, and the CDB pair
114a, 114b may be collectively referred to as the CDB 114. Furthermore, the term “n” is
used herein to indicate an indefinite plurality, so that the number “n” when referred to one
component does not necessarily equal the number “n” of a different comporient. For
example, the number of service nodes 130a-130n need not, but may, equal the number of

services 120a-120n.

[0025]  Each service node within system 100 is connected by use of an interface (e.g.,
160al-160an, 160bl-160bn, 160n1-160nn) to at least a pair of switching fabrics 110a-1 10n,
which may comprise for example, but without limitation, switched Internet Protocol (IP)
based networks, buses, wireless networks or other suitable interconnect mechanisms.
Switching fabrics 110a-110n can provide connectivity to any number of service nodes,
boot servers, and/or function-specific servers such as the SMS Monitor 116, the

management entity.

[0026] The system 100 further includes a plurality of remote power control units 115
that are coupled to the various nodes of the system (e.g., to service nodes 130a-130n and
SMS servers 116a, 116b) and that provide an outside power connection to the nodes with
“fail hard” and reset control. Particularly, the remote power control units 115 allow the
SMS Monitor 116 to selectively force the nodes to stop or cause the nodes to start or reset
from a location exterior to each component. Particularly, the SMS Monitor 116
selectively communicates control signals to the power control units 115, effective to cause
the units to selectively stop or reset their respective nodes. Each power control unit 115

may be coupled to the switching fabric 110a-110n through a redundant path, thereby

PCT/US03/18618
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allowing the SMS Monitor 116 to control the nodes even in the event of a single path

failure.

[0027] In the preferred embodiment, each service node 130a-130n in system 100 may
include at least one service process 103a-103n, which can be, for example but without
limitation, a gateway process, metadata process, or storage process for a file system. Each
service node 130a-130n can be a single service instance (e.g., service node 130a or 130D),
or a primary service instance (e.g., service node 130cl or 130dl) and one or more backup
service instances (e.g., service node 130c2 or 130d2). The primary service instance and its
one or more backup service instances in most cases reside on separate physical machines
to ensure independent failure, thereby avoiding the primary service instance and its one or
more backup service instances failing together. Services 120a-120n, regardless of whether
they provide a single service instance or primary and backup service instances, typically
provide different functions within a distributed computing system. For example, but
without limitation, one service may provide a distributed, scalable, and fault-tolerant
metadata service (MDS), while another may provide a distributed, scalable gateway
service (GS), a distributed scalable bit file storage service (BSS), or some other service.
Examples of metadata, gateway and storage services are described in United States Patent
Application Serial Number 09/709,187, entitled “Scalable Storage System,” which is
assigned to the present assignee, and which is fully and completely incorporated herein by

reference.

[0028] Each service node 130a-130n in system 100 may also include a life support
service (LSS) process 102a-102n. The LSS processes monitor the state and operability of
the components and services of the distributed computing system 100. This state and
operability information may be communicated to the SMS Monitor 116, which may utilize
the information to determine how system resources should be allocated or modified to
achieve certain user-selected performance attributes and functionality. The function of the
LSS system is fully and completely described in co-pending United States Patent
Application, entitled “System and Method for Monitoring the State and Operability of
Components in Distributed Computing Systems,” which is assigned to the present

assignee, and which is fully and completely incorporated herein by reference.

[0029] Each service node 130a-130n in system 100 also includes an SMS agent
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process 101a-101n, which is a managed entity used by the SMS Monitor 116 to remotely
manage a service node (e.g., to start, stop, and reboot a service node). Each agent may
include fault tolerant software loading mechanisms that can be remotely directed by the
SMS Monitor 116 to load software onto the nodes. In one embodiment, the software for

all nodes is stored in two separate boot server portions of the SMS Monitor 116.

[0030] It should be noted that the present invention allows the components of the
service nodes to receive messages directly from the SMS Monitor 116 and other
components through the switching fabric 110a-110n, or alternatively, such messages may
be mediated by another layer of communication software 104a-104n, according to a

known or suitable mediation scheme.

[0031] In accordance with the principles of the present invention, the foregoing nodes
and services are provided for purposes of illustration only and are not limiting. The
resources of the system 100 may be used for any function or service, for example but not
limited to, a highly scalable service and a fault-tolerant service. Furthermore, while only
three services (i.e., services 120a, 120b, 120n), and two SMS / boot servers (i.e., servers
116a, 116b) are shown, many more of each of these services and servers may be connected

to one another via switching fabrics according to the present invention.

II. OPERATION OF THE SYSTEM

[0032] Referring now to Figure 2, there is shown a block diagram illustrating the
general operation of a system 200 for managing resources in a distributed computing
system such as system 100, according to a preferred embodiment of the invention. A user
202 of the system 200 may be a system administrator. As shown in Figure 2, the user 202
enters certain functionalities and/or performance attributes that are desired and/or required
of the computing system into the SMS Monitor 116 by use of an interface 204. The user
202 simply inputs certain functionality and performance attributes (e.g., the desired
results), and does not enter the specific procedures or instructions that would be required
to provision system resources in order to obtain the results in conventional systems. For
example, in a file system application, a user 202 may input attributes such as average file
size, number of files, space limit, bandwidth, and/or operations per second. The SMS
Monitor 116 uses these attributes to create a requested view of the file system, which

represents or reflects these desired attributes.

PCT/US03/18618
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[0033] The SMS Monitor 116 further automatically provisions the system resources
208 so that the file system achieves the desired results. The SMS Monitor 116 further
creates an implemented view of the file system which reflects the actual state or
performance of the system. The implemented view will, in general, reflect changes which
are in progress, but not yet complete, such as the provisioning of a newly created file
system. The implemented view may also be changing from time to time, even if the
requested view does not change, as resources are reallocated or migrated, to better balance

the load on the system and to recover from component failures.

[0034] The SMS Monitor 116 constantly compares the implemented view of the file
system to the requested view and modifies, reassigns and/or reconfigures system resources
208 so that the implemented view substantially matches or mirrors the requested view.
For instance, if a user 202 alters the requested view, the SMS Monitor 116 will modify,
reassign and/or reconfigure system resources 208 (if necessary) to provide the updated
desired results. Likewise, if there are modifications, additions, problems or failures with
system resources 208, the SMS Monitor 116 may modify, allocate and/or reconfigure
system resources 208 (if necessary) so that the implemented view continues to

substantially match or satisfy the requested view.

[0035] In order to provide this automatic “reprovisioning” function, the SMS Monitor
116 maintains records identifying resource allocation and status (e.g., within the CDB
114). When the SMS Monitor 116 receives notification of a change of status in one or
more system resources (e.g., from the LSS process), the SMS Monitor 116 will look up the
relevant allocation(s) and determine whether the desired state matches the current state. If
the change in status represents the failure of a system resource, the SMS Monitor 116 will
try to restart or reboot the resource. If the resource is still not functioning properly, the
SMS Monitor 116 will initiate a modification subroutine to modify and/or reallocate
system resources so that the implemented view again substantially matches the requested
view. The various procedures performed by the SMS Monitor 116 to modify system

resources are more fully and completely described below in Section ILE.3.

[0036]  The requested view and the implemented views may be stored in separate, but
parallel, sets of records (e.g., in the CDB 114). The implemented view on initial creation

may be a copy of the requested view, with some extra fields filled in, depending on the
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object type. For updates, particular fields may be copied, but only as required updates to

the running state of the system are determined to be feasible.
A. User Interface

[0037] The system 200 utilizes a conventional user interface 204 that allows a user,
such as a system administrator, to create and modify file systems and their respective
performance parameters. The interface 204 may also provide reporting and visualization
of how resources are being used for system development and monitoring purposes and for
customer viewing. However, such reporting and visualization is not required for normal
use and management of the system. The user interface 204 may comprise a command line
interface (CLI), a web server interface, an SNMP server interface and/or a graphical user
interface (GUI). Figure 3 illustrates an exemplary embodiment of a modification screen
300 of a graphical user interface that may be used with the present invention. Interface
screen 300 allows a user to update or modify file system parameters. For example,
interface screen 300 includes fields that allow a user to change the name, virtual IP
addresses, space limit, average file size, number of files, bandwidth, and operations per
second of the file system. Figure 4 illustrates an exemplary embodiment of a screen 400
that allows a user to view the actual performance of the file system. The user may request
to view performance parameters such as capacity, free space, usage, operations per second
(NFS Ops/Second), average read and write operations per second (e.g., in KB/Sec), and
other relevant performance parameters. In alternate embodiments, any other suitable
performance parameters may be displayed. In the preferred embodiment, the graphical
user interface may also include additional screens allowing users to create, enable, disable
and delete file systems, to generate system usage and other reports, and to perform any

other suitable administrative functions.
B. File System Requested View

[0038] In the preferred embodiment, the file system requested view may include
information that is manageable by the user, such as system performance and functionality
information. If an attribute is not manageable by the user, then it need not (but may) be

visible to the user and need not (but may) be part of the “requested view” section of the
CDB.
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[0039] In the preferred embodiment, the requested view may include a “filesystem”
entity that represents a complete file system. All required attributes must be set before the
“filesystem” entity is considered complete. A user may create, modify, start, stop and
delete a “filesystem” entity in the requested view. Deleting a “filesystem” entity
represents a request to delete the file system defined by the entity. The request is not

complete until the file system has disappeared from the file system implemented view.

[0040] The “filesystem” entity may also have a corresponding status attribute and
progress and failure informational report attributes for each of creation, deletion, start,
stop, and modification. The status attribute may indicate “not begun”, “in progress”,
“completed”, or “failed”, and the progress and failure informational reports may indicate
any reasons available for those status values. In particular, the “in progress” status may
have an informational report which indicates the stage of that action. The “failed” status
may have an informational report indicating the reason, usually resource limitation or

quota exhaustion.

[0041] The requested view is never changed by the system on its own, except to
update the status attributes. If an update cannot be realized (e.g., because a desired service
level agreement (SLA) cannot be met due to lack of resources), this may be indicated in

the status (as well as by an alert based on a log message).

[0042] This may be true even if the update is initially successful, but resources are
later lost, so that it is no longer feasible to meet a service level agreement (SLA). In both
cases, the system indicates that the current implemented view does not reflect the
requested view to some degree. Note that synchronous updates to the requested view,
invoked by the administrative interface, may perform some consistency and feasibility
checking, but that checking can always be invalidated by asynchronous events (such as an
uﬁexpected loss of resources). That is, the SMS Monitor 116 tries to reject impossible
requests, but it will never be possible to avoid later asynchronous failures in all cases, so

the architecture has to support both failure models.

[0043] Customers (e.g., users or system administrators), user sets, and file systems
may be assigned unique identifiers when first processed by the management software.

File systems may be renamed without changing the unique identifier. If a file system is

PCT/US03/18618
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deleted from the requested view and a new file system with the same name is then created
in the requested view, the two file systems will be different (and any data in the first file

system will be lost when it is deleted).
C. File System Implemented View

[0044] In the preferred embodiment, the file system implemented view may be stored
in a system-private area of the CDB 114, e.g,, in an area not visible to users or customers.
The file system implemented view entities may be stored under a top-level “_filesystems”
area of the CDB 114. Each filesystem entity in the implemented view may include an
attribute which specifies a customer/user unique ID of the file system. One may use the
customer unique ID and file system unique ID to look up the requested view for the file

system, if any.

[0045] The implemented view may include additional attributes which are used to
represent the state of the file system with respect to creation, modification, startup,
shutdown, and shutdown. It may also includes attributes which record the provisioned

resources, if any.
D. State Machine Management

[0046] In the preferred embodiment, system 200 models the various operations on a
file system (e.g., system 100) as state machines, which implicitly order the various steps in
a given operation. In the preferred embodiment, the SMS Monitor 116 includes state
machines for all necessary file system functions, such as but not limited to, file system
create, modify, delete, start and stop. In some cases, such as a provisioning failure, one
state machine may terminate after starting another state machine in an intermediate state.
For example, if the second of several steps in file system creation fails, it will terminate
the creation state machine and start the deletion state machine two steps from its final state
(to reverse just those steps in creation already completed). Also, a state machine such as
deletion, which may require that the file system first be shut down, may start the shutdown

state machine, and then trigger on the completion of that state machine.

[0047] The SMS Monitor 116 manages the state machines, and may have built into it

the sequence of states, including arcs for certain error and premature termination
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conditions. The state values may be reported in symbolic form, and stored in binary form.
The state attributes for a file system are repeated in both the implemented and requested

views. (Note that attempts to set the state attributes in the requested view are ignored.)

[0048] The state machines may be executed in two states, “prepare” and “action”,
where the “prepare” state serves as a synchronization point for external events, and the
“action” state performs the desired file system function (e.g., create, modify, start, stop,
and the like). For states in the “prepare” class, the SMS Monitor 116 checks for
conditions which may lead to premature termination of the state machine (such as a
request to delete a file system while it is being created, started, or modified), and changes
the state appropriately (e.g., to an “SMS Failed” state in the case of deletion being
requested during creation). If no such conditions exist, it antomatically advances the state
to the corresponding state of the “action” class, which then runs to completion, despite any
external actions, at which point the state advances to the next state of the “prepare” class.
This use of a “prepare” and an “action” class provides an opportunity for an early
termination from file system operations, which will save time and resources in the event

that an operation will ultimately fail.

[0049] The SMS Monitor 116 may include various functions to manage the state
machines. There may be defined symbols for an enumeration of state machines, and for
enumerations of the various states of those state machines. In this manner, the SMS
Monitor 116 can maintain an internal table which defines the sequence of states for each
state machine and, for each state, the state machine values to be forced in the event of an
error in that state, as well as any other attributes which may force a non-standard state

transition.

[0050] The SMS Monitor state machine engine is executed as part of a top level loop
of the SMS Monitor 116, and may call handler routines specific to various service masters.
In the SMS Monitor 116, service masters are collections of related functions, not separate
processes or threads. The engine advances the state machine to a new state by

automatically setting the value of the state atribute.

[0051] Each entity with state machines may have a status attribute for each state

machine, in both the requested and implemented views. The status attribute may be
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string-valued, and provide its present status.

[0052] The SMS Monitor state machine engine may also be adapted to force
inconsistent CDB data to a consistent state. The engine may treat any CDB update errors
as fatal to the server. It will attempt to flag the local CDB copy as suspect, so that
recovery on the backup system can proceed if possible. If all CDB copies are marked
suspect, the SMS Monitor 116 may try to proceed with the most recent copy. If that
attempt fails, the SMS Monitor 116 may attempt to deliver a failure notice, and cease
further update attempts. In one embodiment, the system 200 may store redundant CDB
information with metadata service (MDS) and bit file storage system (BSS) instances, and
use this information to rebuild the CDB 114. Alternatively, the CDB 114 may be rebuilt

manually.
E. Resource Management

[0053] In order to provision file systems or other computing systems, the SMS
Monitor 116 determines the available resources of a given class and then makes an
allocation of a given resource to a given entity or service (e.g., a file system may have
MDS, BSS and gateway services or entities). For example, to provision an MDS partition
for a file system being created, the SMS Monitor may use an MDS service master to find a
pair of gateway/MDS-class machines which each have enough spare processing power,

main memory, and disk space to accommodate the requirements of the MDS partition.

[0054] In order to handle a number of small file systems without requiring huge
numbers of gateway/MDS machines, the SMS Monitor 116 may, in general, allocate less
than entire machines. On the other hand, the system may have only limited knowledge
about the resource requirements of certain entities, so it may use a small range of values

for the resource measures.

1. Units of allocation

| [0055]  The SMS Monitor 116 defines measurable units by which system performance

attributes or resource values may be quantified. The types and sizes of the units may vary
based on the type of system implemented and the functionality and performance attributes

of that system. In the preferred embodiment, the SMS Monitor 116 defines units to
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measure attributes such as processing (e.g., CPU) power, memory, capacity, operations per

second, response time and throughput. Several non-limiting examples of these units are

listed below:

CPU unit: 0.001 of a 1 GHZ x86-type processor (“1 MHZ”)

Memory unit: 1 MB

Disk capacity unit: 1 MB

Disk operations unit: 1 random I/O per second

Disk throughput unit: 1 MB per second
The foregoing units are arbitrary, and the assignment of values to particular system
resources, such as CPUs and disk drives, may be approximate. ~To minimize
fragmentation of resources, allocations may be rounded by an allocation utility routine to a

few bits of significance.

[0056] The SMS Monitor 116 may further be adapted to measure and manage the
bandwidth of the logical and physical switch ports and the gateways. In the certain
embodiments, this may be a manual process, based on the known performance of the

various uplinks.
2. Resource Requirements

[0057] In the preferred embodiment, various measures of service, which may be
quantified or measured by the above-defined units, are included as atiributes of requested
view and of the implemented view. For example, file system attributes may include an
average file size estimate (in bytes), a Network File System (“NFS”) operations per
second estimate, a typical response time estimate (in microseconds), and a bytes per
second estimate, all with defaults inheritable from the customer or the system as a whole.
When the implemented view for these resources does not substantially match the
requested view (e.g., when the resource requirements of the requested view are no longer
being met), the SMS Monitor 116 will automatically reconfigure the system resources to
match the implemented view with the requested view. Particularly, the SMS Monitor 116
will initiate the modification state machine to reconfigure the file system to ensure that the

attributes of the implemented view satisfy the requirements of the requested view.
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3. Modifying System Resources

[0058]  The SMS Monitor 116 will automatically modify system resources to ensure
that the implemented view satisfies the requirements of the requested view. The
modification action or state machine may be initiated by the SMS Monitor 116 in several
different circumstances. For example and without limitation, the modification state
machine may be initiated when a user changes the requested view, when the state of
system resources changes (e.g., when resources fail or become inoperable), when the SMS
Monitor 116 detects an undesirable load imbalance on the system, and when resources are

added to the system.

[0059] Figure 5 illustrates an exemplary method 500 used to initiate the modification
state machine when a user changes the requested view of the system, according to one
embodiment of the invention. The method 500 begins when a user alters input parameters
(e.g., by use of interface 204), as shown in step 510. The altered input parameters are
communicated to the SMS Monitor 116, which revises the requested view to correspond to
the desired changes, as shown in step 520. The SMS Monitor 116 then compares the
revised requested view to the implemented view, as shown in step 530. Next, the SMS
Monitor 116 determines whether the current implemented view (i.e., the current state or
performance of the system) substantially matches or satisfies the requested view (i.e., the
desired state or performance of the system), as shown in step 540. Because the actual
configuration of the system may be designed to satisfy and fulfill increases in usage or
performance standards, certain changes in the requested view might not trigger or initiate a
modification in system resources. Thus, if the implemented view matches or satisfies the
revised requested view, the method ends, as shown in step 550. If the implemented view
does mot match the revised requested view, the SMS Monitor 116 initiates the

modification state machine, as shown in step 560.

[0060] Figure 6 illustrates an exemplary method 600 used to initiate the modification
state machine when the state of system resources changes, such as when a system resource
fails or becomes inoperable, according to one embodiment of the invention. The method
600 begins when the SMS Monitor 116 receives a failure notification from the LSS (e.g., a
message from the LSS indicating a failure state of one or more system resources), as

shown in step 610. The SMS Monitor 116 may also obtain failure notifications upon



10

15

20

25

30

WO 03/107214 PCT/US03/18618
17

restart. Particularly, upon restart, the SMS Monitor 116 will check whether any resources
it has allocated have failed or are no longer available. Upon receipt of a failure notice (or
upon otherwise discovering that an allocated resource has failed), the SMS Monitor 116
attempts to restart the failed resource, as shown in step 620. For example, the SMS
Monitor 116 may communicate signals to the corresponding remote power unit 115,
instructing the power unit 115 to restart the affected resource. The SMS Monitor 116 then
observes the operation of the resource to determine whether the restart was successful and
the resource is operating properly. For example, the SMS Monitor 116 may use the LSS
to determine whether the resource is operating properly. If the restart was successful, the
method 600 ends, as shown in step 640. If the restart was not successful, the SMS
Monitor 116 initiates the modification state machine, as shown in step 650. After the
system is modified and the problematic resource is replaced, the SMS Monitor 116 deletes

the replaced resource and removes it from the implemented view, as shown in step 660.

[0061] Figure 7 illustrates an exemplary method 700 used to initiate the modification
state machine when there is a load imbalance on the system, according to one embodiment
of the invention. The method 700 Bégins in step 710, where the SMS Monitor 116
monitors the load present on the various system resources. In step 720, the SMS Monitor
116 determines whether an unacceptable load imbalance exists based upon the observed
usage. Particularly, the SMS Monitor 116 may observe the usage of various system
resources to determine whether the usage exceeds some predetermined acceptable level or
amount (or alternatively, whether the usage falls below some predetermined level or
amount). If an unacceptable load imbalance exists, the SMS Monitor 116 initiates the

modification state machine, as shown in step 730.

[0062]  In the preferred embodiment, when the modification state machine is initiated,
the SMS Monitor 116 may individually perform a modification routine for each portion or
entity of the file system (e.g., the metadata service (MDS), the bit file storage service
(BSS), and the gateway service (GS)). Figure 8 illustrates an exemplary modification
routine or method 800, according to one embodiment of the invention. The modification
method 800 begins in step 810, where the SMS Monitor 116 determines the resources that
are needed (e.g., in the prescribed units of allocation). The SMS Monitor 116 may

determine the resources that are needed based on the present requested view and/or the
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presence and size of any load imbalances on the system. For example, the SMS Monitor
116 may review the current input parameters and actual system performance to determine
the extent to which the desired capacity or performance requirements are being exceeded.
The SMS Monitor 116 quantifies this observation into a measurable value using the
predefined units of allocation. The SMS Monitor 116 may perform this quantification
using one or more stored mapping functions. These mapping functions may be
determined by prior testing and experimentation, such as by the prior measurement and
analysis of the operation and performance of similar computing systems (e.g., file
systems) having similar resources. By entering the performance that is required and/or the
amount that the requested performance is being exceeded, the stored mapping functions
may output an amount of resources that are needed in the prescribed units of allocation.
For example, the function may provide a number of units needed to provide the file system

service or component with the requested performance attributes.

[0063] In step 820, the SMS Monitor 116 determines the resources that are presently
available in the system. Particularly, the SMS Monitor 116 scans the available resources to
determine the amount of units of allocation that are available and the distribution of those
units. This scanning may include any new resources or host entities that may have been
added to the system. In the preferred embodiment, the SMS Monitor 116 stores and
updates all resource information in one or more relational tables (e.g., in the CDB 114).
For example, when a machine is added to the system, the SMS Monitor 116 adds the
machine to a “hosts” list and, after determining the quantity of each attribute or resource
value for that machine, stores the appropriate values (in units of allocation) for the
attributes in the CDB 114. As portions of the resource are allocated, the SMS Monitor
116 revises the list or table to reflect the current state of used and unused resource values
or attributes for the machine. Figure 9 illustrates one non-limiting example of a block
diagram of a distributed computing system 900, having resources 910-960 of varying size
and varying usage. In this example, the SMS Monitor 116 would scan resources 910-960
and determine the amount of units of allocation that are being used (shown in cross-
hatching) and amount of units of allocation that are available (shown clear) for each
resource. The SMS Monitor 116 may also store an “allocation-set” attribute for each host
entity, where members of the set may include one or more of the service classes. For

example, when making an MDS allocation, only machines labeled for use for MDS
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services would be considered. When a machine is added to the system, the SMS Monitor
116 may use hard-coded rules for classifying machine as to the type of service for which it
may be used. In the non-limiting file system example, the SMS Monitor 116 may define
the following initial classes: “SMS”, “MDS”, “GS”, and “BSS”, where “SMS” includes a
boot server, logging host, LSS Monitor host, administrative Web server host and SMS

Monitor host.

[0064] Referring back to Figure 8, in step 830, the SMS Monitor 116 performs an
optimization strategy to assign the resources needed to the available resources. In the
preferred embodiment, the optimization strategy of the SMS Monitor 116 involves two
considerations. First, the strategy attempts to minimize overhead by determining whether
the resources needed can fit into a single available resource (e.g., machine). If the
resources needed can fit into a singie available resource, the SMS Monitor 116 may assign
the resources needed to that resource. Otherwise, the SMS Monitor 116 may attempt to
place the resources needed into the fewest number of available resources. For example, if
the resources needed represent an MDS of 2000 units, the optimization routine would
“prefer” to assign the MDS to a host having 3000 units available, rather than partitioning
the MDS into two portions and assigning each portion to a separate resource having 1500
units available. By reducing the number of times the file system component is partitioned,
the total overhead (or unusable space) within the system will be reduced, as will be
appreciated by those skill in the art. If a new resource has been added to the system, the
SMS Monitor 116 may choose to consolidate a previously partitioned file system
component (i.e., a component residing in two or more resources) into the new resource in
order to reduce the total overhead. Thus, it should be appreciated that the modifications
performed by the SMS Monitor 116 may include the migration and/or consolidation of
certain components or services to different or new resources. Second, the strategy will
perform a “best fit” analysis to determine the best location(s) for the resources needed.
That is, the strategy will attempt to place the resources needed into the closest matching
available resource or set of resources in order to avoid creating relatively small portions of
unused space that would be too small to be efficiently used for another purpose or

component.

[0065]  Finally, after the SMS Monitor 116 determines the optimal assignment for the
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needed resources, the SMS Monitor 116 allocates, modifies and/or releases the
corresponding resources to match the assignment, as shown in step 840. The SMS
Monitor 116 records any corresponding updates in the relational tables of the CDB 114 to
reflect the current state of used and unused portions of the system resources. After a file

system is modified or created, the SMS Monitor 116 will enable the system for access.

[0066] In this manner, the SMS Monitor 116 automatically modifies system resources
to ensure that the implemented view consistently satisfies the requirements of the

requested view.
4. Creating a File System

[0067]  As previously discussed, a user may create a new file system or component
using the interface 204 (e.g., by naming the file system or component and assigning the
desired functions or performance attributes). The steps undertaken by the SMS Monitor
116 to create a new file system are substantially identical to the steps taken when a file
system is modified. Particularly, the SMS Monitor 116 will (i) determine the resources
needed for the file system using a mapping function; (ii) scan the available resources to
determine the amount of units of allocation that are available and the distribution of those
units; (i) perform an optimization routine to determine the best location for the file
system; (iv) allocate system resources to create the file system; and (v) enable the file
system for access. In the preferred embodiment, the SMS Monitor 116 will perform this
method separately for each file system component or entity (e.g., for MDS, BSS and

gateway components).
5. Other File System Operations

[0068] In the preferred embodiment of the invention, in addition to the modification
and creation of file systems described above in sections 3. and 4., respectively, the SMS
Monitor 116 may also perform start, stop, and delete operations on file systems. The SMS
Monitor 116 may run state machines to perform these operations. The file system start
state machine is adapted to activate a selected file system or file system component; the
file system stop state machine is adapted to deactivate a selected file system or file system

component; and the file system delete state machine is adapted to delete a selected file
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system or file system component. The elements and function of these state machines may

be substantially similar to start, stop, and delete state machines known in the art.

[0069] Of all the described state machines (e.g., create, modify, start, stop and delete),
the file system stop and file system delete state machines cannot fail. If the file system
create state machine fails, the SMS Monitor 116 transitions to the file system delete state
machine and deletes the partially created file system. If the file system start state machine
fails, the SMS Monitor 116 transitions to the file system stop state machine and halts the
operation. If the file system modify state machine fails, the SMS Monitor 116 will
terminate the operation such that the file system is left in a self-consistent or stable state,

but not necessarily one that matches the requested view.

[0070] As described above, the state machines may be partitioned into “prepare” and
“action” portions, in order to provide an opportunity for an early termination from file
system operations (e.g., during the prepare portion). In this manner, the SMS Monitor
saves time and resources in the event that an operation will ultimately fail. Furthermore,
the state machines may also be partitioned into separate portions for each file system

service entity (e.g., MDS, BSS, and GS portions).

[0071] For all of file system operations, the state changes are reflected in the
“requested view” in the same transaction as updates the state in the “implemented view”.
As noted above, there will be status results available in the “requested view” to clarify the
cause of the state (particularly in the case of a failure). This status report may be stored in
both the implemented and requested views, in the same transaction which updates the state

values.

[0072] In this manner, the present invention provides a system and method for
managing a distributed computing system that automatically and dynamically configures
system resources to conform to and/or satisfy requested performance requirements or
atiributes. The system and method allow an administrator to simply input certain
functionality and performance attributes to achieve a desired result, and not specifically
provision system resources in order to obtain the results. The system autonomously and
dynamically modifies system resources to satisfy changes made in the requested attributes,

changes in the state of system resources, and load imbalances that may arise in the system.
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The system supports a large number of file systems, potentially a mix of large and small,
with a wide range of file average file sizes, and with a wide range of throughput
requirements. The system further supports provisioning in support of specified qualities of
service, so that an administrator can specify policy attributes (such as throughput and

response time) commonly used in service level agreements.

[0073] Although the present invention has been particularly described with reference
to the preferred embodiments thereof, it should be readily apparent to those of ordinary
skill in the art that changes and modifications in the form and details may be made without
departing from the spirit and scope of the invention. For example, it should be understood
that Applicant’s invention is not limited to the exemplary methods that are illustrated in
Figures 5, 6, 7 and 8. Additional or different steps and procedures may be included in the
methods, and the steps of the methods may be performed in any suitable order. It is
intended that the appended claims include such changes and modifications. It should be
further apparent to those skilled in the art that the various embodiments are not necessarily
exclusive, but that features of some embodiments may be combined with features of other

embodiments while remaining with the spirit and scope of the invention.
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What is claimed is:

1. A system for managing a distributed computing system having a plurality
of resources, comprising:

at least one server which is communicatively connected to the plurality of
resources and which is adapted to receive requested attributes of the distributed computing
system from a user, and to automatically and dynamically configure the plurality of

system resources to satisfy the requested attributes.

2. The system of claim 1 wherein the at least one server is further adapted to
monitor the actual performance of the distributed computing system, to compare the actual
performance of the distributed computing system to the requested attributes, and to
autonomously and dynamically modify the plurality of resources to ensure that the actual

performance consistently satisfies the requested performance.

3. The system of claim 1 wherein the distributed computing system comprises

a file system.

4. The system of claim 3 wherein the requested attributes comprise

performance attributes of the file system.

5. The system of claim 1 wherein the at least one server comprises a primary

server and a backup server.

6. The system of claim 1 further comprising a plurality of agents which are
respectively disposed on the plurality of resources and which are adapted to locally

manage the resources under remote control of the at least one server.

7. The system of claim 1 wherein the at least one server is communicatively

coupled to the plurality of resources through at least one switching fabric.

8. The system of claim 1 further comprising a plurality of remote power

control units which are communicatively coupled to the at least one server and to the
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plurality of resources, the power control units being adapted selectively stop and reset the

plurality of resources in response to control signals received from the at least one server.

9. The system of claim 1 further comprising an interface which is adapted to
allow a user to enter and modify the requested attributes of the distributed computing

system and to communicate the requested attributes to the at least one server.

10.  The system of claim 9 wherein the interface comprises a graphical user

interface.

11. A system for managing a distributed file system having a plurality of
resources comprising:

an interface that is adapted to allow a user to input a requested view of the file
system, representing at least one desired attribute of the file system;

a first portion that is adapted to monitor an implemented view of the file system,
representing at least one actual attribute of the file system;

a second portion that is adapted to store the requested view and implemented view;
and

at least one server that is communicatively coupled to the first portion, second
portion and the plurality of resources, the at least one server being adapted to compare
requested view to the implemented view, and to automatically and dynamically modify the

plurality of resources such that the implemented view matches the requested view.

12.  The system of claim 11 wherein the at least one desired attribute and the at

least one actual attribute comprise performance attributes.

13.  The system of claim 12 wherein the performance attributes are selected
from the group consisting of: processing power, memory, capacity, operations per second,

response time and throughput.

14.  The system of claim 11 wherein the second portion comprises a

configuration database stored within the at least one server.
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15.  The system of claim 11 wherein the first portion comprises a life support

service,

16.  The system of claim 11 further comprising a plurality of remote power
control units which are communicatively coupled to the at least one server and to the
plurality of resources, the power control units being adapted selectively stop and reset the

plurality of resources in response to control signals received from the at least one server.

17.  The system of claim 11 wherein the interface comprises a graphical user

interface.

18. A method for managing a plurality of resources in a distributed computing
system, comprising the steps of:

receiving a requested view of the distributed computing system, representing at
least one requested attribute of the distributed computing system;

monitoring an implemented view of the distributed computing system, representing
at least one actual attribute of the distributed computing system;

comparing the requested view to the implemented view; and

automatically and dynamically configuring the plurality of resources to ensure that

the implemented view consistently satisfies the requested view.

19.  The method of claim 18 wherein the step of automatically configuring the
plurality of resources comprises the following steps:

determining resources needed for the implemented view to satisfy the requested
view using a mapping function;

scanning the plurality of resources to determine the amount of resources that are
available and the distribution of the available resources;

performing an optimization routine; and

configuring the plurality of system resources based upon the optimization routine.

20.  The method of claim 19 wherein the optimization routine is adapted to

reduce overhead.
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1 21.  The method of claim 20 wherein the optimization routine includes a best fit

2 analysis.
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