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1
IMAGE FORMING SYSTEM, INFORMATION
FORMING APPARATUS, AND COMPUTER
READABLE MEDIUM HAVING
MANAGEMENT APPARATUS WITH
DISTRIBUTED STORAGE

Matter enclosed in heavy brackets [ ] appears in the
original patent but forms no part of this reissue specifica-
tion; matter printed in italics indicates the additions
made by reissue; a claim printed with strikethrough
indicates that the claim was canceled, disclaimed, or held
invalid by a prior post-patent action or proceeding.

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a reissue of U.S. Pat. No. 8,879,095,
which issued Nov. 4, 2014 from U.S. patent application Ser.
No. 13/299,947, filed Nov. 18, 2011; Continuing Reissue
application Ser. No. 15/341,336, filed on Nov. 2, 2016,
claims priority to the present reissue application and is also
a reissue of U.S. Pat. No. 8,879,095.

This application is based on and claims priority under 35
USC 119 from Japanese Patent Application No. 2011-
125368 filed Jun. 3, 2011.

BACKGROUND

(1) Technical Field

The present invention relates to an image forming system,
an image forming apparatus, and a computer readable
medium storing a program causing a computer to execute a
process for forming an image.

(ii) Related Art

According to one related art technique, a print server
apparatus stores image data specified by a user, and then
allows multiple image forming apparatuses to access the
image data.

SUMMARY

According to an aspect of the invention, there is provided
an image forming system. The image forming system
includes a first storage unit that stores identification infor-
mation and storage information with the identification infor-
mation mapped to the storage information, the identification
information identifying a user, the storage information indi-
cating a storage location where image data corresponding to
the identification information is stored, an identifying unit
that, in response to the identification information input by
the user, identifies the storage location indicated by the
storage information stored on the first storage unit with the
identification information mapped thereto, a retrieval unit
that retrieves, from the storage location identified by the
identifying unit, the image data corresponding to the iden-
tification information, and an image forming unit that forms
an image responsive to the image data retrieved by the
retrieval unit.

BRIEF DESCRIPTION OF THE DRAWINGS

Exemplary embodiments of the present invention will be
described in detail based on the following figures, wherein:

FIG. 1 diagrammatically illustrates a configuration of an
image forming system;
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2

FIG. 2 illustrates a hardware configuration of an authen-
tication server apparatus;

FIG. 3 illustrates an example of authentication informa-
tion;

FIG. 4 illustrates a hardware configuration of a client
apparatus;

FIG. 5 illustrates a hardware configuration of an image
forming apparatus;

FIG. 6 is a functional block diagram of the image forming
system,

FIG. 7 is a sequence chart illustrating an operation of the
image forming system;

FIG. 8 illustrates an example of listing of print data of an
exemplary embodiment;

FIG. 9 is a flowchart of an operation of a modification of
the image forming apparatus; and

FIG. 10 illustrates an example of listing of print data of
the modification of the image forming apparatus.

DETAILED DESCRIPTION

FIG. 1 diagrammatically illustrates an image forming
system 1 of an exemplary embodiment. The image forming
system 1 includes authentication server apparatus 10 (one
example of a management apparatus), client apparatus 20
(an example of a transmitter), and image forming appara-
tuses 30A, 30B, and 30C. Each of the image forming
apparatuses 30A, 30B, and 30C is referred to as an image
forming apparatus 30 without the suffix A, B, or C if it is not
necessary to discriminate one from another among the image
forming apparatuses 30A, 30B, and 30C. The authentication
server apparatus 10 authenticate a user. The client apparatus
20 transmits the print data to the image forming apparatus
30. The image forming apparatus 30 is an electrophoto-
graphic printer. The authentication server apparatus 10 pro-
vides service using cloud computing. The authentication
server apparatus 10 is operated by a third party different
from users of the client apparatus 20 and the image forming
apparatus 30. With a permit granted by the third party, the
users of the client apparatus 20 and the image forming
apparatus 30 may use the authentication server apparatus 10.

FIG. 2 illustrates a hardware configuration of the authen-
tication server apparatus 10. The authentication server appa-
ratus 10 includes central processing unit (CPU) 11, memory
12, communication unit 13, storage unit 14 (an example of
a first storage unit), operation unit 15, and display unit 16.
The CPU 11 executes a program stored on the memory 12,
thereby controlling each of the elements of the authentica-
tion server apparatus 10. The communication unit 13 is a
communication interface connected to a communication line
2. The CPU 11 communicates with the image forming
apparatus 30 via the communication unit 13. The storage
unit 14 may be a hard disk. The storage unit 14 stores
authentication information 41. The operation unit 15
includes a keyboard and a mouse, for example. The opera-
tion unit 15 is used to operate the authentication server
apparatus 10. The display unit 16 is a display device such as
a liquid-crystal display device.

FIG. 3 illustrates an example of the authentication infor-
mation 41. The authentication information 41 includes a user
1D, a password, and spooler information. The user 1D, the
password, and the spooler information are stored in a
mutually related. The user ID is identification information
identifying the user. The password is used to identify the
user. The password is set up by the user. The spooler
information is storage information indicative of a storage
location where image data instructed to process by the user



US RE49,898 E

3

(hereinafter referred to as “image data of the user”) is stored.
The spooler information may be an Internet protocol (IP)
address or identification information assigned to a storage
location. The spooler information includes primary spooler
information and secondary spooler information. The pri-
mary spooler information is storage information indicative
of a storage location having the highest priority. The second
spooler information is storage information indicative of a
storage location having the second highest priority. In the
authentication information 41 of FIG. 3, spooler information
“spoolerA” indicates a storage location of the image forming
apparatus 30A, spooler information “spoolerB” indicates a
storage location of the image forming apparatus 30B, and
spooler information “spoolerC” indicates a storage location
of the image forming apparatus 30C.

FIG. 4 illustrates a hardware configuration of the client
apparatus 20. The client apparatus 20 includes CPU 21,
memory 22, communication unit 23, storage unit 24, opera-
tion unit 25, and display unit 26. The CPU 21 executes a
program stored on the memory 22, thereby controlling each
of the elements of the client apparatus 20. The communi-
cation unit 23 is a communication interface connected to the
communication line 2. The CPU 21 communicates with the
image forming apparatus 30 via the communication unit 23.
The storage unit 24 may be a hard disk. The storage unit 24
stores a printer driver 42. The printer driver 42 is a program
generating image data which is processed on the image
forming apparatus 30. The operation unit 25 includes a
keyboard and a mouse, for example. The operation unit 25
is used to operate the client apparatus 20. The display unit
26 displays an image responsive to image data.

The user ID of the user and the spooler information are set
beforehand in the printer driver 42. More specifically, user
1D “user001,” primary spooler information “spoolerA,” and
secondary spooler information “spoolerB” are set in the
printer driver 42. As illustrated in FIG. 3, the user ID and the
spooler information set in the printer driver 42 are registered
in the authentication information 41.

FIG. 5 illustrates a hardware configuration of the image
forming apparatus 30. The image forming apparatus 30
includes controller 31, communication unit 32, storage unit
33, user interface (UI) unit 34, image forming unit 35, and
card reading unit 36. The controller 31 includes CPU 37, and
memory 38 (an example of a second storage unit). The CPU
37 executes a program stored on the memory 38, thereby
controlling each of the elements of the image forming
apparatus 30. The communication unit 32 is a communica-
tion interface connected to the communication line 2. The
controller 31 communicates with one of the authentication
server apparatus 10, the client apparatus 20, and another
image forming apparatus 30 via the communication unit 32.
The storage unit 33 may be a hard disk. The storage unit 33
stores the print data transmitted from the client apparatus 20.
The Ul unit 34 may include a touch screen and keys. The Ul
unit 34 is used to operate the image forming apparatus 30.
The image forming unit 35 forms on paper an image
correspond to the image data. The card reading unit 36 reads
information, stored on an integrated circuit (IC) card, in a
contactless fashion. The IC card is beforehand supplied to
the user to authenticate the user. The IC card stores the user
1D “user001” and password “1234” of the user included in
the authentication information 41.

FIG. 6 is a functional block diagram of the image forming
system 1. Identifying unit 101, retrieval unit 102, and
storage controller 103 are implemented when the CPU 37
executes the program. A storage location 104 is arranged in
the storage unit 33 of the image forming apparatus 30. If the
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user enters the user 1D, the identifying unit 101 identifies the
storage location 104 indicated by the spooler information
related to the user ID in the authentication information 41
stored on the storage unit 14. The retrieval unit 102 retrieves
the image data correspond to the input user ID from the
storage location 104 identified by the identifying unit 101.
The image forming unit 35 forms an image responsive to the
image data retrieved by the retrieval unit 102. The storage
controller 103 retrieves the authentication information 41
from the storage unit 14, and causes the memory 38 to store
the retrieved authentication information 41. If the authenti-
cation information 41 is stored on the memory 38, the
identifying unit 101 identifies the storage location 104 using
the authentication information 41 on the memory 38.

FIG. 7 is a sequence chart of an operation of the image
forming system 1. The user specifies the image data using
the operation unit 25 of the client apparatus 20, and issues
an image forming instruction of the image data. The CPU 21
executes the printer driver 42, thereby generating the print
data including the image data specified by the user. In the
exemplary embodiment, the user may specify image data
D1. The print data includes the image data D1. The CPU 21
attaches attribute information to the print data. The attribute
information includes the user ID set in the printer driver 42
and a file name of the image data. As described above, the
user ID “user001” of the user is set in the printer driver 42.
The attribute information thus includes the user ID
“user001” and the file name of the image data D1.

Upon generating the print data, the CPU 21 identifies the
storage location of the generated print data in accordance
with the spooler information set beforehand in the printer
driver 42. After identifying the storage location of the print
data, the CPU 21 transmits the generated print data to the
identified storage location via the communication unit 23
(step S11). As described above, the primary spooler infor-
mation “spoolerA” and the secondary spooler information
“spoolerB” are set in the printer driver 42. The CPU 21
transmits a test message to the image forming apparatus 30A
indicated by the primary spooler information “spoolerA.” If
the image forming apparatus 30A replies, the CPU 21
determines that communication establishment with the
image forming apparatus 30A has been successful. The CPU
21 transmits the print data to the image forming apparatus
30A. If no reply is received from the image forming appa-
ratus 30A within a predetermined period of time, the CPU 21
determines that normal communication with the image
forming apparatus 30A is disable. No reply may be received
from the image forming apparatus 30A if a fault occurs in
the image forming apparatus 30A or if a fault occurs in the
communication line 2 between the client apparatus 20 and
the image forming apparatus 30A. In such a case, the CPU
21 transmits a test message to the image forming apparatus
30C indicated by the secondary spooler information
“spoolerC.” If a reply is received from the image forming
apparatus 30C within a predetermined period of time, the
CPU 21 transmits the print data to the image forming
apparatus 30C. More specifically, the CPU 21 transmits the
print data to a storage location being enabled and having the
highest priority from among multiple storage locations set in
the printer driver 42. The word “enabled” means that the
print data can be stored at the storage location. The fact that
the normal communication is established with the authenti-
cation server apparatus 10 is interpreted to mean that the
authentication server apparatus 10 is enabled. It is assumed
that the print data has been transmitted to the image forming
apparatus 30A.
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If the client apparatus 20 transmits the print data, a
controller 31A of the image forming apparatus 30A causes
a storage unit 33A to store the print data (step S12). As
described above, the print data transmitted from the client
apparatus 20 includes the image data D1. The attribute
information, including the user ID “user001” and the file
name of the image data D1, is attached to the print data. The
storage unit 33A stores the attribute information together
with the print data including the image data D1.

After instructing the client apparatus 20 to form an image
on the image forming apparatus 30, the user moves to a place
where one of the image forming apparatuses 30A, 30B, and
30C is installed. For example, the user may move to the
place where the image forming apparatus 30 is installed. If
the image forming apparatus 30 usually used by the user is
currently used by another user, the user may move to another
image forming apparatus 30 nearby. The user may move to
an image forming apparatus 30 closest to them. In other
words, the user moves to a place to use one of the image
forming apparatuses 30A, 30B, and 30C. The user may now
move to the image forming apparatus 30B.

The Ul unit 34 in the image forming apparatus 30 presents
an authentication screen. The image forming apparatus 30
receives no input from the user if the user is not authenti-
cated. The user moves to the image forming apparatus 30B
and swipes their IC card over the card reading unit 36B for
authentication. If the IC card is positioned close to the card
reading unit 36B, the card reading unit 36B reads the user ID
and the password stored on the IC card (step S13). Upon
reading these pieces of information from the IC card, the
card reading unit 36B inputs the read information to the
controller 31B. As described above, the IC card stores the
user ID “user001” and the password “1234.” The user 1D
“user001” and the password “1234” are input to the con-
troller 31B.

If the user ID and the password are input, the controller
31B determines whether the authentication information 41 is
stored on the memory 38B (step S14). If the memory 38B
stores the authentication information 41, the memory 38 also
stores information indicating that the authentication infor-
mation 41 is stored. Depending on whether the information
is stored on the memory 38, the controller 31B determines
whether the authentication information 41 is stored or not. If
the image forming apparatus 30B has placed no authentica-
tion request on the authentication server apparatus 10 at all,
the authentication information 41 is not stored on the
memory 38B (no loop from step S14). In such a case, the
communication unit 32B in the controller 31B transmits the
input user ID and password to the authentication server
apparatus 10, thereby requesting the user to be authenticated
(step S15).

The user ID and the password are transmitted from the
image forming apparatus 30B in this way. The CPU 11 in the
authentication server apparatus 10 receives the user 1D and
the password via the communication unit 13. Upon receiv-
ing the user ID and the password, the CPU 11 checks the
received user 1D and password against the user ID and
password included in the authentication information 41
stored on the storage unit 14. The CPU 11 thus determines
whether the user of the image forming apparatus 30B is an
authorized user (step S16). If the received user ID and
password received from the image forming apparatus 30B
are not included in the authentication information 41, the
CPU 11 determines that the user of the image forming
apparatus 30B is not an authorized user (no loop from step
S16). The CPU 11 transmits information, indicating that
authentication is unsuccessful, to the image forming appa-
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ratus 30B via the communication unit 13 (step S17). How-
ever, in this case, the user ID “user001” and the password
“1234” are transmitted from the image forming apparatus
30B. The authentication information 41 of FIG. 3 includes
the user ID “user001” and the password “1234.” The CPU
11 thus determines that the user of the image forming
apparatus 302 is an authorized user (yes loop from step S16).

If the user of the image forming apparatus 30B is an
authorized user, the CPU 11 extracts from the authentication
information 41 stored on the storage unit 14 the spooler
information corresponding to the user ID received from the
image forming apparatus 30B (step S18). In the authentica-
tion information 41 of FIG. 3, the user ID “user001” is
related to the primary spooler information “spoolerA” and
the secondary spooler information “spoolerC.” The CPU 11
thus extracts from the authentication information 41 the
primary spooler information “spoolerA” and the secondary
spooler information “spoolerC.” Upon retrieving the spooler
information, the CPU 11 transmits to the image forming
apparatus 30B via the communication unit 13 information
indicating that authentication is successful, the extracted
spooler information, and the authentication information 41
stored on the storage unit 14 (step S19).

The information indicating that authentication is success-
ful, the extracted spooler information, and the authentication
information 41 are transmitted from the authentication
server apparatus 10. The controller 31B receives these
pieces of information via the communication unit 32B, and
causes the memory 38B to store the received authentication
information 41 (step S20). The controller 31B causes the
memory 38B to store information indicating that the authen-
tication information 41 has been stored. Tri response to the
spooler information received from the authentication server
apparatus 10, the controller 31B identifies the storage loca-
tion storing the print data of the user (step S21). The primary
spooler information “spoolerA” and the secondary spooler
information “spoolerC” are transmitted as the spooler infor-
mation from the authentication server apparatus 10. The
controller 31B identifies as the highest priority storage
location the storage location of the image forming apparatus
30A indicated by the primary spooler information “spool-
erA.” The controller 31B identifies as the second highest
priority storage location the storage location of the image
forming apparatus 30C indicated by the primary spooler
information “spoolerC.”

Upon identifying the storage location, the controller 31B
accesses the storage location and then retrieves the attribute
information of the print data of the user (step S22). In step
S21, the controller 318 identifies the storage location of the
image forming apparatus 30A as the storage location having
the highest priority, and the storage location of the image
forming apparatus 30C as the storage location having the
second highest priority. The controller 318 notifies the image
forming apparatus 30A of the user ID “user001” via the
communication unit 32B, and places a request for the
attribute information including the user ID on the image
forming apparatus 30A. In response to the request, the
controller 31A reads from the storage unit 33A all the
attribute information including the user ID “user001”
received from the image forming apparatus 30B, and then
transmits the attribute information including the user 1D
“user001” to the image forming apparatus 30B via the
communication unit 32A. If the attribute information includ-
ing the user ID “user001” is not stored on the storage unit
33A, no attribute information is transmitted from the image
forming apparatus 30A. In this case, the controller 31B
notifies the image forming apparatus 30C identified as the
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storage location having the second highest priority of the
user ID “user001” via the communication unit 32B. The
controller 31B then places a request for the attribute infor-
mation including the user ID on the image forming appa-
ratus 30C. In step S12, the attribute information including
the user ID “user001” and the file name of the image data D1
is stored on the storage unit 33A. The attribute information
is thus transmitted from the image forming apparatus 30A to
the image forming apparatus 30B. The controller 31B
receives the attribute information via the communication
unit 32B.

Upon receiving the attribute information of the print data,
the controller 31B causes the UI unit 34B to display a list of
print data in response to the attribute information (step S23).
FIG. 8 illustrates an example of the list of print data
displayed on the Ul unit 34B. The list of print data includes
the attribute information retrieved in step S22. The list of
print data of FIG. 8 includes the user ID “user001” and the
file name of the image data D1 included in the attribute
information retrieved from the image forming apparatus
30A. Using the Ul unit 34B, the user selects print data from
the list of print data, and presses a “PRINT” button 51. If the
“PRINT” button 51 is pressed, the controller 31B retrieves
the print data from the image forming apparatus 30 that
stores the selected print data (step S24). In the list of print
data of FIG. 8, an area displaying the user ID “user001” and
the file name of the image data D1 may be selected, and the
“PRINT” button 51 may be pressed. The controller 318
requests, via the communication unit 32B, the image form-
ing apparatus 30A to send the print data with the attribute
information including the user ID and the file name attached
to the print data. In response to the request, the controller
31A reads the requested print data from the storage unit 33A,
and transmits the read print data to the image forming
apparatus 30B via the communication unit 32A. If the print
data is transmitted from the image forming apparatus 30A,
the controller 31B receives the print data via the communi-
cation unit 32B. Upon receiving the print data, the controller
31B extracts the image data D1 from the print data, and
causes the image forming unit 358 to form an image
responsive to the image data D1 (step S25). The image
forming unit 35B outputs the image by forming the image
responsive to the image data D1 on a paper sheet.

When the image forming apparatus 30B is used again next
time after the authentication information 41 is stored on the
memory 38 in step S20, the user is authenticated using the
authentication information 41 stored on the memory 38B.
The controller 31B determines in step S14 that the authen-
tication information 41 is stored on the memory 38B (yes
loop from step S14), and proceeds to step S26. The con-
troller 31B checks the user ID and password input from the
card reading unit 36B against the user ID and password
included in the authentication information 41 stored on the
memory 38B, and thus determines whether the user of the
image forming apparatus 30B is an authorized user (step
S26). If the input user ID and password are included in the
authentication information 41, the controller 31B determines
that the user of the image forming apparatus 30B is an
authorized user (yes loop from step S26). The controller 31B
thus proceeds to step S21.

If the controller 31B determines that the user of the image
forming apparatus 30B is not an authorized user (no loop
from step S26), the controller 31B displays on the UI unit
34B a message indicating that authentication is unsuccess-
ful, and then ends the process. If information indicating that
authentication is unsuccessful is transmitted from the
authentication server apparatus 10 in step S17, the controller
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31B also displays on the Ul unit 34B the message indicating
that authentication is unsuccessful, and then ends the pro-
cess.

In the exemplary embodiment, the image data is retrieved
from a storage location different from user to user in order
to form the image. In the exemplary embodiment, the
storage location of the print data is arranged in the image
forming apparatus 30, and no print server is employed. In
comparison with the case where a print server is installed,
and the storage location is arranged in the print server, costs
involved in the construction of the image forming system 1
are low, and the workload on a supervisor managing the
image forming system 1 is low. In the exemplary embodi-
ment, only the authentication information 41 is stored on the
authentication server apparatus 10, and the print data is not
stored on the authentication server apparatus 10. The print
data may include personal information and confidential
information. If the print data is stored on the authentication
server apparatus 10 that is managed by the third party,
information security level may be possibly lowered. In the
exemplary embodiment, the print data is stored on the image
forming apparatus 30. Cloud computing may be imple-
mented by constructing a mechanism where the print data is
stored on one image forming apparatus 30 and an image
responsive to the print data is formed on another image
forming apparatus 30. A high information security level is
still maintained even in such cloud computing.

The present invention is not limited to the exemplary
embodiment. The exemplary embodiment may be modified
as described below. Modifications described below may be
combined.

First Modification

In the exemplary embodiment, the print data is stored on
one of the storage location indicated by the primary spooler
information and the storage location indicated by the sec-
ondary spooler information. Alternatively, the print data of
the user may be stored on both the storage locations. The
client apparatus 20 may transmit the print data to both the
storage locations. If the storage location of the image
forming apparatus 30A has the highest priority with the
storage location of the image forming apparatus 30C having
the second highest priority, the client apparatus 20 transmits
the print data not only to the image forming apparatus 30A
but also to the image forming apparatus 30C. With the print
data also transmitted to the image forming apparatus 30C,
the print data may be retrieved from the image forming
apparatus 30C if the print data is difficult to retrieve from the
image forming apparatus 30A. Such difficulty may arise if
the image forming apparatus 30A remains powered off, for
example.

The image forming apparatus 30 having received the print
data from the client apparatus 20 may make a copy of the
print data, and may transmit the copy to another storage
location. If the image forming apparatus 30A (an example of
a storage device) receives the print data from the client
apparatus 20, the controller 31A extracts the user 1D from
the received print data. The controller 31A then retrieves the
spooler information corresponding to the extracted user 1D
from one of the client apparatus 20 and the authentication
server apparatus 10. To retrieve the spooler information
from the client apparatus 20, the controller 31A retrieves the
spooler information set in the printer driver 42. To retrieve
the spooler information from the authentication server appa-
ratus 10, the controller 31 A retrieves the spooler information
corresponding to the extracted user ID from the authentica-
tion information 41 stored on the storage unit 14.
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Upon retrieving the spooler information, the controller
31A (an example of a transmitter) makes a copy of the
received print data. The controller 31A transmits the copy of
the print data to the storage location other than the storage
unit 33A from among the storage locations indicated by the
retrieved spooler information. If the primary spooler infor-
mation “spoolerA” and the secondary spooler information
“spoolerC” are retrieved from one of the client apparatus 20
and the authentication server apparatus 10, the controller
31A transmits the copy of the print data to the image forming
apparatus 30C indicated by the secondary spooler informa-
tion “spoolerC.” With the copy of the print data transmitted
to the image forming apparatus 30C, the print data may be
retrieved from the image forming apparatus 30C if the print
data of the user is difficult to retrieve from the image
forming apparatus 30A. Such difficulty may arise if the
image forming apparatus 30A remains powered off, for
example.

If the image forming apparatus 30B retrieves the print
data in step S24, the controller 31A may transmit, to the
image forming apparatus 30C, information instructing the
image forming apparatus 30C to delete the print data. In
response to the information, the controller 31C deletes the
print data.

Second Modification

The authentication information 41 stored on the authen-
tication server apparatus 10 may be modified. The authen-
tication information 41 stored on the memory 38 may be
periodically updated in order to make the authentication
information 41 stored on the memory 38 consistent with the
authentication information 41 stored on the authentication
server apparatus 10. At the update timing of the authenti-
cation information 41, the controller 31 accesses the authen-
tication server apparatus 10. The image forming apparatus
30 retrieves the newest authentication information 41 from
the authentication server apparatus 10, and stores the newest
authentication information 41 on the memory 38.

The image forming apparatus 30 causes the UI unit 34 to
display a button instructing the authentication information
41 to be updated. When the user presses this button, the
authentication information 41 stored on the memory 38 may
be updated.

Third Modification

To raise the security level, the authentication information
41 may be deleted from the memory 38 at a predetermined
timing, for example, once a month. If the authentication
information 41 is deleted from the memory 38, the controller
31 proceeds to step S15 when the image forming apparatus
30 is used next time. The controller 31 then requests the
authentication server apparatus 10 to authenticate the user.
The controller 31 retrieves the newest authentication infor-
mation 41 from the authentication server apparatus 10 in
step S19.

The image forming apparatus 30 causes the UI unit 34 to
display a button instructing the authentication information
41 to be deleted. When the user presses this button, the
authentication information 41 is deleted from the memory
38.

Fourth Modification

It may be acceptable that the image forming apparatus 30
does not cause the memory 38 to store the authentication
information 41. If the authentication information 41 is not
stored on the memory 38, the controller 31 places an
authentication request to the authentication server apparatus
10 each time. The controller 31 does not perform steps S20
and S26, and step S14 is not necessary.
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Whether to store the authentication information 41 on the
memory 38 may be set in the image forming apparatus 30.
For example, the authentication information 41 may be
stored on the memory 38 in the image forming apparatuses
30A and 30B, but the authentication information 41 is not
stored on the memory 38 in the image forming apparatus
30C.

Fifth Modification

Optionally, the authentication information 41 of a par-
ticular user may not be stored on the memory 38 in the image
forming apparatus 30. For example, if a privilege level of a
user is lower than a threshold value, the image forming
apparatus 30 does not cause the memory 38 to store the
authentication information 41 of that user. The privilege
level is information related to the privilege of using the
image forming apparatus 30. The privilege level of the user,
in addition to the user ID and the spooler information, is
stored on the IC card. Upon receiving the user 1D, the
spooler information, and the privilege information from the
card reading unit 36, the controller 31 determines whether
the input privilege level is equal to or higher than the
threshold value. If the input privilege level is equal to or
higher than the threshold value, the controller 31 proceeds to
step S14. If the input privilege level is lower than the
threshold value, the controller 31 proceeds to step S15
without performing step S14. Upon receiving the authenti-
cation information 41 from the authentication server appa-
ratus 10 in step S20, the controller 31 deletes the input user
ID and password from the authentication information 41.
For example, if a user is a company short-term employee
such as a part-time worker, the privilege level of the
employee may be set to be lower, and the authentication
information 41 of the employee may not be stored on the
memory 38.

Sixth Modification

The storage location of the print data is not limited to the
storage unit 33 of the image forming apparatus 30. If the
image forming system 1 includes a storage server apparatus,
the print data may be stored on that storage server apparatus.
The print data may be stored on the client apparatus 20. If
the image forming system 1 includes a plurality of client
apparatuses 20, the print data may be stored on a client
apparatus 20 different from the client apparatus 20 to which
the print data has been transmitted.

Seventh Modification

If the authentication information 41 is not stored on the
memory 38 in the exemplary embodiment, the authentica-
tion server apparatus 10 authenticates the user. Alternatively,
the image forming apparatus 30 may authenticate the user
without using the authentication server apparatus 10. In such
a case, the authentication server apparatus 10 becomes
unnecessary. The authentication information 41 is before-
hand stored on the storage unit 33. FIG. 9 is a flowchart of
the operation of the image forming apparatus 30 of the
modification. Subsequent to step S13, the controller 31
proceeds to step S31. Using the authentication information
41 stored on the storage unit 33, the controller 31 determines
as in the above-described step S26 whether the user of the
image forming apparatus 30 is an authorized user (step S31).
If the user of the image forming apparatus 30 is not an
authorized user (no loop from step S31), the controller 31
ends the process. If the user of the image forming apparatus
30 is an authorized user (yes loop from step S31), the
controller 31 extracts the spooler information corresponding
to the input user ID from the authentication information 41
stored on the storage unit 33 (step S32). With the spooler
information extracted, the controller 31 identifies the storage
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location storing the image data of the user in the same
manner as in the above-described step S21 in response to the
extracted spooler information (step S33). Subsequent to step
S33, the controller 31 proceeds to step S22.

Eighth Modification

The spooler information of the user may be stored on the
IC card. If the spooler information is stored on the IC card,
the spooler information may not be included in the authen-
tication information 41. In step S13, the card reading unit 36
reads the user ID, the password, and the spooler information
from the IC card, and then inputs these pieces of information
to the controller 31. In step S21, the controller 31 identifies
the storage location of the image data of the user in response
to the spooler information input from the card reading unit
36.

If the spooler information of the user is stored on the IC
card, the client apparatus 20 may retrieve the spooler infor-
mation from the IC card. In this case, the card reading unit
36 is also arranged on the client apparatus 20. The client
apparatus 20 retrieves the spooler information stored on the
IC card using the card reading unit 36. With the spooler
information retrieved, the client apparatus 20 transmits the
print data to the storage location indicated by the spooler
information. The setting of the spooler information in the
printer driver 42 becomes unnecessary.

Ninth Modification

Each user may register the authentication information 41
using the client apparatus 20. If at least part of the authen-
tication information 41 is stored an upper system, the
authentication server apparatus 10 may read the part of the
authentication information 41 from the upper system.
Tenth Modification

In the exemplary embodiment, the print data correspond-
ing to the user ID “user001” is stored only on the image
forming apparatus 30A. First print data corresponding to the
user 1D “user001” may be stored on the storage unit 33A of
the image forming apparatus 30A, and second print data
corresponding to the user ID “user001” may be stored on the
storage unit 33C of the image forming apparatus 30C. In
such a case, in step S22, the controller 31B retrieves the
attribute information attached to the first print data from the
image forming apparatus 30A, and the attribute information
attached to the second print data from the image forming
apparatus 30C. In step S23, the controller 31B displays a list
of print data responsive to the attribute information of the
first print data and the attribute information of the second
print data retrieved in step S22.

FIG. 10 illustrates the list of print data of the modification.
The list of print data includes as the attribute information of
the first print data the user ID “user001,” and the file name
of the image data D1, and as the attribute information of the
second print data the user ID “user001,” and the file name
of the image data D2. The first print data and the second
print data are stored on the different storage locations. The
attribute information of the first print data and the attribute
information of the second print data are listed next to each
other in a layout. The layout gives an impression as if the
attribute information of the first print data and the attribute
information of the second print data were stored on the same
storage location. Even if the second print data is stored on
the image forming apparatus 30B, the attribute information
of the first print data and the attribute information of the
second print data are displayed as listed in FIG. 10.
Eleventh Modification

The identification information of the user is not limited
the user ID. The identification information of the user may
be a card ID. As described above, one IC card is given to one
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user. The card ID may be used as the identification infor-
mation identifying each user. A conversion table mapping
the card ID to the user ID is stored on one of the image
forming apparatus 30 and the authentication server appara-
tus 10. One of the image forming apparatus 30 and an
authentication server apparatus 10 converts the card ID into
the user ID using the conversion table. The identification
information of the user may be a value into which the user
ID is converted in accordance with a predetermined rule
such as a hash function.
Twelfth Modification

In the exemplary embodiment, the spooler information
indicating the two storage locations is set in the printer
driver 42. The number of storage locations is not limited to
two. Alternatively, the spooler information indicating one
storage location may be set in the printer driver 42. The
spooler information indicating three or more storage loca-
tions may be set in the printer driver 42. If multiple storage
locations are set, the controller 31 may access successively
the multiple storage locations one by one or all the storage
locations at a time in step S22.
Thirteenth Modification

The authentication of the user may be performed without
using the IC card. For example, the user may enter the user’s
own ID and password using the Ul unit 34 in the image
forming apparatus 30. Biometric information such as fin-
gerprint may be used in place of the user ID and password.
In such a case, the image forming apparatus 30 includes a
device reading the biometric information.
Fourteenth Modification

The image forming apparatus 30 may be a printer that
forms an image in a method other than the electrophoto-
graphic method. The image forming apparatus 30 may form
a monochrome image or a color image. The image forming
apparatus 30 may have a copying function and a scanning
function.
Fifteenth Modification

The program executed by each of CPU 11, CPU 21, and
CPU 37 may be supplied in a recorded state on a recording
medium such as magnetic tape, magnetic disk, flexible disk,
optical disk, magneto-optical disk, or memory. The program
may be then installed onto one of the authentication server
apparatus 10, the client apparatus 20, and the image forming
apparatus 30. The program may be downloaded onto one of
the authentication server apparatus 10, the client apparatus
20, and the image forming apparatus 30 via a communica-
tion line such as the Internet.
Sixteenth Modification

The authentication server apparatus 10 is not limited to
the type that provides service via cloud computing. For
example, the authentication server apparatus 10, the client
apparatus 20, and the image forming apparatus 30 may be
interconnected to each other via a local area network (LAN),
and the authentication server apparatus 10 may provide
service via the LAN. The authentication server apparatus 10
may be run by the same entity as the entity which runs the
client apparatus 20 and the image forming apparatus 30.
Seventeenth Modification

In the exemplary embodiment, the authentication infor-
mation 41 transmitted from the authentication server appa-
ratus 10 is stored on the memory 38 of the image forming
apparatus 30. The storage destination of the authentication
information 41 is not limited to the memory 38. Alterna-
tively, the authentication information 41 may be stored on
the storage unit 33.
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Eighteenth Modification

Only the user ID of the user may be stored on the IC card.
In this case, only the user ID is input to the image forming
apparatus 30. The user is authenticated by checking the input
user ID against only the user ID included in the authenti-
cation information 41.

Nineteenth Modification

In the exemplary embodiment, the list of print data is
displayed after the storage location is identified in step S21.
The print data selected by the user is retrieved. The image
forming apparatus 30 may retrieve the print data without
displaying the list of print data. In this case, the image
forming apparatus 30 identifies the storage location in step
S21, and retrieves the print data from the identified storage
location. If the print data is retrieved, the image forming
apparatus 30 forms an image responsive to the print data.
The operation of retrieving the attribute information in step
S22 and the operation of displaying the list of print data in
step S23 are not performed. The user is freed from selecting
the print data.

Twentieth Modification

The image forming apparatus 30B may receive an opera-
tion of deleting the print data when the list of print data is
displayed in step S23. In this case, a “DELETE” button
instructing the print data to be deleted is displayed on the Ul
unit 34. Using the Ul unit 34, the user may select the print
data to be deleted from the list of print data, and then press
the “DELETE” button. If the “DELETE” button is pressed,
the image forming apparatus 30B requests the image form-
ing apparatus 30A storing the selected print data to delete the
print data. Upon receiving the request, the image forming
apparatus 30A deletes the print data from the storage unit
33A.

The foregoing description of the exemplary embodiments
of the present invention has been provided for the purposes
of illustration and description. It is not intended to be
exhaustive or to limit the invention to the precise forms
disclosed. Obviously, many modifications and variations
will be apparent to practitioners skilled in the art. The
embodiments were chosen and described in order to best
explain the principles of the invention and its practical
applications, thereby enabling others skilled in the art to
understand the invention for various embodiments and with
the various modifications as are suited to the particular use
contemplated. It is intended that the scope of the invention
be defined by the following claims and their equivalents.

What is claimed is:

1. An image forming system, comprising:

a management apparatus; and

a transmitter; and

a plurality of image forming apparatuses,
wherein the management apparatus includes:

a first storage unit that stores authentication informa-
tion including identification information and storage
information with the identification information
mapped to the storage information, the identification
information identifying a user, the storage informa-
tion indicating a storage location of each of the
image forming apparatuses where image data corre-
sponding to the identification information is stored,
the storage information being preset for each user;

an extract unit that extracts from the stored authenti-
cation information in the first storage unit, the stor-
age information corresponding to the identification
information sent from each of the image forming
apparatuses; and
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a transmit unit that transmits to each of the image
forming apparatuses the extracted storage informa-
tion;

wherein each of the image forming apparatuses includes:

an image data storage unit that stores an image data;

an authentication request unit that requests to the
management apparatus to authenticate the user by
transmitting the identification information to the
management apparatus;

a receive unit that receives the storage information
from the management apparatus;

an identifying unit that identifies the storage location of
another one of the image forming apparatuses storing
the image data corresponding to the identification
information;

a retrieval unit that retrieves, from the storage location
of the another one of the image forming apparatuses
identified by the identifying unit, the image data
corresponding to the identification information; and

an image forming unit that forms an image responsive
to the image data retrieved by the retrieval unit,

wherein the transmitter transmits the image data corre-
sponding to the identification information to the storage
locations in the image forming apparatuses,

wherein the first storage unit stores the storage informa-

tion indicating the plurality of storage locations;

wherein the identifying unit identifies the plurality of
storage locations indicated by the storage information
stored and mapped to the input identification informa-
tion; and

wherein the retrieval unit retrieves the image data corre-

sponding to the identification information from the
storage location that stores the image data correspond-
ing to the identification information, from among the
plurality of storage locations identified by the identi-
fying unit,

wherein the plurality of storage locations have different

priority levels which are set in the transmitter, and

when the retrieval unit cannot retrieve the image data
from the one of the storage locations having a highest
one of the priority levels, the retrieval unit retrieves the

image data from one of the storage locations having a

second highest one of the priority levels.

2. The image forming system according to claim 1,

each of the image forming apparatuses further comprising

a second storage unit that stores the retrieved identifi-

cation information and storage information,

wherein the identifying unit identifies the storage location

in response to the storage information stored on the

second storage unit if the second storage unit stores the
storage information.

3. The image forming system according to claim 1,
wherein in order to transmit the image data corresponding to
the identification information to a given storage location, the
transmitter transmits the image data to another storage
location, in addition to the given storage location, from
among the plurality of storage locations.

4. The image forming system according to claim 1, further
comprising a storage device, the storage device including a
storage location that stores the image data transmitted by the
transmitter, and a transmitter unit that makes a copy of the
image data and transmits the copy to another storage loca-
tion from among the plurality of storage locations.

5. An image forming system, comprising:

a management apparatus;

a transmitter; and

a plurality of image forming apparatuses,
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wherein the management apparatus includes:

a storage unit that stores authentication information
including identification information and storage
information with the identification information
mapped to the storage information, the identification
information identifying a user, the storage informa-
tion indicating a storage location of each of the
image forming apparatuses where image data corre-
sponding to the identification information is stored,
the storage information being preset for each user;

an extract unit that extracts from the stored authenti-
cation information in the storage unit the storage
information corresponding to the identification infor-
mation sent from each of the image forming appa-
ratuses; and

a transmit unit that transmits to each of the image
forming apparatuses the extracted storage informa-
tion;

wherein each of the image forming apparatuses includes:
an image data storage unit that stores an image data;
an authentication request unit that requests to the
management apparatus to authenticate the user by
transmitting the identification information to the
management apparatus;

a receive unit that receives the storage information
from the management apparatus;

an identifying unit that identifies the storage location of
another one of the image forming apparatuses storing
the image data corresponding to the identification
information;

a retrieval unit that retrieves, from the storage location
of the another one of the image forming apparatuses
identified by the identifying unit, the image data
corresponding to the identification information; and

an image forming unit that forms an image responsive
to the image data retrieved by the retrieval unit,

wherein the transmitter transmits the image data corre-
sponding to the identification information to the storage
locations in the image forming apparatuses,

wherein the storage unit stores the storage information
indicating the plurality of storage locations;

wherein the identifying unit identifies the plurality of
storage locations indicated by the storage information
stored and mapped to the input identification informa-
tion; and

wherein the retrieval unit retrieves the image data corre-
sponding to the identification information from the
storage location that stores the image data correspond-
ing to the identification information, from among the
plurality of storage locations identified by the identi-
fying unit,

wherein the plurality of storage locations have different
priority levels which are set in the transmitter, and

when the retrieval unit cannot retrieve the image data
from the one of the storage locations having a highest
one of the priority levels, the retrieval unit retrieves the

image data from one of the storage locations having a

second highest one of the priority levels.

6. A non-transitory computer readable medium storing a

program causing a system to execute a process for forming
an image, the system including:

a management apparatus,

a transmitter; and

a plurality of image forming apparatuses, each including
an image data storage unit that stores an image data,

wherein the management apparatus includes a storage unit
that stores identification information and storage infor-
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mation with the identification information mapped to
the storage information, the identification information
identifying a user, the storage information indicating a
storage location where image data corresponding to the
identification information is stored, the storage infor-
mation being preset for each user, the process compris-
ing:
extracting from the stored authentication information in
the storage unit the storage information corresponding
to the identification information sent from each of the
image forming apparatuses;
transmitting to each of the image forming apparatuses the
extracted storage information;
requesting the management apparatus to authenticate the
user by transmitting the identification information to
the management apparatus;
receiving the storage information from the management
apparatus;
identifying the storage location of another one of the
image forming apparatuses storing the image data
corresponding to the identification information;
retrieving, from the identified storage location of the
another one of the image forming apparatuses, image
data corresponding to the identification information;
and
forming an image responsive to the retrieved image data,
transmitting the image data corresponding to the identi-
fication information with the transmitter to the storage
locations in the image forming apparatuses,
storing in the storage unit the storage information indi-
cating the plurality of storage locations;
identifying the plurality of storage locations indicated by
the storage information stored and mapped to the input
identification information; and
retrieving the image data corresponding to the identifica-
tion information from the storage location that stores
the image data corresponding to the identification infor-
mation from among the plurality of storage locations
identified,
wherein the plurality of storage locations have different
priority levels which are set in the transmitter, and
when the image data cannot be retrieved from the one of
the storage locations having a highest one of the
priority levels, the image data is retrieved from one of
the storage locations having a second highest one of the
priority levels.
7. An image forming system comprising:
a plurality of image forming apparatuses including:
a first image forming apparatus; and
a second image forming apparatus; and
a client apparatus comprising a first processor pro-
grammed to:
accept a designation by a user of a ranked storage
priority that ranks the plurality of image forming
apparatuses in ovder of priority by:
accepting a first designation by the user of a first
storage priority ranking for a first one of the
plurality of image forming apparatuses in the
image forming system; and
accepting a second designation by the user of a
second storage priority ranking for a second one
of the plurality of image forming apparatuses, the
first storage priority ranking indicating a prefer-
ence of the user to use the first one of the image
forming apparatuses over the second one of the
image forming apparatuses;
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store the designation of the storage priority ranking for
the first image forming apparatus in first spooler
information for the first image forming apparatus;
store the designation of the storage priority ranking for
the second image forming apparatus in second
spooler information for the second image forming
apparatus;
access the first spooler information and the second
spooler information;
determine to transmit the first image data to the first
image forming apparatus based on the storage pri-
ority ranking of the first image forming apparatus in
the first spooler information and the storage priority
ranking of the second image forming apparatus in
the second spooler information; and
transmit the first image data to the first image forming
apparatus based on the determination;
wherein the second image forming apparatus includes:
a memory;
a display; and
a second processor programmed to:
accept login information of the user;
display on the display an attribute of the first image
data associated with the login information of the
user that is remotely stored in the first image
forming apparatus, the attribute of the first image
data being displayed in the same manner as if it
were locally stored in the memory,; and
accept a print command for printing the first image
data on the second image forming apparatus
instead of the first image forming apparatus.
8. A method for printing image data, comprising:
by a client apparatus:
accepting a designation by a user of a ranked storage
priority that ranks a plurality of image forming
apparatuses in an image forming system in order of
priority by:
accepting a first designation by the user of a first
storage priority ramnking for a first one of the
plurality of image forming apparatuses in the
image forming system; and
accepting a second designation by the user of a
second storage priority ranking for a second one
of the plurality of image forming apparatuses, the
first storage priority ranking indicating a prefer-
ence of the user to use the first one of the image
forming apparatuses over the second one of the
image forming apparatuses;
storing the designation of the storage priority ranking
for the first image forming apparatus in first spooler
information for the first image forming apparatus;
storing the designation of the storage priority ranking
for the second image forming apparatus in second
spooler information for the second image forming
apparatus;
accessing the first spooler information and the second
spooler information;
determining to transmit the first image data to the first
image forming apparatus based on the storage pri-
ority ranking of the first image forming apparatus in
the first spooler information and the storage priority
ranking of the second image forming apparatus in
the second spooler information; and
transmitting the first image data to the first image
forming apparatus based on the determination;
storing the first image data in the first image forming
apparatus; and
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accepting login information of the user at the second
image forming apparatus; and
displaying on the display of the second image forming
apparatus:
an attribute of the first image data associated with the
login information of the user, the attribute of the first
image data being displayed in the same manner as if
the first image data were locally stoved in the second
image forming apparatus; and
a print command for printing the first image data on the
second image forming apparatus instead of the first
image forming apparatus.
9. An image forming system comprising:
a plurality of image forming apparatuses including:
a first image forming apparatus; and
a second image forming apparatus; and
a client apparatus comprising a first processor pro-
grammed to:
accept a designation by a user of a ranked storage
priority that ranks the plurality of image forming
apparatuses in ovder of priority by:
accepting a first designation by the user of a first
storage priority ranking for a first one of the
plurality of image forming apparatuses in the
image forming system;
store the designation of the storage priority ranking
for the first image forming apparatus in first
spooler information for the first image forming
apparatus;
accepting a second designation by the user of a
second storage priority ranking for a second one
of the plurality of image forming apparatuses, the
first storage priority ranking indicating a prefer-
ence of the user to use the first one of the image
forming apparatuses over the second one of the
image forming apparatuses; and
store the designation of the storage priority ranking
for the second image forming apparatus in second
spooler information for the second image forming
apparatus;
access the first spooler information and the second
spooler information; and
determine to transmit first image data to the first image
forming apparatus based on the accessed storage
priority ranking of the first image forming apparatus
in the first spooler information and the storage
priority ranking of the second image forming appa-
ratus in the second spooler information;
transmit the first image data to the first image forming
apparatus based on the determination; and
in a case that transmission of the first image data to the
first image forming apparatus fails, transmit the first
image data to the second image forming apparatus
based on the accessed storage priority ranking of the
first image forming apparatus in the first spooler
information and the storage priority ranking of the
second image forming apparatus in the second
spooler information; and
wherein the second image forming apparatus includes:
a memory;
a display; and
a second processor programmed to:
accept login information of the user; and
in a case that the transmission of the first image data
to the first image forming apparatus does not fail:
display on the display an attribute of the first
image data associated with the login informa-
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tion of the user that is vemotely stored in the first
image forming apparatus, the attribute of the
first image data being displayed in the same
manner as if it were locally stoved in the
memory, and
accept a print command for printing the first
image data on the second image forming appa-
ratus instead of the first image forming appa-
ratus.
10. A method for printing image data, comprising:
by a client apparatus:
accepting a designation by a user of a ranked storage
priority that ranks a plurality of image forming
apparatuses in an image forming system in order of
priority by:
accepting a first designation by the user of a first
storage priority ramnking for a first one of the
plurality of image forming apparatuses in the
image forming system;
storing the designation of the storage priority rank-
ing for the first image forming apparatus in first
spooler information for the first image forming
apparatus;
accepting a second designation by the user of a
second storage priority ranking for a second one
of the plurality of image forming apparatuses, the
first storage priority ranking indicating a prefer-
ence of the user to use the first one of the image
forming apparatuses over the second one of the
image forming apparatuses; and
storing the designation of the storage priority rank-
ing for the second image forming apparatus in
second spooler information for the second image
forming apparatus;
accessing the first spooler information and the second
spooler information; and
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determining to transmit first image data to the first
image forming apparatus based on the accessed
storage priority ranking of the first image forming
apparatus in the first spooler information and the
storage priority ranking of the second image forming
apparatus in the second spooler information;
transmitting the first image data to the first image
forming apparatus based on the determination; and
in a case that transmission of the first image data to the
first image forming apparatus fails, transmitting the
first image data to the second image forming appa-
ratus based on the accessed storage priovity ranking
of the first image forming apparatus in the first
spooler information and the storage priority ranking
of the second image forming apparatus in the second
spooler information;
accepting login information of the user at the second
image forming apparatus; and
in a case that transmission of the first image data to the
first image forming apparatus does not fail:
storing the first image data in the first image forming
apparatus;
displaying on the display of the second image forming
apparatus:
an attribute of the first image data associated with
the login information of the user, the attribute of
the first image data being displayed in the same
manner as if the first image data were locally
stored in the second image forming apparatus;
and
a print command for printing the first image data on
the second image forming apparatus instead of the
first image forming apparatus.
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