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BIOMETRIC IMAGING DEVICES AND ASSOCIATED METHODS

PRIORITY DATA

This application claims the benefit of U.S. Provisional Application Serial No.

61/507.488, filed on July 13, 2011, which s incorporated herein by reference.

BACKGROUND

Biometrics is the study of signatures of a biological origin that can uniquely
identity individuals. Biometric techuology has increased in nterest in recent years, and
can be classified in two groups, cooperative identification and non-cooperative
identification. Cooperative biometric identification methods obtain biometric readings
with the individual’s knowledge, and typically detect biological signatures such as finger
prints, palm prints, and iris scans, Non-cooperative biometric identification methods
obtain biometric readings without the person’s knowledge, and typically detect facial,
speech, and thermal signatures of an individual. This disclosure focuses on devices and
methods that can detect various biometric signatures of both cooperative and non-
cooperative individuals, through the use of imaging devices.

Facial and iris detection are some of the more common signatures used by security
applications for identifying wndividuals, These mwethods of detection mvolve two
independent steps, an enrollment phase where biometric data is collected and stored in a
database and a query step, where unknown biometric data is compared to the database to
identify the individual. In both of these steps, a camera can be used to collect and capture
the images of the mdividual’s face or iris. The images arc processed using algorithis
that deconstruct the tmage into a collection of mathematical vectors which, in aggregate,
constitute a unique signature of that individual,

Digital imaging devices are often utilized to collect such image data. For
exampie, charge-coupled devices (CCDs) are widely used n digital imaging, and have
been later improved upon by complementary metal-oxide-semiconductor (CMOS)
imagers having improved performance. Many traditional CMOS imagers utilize front
side illuoination (FSI). In such cases, electromagnetic radiation s incideut upon the
semiconductor surface containing the CMOS devices and circuits. Backside illumination
CMOS imagers have also been used, and in many designs clectromagnetic radiation s

incident on the semiconductor surface opposite the CMOS devices and circuits.
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Ags a major caveat to bioruetric signature acquasition, however, pigmeuntation of
the skin and/or iris can affect the ability to collect robust data, both in the enroliment
phase as well as in the future query phase. The pigmentation can mask or hide the unigue

structural clements that define the values of the signature mathematical vectors.

SUMMARY

The present disclosure provides systerns, devices, and methods for identifying an
individual in both cooperative and non-cooperative situations. In one aspect, for
example, a system for wdentifying an individual can include a light source capable of
emitting electromagnetic radiation haviog at least one wavelength of from about 700 nm
to about 1200 nm, and an imager device positioned to receive the electromagnetic
racdiation upon reflection from au individual to generate an electronic representation of the
individual, The system can also include an image processing module functionally
coupled to the imager device to receive the electronie representation. The image
processing module processes the electronic representation into an individual
representation having at least one substantially unigue wdentification trait, The imager
device can include a semiconductor device layer having a thickness of less than about 10
niicrons, at least two doped regions forming a junction, and a textured region positioned
to nteract with the electrornagoetic radiation. The tmagiog device has an external
quantum efficiency of at least about 33% for clectromagnetic radiation having at least one
wavelength of greater than 800 nm.

Various light sources are contemplated, and any light source capable of delivering
electromagnetic radiation within the ranges utilized by the present devices and systoms 1s
considered to be within the present scope. In one aspect, for example, the light source
can be an active light source, In yet another aspect, the light source may be a passive light
source or in other words ambient light from the surroundings. In another aspect, the
active light source can be two or more active light sources cach emitiing infrared
electromagnetic radiation at distinet peak emission wavelengths. Tn one specific aspect,
the two or more active light sources can emit infrared electromagnetic radiation at about
850 vro and about 940 nm. In another aspect the two or more active light sources can
emit infrared electromagnetic radiation at about 850nm and about 1060nm.

The semiconductor device layer used in the imager device can mclude any useful

semiconductor material. In one aspect, however, the semiconductor device layer can be
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comprised of siticon. In one specific aspect, a silicon-based imager device having device
tayer with a thickness less than about 10 microns can have a response time of from about
0.1 ms to about 1 ms and au extemal guantum efficiency of at feast about 33% for
electromagnetic radiation having at least one wavelength of greater than 800 nm. In
another aspect, the response fime can be from about 0.1 ms to about 16 ms, In vet
another specific aspect, a silicon-based imager device having a semiconductor device
layer with a thickness less than about 10 microus can have a response time of from about
.1 ms to about I ms and an external quantam efficiency of at least about 11% for
electromagnetic radiation having at least one wavelength of greater than 940 nm.

In another aspect, the imager device s capable of capturing the electronic
representation with sufficient detail to identify the at least one substantially unique
wdentification trait using electromagnetic radiation emitted from the active light source
having at least one wavelength of from about 700 nm to about 1200 nm and having a
scone radiance impinging on the individual at 3 meters that is at least 0.1 mW/mm®. In
vet another aspect, the imager device is capable of capturing the electronic representation
with sufficient detail to identify the at least one substantially unique identification fratt
using electromagnetic radiation emitted from the active light source having at least one
wavelength of from about 800 nm to about 1000 nm and having a scene radiance
impinging on the individual at 3 meters that is from about 1.0 mW/mm” to about 100
mW/mnr’. In a further aspect, the imager device can operate on an clectronic global
shutter to capture the electronic representation.

In yet another aspect, the system can include an analysis module functionally
coupled to the image processing module, wherein the analysis module is operable to
compare the at least one substantially unique identification trait with a known
wdentification trait to facilitate identification of the mdividual.

In a further aspect, the system can include an automatic pan and zoom module
operable to move at least one of the hight source or the imager device n order to track the
individual,

In some aspects, the imager device can include at least two imager devices. In
one specific aspect, the at least two imager devices inchudes a first imager device
positioned and operable to generate a facial electronic representation of the individual and
a second imager device positioned and operable to generate an iris clectronie

representation of the individual.  In another specific aspect, the system can include an
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automatic pan and zoom module operable to move at least one of the hight source or the
imager device and a process module to analyze the facial clectronic representation and
provide the pan and zoor module coordinates for the face and wris.

In some aspects, the system can be configured to be concealed from the individual
being wdentified. In one aspect, for example, the system can be concealed from the
individual behind an infrared transparent medium that is visually opaque. The infrared
transparcnt medium can be a plane of glass or plastic being at least partially coated with
an infrared transparent paint or other infrared transparent medium. In one aspect metal
particles can be impregnated into at least a portion of the mfrared transparent medium. In
vet another aspect, quantum dots may be disposed on the mfrared transparent woediom
such that infrared light is transmitted through the medium and visible light is filtered. In
another aspect, the system can be activated by a trigger from the mdividual, whether the
individual has knowledge of the trigger or not. The trigger can be a transistor or sensor
intograted in the syster that is capable of activating the system. Such triggers canbe a
thermal sensor, motion sensor, photosensor and other like sensors.

The system can also be designed to be of a small size, For example, i one aspect
the light source, the imager device, and the image processing module can collectively
have a size of less than about 160 cubic centimeters. In another aspect, the hight source,
the imager device, and the image processing module can collectively have a size of less
than about 16 cubic centimeters. In yet another aspect, the imager device can have an
optical format of about 1/7 inches.

It is also contemplated that the present systems and devices can be utilized in a
variety of other systerns, devices, and situations, For example, in one aspect the present
system can be integrated into an electronic device. While any electronic device is
contemplated, non-limiting examples can include a mobile smart phone, a celiular phone,
a laptop computer, a tablet computer, other personal electronic devices and the like.
Various situations are also contemplated wherein such integration can be uscful. For
example, in one aspect such an electronic device can provide positive wdentification of an
individual in order to unlock the electronic device. In another aspect, positive
wdentification of the wndividual can be used to veriy the individual in a financial
transaction, In another aspect, the positive identification can be used to determine

citizenship of the mndividual or to verity passport or license status,
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The present disclosure additionally provides methods of identifying an individual,
In one aspect, such a method can inchude emitting infrared electromagnetic radiation
having at least one wavelength of from about 700 nm to about 1200 vro toward the
individual, receiving the ifrared clectromagnetic radiation reflected from the individual
into an imager device to generate an electronic representation of the individual,
processing the electronic representation into an individual representation having at least
one substantially vnique identification tratt, and using the at least one substantially unique
identification trait to identify the individual. The imager device can include a
semiconductor device layer having a thickness of less than about 10 microns, at least two
doped regions forming a junction, and a textured region positioned to interact with the
clectromagnetic radiation. The imaging device can have an external quantum efficiency
of at least about 33% for clectroruagoetic radiation having at least one wavelength of
greater than S00 nm.

In one specific aspect, the at least onc substantially unique wdentification trait can
inchude an electronic representation of an iris of the individual sufficient to identify the
individual. In one specific aspect, the clectronic representation of the iris can be captured
by the imager device at a distance of from about 8.5 meters to about 15 meters from the
individual, In yet another specific aspect, the clectronic representation of the iris can be
captured by the imager device at a distance of from about 2 meters to about 10 meters
from the individual. In a further specific aspect, the electronic representation of the iris
can be captured at a distance of greater than 2 weters from the imager device to the
individual using the infrared clectromagnetic radiation having a wavelength of at least
940nm and an intensity that is below 10,000 mW/mm /steradian,

In yet another aspect, emitting infrared electromagnetic radiation can further
mchude emitting infrared clectromagnetic radiation from at least two active hight sources,
each emitting at distinct peak emission wavelengths. In such cases, electronic
representations from cach active light source can be processed into individual
representations each having at least one substantially unique wdentification trait, and each
individual representation can then be compared with one another to verify identification
results of the individual.

In one aspect, capturing the electronic representation by the imager device can be
accomplished by a global electronic shutter mechanism, In one specific aspect, the global

electronic shutter can be operated with an integration time of from about 0.1 ms to about



e

20

NS
¥

30

WO 2013/010127 PCT/US2012/046768

1 s, Inanother specific aspect, the judividual can be moving with respect to the imager
device and the integration time is sufficient to capture the electronic representation with
sufficient detail to identify the at least one substantially unigue identification trait.

In another aspect, the method can include comparing the at least one substantially
unigue dentification trait with a known identification trait to facilitate identification of
the individual. A variety of known identification traits are contemplated, non-limiting
examples of which can iclude facial features, ins features, thermal signatures, and the
like, including combinations thereof. Furthermore, in one aspect comparing the at least
one substantially unique wdentification trait further includes comparing the at least one
substantially unque identification trait against a phurality of known identification traus.

In yet another aspect, the mdividual representation can be a facial representation,
and the facial representation can be analyzed to locate a specific facial feature and the
imager device can be paned and/or zoomed to image the specific facial feature or iris
feature,

In a further aspect, the method can include moving the emitted infrared
clectromagnetic radiation and/or the tmager device relative to movements of the
individual in order to track the individual during recetving of the infrared electromagnetic
radiation.

In yet another aspect, the method can further include recetving the electronic
representation, selecting a portion of the electronic representation, zooming the image
device to substantially correspound to the portion of the electronic representation and
generating a secondary electronic representation of the individual, and processing the
secondary electronic represcntation info a secondary mdividual representation having at
jeast one substantially unique identification trait.

In a further aspect, an electronic device having an integrated user authorization
system is provided, wherein the user authorization systen: includes an imager device
including a sermconductor device layer having a thickness of less than about 10 microus,
at least two doped regions forming a junction, and a textured region positioned to interact
with the clectromagnetic radiation, wherein the imaging device has an external guantum
etficicncy of at least about 33% for electromagnetic radiation having at least one
wavelength of greater than 800 nm. The imager device is positioned to capture an
electronic representation of an identification trait of a user of the device, wherein the

imager device is operable to at least periodically capture the electronic representation.
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The system can further include a storage register operable to siore a known identification
trait of an authorized user, and an analysis module electrically coupled to the imager
device and the storage register, the analysis module being operable to corapare the
electronic representation of the identification trait to the known identification trait to
verify that the user is the authorized user. In another aspect, the system can further
inchude a light source operable to emit electromagnetic radiation having at least one
wavelength of from about 700 nm to about 1200 nm toward the user. In yet another
aspect, the analysis module and the imager device can be integrated monolithically
together separate from the CPU of the electronic device. Tt should be noted that the
analysis module can be physically separate from the imager device and operate
independently from the CPU of the electronic device. In a further aspect, the imager
device can be operable to continuously verity the user is the authorized user. Inyet a
further aspect, the system can include a switch to toggle the imager device between
infrared light capture and visible light capture modes, Various switches are contemplated
herein, for example, a transistor, an infrared or color filter and others know by those

skilled in the art.

BRIEF DESCRIPTION OF THE DRAWINGS

For a fuller understanding of the vatare aud advantage of the present invention,
reference is being made to the following detailed description of preferred embodiments
and in counection with the accompanying drawings, 1 which:

FIG. 1 1s a representation of a system for identifying an individual in accordance
with one aspect of the present disclosure,

FEG. 2 1s a schematic view of an imager device in accordance with another aspect
of the present disclosure,

FIG. 3 is a graphical representation of the absorption characteristics of a fast {or
thin) photodetector device based on standard silicon compared to the absorption
characteristics of a photodetecting device based on silicon but having a textured region in
accordance with another aspect of the present disclosure.

FIG. 4 is a schematic view of a photosensitive device in accordance with another
aspect of the present disclosure.

FIG. 5 1s a schematic view of a photosensitive array device in accordance with

another aspect of the present disclosure.
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FIG. 618 a schematic diagram of a six transistor imager in accordance with
another aspect of the present disclosure.

FIG. 7a 15 a photograph showing an iris captured with au photoimager having a
rolling shutter in accordance with another aspect of the present disclosure.

FIG. 7b 1s a photograph showing an iris captured with an photoimager having a
global shutter in accordance with another aspect of the present disclosure.

FIG, 8 18 an tllustration of a tirae of thght measurcment 1 accordance with
another aspect of the present disclosure.

FIG. 9a 15 a schematic view of a pixel configuration for a photoimager array in
accordance with another aspect of the present disclosure.

FIG. 9b is a schematic view of a pixel configuration for a photoimager array in
accordance with another aspect of the present disclosure,

FIG. 9¢ is a schematic view of a pixel configuration for a photoimager array in
accordance with another aspect of the present disclosure.

FEG. 10 is a schematic diagram of an eleven transistor tmager in accordance with
another aspect of the present disclosure.

FIG. 11 is a schematic view of a photosensitive device comprising a bolometer in
accordance with another aspect of the present disclosure.

FIG. 12 18 a representation of an integrated system for identifying anindividual i
accordance with one aspect of the present disclosure.

FIG. 13 1s a flow diagram of a wethod in accordance with ancther aspect of the

present disclosure.

DBETAILED DESCRIPTION

Betore the present disclosure 1s described herein, i 18 to be understood that this
disclosure 1s not limited to the particalar structures, process steps, or materials disclosed
herein, but 1s extended to equivalents thercot as would be recognized by those ordinarily
skilled in the relevant arts, It should also be understood that terminology employed
herein is used for the purpose of describing particular embodiments only and is not

intended to be limiting.
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Definitions

The following terminology will be used in accordance with the definitions set
forth below.

It should be noted that, as used in this specification and the appended claims, the
singular forms “a,” and, “the” include plural referents unless the context clearly dictates
otherwise. Thus, for example, reference to “a dopant” includes one or more of such
dopants and reference to “the layer” includes reference to one or more of such layers.

Asused herein, “quantum efficiency” {(QE) is defined as the percentage of
photons ncident on an optoclectronic device that are converted mnto electrons. External
QE (EQE) 1s defined as the current obtaimed outside of the device per incoming photon.
As such, EQE therefore depends on both the absorption of photons and the collection of
charges. The EQE is lower than the QF due to recombination effects and optical losses
{o.g. transmission and reflection losses).

As used herein, the terms “clectromagnetic radiation” and “light” can be used
interchangeably, and can represent wavelengths across a broad range, including visible
wavelengths (approximately 350 nm to 800 nm} and non-visible wavelengths (longer than
about 860 nm or shorter than 350 nm). The infrared spectrum is often described as
including a near infrared portion of the spectrum including wavelengths of approximately
800 to 1300 nm, a short wave infrared portion of the spectrum including wavelengths of
approximately 1300 nm to 3 micrometers, and a mid to long wave infrared {or thermal
infrared) portion of the spectrur including wavelengths greater than about 3 micrometers
up to about 30 micrometers. These are generally and collectively referred to herein as
“ufrared” portions of the electromagnetic spectrum unless otherwise noted.

As used herein, “response time” refers to the rise time or fall time of a detector
device. In onc aspect, “rise time” 18 the time difference between the 10% point and the
90% point of the peak amplitude output on the leading edge of the electrical signal
generated by the interaction of hght with the device. "Fall time™ 1s measured as the time
difference between the 90% point and the 10% point of the trailing edge of the electrical
signal. In some aspects, fall time can be referred to as the decay time.

As used herein, “shatter speed” refers to the time duration of a camera’s shutter
remain open while an image is captured. The shutter speed directly proportional to the
exposure time, 1.¢. the duration of hight reaching the image sensor. In other words, the

shutter speed controls the amount of light that reaches the photosensitive imager. The
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sfower the shutter speed, the longer the exposure time. Shutter speeds are commonly
expressed in seconds and fractions of seconds. For example, 4, 2, 1, 1/2, 1/4, 1/8, 1/15,
1730, 1/60, 1/123, 1/250, 1/500, 171000, 172000, 1/4000, 1/8000. Notably, cach speed
increment halves the amount of light incident upon the imager.

As used herein, the term “textured region” refers 1o a surface having a topology
with nano- to micron-sized surface variations. Such a surface topology can be formed by
any appropriate technique, including, without limitation, wradiation of a laser pulse or
faser pulses, chemical etching, lithographic patterning, interference of multiple
simultancous laser pulses, reactive ion ciching, and the ke, While the characteristics of
such a surface can be variable depending on the materials and techuiques employed, in
one aspect such a surface can be several hundred nanometers thick and made up of
nanocrysiallites (¢.g. from about 10 to about 50 nanometers) and nanopores. In another
aspect, such a surface can include micron-sized structures {e.g. about 0.5 um to about 60
pin). In vet another aspect, the surface can include nano-sized and/or micron-sized
structures from about 5 nm and about 500 um. It should be mentioned that the textured
region can be ordered or disordered.

Asused herein, the terms “surface modifying” and “surface modification” refer to
the altering of a surface of a semiconductor material using a variety of surface
maodification technigues. Non-limiting examples of such techniques inclhude plasma
ctching, reactive 1on etching, porous silicon etching, lasing, chemical etching {(e.g.
amisotropic etching, sotropic etching), nanoimprinting, material deposition, selective
epitaxial growth, and the like, including combinations thereof, In one specific aspect,
surface modification can include processes using primartly laser radiation or laser
radiation in combination with a dopant, whereby the laser radiation facilitates the
meorporation of the dopant into a surface of the sermiconductor material, Accordingly, in
one aspect surface modification includes doping of a substrate such as a semiconductor
material,

As used herein, the term “target region” refers o an area of a substrate that is
intended to be doped or surface modified. The target region of the substrate can vary as
the surface modifying process progresses. For example, after a first target region is doped

or surface modified, a second target region may be selected on the same substrate.
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As used herein, the term “fluence” refers to the amount of energy from a single
pulse of laser radiation that passes through a unit area. In other words, “fluence” can be
described as the energy surface density of one laser pulse.

As used herein, the term “detection” refers to the sensing, absorption, and/or
collection of electromagnetic radiation.

As used herein, the term “scene radiance” refers to the areal density of light
mpinging on a known area or scenc.

Asused herein, the term “substantially” refers to the complete or nearly
complete extent or degree of an action, characteristic, property, state, structure, item, or
result. For exawple, an object that 1s “substantially” enclosed would mean that the object
is either completely enclosed or nearly completely enclosed. The exact allowable degree
of deviation from absolute completeness may 1u sorue cases depend on the specific
context. However, generally speaking the nearness of completion will be so as to have
the same overall result as if absolute and total completion were obtained. The use
of “substantially” is equally applicable when used in a negative connotation to refer to
the complete or near complete lack of an action, characteristic, property, state, structure,
item, or result. For example, a composition that is “substantially free of” particles would
either completely lack particles, or so nearly completely lack particles that the effect
would be the same as if it completely lacked particles. In other words, a composition that
is “substantially free of” an imgredient or element may still actually contain such item as
foug as there i3 no weasurable effect thereof.

As used herein, the term “about” is used to provide flexibility to a mumerical range
endpoint by providing that 4 given value may be “a little above” or “a little below” the
endpoint.

As used herein, a plurality of terus, structural clemcents, compositional elements,
and/or materials may be presented in a common list for convenience. However, these
Hists should be construed as though cach member of the list is individually identified as a
separate and unigue member. Thus, no mdividual maember of such fist should be
construed as a de facto equivalent of any other member of the same list solely based on
their presentation in a common group without indicatious to the contrary.

Concentrations, amounts, and other numerical data may be cxpressed or presented
herein in a range format. It 18 to be understood that such a range format is used merely

for convenience and brevity and thus should be interpreted flexibly to include not ounly the
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numerical values expliciily recited as the himits of the range, but also to include all the
individual numerical values or sub-ranges encompassed within that range as if cach
numerical value and sub-ravge 1s explicitly recited.  As anillustration, a numerical range
of “about 1 to about 5" should be interpreted to include not only the explicitly recited
values of about 1 to about 5, but also include mdividual values and sub-ranges within the
indicated range. Thus, included in this numerical range are individual values such as 2, 3,
and 4 and sub-ranges such as from 1-3, from 2-4, and from 3-5, ¢tc.,, as well as 1, 2, 3, 4,
and 3, individually.

This same principle applies to ranges reciting only one numerical valuc as a
minimum or a maximur, Furthermore, such an interpretation should apply regardless of

the breadth of the range or the characteristics being described.

The Disclosure

Security has generally becore a top priority {or many businesses, communities,
governments, and the like. One key component in establishing effective security is the
rapid identification of individuals, For example, implementation of biometric scanning
procedures in major thoroughfares such as airports, major cities, and the like can facilitate
the identification and tracking of mdividuals for the safety of the populace as well as, in
sorue cases, the safety of the 1ndividual bewng identified and tracked. As one example,
such a system can be utilized to identify abducted or runaway children. In other cases,
fugitives and suspected eriminals can be located and apprehended. Also, such systems
can be useful for identifying authorized users and allowing access for authorized users for
financial transactions, personal electronic devices that can reduce the incidence of voter
fraud, financial fraud, other forms of identity theft, and the like.

As has been described, one problem inherent to biometric systerns imaging facial
and ocular features is interference due to pigmentation. To avoid this potential
interference, 4 biometric imaging device capturing light wavelengths in the range of 800
nm to 1300 nm can be used. For electromagnetic radiation m this wavelength range
pigmentation is substantially transparent, and therefore electromagnetic photons pass
freely through the pigment and reflect oft of structural elements of nterest for the
identification. In the eye, for example, near infrared clectromagnetic photons pass

through the ris pigmuent and reflect off of s hgament structures.
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Conventional imagers, however, including both CCDs and CMOS image sensors,
are based on silicon photodetectors and have very low sensitivity to near infrared light in
the wavelength range of wnterest.  As such, 1o many cases these systems are hmited to
applications where the low sensitivity and image capture speed limitations are not an
issuc, When atiempting to capture an iris signature from a distance and/or with a short
integration time, IR light needs to be greatly tnereased in intensity to compensate for the
poor IR sensitivity of traditional imagers, High intensity IR can be damaging to ocular
tissue and potentially may cause other negative side effects.

The present disclosure provides an efficient biometric device that can operate in
low Hght conditions with good signal to notse ratio and high quantum efficiencies in the
visibic and infrared (IR} spectrum, Using an IR light source, as opposed to purcly visible
fight, the present systern can image the textured patterns of the wis, remove existing light
variations, and reduce pattern interference from corneal reflections, thereby capturing
more precise irs information.

In one aspect, as is shown in FIG. 1 for example, a system for identifying an
mdividual can include at least one active light source 102 capable of emutiing
electromagnetic radiation 104 having at least one wavelength of from about 700 nm to
about 1200 nm and an imager device 106 positioned to receive the electromagnetic
radiation upon reflection 108 froro an mdividual 110 to generate an electronic
representation of the individual. An image processing module 112 can be functionally
coupled to the imager device 136 Lo receive the clectrome representation. The image
processing module 112 functions to process the clectronic representation, using known
algorithms to those skilled i the art, into an individual representation having at least one
substantially unique identification trait. This substantially unique identification trait is
used to identify the individual 110, Additionally, it is noted that such a system can be
utilized in cooperative as well as non-~cooperative identification situations.

FIG. 2 shows one excemplary embodiment of an imager device that is capable of
operation in low light conditions with good signal to noise ratio and high guantum
efficiencies in the visible and IR light spectrum. The imager device 200 can include a
sericonductor device layer 202 having a device layer with a thickness of less than about
10 microns, at least two doped regions 204, 206 forming a junction, and a textured region
208 positioned to interact with mcoming electromagnetic radiation 210, Numerous

configurations are contemplated, and any type of junction configuration is considered to
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be within the preseut scope. For exaruple, the first and second doped regions can be
distinct from one another, contacting one another, overlapping one another, ete. In some
cases, an iirinsic region can be located at least partially between the first and second
doped regions. In some aspects, the semiconductor device layer can be less than about 50
microns thick, Additionally, in some aspects the semiconductor device layer can be
disposed on a bulk semiconductor iayer or semiconductor support layer.

The textured region 208 is shown located on a side of the semiconductor device
fayer 202 that is opposite to the first doped region 204 and the second doped region 206.
In this case, electromagnetic radiation that passes through the semiconductor device layer
202 1o contact the textured region 208 can be reflected back through the serniconductor
device layer, thus effectively increasing the absorption path length of the semiconductor
waterial. The textured region can be associated with an entire surface of the
semiconductor material or only a portion thercof. Additionally, in some aspects the
textured region can be specifically positioned to muaximize the absorption path length of
the semiconductor material. In other aspects, a third doping can be inchuded near the
textured region to improve the collection of carricrs gencrated near the toxtured region.

The umager device can have a semiconductor device layer with a thickness of less
than about 10 microns and an cxternal gunantum officiency of at least about 33% for
electromagnetic radiation having at least one wavelength of greater than 800 nm. In
another aspect, the imager device can have a response time of from about 0.1 ms to about
I ms and an external guantum efficiency of at least about 33% for electromagnetic
radiation having at loast one wavelength greater than about 800 nm. In another aspect,
the response time can be from about 0.1 ms to about 16 ms, Other thicknesses of device
fayers are additionally conteriplated. In one aspect, for example, the device layer
thickness can be less than 50 microns. In another aspect, the device layer thickness can
be less than 5 microns. In yet another aspect, the device layer thickness can be less than |
micron. A lower limit for thickness of the device layer can be any thickness that allows
functionality of the device. In one aspect, however, the device layer can be at least 10 nm
thick. In another aspect, the device layer can be at least 100 nm thick. In yet another
aspect, the device layer can be at least 300 nm thick, Additionally, in another aspect, the
imager device can have an external quantum efficiency of at least about 23% for
electromagnetic radiation having at least one wavelength greater than about 850 nm, In

vet another aspect, the imager device can have an external quantam efficiency of at least
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about 11% for electromagnetic radiation having at least one wavelength greater than
about 940 nm. In another aspect, the imager device can have a response time of from
about 0.1 ms to about 1 s and an external quantum efficiency of at least about 11% for
electromagnetic radiation having at least one wavelength greater than about 940 nim.

In yet another aspect, the imager device can have an external quantum efficiency
of at least about 46% for electromagnetic radiation having at least one wavelength of
greater than 800 nm. In another aspect, the imager device can have a response time of
from about 8.1 ms to about T ms and an external quantum efficiency of at least about 46%
for electromagnetic radiation having at least one wavelength greater than about 860 nm.
Additionally, 1u another aspect, the imager device can have a semiconductor device layer
having a thickness of less than 10 microns, and the imager can have an external quantum
etficicncy of at least about 32% for electromagnetic radiation having at least one
wavelength greater than about 850 nm. In stil another aspect, the imager device can have
a sermiconductor device layer having a thickness of less than 10 microns, and the imager
can have an external quantum efficiency of at least 50% or at least 60% for
clectromagnetic radiation having at least one wavelength greater than about 850um, In yet
another aspect, the imager device can have an external quantum efficiency of at least
about 15% for clectromagnetic radiation having at least one wavelength greater than
about 940 um. In another aspect, the imager device caun have a respouse timae of from
about 0.1 ms to about 1 ms and an external quantum efficiency of at least about 15% for
clectromnagnetic radiation having at least oue wavelength greater than about 940 nim.
Further details regarding such photosensitive devices have been described im U.S.
Apphication No. 13/164,630, filed on June 20, 2011, which is incorporated herein by
reference in its entirety,

It should be noted that, while the device shown in FIG. 2 has a frontside
illaminated architecture, backside illuminated architectures are also contemplated and are
considered to be within the present scope. Additionally, whether frontside tluminated or
backside illuminated, the textured region 208 can be positioned on a side of the
semiconductor device layer 202 opposite the incoming clectromagnetic radiation 210 as
shown. The textured region can also be positioned on a side of the semiconductor device
layer adjacent the incoming clectromagnetic radiation {(not shown). In other words, in
this case the electromagnetic radiation would contact the textured region prior to passing

into the senuiconductor device layer. Additionally, it is contemplated that the textured
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region ¢an be positioned on both an opposite side and an adjacent side of the
sermconductor device layer.

The present imaging device can be utilized to capture an electronic representation
that is capable of being used to identify an individual at short distances as well as long
distances. The device can capture the electronic representation at short distances such as,
for example, from about 2 cm or less to about 10 cmy, orup to 50 om, orup to 8.5 m. The
device can also capture the clectronic representation at from short distances to long
distances such as, for example, uptoe tm, upto3 m,upto 6 m, upto 10 m, orup to 15 m
OF more.

The semiconductor utibized to construct the fmager can be any useful
semiconductor material from which such an imager can be made having the properties
described herein. In one aspect, however, the semiconductor device layer is silicon, Itis
noted, however, that silicon photodetectors have limited detectability of IR wavelengths
of light, particularly for thin film silicon devices. Traditional silicon materials require
substantial absorption depths in order to detect photons having wavelengths longer than
about 700 nm. While visible light can be readily absorbed in the first fow microns of a
silicon layer, absorption of longer wavelengths (e.g. 900 nim}) 1n silicon at a thin wafer
depth (c.g. approximately 100 um) is poor if at all. The present imager devices can
increase the electromagnetic radiation absorption range of silicon, thus allowing the
absorption of visible and IR light even at shallow depths and in silicon thin films.

Returming to FIG. 2, for example, the textured region 208 can increase the
absorption, increase the external quantum efficiency, and decrease response times,
particularty 1 the infrared wavelengths., Such unique and novel devices can allow for
fast shutter speeds thereby capturing images of moving objects in the visible and infrared
spectrurns. Such an increased scusitivity 1o a silicon-based device can thus reduce
processing cost of photodetectors, reduce the power needed in light sources, increase the
depth resolution in 3D types imaging, and improve the biometric measurements of an
individual,

FIG. 3 shows an absorption/responsivity graph where the dashed line 302
represents the absorption characteristics of a photodiode based on a traditional standard
fast silicon device, and the solid line 304 represents the absorption characteristics of a
stlicon-based photodiode device but including a textured region. Notably, the absorption

of a standard fast silicon imager tn the infrared (i.c. the 800nm t0 1200nm region) results
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in relatively low responsivily corapared to the imager device with the textured region. It
is noted that an imager is a collection of multiple photodiodes.

While it is contemplated that the present system can include optics for increasing
the capture distance between the device and the individual, the imager device having the
textured region allows the system to function at low IR light intensity levels cven at such
fong distances. This reduces energy expenditure and thermal management issues, as well
as potentially decreasing side otfects that can result from high intensity IR light. Inone
aspect, for example, the imager device can capture the electronic representation of an
individual with sufficient detail 1o identify a substantially umique identification trait using
electromagnetic radiation emitted from the active Hght source having at least one
wavelength of from about 700 nm to about 1200 nm and having a scene radiance
impinging on the individual at 3 meters that is at least 0.1 eW/mm®. In another aspect,
the imager device can capture the clectronic representation of an individual with
sufficient detail to identity a substantially unique identification trait using clectromagnetic
radiation emifted from the active Hght source having at Jeast one wavelength of from
about 800 nm to about 1000 nm and having a scene radiance impinging on the individual
at 3 meters that is from about 0.1 mW/mm” to about 100 mW/mn™. In another aspect the
imager device can capture the electronic representation of an individual with sufficient
detail to identify a substantially unique identification trait using electroruaguoetic radiation
emitted from the active light source having at least one wavelength of from about 800 nm
to about 1000 nru and having a scene radiance impinging on the mdividual at 3 meters
that is from about 1 mW/mm” to about 10 mW/mm”. In yet another aspect, at distances
of greater than 2 meters the electromagnetic radiation having a wavelength of at least
940nm and should have optical power below the eye damage threshold of 16,000
mW/nm /steradian. Tt should be noted that in one aspect the substantially unique
identification trait is an iris pattern of the individual,

As has been deseribed, in somge aspects the thickness of the silicon material 1o the
device can dictate the responsivity and response time. Standard silicon devices need to be
thick, i.c. greater than 100pm in order to detect wavelengths in the infrared spectrum, and
such detection with thick devices results in a slow response and high dark current, The
textured region is positioned to interact with electromagnetic radiation to increase the
absorption of infrared light in a device, thereby improving the infrared responsivity while

allowing for fast operation. Diffuse scattering and reflection can result in increased path
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lengths for absorption, particularty i corabined with total internal reflection, resuliing n
large improvements of responsivity in the infrared for silicon photodiodes,
photodetectors, photodiode arrays, imagers, and the ike. Because of the increased path
lengths for absorption, thinner silicon materials can be used to absorb electromagnetic
radiation up into the infrared regions. One advantage of thinner silicon material devices
is that charge carriers are more quickly swept from the device, thus decreasing the
response time. Conversely, thick silicon material devices sweep charge carriers
therefrom more slowly, at least im part due to diffusion.

It 15 noted, however, that the silicon device layer can be of any thickuess that
allows electromagnetic radiation detection and conversion {unctionality, and thus any
such thickness of silicon device layer is considered to be within the present scope. With
that being said, thin silicon layer materials can be particularly beneficial in decreasing the
response time and/or the capacitance of the device. As has been described, charge
carriers can be more quickly swept from thinner silicon material layers as compared to
thicker silicon material layers. The thinner the silicon, the less material the electron/boles
have to traverse in order to be collected, and the lower the probability of & generated
charge carrier encountering a defect that could trap or slow the collection of the carrier.
Thus one objective to implementing a fast photo response is to utilize a thin silicon
material for the semiconductor device layer of the imager. Such a device can be nearly
depleted of charge carriers by the built in potential of the photediede and any applied bias
to provide for a fast collection of the photo generated carriers by dnift 1o an electric field.
Charge carriers remaining in any undepleted region of the photodiode are collected by
diffusion transport, which 1s slower than drift transport. For this reason, it can be
desirable to have the thickness of any region where diffusion may dominate to be much
thinner than the depleted drift regions. In silicon materials having the proper doping
provides a depletion region of about 18um with no applied bias. As such, in some
aspects it can be useful to utilize a silicon material layer having a thickness of less than
about 100 pm, less than about 10 pm or less than about Sum. To another aspect, the
silicon material can have a thickness and substrate doping concentration such that an
applied bias generates an electrical field sufficient for saturation velocity of the charge
carricrs. It should be noted that operating a photodiode, as disclosed herein, at a zero bias
can result in low noise but at a longer response fime. When bias is applied however, the

dark current is increased, resulting in higher noise, but with a decreased response time.
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The nereased dark current can be compensated if the incident radiation signal is strong.
The amount of dark current increase can be minimized, however, with a thinner device
fayer.

The semiconductor device layer in gencral can be of any thickness that allows
electromagnetic radiation detection and conversion functionality, and thus any such
thickness of semiconductor material is considered to be within the present scope. In some
aspects, the textured region increases the efficiency of the device such that the
semiconductor device layer can be thinner than has previously been possible. Becreasing
the thickness of the semiconductor device layer reduces the amount of semiconductor
material required to make such a device. lu one aspect, for example, the semiconductor
device layer has a thickness of from about 500 nm to about 50 ym. In another aspect, the
seraiconductor device layer has a thickness of less than or equal to about 100 um. In yet
another aspect, the semiconductor device layer has a thickness of from about 500 nm to
about 20 um. In another aspect, the serniconductor device layer has a thickness of from
about 500 nm to about 10 pm. In a further aspect, the semiconductor device layer can
have a thickness of from about 500 nm to about 50 pm. In yet a further aspect, the
semiconductor device layer can have a thickness of from about 500 nm to about 2 pm. In
other aspect the semiconductor device layer can have a thickness of less than 10 microns,
5 mucrons, or I microns,

In one aspect a silicon semiconductor device layer has a thickness of from about
100 n 1o about 100 pm. In another aspect, the silicon matenal has a thickness of from
about 0.5 pm to about 50 um. In yet another aspect, the silicon material has a thickness
of from about 5 um to sbhout 10 pm. In a further aspect, the silicon material has a
thickness of from about 1 pm to about 5 pm.

As has been described, the response time of a photosensiiive tmaging dovice 18
fimited by the transit time of the photo generated carriers across the thickness of the
device layer, As further explanation, the RC time constant of the load resistance, (R} and
the capacitance () of the eutire electronic device structure can be kept less than this
transit time by using small load resistors and keeping the capacitance of the photodiodes
small by imuting the doping density of the silicon material and area of the photodiodes.
For example, photodiodes doped at 10”/em’ can have a capacitance that may be 10
nF/em” without any applicd bias. Small area photodiodes with 50 ohm load resistors can

have very fast RC time constants. A photodiode with an area of 0.01 em” can have a RC
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time constant of 0.5 nanoseconds. Given that the response time will be limited by the
maximum charge carrier transit time across the photodiode, then diffusion rates can place
an upper limit on the response time for photodiodes of different thickuess. For example,
if the photodiodes have a thickness of less than d = 100 pm, then the diffusion transit time
can be caleulated by Equation (IF) below, where D is the diffusion coefficient for

electrons,

5 (1)
The respounse tirae 18 bound by an upper hmit of 2 ps. For light having a wavelength of
about 900 nm, only about 35% is absorbed in the first pass or a device thinner than 100
win and approximately 30% is reflected at the first surface, therehy giving a responsivity
on the order 10% or 0.1 A/W. The responsivity, R, can be increased at least five fold by
using multiple internal reflections to achicve a value of R = 0.5 A/W.

Thus, the devices of the present disclosure increase the absorption path length of
silicon materials by increasing the absorption path length for longer wavelengths as
compared to traditional silicon devices. The absorption depth in silicon photodetectors is
the depth into silicon at which the radiation intensity is reduced to about 36% of the value
at the surface of the silicon material. The increased absorption path length results 1y an
apparent reduction in the absorption depth, or a reduced apparent or effective absorption
depth. For example, the elfective absorption depth of silicon can be reduced such that
fonger wavelengths can be absorbed at depths of less than or egual to about 100 pm. By
mcreasing the absorption path length, such devices are able to absorb longer wavelengths
{¢.g. > 1000 nm for silicon) within a thin semiconductor material. In addition to
decreasing the effective absorption depth, the response time can be decreased using
thinner semiconductor roaterials.

In one aspect, a photodiode can have a thickness of less than about d = 10 pm.
Using equation (I} above, the resultant upper response time livatt is about 20 us. For light
having a wavelength of about 700 nm with about 33% absorbed in the first pass and about
30% being reflected at the first surface, the responsivity can be on the order 10% or 0.3
Ampere/Watt, The respousivity, R, can be increased at least two fold by using multiple

internal reflections as described herein to achicve a value of R = 0.6 A/W.
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In one aspect, for exawmple, an imager device has a response time of from about
0.1 ms to about | ms. In another aspect, an imager device has a responsivity of from
about 0.4 A/W to about 0.55 A/W for at least one wavelength of from about 800 nim to
about 1200 nm relative to standard silicon. In yet another aspect, an imager device has a
responsivity of from about 0.1 A/W to about 0.55 A/W for at least one wavelength of
from about 1000 nm to about 1280 nm relative to standard silicon. In another aspect, the
optoclectronic device has an increased external quantum cfficiency of at least 10% for at
feast one wavelength of from about 550 nm to about 1200 nm relative to a silicon device
with cornparable thickness and respounse time,

As has been described, photosensitive imaging devices according to aspects of the
present disclosure can exhibit lower levels of dark current as compared to traditional
devices, Although a vaniety of reasous are possible, one exemplary reason may be that a
thinner silicon material layer can have fewer crystalline defects responsible for the
generation of dark current. In one aspect, for example, the dark current of an
photosensing imaging device during operation is from about 100 pA/em” to about 10
nA/em”. In another aspect, the maximum dark current of an imaging device during
operation is less than about 1 nA/em’,

Accordingly, imager devices according to aspects of the present disclosure
provide, among other things, enhanced response in the infrared light portion of the optical
spectrum and improved response and guantum officiency in converting electromagnetic
racdiation to electrical signals. As such, high guantum efficiencies and increase response
times can be obtained in the infrared for devices thinner than about 100 pm. In other
words, the sensitivity and responsce are higher than that found in thicker devices at
infrared wavelengths.

In addition to silicon, other semiconductor materials are contemplated for use in
the imager devices of the present disclosure. Non-limiting examples of such
semiconductor materials can include group 1V matenials, compounds and alloys
comprised of materials from groups I and VI, compounds and alloys comprnised of
materials from groups [H and V, and combinations thereof. More specifically, exemplary
group IV materials can inclade silicon, carbon {e.g. diamond), gerroanium, and
combinations thereof. Varicus exemplary combinations of group IV materials can
include silicon carbide (S1C) and silicon germanium (Si1Ge). Exemplary silicon materials,

for example, can include amorphous silicon {a-St), microcrystalline silicon,
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multicrystallive silicon, and monocrystalline silicon, as well as other erystal types. Tn
another aspect, the semiconductor material can include at least one of silicon, carbon,
germanium, aluminu nitvide, galbiuro nitride, wdium gallium arsenide, alomimum
gallinm arsenide, and combinations thereof.

Exermplary comnbinations of group II-VI matenials can include cadruium selenide
{CdSe), cadoyium sulfide (CdS), cadmium telluride (CdTe), zinc oxide {(Zn(}, zine
selenide (ZnSe), zine sulfide (Zn8), zine tellunide (ZnTe), cadmium zine tellunde
(CdZnTe, CZT), mercury cadmium telluride (HpCdTe), mercury zine telluride (HgZn'Te),
mercury zine selenide (HgZnSe), and combinations thereof.

Exerplary corabinations of group HI-V matenals can include alurminum
antimonide (AlSh}, aluminum arsenide (AlAs), aluminum nitride (AIN), aluminum
phosphide (AlP), boron nitride (BN}, boron phosphide (BP), boroun arsenide (BAs),
gallinm antimonide (GaSb), galiium arsenide (GaAs), gallium nitride (GaN), gallium
phosphide (GaP}, indium antimonide (InSh), indiom arsenide (InAs), indium nitride
{InN}), indium phosphide (InP), aluminum gallium arsenide (AlGaAs, ALGa;(As),
mdium gallium arsenide (InGadAs, InGa<As), indium gallium phosphide (InGaP),
aluminom indium arsenide {AllnAs), aluminum tndinm antimonide (AllnSb}, gallium
arsenide nitride (GaAsN), gallium arsenide phosphide (GaAsP), aluminum gallium nitride
{(AlGaN), alumimum gallivm phosphide (AlGaP), mdium gallium nitride (JoGaN), indivm
arsenide antimonide {InAsSb), indium gallium antimonide (In(GaSb), aluminum galium
indium phosphide (AlGalnP), aluminum galiium arsenide phosphide (AlGaAsP), indium
gallium arsenide phosphide (InGaAsP), aluminum indinm arsenide phosphide (AlinAsP},
aluminum galliom arsenide nitride {AlGaAsN}, indium gallivr arsenide nitride
{InGaAsN), indium aluminom arsenide nitride (InAlASN), gallium arsenide antimonide
nitride (GaAsSbN), gallium indium nitnide arsenide antimonide {GalnNAsSb), gallium
indiuny arsenide antimonide phosphide {GalnAsSbP), and combinations thereofl

Additionally, various types of semiconductor matenials are conteraplated, and any
such material that can be fucorporated 1uto an electromagunetic radiation detection device
is considered to be within the present scope. In one aspect, for example, the
sermiconductor material is monocrystalline, In another aspect, the semiconductor material
is multicrystaliine. In yet another aspect, the semiconductor material is microcrystalline.
It 15 also contemplated that the semiconductor material can be amorphous. Specific

nonlimiting examples inchude amorphous silicon or amorphous selentum.
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The semiconductor materials of the present disclosure can also be made using &
variety of mamufacturing processes. In some cases the manufacturing procedures can
atfect the efficiency of the device, and may be taken mto account in achieving a desired
result. Exemplary manufacturing processes can inclade Czochralski {Cz) processes,
magnetic Crochralski (mCz) processes, Float Zone (FZ) processes, opitaxial growth or
deposition processes, and the like. It is contemplated that the semiconductor materials
used 1 the present invention can be a combination of monocrystalline material with
epitaxially grown layers formed thereon.

A varicty of dopant matenials are contemplated for the formation of the multiple
doped regions, the textured region, or any other doped portion of the irnager device, and
any such dopant that can be used in such processes is considered to be within the present
scope. It should be noted that the particular dopant utilized can vary depending on the
material being doped, as well as the intended use of the resulting material.

A dopant can be either electron donating or hole donating. In one aspect, non-
Himiting examples of dopants can include §, F, B, P, N, As, Se, Te, Ge, Ar, Ga, In, Sb,
and combinations thereof. It should be noted that the scope of dopants should include,
not only the dopants themselves, but also materials in forms that deliver such dopants (i.e.
dopant carriers). For example, S dopants includes not only S, but also any material
capable being used to dope S nto the target region, such as, {or example, HaS, SFe, 5O,
and the like, including combinations thereof. In one specific aspect, the dopant can be S.
Sulfur can be present at an ion dosage level of between about 5 x 10 and about 1 x 10
ions/cnt’. Non-limiting examples of fluorine-containing compounds can include CIFs,
PFs, Fy SFg, BFs, GeFa, WF, SiFs, HF, CF4, CHF;, CHoF,, CH3F, CiFg, CoHFs, CiFy,
{aFg, NF;3, and the like, including combinations thereof. Non-limiting examples of
boron-containing compounds can include B{(CH; ), BF;, BChL, BN, GiBgHyz, borosilica,
B,oHs, and the like, including combinations thereof. Non-limiting examples of
phosphorous-containing compounds can include PFs, PH;, and the like, including
combinations thereof. Non-luvuting examples of chiorine-contaiming compounds can
include Cl,, SiH,Cl,, HCL SiCly, and the like, including combinations thereof. Dopants
can also weclude arsenic~-containing compounds such as AsHs and the like, as well as
antimony-containing compounds. Additionally, dopant materials can include mixtures or
combinations across dopant groups, i.¢. a sulfur-containing compound mixed with a

chlorine-containing compound.  In one aspect, the dopant material can have a density
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that is greater than air. In one specific aspect, the dopant material can include Se, HaS,
SFg, or mixtures thereof, In yet another specific aspect, the dopant can be SFg and can
have a predetermined concentration range of about 5.0 x 107 mol/ers” to about 5.0 x 107
mol/em’. SFs gas is a good carrier for the incorporation of sulfur into the semiconductor
material via a laser process without significant adverse effocts on the silicon material,
Additionally, it is noted that dopants can also be liguid solutions of n-type or p-type
dopant materials dissolved m a solution such as water, alcohol, or an acid or basic
solution. Dopants can also be solid materials applied as a powder or as a suspension
dried onto the wafer,

Accordingly, the first doped region and the second doped region can be doped
with an clectron donating or hole donating species to cause the regions to become more
positive or negative i polarity as compared to each other and/or the sevmconductor
device layer. In one aspect, for example, cither doped region can be p-doped. In another
aspect, etther doped region can be n-doped. In one aspect, for example, the first doped
region can be negative in polarity and the second doped region can be positive in polarity
by doping with p+ and n- dopants. In some aspects, variations of n{--), n{-}, n{(+), n{++),
p{~-}, p{-}, p(+), or p{-++} type doping of the regions can be used. Additionally, in some
aspects the semiconductor material can be doped in addition to the first and second doped
regions, The sermconductor material can be doped to have a doping polarity that is
different from one or more of the first and second doped regions, or the semiconductor
wmaterial can be doped to have a doping polarity that is the same as one or wmore of the first
and second doped regions. In one specific aspect, the senuconductor material can be
doped to be p-type and one or more of the first and second doped regions can be n-type.
In another specific aspect, the semiconductor material can be doped to be n-type and one
or more of the first and second doped regions can be p-type. In one aspect, at least one of
the first or second doped regions has a surface area of from about 0.1 pnt’ to about 32
prn,

Ag has been described, the textured region can function to diffuse electromagnetic
radiation, to redirect electromagnetic radiation, and to absorb electromagnetic radiation,
thus mereasing the QF of the device. The textured region can jnclude surface features to
increase the effective absorption length of the silicon material. The surface features can
be cones, pyramids, pillars, protrusions, microlenses, quantum dots, inverted {eatures and

the like. Factors such as manipulating the feature sizes, dimensions, material type, dopant
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profiles, texture location, eic. can allow the diffusing region to be tunable for a specific
wavelength. In one aspect, tuning the device can allow specific wavelengths or ranges of
wavelengths to be absorbed. In another aspect, tuning the device cau allow specific
wavelengths or ranges of wavelengths to be reduced or eliminated via filtering.

As has been deseribed, a textured region according to aspects of the present
disclosure can allow a silicon material to experience multiple passes of incident
clectromagnetic radiation within the device, particularly at longer wavelengths (i.e.
infrared). Such internal reflection increases the effective absorption length to be greater
than the thickness of the semiconductor device laver. This mcerease n absorption length
increases the guantum efficiency of the device, leading to an iroproved sigoal to noise
ratio. The textured region can be associated with the surface nearest the impinging
clectromnagnetic radiation, or the textured region cau be associated with a surface opposite
in relation to impinging clectromagnetic radiation, thereby allowing the radiation to pass
through the silicon material betore it hits the textured region. Additionally, the textured
region can be doped. In one aspect, the textured region can be doped to the same or
similar doping polarity as the silicon device layer so as to provide a doped contact region
on the backside of the device.

The textured region can be formed by various techniques, including lasing,
chemieal etching (e.g. anisotropic etching, isotropic etching), nanoimprinting, additional
material deposition, reactive ion ctching, and the like, One effective method of producing
a textured region is through laser processing. Such laser processing allows discrete
locations of the semiconductor device layer to be textured. A variety of techniques of
laser processing to form a textured region are contemplated, and any technique capable of
forming such a region should be considered to be within the present scope. Laser
treatment or processing can allow, among other things, enhanced absorption propertics
and thus increased electromagnetic radiation focusing and detection,

In one aspect, for example, a target region of the silicon material can be wradiated
with laser radiation to form a textured region. Examples of such processing have been
described in further detail in U.S. Patents 7,057,256, 7,354,792 and 7,442,629, which arc
icorporated herein by reference o their entiretics. Briefly, a surface of a sevmconductor
material such as silicon is irradiated with laser radiation to form a textured or surface
modified region. Such laser processing can occur with or without a dopant matenial. In

those aspects whereby a dopant is used, the laser can be directed through a dopant carrier
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and onto the silicon surface. In this way, dopant from the dopant carrier is introduced
into a target region of the silicon material. Such a region incorporated into a silicon
wmaterial can have various benefits n accordance with aspects of the present disclosure.
For example, the target region typically has a textured surface that increases the surface
arca of the laser treated region and increases the probability of radiation absorption via
the mechanisms described herein. In one aspect, such a target region is a substantially
textured surface including micron-sized and/or nano-sized surface foatures that have been
generated by the laser texturing. In another aspect, irradiating the surface of the silicon
material includes exposing the laser radiation to a dopant such that trradiation
incorporates the dopant into the semiconductor. Vanous dopant materials are known in
the art, and are discussed in more detat! herein. It is also understood that in some aspects
such laser processing can occur in an environment that does not substantially dope the
silicon material {¢.g. an argon atmosphere}.

Thus the surface of the silicon material that forms the textured region is
chemically and/or structurally altered by the laser treatment, which may, in some aspects,
result in the formation of surface features appearing as nanostructures, microstructures,
and/or patterned arcas on the surface and, if a dopant is used, the incorporation of such
dopants into the semiconductor material, In some aspects, such features can be on the
order of 50 v to 20 pm in size and can assist in the absorption of electromagnetic
radiation. In other words, the textured surface can increase the probability of incident
racdiation being absorbed by the silicon matenal.

In another aspect, at least a portion of the textured region and/or the
senmiconductor material can be doped with a dopant to generate a back surface ficld, A
back surface ficld can function to repel generated charge carriers from the backside of the
device and toward the junction to improve coliection efficicncy and speed. The addition
of a back surface field can increase charge carrier collection and depletion. The presence
of a back surface field also acts to suppress dark current contribution from the surface of'a
device,

While the imager device can operate in the absence of a bias at high speeds, in one
aspect a reverse bias can be applied across the electrical contacts associated with the
imager. Such a reverse bias can function to decrease the response time of the device by
more quickly sweeping charge carriers from the silicon material. Accordingly, for those

situations whereby a bias is used, any bias voltage capable of sweeping charge carriers
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from the silicon matenial is considered to be within the present scope. In one aspect, for
example, the reverse bias 1s from about 0.001 V to about 20 V. In another aspect, the
reverse bias 1s from about 8.001 V o about 10 V. In vet another aspect, the reverse bias
is from about 0.001 V to about 5 V. In a further aspect, the reverse bias is from about
0.001 V to about 3 V. In yet a further aspect, the reverse bias is from about 3 V to about
5 V. In some aspects, the reverse bias can be absent, or in other words, 8 V 1s applied
across the first and sccond contacts. In such cases, the charge carriers can be depleted
from the silicon material by the junction potential created by the first and second doped
regions,

In another aspect, as 1s shown in FIG. 4, a semiconductor device layer 402 can
have a first doped region 404, a sccond doped region 406, and a textured region 408 on an
opposing surface to the doped regions. An antireflective layer 410 can be coupled to the
semiconductor device layer 402 on the opposite surface as the textured layer 408, In
somme aspects, the antiretlective layer 410 can be on the same side of the semiconductor
device layer 402 as the textured region (not shown}.  Furthermore, in some aspects a lens
can be optically coupled to the semiconductor device layer and positioned to focus
incident electromagnetic radiation into the semiconductor device layer.

In another aspect of the present disclosure, a photodiode array is provided as the
imager device. Such an array caun include a sermiconductor device layer having an
incident light surface, at least two photodiodes in the semiconductor device layer, where
cach photodiode includes a first doped region and a second doped region forming a
junction, and a textured region coupled to the semiconductor device layer and positioned
to mteract with clectromagnetic radiation. The textured region can be a single textured
region or multiple textured regions. Additionally, the photodiode array has a response
time of from about 0.1 ms to about 1 ms and an external quantum efficiency of at least
33% for electromagnetic radiation having at least one wavelength greater than abowut 860
nm. The photodiode array can have a pixel count, or also commonly known as the pixel
resolution equal to or greater than about 320 x 280. v another embodiment the pixel
resolution is greater than 1 MP (megapixel), greater than SMP, greater than 15 MP and
even greater than 25 MP.

As is shown in FIG, 5, for example, a semiconductor device layer 502 can include
at least two photodiodes 504 cach having a first doped region 506 and a second doped

region 508, A textured region 510 can be positioned to interact with clectromagnetic
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radiation. FIG. 5 shows a separate textured region for cach photodiode. In some aspects,
however, a single textured region can be used to increasc the absorption path lengths of
wmultiple photodiedes in the array. Furtherrmore, an isolation structure S12 can be
positioned between the photodiodes to electrically and/or optically isolate the photodiodes
from one another. In another aspect, the photodiode array can be clectronically coupled
to electronic circuitry to process the signals generated by cach photodiode.

Various imager configurations and components are contemplated, and any such
should be considered to be within the present scope. Non-limiting examples of such
components can include a carrier water, clectrical contacts, an antiretlective layer, a
dielectric layer, circuitry layer, a via(s), a transfer gate, an wnfrared filter, a color filter
array {CFA), an infrared cut filter, an isolation feature, and the like. Additionally, such
devices can have light absorbing properties and elements as has been disclosed i U.S,
Patent Application No. 12/885,158, filed on September 17, 2010 which is incorporated by
reference in its entirety. It is further understood that the imager can be a CMOS
{Complementary Metal Oxide Semiconductor) imaging seunsor or a CCD (Charge
Coupled Device).

Imager device can include a number of transistors per pixel depending on the
desired design of the device. In one aspect, for example, an imager device can include at
least three transistors. Iu other aspects, aun imagiog device can have four, five, or six or
more fransistors. For example, FIG. 6 shows an exemplary schematic for a six-transistor
{6-T) architecture that will allow global shutter operation according 1o one aspect of the
present disclosure. The imager can include a photodiode (PD), a global reset
{(Global RST), a global transfer gate (Global TX), a storage node, a transter gate {TX1),
reset (R8T}, source follower (SF), floating diffusion {(FD), row select transistor (RS),
power supply (Vaapix) and voltage out (Vout), Due to the use of exira transfer gate and
storage node, correlated-double-sampling (DS} is allowed. Therefore, the read noise
should be able to match typical CMOS 4T pixels.

While a rolling shutter 1s counsidered 1o be within the present scope, the use of a
global shutter can be beneficial for use in the present devices and systems. For example,
FIGs, 7a-b show 1mages of the ris of a subject captured by an IR sensitive imager device.
As can be seen in FIG. 7a, an image of an iris captured using a rolling shutter is
sormewhat distoried due to movements during capture. These distortions may affect

identification of the individual. FIG. 7b, on the other hand, shows an image of an iris
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captured using a global shutier that is a more defined and does not show such distortion,
The global shutter operates by electronically activating all pixels at precisely the same
time, allowing them to integrate the light frovu the scene at the same time and then stop
the integration at the same time. This eliminates rolling shutter distortion.  The global
shutter image was taken under the same conditions as the rolling shutter. Thus, 1t would
be advantages 1o utilize a global shutter with the photoimaging device to obtain
undistorted images, particularly if the subject 1s i motion.

In another aspect of the present disclosure, the biometric system can include a
three dimensional (3D) photosensing imager, Such a 3D-type tmager can be useful to
image surface details of an individual for identification, such as facial features, body
features, stride or body position features, and the like. Time-of-flight (TOF) is one
technigue developed for use wn radar and LIDAR (Light Detection and Ranging) systems
to provide depth information that can be utilized for such 3D imaging. The basic
principle of TOF involves sending a signal to an object and measuring a property of the
returned signal from a target. The measured property is used to determine the TOF,
Distance to the target 1s therefore dertved by multiplication of half the TOF and the
velocity of the signal.

FIG. 8 illustrates a TOF measurement with a target having multiple surfaces that
are separated spatially. Equation (111} can be used 1o measure the distance o a target

where d is the distance to the target and c¢ is the speed of light,

(I

By measuring the time {e.g. TOF) it takes for light emitted from a light source 802 to
travel to and from a target 804, the distance between the light source (e.g. a light enutting
diode (LED)) and the surface of the target can be derived. For such an imager, if cach
pixel can perform the above TOF measarement, a 3D fmage of the target can be obtained.
The distance measurements become difficult with TOF methods when the target is
relatively near the source duc to the high speed of light. In onc aspect, theretore, a TOF
measurement can utilize a modulated LED light pulse and measure the phase delay
between cnutted light and received light, Based on the phase delay and the LED pulse
width, the TOF can be derived. As such, the TOF concept can be utilized in both CMOS

and CCD sensors to obtain depth information from each pixel in order to capture an
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image used for identification of an mdividual.

As one example, a 3D pixel, such as a TOF 3D pixel with enhanced infrared
response can improve depth accuracy, which in turn can show facial featares in a three
dimensional scale. In one aspect, a photoimager array can include at least one 3D
infrared detecting pixel and at least one visible light detecting pixel arranged
monolithically in relation to each other. FiGs. Sa-c show non-limiting example
configurations of pixel arrangements of such arrays. FIG. 9a shows one cxample of a
pixel array arrangement having a red pixel 902, a blue pixel 904, and a green pixel 906.
Additionally, two 3D TOF pixels 908 having enhanced responsivity or detectability 1 the
IR regions of the light spectrum are inchuded. The combination of two 3D pixels aliows
for better depth perception. In FIG. 9b, the pixel arrangement shown includes an imager
as described in FIG. 9a and three arrays of a red pixel, a blue pixel, and two green pixels.
Essentially, one TOF pixel replaces one quadrant of a RGGB pixel design. In this
configuration, the addition of several green pixels aliows for the capture of more green
wavelengths that is needed for green color sensitivity need for the human eye, while at the
same time capturing the mfrared light for depth perception. It should be noted that the
present scope should not be limited by the number or arrangements of pixel arrays, and
that any number and/or arrangement 18 included in the present scope. FIG. 9¢ shows
another arrangement of pixels according to vet another aspect.

In some aspects, the TOF pixel can have an on-pixel optical narrow band pass
filter. The narrow band pass filter design can match the modulated hight source (either
LED or laser) emission spectrum and may significantly reduce unwanted ambient light
that can further increase the signal to noise ratio of modulated IR light. Another benefit
of increased infrared (QF is the possibility of high frame rate operation for high speed 3D
image capture. An integrated IR cut filter can allow a high quality visible image with
high fidelity color rendering. Integrating an infrared cut filter onto the sensor chip can
also reduce the total systom cost of a camera module (due to the removal of typical IR
filter glass} and reduce module profile (good for mobile applications). This can be
utilized with TOF pixels and non-TOF pixels.

FIG. 10 shows an exeraplary schematic of a 3D TOF pixel according to one aspect
of the present disclosure. The 3D TOF pixel can have 11 transistors for accomplishing
the depth measurement of the target. In this embodiment, the 3D pixel can include a

photodiode (P}, a global reset (Global RST}, a first global traunsfer gate (Global TX1),
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a first storage node, a first transfer gate (TX1), a first reset (RST1), a first source follower
{SF1), a first floating diffusion (FD1), a first row select transistor (RS1}, a second giobal
transfer gate (Global TX2), a second storage node, a second transfer gate (TX2), a
second reset (RST2), a second source follower (SF2), a second floating diffusion (FD2), a
seccond row select transistor {(RS2), power supply (Vaapix) and voltage out (Vout). Other
transistors can be inchuded i the 3D architecture and should be considered within the
scope of the present invention, The specific embodiment with 11 transistors can reduce
motion artifacts due to the global shutter operation, thereby giving more accurate
measurements.

In another aspect, thermal imaging can be utilized for identification of an
individual or a group of imdividnals exhibiting thermal-related characteristics. As s
shown wn FIG. 11 for example, such an imager can include a silicon device layer 1102
having a first doped region 1104 and a second doped region 106 forming at least one
junction. Numerous configurations are contemplated, and any type of junction
configuration is considered to be within the present scope. For example, the first and
second doped regions can be distinet from one another, contacting one another,
overlapping one ancther, etc. In some cases, an intrinsic region can be located at least
partially between the first and second doped regions. The device can also include a
textured region 1108 coupled to the silicon device layer 1102 and positioned to nteract
with incoming electromagnetic radiation 1110, In this case, the textured region 1108 is
{ocated on a side of the sitlicoun device layer 1102 that 18 opposite to the first doped region
1104 and the second doped region 1106. The textured region 1108 can be associated with
an entire surface of the silicon material or only a portion thereofl Further a thermal
sensing layer 1112, such as a bolometer or microbolometer, can be coupled to the silicon
device laver 1102, In one aspect, a cavity or void 1s disposed between the thermal
sensing layer and the silicon material {not shown}. Further details relating to such a
device can be found in U.S. Patent No. 7,847,253, which is incorporated by reference in
its entirety. Such a device as shown in FIG. 11 can have the benefits of measuning facial
and/or iris features as well as the thermal signature or feature of an individual.

As has been described, the systern for identifying an individual can include a light
source that is cither a passive light source {(¢.g. sunlight, ambient room lighting) or an
active light source {c.g. an LED or lightbulb) that is capable of enutting IR hight. The

system can utilize any source of hight that can be beneficially used to identify an
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individual. As such, in one aspect the light source 1s an active hight source, Active light
sources are well known in the art that are capable of emutting light, particularly in the IR
spectrurn, Such active hight sources can be continuous or pulsed, where the pulses can be
synchronized with light capture at the imaging device. While various light wavelengths
can be emitted and utilized to wdentify an individual, IR light in the range of from about
760 nim to about 1200 nm can be particularly useful. Additionally, in some aspects the
active light source can be two or more active light sources cach enutting infrared
electromagnetic radiation at distinct peak emission wavelengths. While any distinct
wavelength emissions within the IR range can be utilized, non-limiting exaruples include
850 nm, 940 nm, 1064 nm, and the bike, In some aspects, the two or more active hight
sources can interact with the same imager device, either simultaneously or with an offset
duty cyele. Such configurations can be useful for independent capture of one or more
unigue features of the individual for redundant identification. This redundant
identification can help insure accurate authorization or identification of the mndividual. In
other aspects, the two or more active light sources can cach interact with a different
imager device.

In some aspects, the system including the imager device and the light source can
be in a fixed position. This may be uscful in situations, for example, where the
environment {acilitates individuals walking directly toward the tmager device. Insome
cases, a fixed position imager device can be associated with a zoomn lens to allow
zoowning along a fixed viewing axis. In other aspects, it can be beneficial to allow
movement of the imager device and/or the light source. Thus, a system capable of
panning and/or tilting and zooming can track an individual during the dentification
process. It is noted that for purposes of the present disclosure, panning includes
movement of a device 1 any direction. For example, in one aspect a system can inclade
a pan and zoom module. Such a module allows the system to locate a feature of the
individual, such as the iris, zoom in on that feature to optimize the imager device {e.g.
carnera) and/or light source angle o capture an electronic representation for identification
purposes. Such a movement system can be manually or automatically operated.

o one specific aspect, the identification system can 1uclade at least two image
devices. The imager devices can be mounted together in a manner that allows dependent
or independent movement. In one aspect, the imager devices can be utilized to cach

capture an identification feature of an individual for redundant identification testing. For
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example, each imager can capture an independent irage using the same or different light
sources and compare the identification results. In other aspects, the two or more imagers
can function together to capture the electronic representation of the individual, For
example, in one aspect, the system can inchude a first imager device positioned and
operable to generate a facial electronic representation of the individual and a second
imager device positioned and operable to generate an iris electronic representation of the
mdividual. In such a configuration, the system can also include an fmage processing
circuit that finds the location of the eye from the facial electronic representation and then
providing that location to circutt that countrols the pan, tilt and zoom functions,

The system can also include an analysis module functionally coupled to the
imager device to compare the substantially unique identification trait with a known
wdentification trait to facilitate identification of the mdividual. For example, the analysis
module can obtain known data regarding the identity of an individual from a source such
as a database and compare this known data to the electronic representation being captured
by the imager device. Various algorithms are known that can analyze the image to define
the biometric boundarics/measurcments and convert the biometric measurements to 4
unigue code. The unique code can then be stored in the database to be used for
comparison to make positive identification of the individual. Such an algorithm has been
described for wis detection iy ULS, Patent Nos. 4,641,349 and 5,291,560, which are
incorporated by reference in their entirety. It should be noted that the image processing
module and the analysis modude can be the same or different modules. 1t is understood
that the system described herein can be utilized with any of the identification algorithm.

In another aspect, the system can utilize an automatic pan and zoom module to
move at feast one of the imager device or the light source and a process module to
analyze a facial electronic representation. The process module can provide pan and zoom
module coordinates for the face and iris for further zooming, movement, and image
capture,

Furthermore, it is noted that in various aspects the present sysierus can be sized to
suit a variety of applications. This is further facilitated by the potential thin film design
and the increased sensitivity of the imager devices to IR light and the corresponding
decrease in the intensity of [R cmission, thus allowing reduction in the size of the light
source, In one aspect, for example, the light source, the tmager device, and the image

processing module collectively have a size of less than about 160 cubic centimeters. In
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vet another aspect, the light source, the imager device, and the image processing module
coliectively have a size of less than about 16 cubic centimeters. In yet another aspect, the
imager device can have an optical format of about 1/7 mches.

In another aspect, the system can be activated by a trigger from the individual,
whether the individual has knowledge of the trigger or not. The trigger can be a transistor
or sensor ntegrated in the system that is capable of activating the system. Such triggers
can be a thermal sensor, motion sensor, photosensor and other like sensors.

The systems according to aspects of the present disclosure can additionally be
designed to be concealed from an individual being identified. It should be noted, that
other systems that incorporate itnager devices having enbanced QF for clectromagnetic
radiation having wavelengths in the range of about 800nm to about 1200nm can also be
concealed from an individaal by a transparent IR medium as described herein. The
increased responsivity or enhanced QF of the present imager devices can allow an IR
Hight signal to be reflected off of an individual and captured behind an optically opague
but IR transparent surface, medium, or material. For example, an imager device can be
located behind an IR transparent material such as glass or plastic being at least partially
coated with an infrared transparent paint or other IR transparent medium substrate. In
some aspects, the IR transparent medium is visually opaque. In one aspect, metal
particles caun be impregnated into at least a portion of the wnfrared transparent medium. o
yet another aspect, quantum dots may be disposed on a portion of the IR transparent
wedium such that the IR hight s transmitted through the medium while other hight 18
filtered out. The IR transparent material can be any material that allows the transmission
of IR hight. The IR light source can be directed toward the individual to be identified
from either side of the IR transparent material. Reflections of the IR light source are then
captured by the imager device for identity processing. 1t is noted that the concealment of
an IR imager in such a manner can be utilized in association with any method or
technique using an IR imaging system, and should not be limited to identification of an
individual, It 1s also noted that, v addition to locating the imager behind an IR
transparent material, concealment can also be accomplished through the obscured
placemeunt of an IR imager having a small footprint. Given the small footprint and the
desired electronic devices, the system disclosed herein can consume small amount of
power from the electronie device. In one aspect, the systom can use loss than 5 watts, less

than 3 watts and even less than 1 watt of power.
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In other aspects, the identification system can be integrated wnto an electronic
device. Non-limiting examples of such devices can include mobile smart phones, cellular
phones, laptop computers, deskiop coraputers, tablet computers, ATMs, and the hike. In
one specific aspect, positive identification of the individual is operable to unlock the
electronic device. In this example, the electronic device stores an encrypted authorized
user’s facial and iris identification trait in a storage registry and an individual’s
wdentification traits are captured by an asuthorization system ncorporated into the
electronic device. The authorization system can compare the individual’s identification
trait with the stored authorized user’s identification trait for positive wdentification. This
aspect is beneficial {for verifyimg an individual in a financial or legal transaction or any
other transaction that requires identification and/or signature. It is contemplated herein,
that ATM financial transactions may include a user authorization system where the
encrypted authorized user’s identification trait is stored on an ATM debit card, such that
the ATM device can corapare the individual’s wdentification tratt with the authorized user
trait stored on the card for a positive identification. A similar system can be utilized for
credit cards or any other item of commerce.,

In another example, a financial transaction may be accomplished via a cell phone
device where the authorization system is continuously verifying the authorized user
during the duration of the financial transaction via a front side or cameo tmaging devices
incorporated into the cell phone. Furthermore, in a cell phone embodiment, the imager
device can include a switch such that the user can toggle between infrared light capture
and visible light capture modes.

In FI1G. 12, an clectronic device can include an integrated user authorization
systemy 1200 that can be configured to continuously verify and authorize a user. Such a
system can include an imager device 1202 including a sericonductor device layer having
a thickness of less than about 10 microns, at least two doped regions forming a junction,
and a textured region positioned to nteract with the clectromaguetic radiation, whercin
the imaging device has an external quantum efficiency of at least about 33% for
clectromagnetic radiation having at least one wavelength of greater than 800 nm, where
the imager device 1s positioned to capture an electronic representation of an identification
trait of a user of the device. The imager device at least periodically captures an electronic
representation of the user. The system can also include a storage register 1206 operable

to store a known identification trait of an authorized user and an analysis module 1208
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electrically coupled to the umager device and the storage register, where the analysis
module is operable to use algorithms to generated an electronic representation and
compare the clectronuc representation of the identification traut to the known identification
trait to verify that the user is the authorized user. Thus an authorized user can
continuously use the device while an unauthorized user will be precluded from doing so.
In one aspect, the system can include a light source operable to emit clectromagnetic
radiation having at least one wavelength of from about 700 nm to about 1200 nm toward
the user.

In another aspect, a sccond imager device 1204 can be incorporated into the
systemn. The second imager device can be au IR enhanced imaging device configared to
detect electromagnetic radiation having a wavelength in the range of about 800nm to
about 1200um. The secoud imager device can be configured to exclusively track an
individual iris, face or both. In another aspect the second imager device can be
configured to detect visible light and can be cameo type imager. In another embodiment,
a trigger 1210 (e.g. motion sensor) and a switch 1212 can optionally be incorporated in
the user authorization systern allowing the system to be activated and toggled between a
first imager device and a second imager device. Furthermore, a {irst or second imager
device can include a lens or optic element for assisting in the capturing the electronic
represeniation of an individual,

Given the continuous nature of the user authorization system, it can be beneficial
to separate the authorization system from the processing system of the electronic device
in order to decrease CPU load. One technigue for doing so inchudes monolithically
intograting the analysis module and the imager device together on the same
semiconductor device layer and separate from the CPU of the electronic device., In this
way the authorization systern functions independently from the CPU of the clectronic
device.

Furthermore, in some aspects the authortzation system can include a toggle to
switch the imager device hetween IR light capture and visible light capture. As such, the
imager can switch between authorizing the user and capturing visible light images.

Furthermore, it can be beneficial to encrypt the known identification trait for
security reasons. Such encryption can protect an authorized user from identity theft or

unauthorized use of an electronic device,
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In another aspect of the present disclosure, a method of identifying an mdividual
is provided. As is shown in FIG. 13, such a method can include emitting infrared
clectronagnetic radiation having at least oune wavelength of from about 700 nm to about
1200 nm toward the individual 1302, receiving the infrared electromagnetic radiation
reflected from the individual into an imager device to gencerate an electronic
representation of the individual 1304, processing the clectronic representation into an
mdividual representation having at least onc substantially unique wdentification trait 1306,
and using the at least one substantially unique identification trait to identify the individual
1308, The mmager device includes a semiconductor device layer, at least two doped
regions forming a junction, and a textured regiou positioned to interact with the
clectromagnetic radiation, wherein the imaging device has an external quantum cfficiency
of at least about 30% for clectroruaguoetic radiation having at least one wavelength of
greater than S00 nm.

A variety of wdentification traits can be utilized to identily an mdividual, and any
identification trait capable of being utilized for such identification is considered to be
within the present scope. Non-limiting exaruples of such identification traits include
facial features, iris patterns, body posture, gait, thermal images, and the like. Inone
specific aspect, the substantially unigue identification trait can inchude an electronic
representation of an iris sufficient to identify the individual. As has been described, the
enhanced responsivity of the present system can facilitate the capture of an electronic
representation of the wis across a wide range of distances. In one aspect, for exarnple, the
electronic representation of the iris can be captured by the imager device at a distance of
from about 0.5 m to about 15 m from the individual. In another aspect, the electronic
representation of the iris can be captured by the imager device at a distance of from about
2 m to about 10 m from the individual. In a further aspect, the electronic representation
of the iris can be captured at a distance of greater than 2 m from the imager device to the
individual using the infrared clectromagnetic radiation at an intensity that is below 10,000
mW/mm2/steradians.

Of course, it is to be understood that the above-described arrangements are only
ithustrative of the application of the principles of the present disclosure. Numerous
modifications and alternative arrangements may be devised by those skilled in the art
without departing from the spirit and scope of the present disclosure and the appended

clatms are intended to cover such modifications and arrangements. Thus, while the
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present disclosure has been described above with particulanity and detail in connection
with what is presently deemed to be the most practical embodiments of the disclosure, it
will be apparent to those of ordinary skill in the art that numerous modifications,
including, but not limited to, variations in size, materials, shape, form, function and
manner of operation, assembly and use may be made without departing from the

principles and concepts set forth herein,

()
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CLAIMS

What 1s ¢claimed is;

1. A system for identifying an individual, comprising:

an active light source capable of emitting electromagnetic radiation having at
fcast one wavelength of trom about 700 nm to about 1200 nmy

an imager device positionad to receive the electromagnetic radiation upon
reflection from an individual to generate an electronic representation of the individual, the
imager device icluding a sermconductor device layer having a thickness of less than
about 10 microns, at least two doped regions forming a junction, and a textured region
positioned to wnteract with the electromaguetic radiation, wherein the imaging device bas
an cxternal gquantum efficiency of at least about 33% for clectromagnetic radiation having
at least onc wavelength of greater than 800 nmy; and

an image processing module functionally coupled to the tmager device and
operable to receive the electronic represcntation, wherein the image processing module is
operable to process the electronic representation into an individual representation having

at least onc substantially unique identification trait.

2. The system of claim 1, wherein the semiconductor device layer is coupled to a bulk

sermconductor,

3. The systerm of claim [, wherein the active light source is two or more active light
sources each emitting infrared electromagnetic radiation at distinct peak emission

wavelengths.

4. The systern of elaim 3, wherein the two or more active Hight sources emit infrared

electromagnetic radiation at about 850 nm and about 940 nm.

5. The system of claim 1, wherein the iroager device is capable of capturing the
electronic representation with sufficient detail to identify the at least one substantially
unigue identification traif using electromagnetic radiation ematted from the active light

source having at least one wavelength of from about 700 nm to about 1200 nm and
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having a scene radiance impinging ou the wdividual at 3 meters that is at least 0.1

- 2
mW/imn©.

6. The system of claim |, wherein the imager device is silicon-based and has a response
tirne of from about 0.1 ms to about | ms and an external guantum cfficicncy of at least
about 33% for electromagnetic radiation having at least one wavelength of greater than

800 nm,

7. The systern of claim [, wherein the imager device s silicon-based and has a response
tirne of from about 8.1 ms to about Ims avd an external quantum efficiency of at least
about 11% for clectromagnetic radiation having at lcast one wavelength of greater than

2460 nm.

8. The systern of claim I, further comprising an analysis module functionally coupled to
the image processing module, wherein the analysis module is operable to compare the at
fcast one substantially unique 1dentification trait with a known identification tratt to

facilitate identification of the individual.

G, The sysiern of claim 1, further comprising an automatic pan and zoom module
3 i g p
operable to move at least one of the light source or the imager device in order to track the

individual.

10. The systern of claum 1, wherein the imager device includes at least two imager

devices.

11, The system of clainy 10, wherein the at least two imager devices inclades a first
imager device positioned and operable to gencrate a facial electronic representation of the
individual and a second 1mager device positioned and operable to generate an s

clectronic representation of the individual.
12, The system of claim 11, further comprising:

an automatic pan and zoom module operable to move at least one of the

active light source or the imager device; and
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a process module to analyze the facial electronic represeutation and

provide the pan and zoom module coordinates for the face and iris.

13, The system of claim 12, wherein the system is concealed behind an infrared

transparent and optically opaque medium from the individual,

14. The system of claim 1, wherein the light source, the imager device, and the image

processing module collectively has a size of less than about 160 cubic centimeters.

15. The systern of claim 1, further comprising an electronic device wnto which the system
is integrated, wherein the electronic device includes at least one of a mobile smart phone,

a cetlular phoue, a laptop computer, and a tablet computer.

16, The system of claim 15, wheremn positive identification of the individual 18 operable

to verify the individual in a financial fransaction.

17. A method of identifying an individual, comprising:

emitting infrared clectromagnetic radiation having at least one wavelength of from
about 700 um to about 1200 nm toward the ndividual;

receiving the infrared electromagnetic radiation reflected from the individual into
an imager device to generate an electronic representation of the wndividual, the imager
device including a semiconductor device layer having a thickness of less than about 10
microns, at least two doped regions forming a junction, and a textured region positioned
to interact with the electromagnetic radiation, wherein the imaging device has an external
quantum efficiency of at least about 33% for clectromaguetic radiation having at least one
wavelength of greater than 800 nm;

processing the clectronic ropresentation wnio an individual representation having at
least one substantially unigue wdentification trait; and

using the at least one substantially unique identification trait to identify the

individual.

18, The method of claim 17, wherein the at least one substantially unique identification

trait includes an electronic representation of an iris sufficient to identify the individual.
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19. The method of claim 18, wherein the clectronic representation of the iris is captured

by the imager device at a distance of from about 8.5 m to about 15 m from the mdividual.

20. The method of claim 17, wherein emutting infrared clectromagnetic radiation further
inchudes emitting infrared electromagnetic radiation from at least two active hight sources

cach emitting at distinet peak cnussion wavelengths,

21. The method of claim 31, wherein electronic representations from each active hight
source are processed into wndividual representations cach having at least one substantially
unique identification trait, and wherein cach individual representation is compared to

veriy identification results of the jndividual,

22. The method of claim 17, further comprising moving the emitted infrared
electromagnetic radiation and the imager device relative to movements of the individual

i order to track the individual during receiving of the infrared clectromagnetic radiation.

23. An electronic device having an integrated user authorization system, the user
authorization system comprising:

an imager device including a semiconductor device layer with a thickness of less
than about 10 microns, at least two doped regions forming a junction, and a textured
region positioned to interact with the electromagnetic radiation, wherein the imaging
device has an external guantum cfficiency of at least about 33% for electromagnetic
radiation having at least one wavelength of greater than 800 nm, the imager device being
positioned to capture an electronic representation of an wdentification trait of a user of the
device, wherein the imager device is operable to at least periodically capture the
electronic representation;

a storage register operable to store a known identification trait of an authorized
user;

an analysis module clectrically coupled to the imager device and the storage
register, the analysis module being operable to compare the electronic representation of
the identification trait to the known identification trait to verify that the user s the

authorized user.
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24. The device of claim 23, wherein the analysis module and the imager device are

wntegrated monolithically together separate from the CPU of the electronic device.

25, The device of claim 23, wherein the user authorization system is operable to

continuously verify the user is the authorized user.

26. The device of claim 23, further comprising a swiich to togele the imaeer device
’ fo] 55 far)

between mntrared light capture and visible light capture modes.
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