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DESCRIPTION

TECHNICAL FIELD

[0001] The present disclosure relates to the field of data communications, and in particular to
methods and apparatuses in the form of routers for routing data packets in a network topology
using an improved routing protocol that is based on zone identities and interface identities.

BACKGROUND

[0002] There exist hundreds of different network protocols created for supporting
communication between computers and other types of electronic devices. Routing protocols
are the family of network protocols that enable computer routers to communicate with each
other and In turn to intelligently forward traffic between respective networks. In general a
network routing protocol performs functions which include: discovery which means identifying
other routers on the network; routing management for keeping track of all possible destinations
(for network messages or data packets) along with some data describing the pathway; and
path determination for making dynamic decisions for where to send each network message or
data packet.

[0003] Examples of routing protocols include Interior Gateway Protocol (IGP) and Exterior
Gateway Protocol (EGP).

[0004] IGP 1s a routing protocol which Is used to find network path information within an
autonomous system, for example a system of corporate local area networks. The gateways
(hosts with routers) use this protocol for exchanging routing information in-between. The
routing information can then be used by the Internet protocol (IP) or other network protocols to
specify how to route transmissions (or data packets). Known IGPs are Routing Information
protocol (RIP); Interior Gateway Routing Protocol (IGRP), Open Shortest Path First (OSPF)
and Intermediate System to Intermediate System (IS-1S). There Is also an Enhanced |IGRP
(EIGRP) which supports classless IP subnets and improves the efficiency of the routing
algorithms compared to IGRP.

[0005] EGP is a routing protocol which 1s used to find network path information between
different autonomous systems. EGP 1s commonly used in the Internet to exchange routing
table information. The Border Gateway Protocol (BGP) Is an example of EGP. BGP detects
modifications to routing tables and selectively communicates those changes to other routers
over TCP/IP. Internet providers commonly use BGP to join their networks together.

[0006] Another way to route packets Is by using Multi-Protocol Label Switching (MPLS) which
uses labels attached to packets to forward them through the network. The MPLS labels are
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advertised between routers. The |P packets are prefixed by these labels and forwarding is
done on the basis of these labels and not by destination IP address that means forwarding of
packets is based on lookup of labels rather than a lookup of the |IP addresses hence speeding
up the routing procedure. For example, If Router A wishes to send a data packet to Router E,
Router A will insert a header In the data packet with a label stack that contains information
about the data packet, where it came from, and where it 1s going. Router A will then send the
data packet to Router B, Router B will send the data packet to Router C, Router C will send the
data packet to Router D, and Router D will send the data packet to Router E. Each Router
strips away past labels and adds new ones In order to keep forwarding the data packet to
where It needs to go. Hence, within each router, the incoming label 1s examined and its next
hop I1s matched with a new label. The old label is replaced with the new label for the packet's
next destination, and then the freshly labeled packet is sent to the next router. Each router
repeats the process until the packet reaches an egress router.

[0007] MPLS is often referred to as the Layer 2.5 in between the Data Link layer (Layer 2) and
Network layer (Layer 3) of the seven-layer OS| model (Open Systems Interconnection model)
because of where It operates.

[0008] There are however several problems with current routing protocols. For instance, they
require long list of entries In routing tables, and need to be updated whenever there are
changes In the network. Label switching using MPLS achieves faster routing but MPLS need to
be run over another routing protocol for it to work. This means that two protocols need to run In
parallel in each router and due to that the required resources are doubled. Further, in MPLS
each router needs to generate a new label to replace the old label as explained above.

[0009] MPLS may also be used with Virtual Private Network (VPN) to allow several sites to
Interconnect transparently through a service provider's network. An MPLS VPN comprises a
customer network and a service provider network. MPLS VPN service provider edge (PE)
routers store customer routing information enabling the PE routers to route traffic belonging to
respective customers for inter-site traffic. That traffic is delivered to the customer sites via
respective customer edge (CE) routers.

[0010] In a MPLS VPN implementation, a PE router performs multiple functions. For example,
the PE router isolates customer traffic if more than one customer is connected to the PE router.
Each customer is, accordingly, assigned an independent routing table. The PE router shares
theses routing tables with other deployed PE routers so that customer traffic can flow between
customer sites via the service provider's own network or backbone.

[0011] A drawback with MPLS VPN is that it requires at least three different routing protocols to
run simultaneously inside the service provider's network: (1) IGP routing protocol (e.g. EIGRP
or OSPF) to provide internal routing; (i) MPLS to support label switching used for VPN In each
PE router and in each transit router of the SP (with the drawback that each PE and each transit
router needs to generate a new label to replace the old one); and (i) Internal BGP (or IBGP) to
support Virtual Route Forwarding (VRF) features when there are many transit routers In-
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between, use extended community feature to support VRF and to enable connectivity between
PEs.

[0012] Considering the complexity of such MPLS VPN implementations, a continuing challenge
for service providers iIs to efficiently manage their networks on behalf of their customers. There
IS therefore a need for a new solution for routing packets in a network topology that i1s easy to
Implement and to configure and that requires less consumption of resources, achieves fast
routing of packets through fast decision making at each router and provides reduction in size of
routing tables.

[0013] US 2015/281073 A1 discloses a system and a method for context aware network
employing virtual routing and forwarding (VRF) technology for routing/switching packets in the
network.

[0014] Radia Perlman Intel Labs BHARGAV BHIKKAJI BALAJI VENKAT et. al.: "Connecting
Disparate TRILL-based Data/Center/PBB/Campus sites using BGP; draft-balaji-12vpn-trill-over-
ip-multi-level-03.txf", IETF, STANDARD WORKING DRAFT, INTERNET SOCIETY (ISOC) 4,
RUE DES FALAISE CH-1205 GENEVA, SW, (2013-02-19), pages 1-33, discloses how to
connect TRILL based data centers or TRILL based networks and uses BGP-MAC-VPN vrfs at
the ISP cloud PE devices US 6 980 524 B1 discloses routing mechanisms for zone based
networks.

SUMMARY

[0015] It Is an object of embodiments herein to solve the above problems by providing a
method for routing packets in a network topology according to claim 1. Embodiments are
further defined by the dependent claims.

[0016] Several advantages are achieved by the invention which will become apparent from the
following detailed description when considered in conjunction with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] Example of embodiments herein are described in more detail with reference to attached
drawings In which:

Figure 1

IS an example of a network topology employing ZLSRP.
Figure 2

IS an example of a network topology wherein embodiments herein may be employed.
Figure 3

llustrates a flowchart of a method according to embodiments of the present invention
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Including the method performed by the source edge router.

Figure 4A
llustrates a flowchart of a method performed by a transit router or next hop router
according to an embodiment herein.

Figure 4B
llustrates a flowchart of a method performed by a destination edge router according to
an embodiment herein.

Figure 5
llustrates an exemplary block diagram of a source edge router according to some

embodiments herein.

Figure 6
llustrates an exemplary block diagram of a destination edge router according to some

embodiments herein.

DETAILED DESCRIPTION

[0018] In the following, a detailed description of the exemplary embodiments is presented In
conjunction with the drawings to enable easier understanding of the solutions(s) described
herein.

[0019] The present invention makes use of a method for routing data packets in a network
topology. The protocol which 1s used for the routing is referred herein as ZLSRP which stands
for Zone-based Label Switching Routing Protocol. ZLSRP is described in details in co-pending
Swedish patent application SE 1750815-1 filed by the same applicant. Below are some details
of ZLSRP.

[0020] In general, In ZLSRP each router of the service provider i1s assigned at least one zone-
ID and a zone name. A router Is also provided with a zone table which includes the zone name,
the zone-ID and the address of each leaf network that is connected to the router. Each zone
table 1s exchanged between all routers of the service provider in order for each router to the
same entries In zone table. Each router also builds a routing table so that the routers can
reach each other. When a data packet is received at the router, the router determines from the
zone table, to which destination zone-ID the destination address or the network ID is
assoclated with and adds or includes the determined zone-ID to the data packet at Layer 2.5 of
the data packet and, based on its routing table, sends the data packet towards the destination
router having the determined zone-ID indicated In the data packet. If a transit router (or next
hop router) receives the data packet, this router checks If its assigned zone-ID matches the
zone-|D indicated In the received packet and if not, the data packet is forwarded to the next
router etc. until the data packet is received at the destination router which removes the zone-ID
from data packet and forwards the data packet to the final destination host.
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[0021] Figure 1 Illustrates a network topology applying the principles of ZLSRP. A shown,
there are four examples of zones named, London, Stockholm, Frankfurt, Oslo and Barcelona.
Each zone has at least one (unique) zone-ID. Zone Oslo has zone-ID 0:1; zone Stockholm has
zone-|D 0:2, ..., zone Barcelona has zone-ID 0:5. The zone-ID Is assigned to the router
dedicated to the zone. For example, zone Oslo has zone-ID 0:1 and the router dedicated to it
IS router R-1 as shown In the figure. Router R-2 Is dedicated to zone Stockholm (zone-ID 0:2),
Router R-3 Is dedicated to zone London (zone-ID 0:3); Router R-4 is dedicated to zone
Frankfurt (zone-ID 0:4) and R-5 Is dedicated to zone Barcelona (zone-ID 0:5). A zone may
Include a leaf network as described below. Note that the network topology may include any
number of zones.

[0022] Networks A, C and D are three examples of leaf-networks. A leaf network refers to a
network that i1s directly connected to just one router. In the figure, a leaf network i1s shown
Including a switch. F, G, K, L and M are also leaf networks. As shown, leaf network A
connected to router R-1 within zone Oslo (zone-ID 0:1) has a network address 10.0.0.0/24.
Leaf network C within zone Stockholm (zone-ID 0:2) connected to router R-2 has a network
address 30.0.0.0/24. Within zone Stockholm, yet another Leaf network is shown connected to
the same router R-2 and has address 40.0.0.0/24. To leaf network D Is connected a host PC-
40 having network address 40.0.0.40/24. However, a zone does not necessarily include leaf
networks. Zone Frankfurt (Zone-ID 0:4) i1s an example of such a zone. Networks B, E, H, |, K
are examples of transit networks. A transit network here refers to the interface between two
routers. For example, transit network B has network address 20.0.0.0/30 and is the interface
network between router R-1 (of zone Oslo) and router R-2 (of zone Stockholm).

[0023] As previously described, after exchanging zone tables between all routers, each router
has the same zone table (denoted Zone-T). An example of the zone table:

Zone-T

[0024]

' Stockholm 30.0.0.0/24 40.0.0.0/24

0§§0§§0§§0§§0§§0§§0‘50‘50‘50‘50§§0§§0§§0§§0§§0§§0§§0§§0§§0‘50050‘50‘50§§0§§0§§0§§0§§0§§0§§0§§0‘50‘50‘50‘50‘50‘50‘\ §§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§

[0025] Below Is an example describing how ZLSRP iIs used to route a packet from PC-40 In
zone "Stockholm” (zone-ID 0:2) to PC-120 1s zone "Barcelona” (zone-ID 0:5).
The routing table of R-2 of zone "Stockholm™ is given below:
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R-2: Routing-T (* indicates best route from R-2 to another zone)

[0026]

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

[0027] PC-40 creates or assembles a data packet in order to send it to PC-120. A structure of
the data packet is shown below. Note that the structure is simplified. For example, the payload
etfc. Is not shown.

| 2 ’ 13

0§§CQQCHC§§0§§0§§0§§0§§0§§0§§0§§0§§0‘50‘50‘50‘50§§0§§0§§C§§0§§0§§0§§0§§0§§0‘50‘50‘50‘50§§0§§0§§0§§0§§0§§0§.0§§0§§0‘50‘50‘50‘50QQCQQCMC\ §§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§§

Destination MAC Source MAC Destination IP
PC-40 mac 40.0.0.40 120.0.0.120

[0028] As depicted, the data packet includes at Layer 2 (L2) the destination Medium Access
Control (MAC) address of router R-2. This Is because the destination |IP address of PC-120 is
not local so PC-40 sends the data packet to its configured default gateway or router R-2. The
sSource MAC address of PC-40 i1s only indicated at L2. The source |P address at Layer 3 (L3) Is
the |P address of PC-40. The destination |P address of PC-120 Iin zone "Barcelona” Is also
Indicated at L3. FCS stands for Frame Check Sequence which may be used for error-
detection.

[0029] R-2 In zone "Stockholm™ receives the data packet from host PC-40 and looks on L3 to
see that the destination |IP address is 120.0.0.120 (of PC-120) indicated in bold and underlined
In the data packet above.

[0030] R-2 also determines from the zone table, Zone-T, to which destination zone-ID the
destination IP address is associated. Note that from the destination IP address 120.0.0.120 of
PC-120 the network |ID of the (leaf) network to which PC-120 is connected can be easily
determined. In other words, R-2 determines which Zone-ID includes the (leaf) network that Is
hosting this destination |P address 120.0.0.0.120. It i1s zone-ID 0:5 I.e. zone "Barcelona"” as
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shown below (underlined In the table).

Zone-T

[0031]

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Stockholm 30.0.0.0/24 40.0.0.0/24

0CCOCCOCCOCCOCCOCCOCCOCCOCCOCCOCCOCCOCCOCCOCCOCCOCCOCCOCCOCCO0COCCOCCOCCOCCOCCOCCOCCOCCOCCQCCQCCQCCQCCQCCQCCQCCQC\ CCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCCC

[0032] R-2 determines from its routing table (Routing-T) what the next hop is for zone-ID 0:5
and based on Routing-T it i1s 90.0.0.2 belonging to transit network (I) in Figure 1.

R-2: Routing-T (* indicates best route from R-2 to another zone)

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

050050050050050050050050050050050050050050050050050050050050050050050050050050050050050050050050050050050050\ 0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

Now R-2 adds the destination Zone-ID, 0:5, to the data packet at Layer 2.5 (L2.5) as shown
below, and R-2 sends the data packet to 90.0.0.2 towards the destination router having the

assigned zone-|D 0:5.
Destination
Zone

¥ I T
Destination Source MAC Source IP§{ Destination § FCS ‘
MAC IP
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[0034] In this example, It Is router R-4 that receives the data packet via interface (l)
90.0.0.0/30. Router R-4 is here a transit router since PC-120 1s not in the zone of R-4.

Router R-4 does not look at Layer 3, instead it looks at Layer 2.5 and since R-4 does not see
its own zone-|D there, it directly determines from its routing table the next hop router for zone-
ID 0:5, which Is Router R-5 (see routing table of R-4 below) and sends the packet from its
Interface |ID 110.0.0.1 via transit network K to R-5 interface ID 110.0.0.2.

R-4: Routing-T (* Indicates best route from R-4 of zone 0:4 to another zone)

[0035]

[0036] When the destination router R-5 recelves the data packet, R-5 determines from the
packet at L 2.5 that zone-ID 1s 0:5 1.e. own zone-|ID. R-5 removes from the packet the
destination zone-ID 0:5 at L2.5 and determines from L3 the destination address and forwards
the packet to PC-120 having destination |IP address 120.0.0.120. As network L (120.0.0.0/24)
IS directly corrected to R-5, the data packet, without L2.5 iIs forwarded to PC-120. The packet

without L 2.5 1s shown below.

0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000 \
] ] ]
- -

[0037] Now that the principles of ZLSRP have been described, the exemplary embodiments of
the present invention will be disclosed.

[0038] Figure 2, there Is illustrated an example of a network topology wherein embodiments
herein may be employed.

[0039] It 1s here assumed that we have two customers: Customer A (C-A) and Customer B (C-
B). C-A has two sites (Site A1 and Site A2) and C-B has two sites (Site B1 and Site B2). Each
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site Is connected to a common service provider (SP) or SP cloud.
Each site Is identified by a network-ID:

Network-ID of Site A1: 172.16.0.0/24
Network-1D of Site A2: 192.168.0.0/24
Network-ID of Site B1: 172.16.0.0/24
Network-ID of Site B2: 192.168.0.0/24

As shown above, the network address of Site A1 and of Site B1 1s the same.

Similarly, the network address of Site A2 and of Site B2 1s the same.

This Is due to that the service provider (SP) provides VPNs to C-A and C-B and assigns the
same private address range. So different customers use the same IP address range at the
same time as long as it is private.

[0040] Several routers are also shown In Figure 2.

PE-1: Edge router of the SP directly connected to customer A in Site A1 and customer B In Site
B1.

PE-2: Edge router of the SP directly connected to customer A in Site A2 and customer B In Site
B2.

CE-A1: Customer Edge router connected to hosts of Site A1 and to edge router PE-1.
CE-A2: Customer Edge router connected to hosts of Site A2 and to edge router PE-2.
CE-B1: Customer Edge router connected to hosts of Site B1 and to edge router PE-1.
CE-B2: Customer Edge router connected to hosts of Site B2 and to edge router PE-2.
PC-A: Host In Site A1.

SRV-A: Host In Site A2.

PC-B: Host In Site B1.

SRV-B: Host Iin Site B2.

R2 - R5: routers In the cloud or network of the SP.

[0041] It should be mentioned that any number of routers can be used and the scenario
depicted Iin Figure 2 1s only an example.

[0042] Figure 2 also shows a zone which Is assigned zone-|ID: 10; and another zone which Is
assigned zone-ID: 20. Router PE-1 Is therefore assigned zone-|ID: 10; and router PE-2 iIs
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assigned zone-|ID: 20. Routers of the SP run ZLSRP as previously described. It should be
mentioned that any router participating in the ZLSRP-VPN solution according to the present
Invention runs ZLSRP.

The network |Ds of each interface and of each client device or host device are also indicated.

[0043] According to embodiments herein, the interface ID on each PE router belonging to the
same VPN interface is unique on both PE-1 and PE-2 and is the same for Site-A1 and Site A2
on one hand and for Site-B1 and Site-B2 on the other hand. This means that the interface of
PE-1 connecting PE-1 and CE-A1 of Site-A1 has the same Interface |ID as that of the interface
of PE-2 connecting PE-2 and CE-A2 of Site A2. In Figure 2, this interface |ID is denoted VRF-ID

1001.

[0044] Similarly VRF-ID 1002 is the ID of the interface connecting PE-1 and CE-B1 of Site-B1
and iIs the same ID as that of interface of PE-2 connecting PE-2 and CE-B2 of Site B2. Below Is
an example of a configuration information per interface of PE-1 and PE-2 respectively.

PE-1
Interface GO/1
VRF-ID 1001
IP address 1/2.16.1.1/24
Neighbor zone-ID 20
Interface GO0/2
P address 172.16.1.1/24
Neighbor zone-ID 20

qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq

Interface GO/1

VRF-ID 1001

|IP address 192.168.2.1/24
Neighbor zone-ID 10
Interface GO/2

VRF-ID 1002

|IP address 192.168.2.1/24

oooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

Neighbor zone-ID 10

[0045] As shown, for PE-1, for the interface with VRF-ID 1001, the configuration information
Includes, Iin addition to the VRF-ID (1001), the name of the Interface, which is G0/1; the |IP
address of PE-1 on said interface, and the neighbor zone-ID (of PE-2) which i1s 20.
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[0046] For the same edge router (PE-1), for the interface with VRF-ID 1002, the configuration
Information includes, in addition to the VRF-ID (1002), the name of the interface, which i1s G0/2;
the IP address of PE-1 on said interface, and the neighbor zone-ID (of PE-2) which is 20.

[0047] For PE-2, for the interface with VRF-ID 1001, the configuration information includes, In
addition to the VRF-ID (1001), the name of the interface, which is G0/1; the IP address of PE-2
on said interface, and the neighbor zone-ID (of PE-1) which is 10.

[0048] Also, for PE-2, for the Interface with VRF-ID 1002, the configuration information
Includes: VRF-ID (1002), the name of the Interface, which is G0/2; the IP address of PE-1 on
sald Interface, and the neighbor zone-ID (of PE-1) which is 10.

[0049] The above configuration information may be manually assigned to respective PE-router.

[0050] In the following, an example of applying the principles of the present invention In a
network topology, such as the one shown In Figure 2, is presented. |t is assumed that PC-Ais
Site A1 of Customer A (C-A) wants to send a data packet or a data frame to SRV-A In Site A2
of the same Customer A. PC-A has |IP address 172.16.0.11 and SRV-A has IP address
192.168.0.11. PC-B In Site B1 of Customer B (C-B) also wants to send a data packet to SRV-B
In Site B2 of the same Customer B.

It should be mentioned that the data packets may belong to any type of service that may be
used such as transmission of emails, messages, files etc.

STEP 1:

[0051] PC-A (source host) creates or assembles a data packet (Packet-A) in order to send it to
SRV-A (destination host). A structure of the data packet is shown below. Note that the structure
IS simplified. For example, the payload etc. is not shown. The simplified structure of the packet
IS shown for understanding the teachings of the embodiments of the present invention. The |P
address of the source host PC-A 1s 172.16.0.11 and the |P destination address of the
destination host SRV-Ais 192.168.0.11 are included in the data packet.

Packet-A

- - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - &
D - .

Y

L3
estination MAC § Source MAC § Source IP of PC- §{ Destination IP of SRV-§ FCS
A A

| CE-A1 172.16.0.11 192.168.0.11 X |

-
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[0053] PC-B creates or assembles a data packet (Packet-B) in order to send it to SRV-B. A
structure of the data packet is shown below.

Packet-B

[0054]

Destination MAC { Source MAC Source IP of PC- Destlnat|on IP of SRV-

CE-B1 - 172.16.0.11 192.168.0.11

qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq

[0055] As shown above, both PC-A and PC-B have the same |P address (1/2.16.0.11) but PC-

A belongs to customer A and PC-B belongs to customer B. Also, both PC-A and PC-B want to
send data to hosts in their remote site.

STEP 2:

[0056] Packet-A reaches the source host router (or customer edge router) CE-A1 that Is
directly connected to PC-A, and Packet-B reaches the source host router CE-B1 that is directly
connected to PC-B.

CE-A1 receives Packet-A and sends it to the source edge router PE-1 of the SP.

[0057] For simplicity the following static route (syntax) on CE-A1 that sends the packet to PE-1
IS

CE-A1:

Ip route 192.168.0.0 255.255.255.0 172.16.1.1

[0058] The static route Is a command and means that a packet having a destination
192.168.0.0/24 should be sent to IP address 17/2.16.1.1 which is, In this case, the I[P address
of PE-1. It should be mentioned that a static route Is used for simplicity and the embodiments
of the present invention are not restricted to any particular syntax.

[0059] Packet-A 1s received on the interface of PE-1 (172.16.1.1) identified by the virtual
private network identity VRF-1D: 1001.

Packet A
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[0060]
Destination MAC Source MAC § Source IP of PC- Destmahon IP of SRV—
PE-1 CE-A1 172.16.0.11 192.168.0.11

AR R R L LA L L L L LA L L A e L S L LA L S LR L L L L L LA L LR L LS SRS LLLLLLL L LA L AN LLLLLLL LS L L LA LS L LSS e e e e e SRS LLLLELLL LA

[0061] Similarly, CE-B1 receives Packet-B and sends it to PE-1. The static router (syntax) on
CE-B1 Is:
Ip route 192.168.0.0 255.255.255.0 172.16.1.1

[0062] Packet-B is received on interface of PE-1 (172.16.1.1) identified by the virtual private
network identity VRF-1D: 1002.

Packet B

[0063]

00000000000000000000000000000000Q.CQHQ00000000000000000000000000000000000000000000000.000000000000000000000000000000000000000000000000000000000000000000000000QCQQHQ0000000000000000000000000000000000\ 00000000000000000000

Destmatlon MAC §{ Source MAC §{ Source IP of PC- Destlnat|on IP of SRV—

N CE-B1 172.16.0.11 192168011

[0064] As shown above, only the source MAC addresses and the destination MAC addresses
on Layer 2 are updated. The source IP address of the source host and the destination |P
address of the destination host are kept unchanged at Layer 3 of each data packet.

STEP 3:

[0065] When PE-1 receives Packet-A on the interface G0/1 identified by VRD-ID 1001, and
because PE-1 uses the ZLSRP protocol, PE-1 extracts from the configuration information on
the interface G0/1 previously shown, the neighbor zone-ID, which 1s 20 and adds or includes or
Injects the zone-ID into Packet-A at Layer 2.5. It should be mentioned that, by extracting the
zone-|D 1s meant that PE-1 reads or finds out from the configuration information the zone-ID
and then adds this zone-ID to the data packet at Layer 2.5. Hence, extraction of the zone-ID
does not mean deleting the zone-ID from the configuration information.

Packet-A
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[0066]

e[ tes [ s
\ _

Destination Source ‘ Destination * Source IP of { Destination IP of { FCS
MAC MAC Zone ID PC-A SRV-A

[0067] Similarly PE-1 extracts from the configuration information on the interface named G0/2
(having VRF-ID 1002), the neighbor zone-ID, which 1s 20 and adds this to Packet-B at Layer
2.5.

Packet-B

[0068]

0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0..0C.0C.0C.0C.0C.0C.0C.0C.0C.0C..C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.‘0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.\C.0C.0C.0C.0C.0C.0C.0C.0C.0C.0C.CC.CC.CC.CC.CC.CC.CC.\. CCCCCCCCCCCCCCCC

Destination Source Destination Source IP of { Destination IP of FCS
MAC MAC Zone ID PC-B SRV-B

[0069] As shown above, Packet-A and Packet B include the same information.

PE-1 needs to know to which router each data packet is to be sent. Since PE-1 uses ZLSRP
routing table, PE-1 determines from its routing table whether there is at least a next-hop router
to which the data packet i1s to be sent before reaching the destination edge router. In our
example, the ZLSRP routing table of PE-1 shows that the next hop router to reach the
destination edge router having zone-ID 20, i1s R2.

This 1s shown In Packet-A and Packet-B above, that the destination MAC is of R2.

[0070] According to embodiments herein and in order to differentiate between the two packets,
PE-1 further adds or includes the VRF-ID of the interface via which the data packet is received.
The VRF-ID i1s also added at Layer 2.5 of the respective packet, i.e. PE-1 performs a double
tagging operation.

[0071] So for Packet-A received from CE-A1 on interface G0/1 and based on the configuration
under that interface (presented earlier), PE-1 adds VRF-ID 1001 at Layer 2.5 of Packet-A e.g.
after the zone-ID 20.

For Packet-B received from CE-B1 on interface G0/2 and based on the configuration under
that interface, PE-1 adds VRF-ID 1002 at Layer 2.5 of Packet-B.

[0072] The format of Packet-A and the format of Packet-B ready to be transmitted by the
source edge router PE-1 towards the destination edge router PE-2, after the double tagging
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operation, are shown below:

Packet-A

[0073]

C050050050050050050050050050050050050050050050050050050050050‘5005005005005005005005005005005005005\ 00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

PE-1 1001 ' 172.16.0.11 1192.168.0.11]

e e e e e e e e e S e e e e e e e S e e e S e e e SRS LLLLLLLLLLLALLLSEARSSLLLL LS L LSS S

Packet-B

[0074]

Destination Source Destlnatlon Destination Source IP of i Destination FCS
MAC MAC VRF ID PC-B IP of SRV-B

........................................................................................................................................................................................................................................

[0075] When Packet-A and Packet-B leave PE-1, none of the transit routers (or next hop
routers) (R2, R3, R4 or R5) looks at Layer 3 of the data packets. Instead, a transit router runs
the ZLSRP protocol and therefore only needs to look at Layer 2.5 of the received packet(s) to
determine whether the zone |ID of the received packet matches the zone |D assigned to the
transit router. If there iIs no match, the transit router determines from its routing table the
address of the subsequent next hop router and sends the packet. This is performed until the
data packet reaches the destination edge router PE-2 whose zone |ID matches the zone-ID
Included In the data packet. It should be noted that none of the transit routers needs to look at
the VRF-ID indicated in the data packet. They just look at the first label i.e. the zone-|D since
these transit routers apply the ZLSRP process for routing packets.

[0076] When the destination edge router PE-2 receives the data packet(s), it looks at Layer
2.5, and because this destination edge router sees its own zone-ID (20) at Layer 2.5 of the
received packet, PE-2 looks at the second label (i.e. VRF-ID) to determine which VRF interface
connects PE-2 with the destination host router and removes the zone ID and the VRF-ID from
the data packet and forwards the data packet to the destination host router.

[0077] Hence, when PE-2 receives Packet-A, it determines that CE-A2 1s connected to the
Interface with VRF-ID 1001 indicated in Packet-A. PE-2 removes the zone-ID 20 and the VRF-
ID 1001 from Packet-A and forwards the data packet to CE-A2.
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Similarly, when PE-2 receives Packet-B, it determines that CE-B2 i1s connected to the interface
with VRF-ID 1002 indicated in Packet-B. PE-2 removes the zone-ID and the VRF-ID and
forwards the data packet to CE-B2.

[0078] The static route (syntax) for the forwarding of Packet-A respectively Packet-B from
router PE-2 are exemplified below:

PE-2:
(For Packet-A):
Ip route vrf 1001 192.168.0.0 255.255.255.0 192.168.2.2

(For Packet-B):
Ip route vrf 1002 192.168.0.0 255.255.255.0 192.168.2.2

[0079] PE-2 forwards Packet-A to CE-A2 on interface GO0/1 with VRF-ID 1001 and forwards
Packet-B to CE-B2 on interface G0/2 with VRF-ID 1002. The |P address of the interface on CE-
A2 and the |P address of the interface on CE-B2 is the same 1.e. 192.168.2.2. But since the
VRF-IDs are different, each data packet reaches the correct site.

[0080] The format of Packet-A that reaches CE-A2 and the format of Packet-B that reaches
CE-B2 without zone-|Ds and VRF-IDs are shown below.

Packet-A

[0081]

L3 ‘
Destination MAC §{ Source MAC { Source IP of PC-A | Destination IP of SRV-A ‘
CE-A2 172.16.0.11 192.168.0.11

Packet-B

[0082]

- 4 - 4 - 4 - 4 - 4 - 4 - - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4 - 4

| - .
“ estinatlon MAC §{ Source MAC |P of PC H H “
CE-B2 172.16.0.11 192.168.0.11

* L) L) L) L) L) L) L) L) 0\.
n
b

[0083] Now Packet-A is In Site A2 and Packet-B 1s In Site B2. Destination host router CE-A2
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receives Packet-A and transmits it to the destination host SRV-A having IP destination address
192.168.0.11; and destination host router CE-B2 receives Packet-B and transmits it to the

destination host SRV-B having IP address 192.168.0.11.
The format of Packet-A and the format of packet-B that leave CE-A2 and CE-B2 respectively
are shown below:

Packet-A

[0084]

Packet-B

[0085]

Destmatlon MAC Source IVIAC Source IP of PC B Destlnatlon IP of SRV—
CE-B2 172.16.0.11 192.168.0.11

[0086] As described above, even though the information in Layer 3 Is the same In both data
packets when the data packets are initially generated, the data packets still reach the correct

recipients thanks to the use of the double tagging solution of the present invention which is
based on both the zone-ID and the VRF-ID.

[0087] Furthermore, by using ZLSRP as the only protocol, ZLSRP-VPN Is implemented much
easler, faster and more efficiently as compared to using the traditional MPLS-VPN which uses
IBGP for the virtual connection between PEs that require additional IBGP features to support
VRF configuration like route distinguisher; route target, route import/export etc. But with
ZLSRP-VPN and based on the double tagging technique described earlier, there i1s no need for
the IBGP features. This means the configuration i1s simpler and more efficient. Less CPU/RAM
resources are needed at the routers when they only need to handle one protocol, namely
ZLSRP, compared to handling three protocols when using MPLS VPN as previously described.

[0088] Yet another advantage of embodiments herein is that unlike MPLS VPN, there 1s no
need to generate separate label(s) in each router. In other words there i1s no need to replace
the zone-IDs for each data packet passing a router, and also there Is no need for each transit
router to recalculate the FCS field in the packet and update it as in the case in MPLS VPN.
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[0089] Referring to Figure 3, there is a flowchart of a method for routing data packets in a
network topology according to previously described embodiments.

[0090] As shown, the method steps, which are performed by a source edge router, comprise:

(301) receiving, at the source edge router (e.g. PE-1), a data packet from a source host router
(e.g. CE-A1), said packet comprising a source |P address of the source host (e.g. PC-A) and a
destination |P address of a destination host (e.g. SRV-A), the data being received on an

Interface (e.g. Int GO/1) of the source edge router (PE-1) identified by a virtual private network
identity, VRF-ID (e.g. VRF-ID 1001);

(302) extracting from a configuration information on the interface of the source edge router
(PE-1), a zone-identity (zone-ID), of a destination edge router (e.g. PE-2) to which a
destination host router (e.g. CE-A2) Is associated, wherein the destination host router (CE-A2)
IS connected to the destination host (SRV-A);

(303) Including, adding or injecting the zone-ID and the VRF-ID at Layer 2.5 of the data packet;
and

(304) sending the data packet towards the destination edge router (PE-2) having the assigned
zone-|D.

[0091] The step (304) of sending the data packet towards the destination edge router (PE-2)
Includes, determining from a routing table (of PE-1) whether there Is at least a next hop router
to which the data packet is to be send to before reaching the destination edge router.

[0092] In the example of Figure 2, the ZLSRP routing table of PE-2 tells us that the next hop
router 1Is R2. So PE-1 will send the data packet to R2. Subsequently, R2, being configured with
the ZLSRP protocol, will check if the zone-ID of the received packet matches the zone-ID
assigned to R2. So R2 determines from its routing table the next hop router to which the data
packet i1s to be sent to. This can be either R3 or R4.

[0093] Assuming that it Is R3 that receives the data packet, R3 will determine from its routing
table that the next hop router iIs RS and send the data packet to R5. Then RS will determine
from its routing table that the subsequent next hop router to send the packet to is the
destination edge router PE-2 since the zone-ID of RS does not match the zone-ID indicated In
the data packet. VWWhen PE-2 receives the data packet, PE-2 will check the zone-ID at Layer 2.5
of the data packet and since the zone-ID matches the zone-ID of PE-2, PE-2 will remove the
zone-|1D and the VRF-ID from the data packet and forwards the data packet to CE-A2 which is
the destination router directly connected to the destination host (SRV-A).

[0094] The Interface (GO/1) connecting PE-2 and CE-A2 Is used for sending the data packet
because this interface has VRF-ID 1001 which i1s equal to the VRF-ID indicated in the data
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packet received by PE-1.

[0095] When the destination host router (CE-A2) recelves the data packet without zone-ID and
without VRF-ID, it looks at Layer 3 of the data packet and based on the |P destination, it
forwards the data packet to the final destination i1.e. to SRV-A. CE-A2 looks at Layer 3 of the

data packet because this router does not run ZLSRP and also the data packet does not
contain a zone-ID.

[0096] The actions performed by the next hop router (in our example transit router RS) are
llustrated in Figure 4A.

(401) recelving the data packet including the zone-ID and the VRF-ID;

(402) determining from the routing table the |IP address of the subsequent next hop router.
This Is done because the zone-ID of the packet does not match the zone-ID of this router; and

(403) sending the data packet to the subsequent next hop router.

[0097] The action performed by the subsequent next hop router (in our example this Is
destination edge router PE-2) are shown In Figure 4B.

(404) recelving the data packet, including the zone-ID and the VRF-ID;

(405) removing the zone-ID and the VRF-ID from the data packet. This i1s performed because
this router 1s the destination edge router of the SP (the zone-ID In the data packet is equal to
the zone-ID of this router); and

(406) sending the data packet to the destination host router (here CE-A2) on the Interface
iIdentified by VRF-ID (here 1001).

The same principles are used for the delivery of Packet-B to SRV-B, except that PE-2 sends
Packet-B on the interface having VRF-ID 1002 and connecting PE-2 and CE-B2.

[0098] Referring to Figure §, there 1s depicted a simplified block diagram illustrating a router or
routing device 500 acting as the source edge router (e.g. PE-1). The router 500 comprises a
processing circuit or a processing module or a processor 510; a memory module 520; a
receiver circuit or receiver module 540; a transmitter circuit or transmitter module 550; and a
transceiver circuit or transceiver module 530 which may include the transmitter circuit 550 and
the receiver circuit 540. The router 500 may be a wireless router or fix router that can be
connected through cables to hosts and to other network devices (e.g. other routers). The
router 500 may support any radio access technology including 2G, 3G, 4 G, 5G, Wifi, Wimax or
a combination thereof.

[0099] The processing module/circuit 510 includes a processor, microprocessor, an application
specific integrated circuit (ASIC), field programmable gate array (FPGA), or the like, and may
be referred to as the "processor 510." The processor 510 controls the operation of the router
500 and its components. Memory (circuit or module) 520 includes a random access memory
(RAM), a read only memory (ROM), and/or another type of memory to store data and
Instructions that may be used by processor 510. In general, it will be understood that the router
500 In one or more embodiments includes fixed or programmed circuitry that i1s configured to
carry out the operations in any of the embodiments disclosed herein.
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[0100] The processor 510 i1s configured to execute computer program instructions from a
computer program stored Iin a non-transitory computer-readable medium that i1s in, or iIs
accessible to the processing circuitry. Here, "non-transitory” does not necessarily mean
permanent or unchanging storage, and may include storage in working or volatile memory, but
the term does connote storage of at least some persistence. The execution of the program
Instructions stored in the memory specially adapts or configures the processor 510 to carry out
the operations of the router 500 disclosed herein. Further, it will be appreciated that the router
500 may comprise additional components not shown in Figure 5.

[0101] The source edge router 500 Is operative to: receive a data packet from a source host
router connected to a source host, said packet including a source |IP address of the source
host and a destination |IP address of a destination host, the data packet being received on an
Interface of the source edge router identiflied by a VRF-ID. The router is further operative to
extract, from a configuration information on said interface, a zone-ID of a destination edge
router to which a destination host router 1s associated, wherein the destination host router is
connected to the destination host. The router 500 i1s further operative to include or add the
zone-|1D and the VRF-ID at Layer 2.5 of the data packet; and to send the data packet towards
the destination edge router having the assigned zone-ID. The router 500 i1s further operative to
determine, from a routing table, whether there is at whether there is at least a next hop router
to which the data packet is to be send to before reaching the destination edge router, and that
being the case, the router is operative to send the data packet to the next hop router.

[0102] There Is also provided a computer program comprising Instructions which when
executed on at least one processor 510 of the router 500 according to embodiments herein,
cause the at least one processor 510 to carry out the method previously described. Also a
carrier containing the computer program is provided, wherein the carrier is one of a computer
readable storage medium; an electronic signal, optical signal or a radio signal.

[0103] Referring to Figure 6, there 1s depicted a simplified block diagram illustrating a router or
routing device 600 acting as the destination edge router (e.g. PE-2). The router 600 comprises
a processing circuit or a processing module or a processor 610; a memory module 620; a
receiver circuit or receiver module 640; a transmitter circuit or transmitter module 650; and a
transceilver circuit or transceiver module 630 which may include the transmitter circuit 650 and
the receiver circuit 640. The router 600 may be a wireless router or fix router that can be
connected through cables to hosts and to other network devices (e.g. other routers). The
router 600 may support any radio access technology including 2G, 3G, 4 G, 5G, Wifi, Wimax or
a combination thereof.

[0104] The processing module/circuit 610 includes a processor, microprocessor, an application
specific integrated circuit (ASIC), field programmable gate array (FPGA), or the like, and may
be referred to as the "processor 610." The processor 610 controls the operation of the router

600 and its components. Memory (circuit or module) 620 Includes a random access memory
(RAM), a read only memory (ROM), and/or another type of memory to store data and
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Instructions that may be used by processor 610. In general, it will be understood that the router
600 In one or more embodiments includes fixed or programmed circuitry that is configured to
carry out the operations in any of the embodiments disclosed herein.

[0105] The processor 610 Is configured to execute computer program instructions from a
computer program stored Iin a non-transitory computer-readable medium that 1s In, or iIs
accessible to the processing circuitry. Here, "non-transitory” does not necessarily mean
permanent or unchanging storage, and may include storage in working or volatile memory, but
the term does connote storage of at least some persistence. The execution of the program
Instructions stored in the memory specially adapts or configures the processor 610 to carry out
the operations of the router 600 disclosed herein. Further, it will be appreciated that the router
600 may comprise additional components not shown in Figure 6.

[0106] The destination edge router 600 Is operative to: receive a data packet comprising at
Layer 2.5 of the data packet a zone-ID assigned to the destination edge router 600, an
Interface identity (VRF-ID) identifying the interface on which a source edge router 500 received
the data packet from a source host router, and a destination |IP address of a destination host;
The router 600 is further operative to remove the zone-ID and the VRF-ID from the data

packet; and to send the data packet to the destination host router, on an interface of the
destination edge router 600 identified by the VRF-ID.

[0107] There Is also provided a computer program comprising Instructions which when
executed on at least one processor 610 of the router 600 according to embodiments herein,
cause the at least one processor 610 to carry out the method previously described. Also a
carrier containing the computer program is provided, wherein the carrier is one of a computer
readable storage medium; an electronic signal, optical signal or a radio signal.

[0108] Throughout this disclosure, the word "comprise” or "comprising” has been used In a
nonlimiting sense, I.e. meaning "consist at least of". Although specific terms may be employed
herein, they are used in a generic and descriptive sense only and not for purposes of imitation.

In particular, the embodiments herein may be applicable is any wired or wireless systems,
Including 2G, 3G, 4G, 5G, Wifi, WiMax etc.
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FREMGANGSMADE TIL ROUTING AF DATAPAKKER | EN NETVAERKSTOPOLOGI

Patentkrav

1. Fremgangsmade til routing af datapakker i en netveerkstopologi, hvilken

fremgangsmade omfatter falgende:
— ved en kilde-edge-router modtages (301) der en datapakke fra en kilde-host-
router, som er forbundet med en kilde-host, hvor datapakken omfatter en kilde-IP-
adresse pa kilde-hosten og en mal-IP-adresse pa en mal-host, idet datapakken
modtages pa en graenseflade af kilde-edge-routeren, der identificeres ved hjeelp
af en virtuel privat netveerksidentitet, et VRF-ID; hvor fremgangsmaden yderligere
omfatter:
— ved kilde-edge-routeren, ud fra en konfigurationsinformation pa greensefladen af
kilde-edge-routeren, ekstraheres (302) der en zoneidentitet, et zone-ID, som er
tildelt en mal-edge-router, hvortil en mal-host-router er tilknyttet, hvor mal-host-
routeren er forbundet med mal-hosten, og hvor konfigurationsinformationen er
tildelt kilde-edge-routeren, og det zone-ID, som er tildelt mal-edge-routeren, er
unikt; idet mal-edge-routeren er lokaliseret i en zone, der er forskellig fra en zone
for kilde-edge-routeren:;
— ved hjeelp af kilde-edge-routeren indbefattes (303) zone-ID'et og VRF-ID'et
Imellem informationerne | [ag 2 og lag 3 | datapakken;
— ved hjeelp af kilde-edge-routeren sendes (304) datapakken hen til mal-edge-
routeren, der har det tildelte zone-ID; hvor afsendelse af datapakken indbefatter:
pestemmelse, ud fra en routing-tabel for kilde-edge-routeren, af, hvorvidt der er
mindst én nasste hop-router, hvortil datapakken skal sendes, inden den nar mal-
edge-routeren, der har zone-ID'et; og i sa fald afsendes datapakken til den naeste
hop-router; og
— ved hjaelp af den naeste hop-router bestemmes (401) det, om zone-ID'et | den
modtagne datapakke adskiller sig fra et zone-ID, der er tildelt den naeste hop-
router, og i sa fald bestemmes (402), ud fra en routing-tabel for den nasste hop-

router, adressen pa en efterfelgende naeste hop-router, hvortil datapakken, der
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omfatter zone-ID'et og VRF-ID'et, skal videresendes; og datapakken sendes (403)

til den efterfelgende naeste hop-router.

2. Fremgangsmade ifelge krav 1, der yderligere omfatter falgende: hvis den efterfalgende
naeste hop-router er mal-edge-routeren, fijernes (405), ved hjeelp af mal-edge-routeren,
zone-|D'et og VRF-ID'et fra informationerne mellem lag 2 og lag 3 | datapakken, og

datapakken sendes (406) til mal-host-routeren pa den graenseflade, der identificeres af
VRF-ID'et.
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