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(57) Hauptanspruch: A method of determining whether pro
tected content stored on a first communication device (201) 
are to be accessed by a second communication device 
(203), the method comprising the step of performing a dis
tance measurement between the first (201) and the second 
communication device (203) and checking whether said 
measured distance is within a predefined distance interval, 
characterized in that the distance measurement is an 
authenticated distance measurement and in that the first 
and the second communication device share a common 
secret and said common secret is used for performing the 
distance measurement and wherein the first device (201) 
authenticates the second device (203) and then the first 
device (201) securely shares the common secret with the 
second device (203) according to a key management proto
col, and wherein the common secret is shared before perfor
ming the distance measurement.



Beschreibung

[0001] Der X. Zivilsenat des Bundesgerichtshofs hat 
auf die mündliche Verhandlung vom 23. Januar 2024
für Recht erkannt:

Auf die Anschlussberufung der Beklagten und 
unter Zurückweisung der Berufung der Klägeri
nnen wird das Urteil des 5. Senats (Nichtigkeits
senats) des Bundespatentgerichts vom 20. 
Oktober 2021 abgeändert.

Das europäische Patent 1 973 297 wird mit Wir
kung für die Bundesrepublik Deutschland 
dadurch teilweise für nichtig erklärt, dass die 
Patentansprüche 1 und 16 die nachfolgende 
Fassung erhalten und sich die übrigen Ansprü
che auf diese Fassung beziehen.

Patentansprüche

1. A method of determining whether protected 
content stored on a first communication device 
(201) are to be accessed by a second communica
tion device (203), the method comprising the step of 
performing a distance measurement between the 
first (201) and the second communication device 
(203) and checking whether said measured distance 
is within a predefined distance interval, characte
rized in that the distance measurement is an authen
ticated distance measurement and in that the first 
and the second communication device share a com
mon secret and said common secret is used for per
forming the distance measurement and wherein the 
first device (201) authenticates the second device 
(203) and then the first device (201) securely shares 
the common secret with the second device (203) 
according to a key management protocol, and whe
rein the common secret is shared before performing 
the distance measurement.

2. A method according to claim 1, wherein the 
common secret is securely shared with the second 
device by encrypting the common secret using a 
public key of a private/public key-pair.

3. A method according to claim 1, wherein the 
distance measurement comprises a round trip time 
measurement to determine the measured distance.

4. A method according to claim 3, wherein the 
round trip time measurement is performed according 
to the following steps, 
- transmitting (305) a first signal from the first com
munication device (201) to the second communica
tion device (203) at a first time t1, said second com
munication device being adapted for receiving (311) 
said first signal, generating (313) a second signal by 
modifying the received first signal according to the 
common secret and transmitting (315) the second 
signal to the first device, 

- receiving (317) the second signal at a second time 
t2, 
- checking (319) if the second signal has been modi
fied according to the common secret, 
- determining (323) a time difference between the 
first time t1 and the second time t2.

5. A method according to claim 4, wherein the 
first signal is a spread spectrum signal.

6. A method according to claim 5, wherein the 
step of checking if the second signal has been modi
fied according to the common secret is performed by 
the steps of, 
- generating a third signal by modifying the first sig
nal according to the common secret, 
- comparing the third signal with the received 
second signal.

7. A method according to claim 4, wherein the 
first signal and the common secret are bit words 
and where the second signal comprises information 
being generated by performing an XOR between the 
bitwords.

8. A method according to claim 1, wherein the 
common secret has been shared before performing 
the distance measurement, the sharing being perfor
med by the steps of, 
- performing an authentication check (205) from the 
first communication device (201) on the second 
communication device (203), by checking whether 
said second communication device (203) is compli
ant with a set of predefined compliance rules, 
- if the second communication device is compliant, 
sharing (207) said common secret by transmitting 
said secret to the second communication device 
(203).

9. A method according to claim 8, wherein the 
authentication check further comprises checking if 
the identification of the second device (203) is com
pliantwith an expected identification.

10. Amethod according toclaim 1, wherein the 
protected content stored on the first device (201) 
are sent to the second device (203) if it is determi
ned that the protected content stored on the first 
device (201) are to be accessed by the second 
device (203).

11. A method as in claim 10, wherein the protec
ted content can be sent between the first and the 
second device after the distance has been measu
red in a secure authenticated way.

12. A method according to claim 1, wherein 
authenticating of the second device (203) by the 
first device (201) comprises the steps of checking 
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whether the second device (203) is a compliant 
device.

13. A method according to claim 1, wherein 
authenticating of the second device (203) by the 
first device (201) comprises the step of checking 
whether the second device (203) really is the device 
identified to the first device (201).

14. A method according to claim 1, wherein 
securely sharing the secret with the second device 
(203) by the first device (201) comprises transmitting 
a random generated bit word to the second device 
(203).

15. A method according to claim 1, wherein the 
shared common secret is afterwards used for gene
rating a secure authenticated channel between the 
first (201) and the second communication device 
(203).

16. A first communication device (201) configu
red for determining whether protected content sto
red on the first communication device (201) are to 
be accessed by a second communication device 
(203), the first device comprising means for perfor
ming a distance measurement between the first 
(201) and the second communication device (203) 
and checking whether said measured distance is 
within a predefined distance interval, characterized 
in that the distance measurement is an authentica
ted distance measurement and that the first device 
comprises a memory storing a common secret also 
stored on the second communication device, which 
common secret is used for performing the distance 
measurement, the first device being configured 
(411, 413, 417) for authenticating the second device 
(203) and then securely sharing the secret with the 
second device before performing the distance mea
surement.

Es folgen keine Zeichnungen
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