Office de la Propriete Canadian CA 2680092 C 2015/12/15

Intellectuelle Intellectual Property
du Canada Office (11)(21) 2 680 092
Un organisme An agency of 12) BREVET CANADIEN
'Industrie Canada ndustry Canada
CANADIAN PATENT
(13) C
(86) Date de depot PCT/PCT Filing Date: 2008/03/03 (51) CLInt./Int.Cl. HO4N 21/458 (2011.01),
(87) Date publication PCT/PCT Publication Date: 2008/09/12 HO4N 21/4147(2011.01)
2 1s , (72) Inventeurs/Inventors:
(45) Date de delivrance/lssue Date: 2015/12/15 LEBUHAN CORINNE. CH:
(85) Entree phase nationale/National Entry: 2009/09/04 IPPACH, HOLGER, CH:
(86) N° demande PCT/PCT Application No.: EP 2008/052580 FULLTON, LAURA, CH; -
VERBESSELT, IVAN, BE
(87) N° publication PCT/PCT Publication No.: 2008/107424 ,
S (73) Proprietaire/Owner:
(30) Priorite/Priority: 200//03/06 (EPO/103634.7) NAGRAVISION S.A.. CH

(74) Agent: GOWLING LAFLEUR HENDERSON LLP

(54) Titre : PROCEDE DE COMMANDE DE L'ACCES A UN CONTENU AUDIO/VIDEO A ACCES CONDITIONNEL
(54) Title: METHOD TO CONTROL THE ACCESS TO CONDITIONAL ACCESS AUDIO/VIDEO CONTENT

DVR

E DES

—

(57) Abrege/Abstract:

The present invention aims at solving the financial revenue loss due to the presence of digital video recorder that allow shipping the
commercial breaks. The solution is based on a method to control the access to conditional access audio/video content comprising
at least one advertisement section, sald content being played on a digital video recorder associated with a security module (SM)
and being formed by at least an advertisement section and a main content section, this method comprising the steps of : -defining a
control Information associated with the audio/video content, said control information beling stored in the security module, -updating
the control information In the security module with condition Information included in an Control Message relatlng to the
advertisement section of the audio/video content, -receiving by the security module of an Control Message relating to the main
content section of sald audio/video content and containing a condition information In relation with the stored control information,
-verifying that the condition information contained in the Control Message relating to the main content section match with the stored
control information, and in the positive event, returning to the digital video recorder an authorization signal allowing the access the
main content section of the audio/video content.

AR, ...
X s %@ '"".
OIS -
B AN <0
~ a4 aw ey

C anad a http.//opic.ge.ca + Ottawa-Hull K1A 0C9 - atp.//cipo.ge.ca

OPIC - CIPO 191




CA 02680092 2009-09-04

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization [~
International Bureau %

(10) International Publication Number

WO 2008/107424 Al

(43) International Publication Date
12 September 2008 (12.09.2008)

(51) International Patent Classification: (74) Agent: LEMAN CONSULTING S.A.; Chemin de Pré-
HO4N 7716 (2006.01) HO4N 77167 (2006.01) cossy 31, CH-1260 Nyon (CH).

(21) International Application Number: (81) Designated States (unless otherwise indicated, for every

PCT/EP2008/052530 kind of national protection available): AE, AG, AL, AM,

AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ, CA,

(22) International Filillg Date: 3 March 2003 (03032008) CH, CN,CO,CR,CU,CZ.DE, DK, DM, DO, DZ, EC. EE,

EG, ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,

(25) Filing Language: English IL. IN. IS. JP, KE. KG. KM. KN. KP, KR. KZ. LA. 1.C.
| LK. LR. LS. IT. LU. LY. MA. MD. ME. MG. MK. MN

6 b hd t. : 2 bl bl bl bl b bl b b 2 bl b
(46) Fublication Lenguage English MW, MX, MY, MZ. NA. NG. NL. NO. NZ. OM. PG. PLI.
(30) Priority Data: PL. PT, RO. RS. RU, SC. SD. SE. SG. SK. SL. SM. SV,
07103634.7 6 March 2007 (06.03.2007) EP SY, TJ, TM, TN, IR, TT, TZ, UA, UG, US, UZ, VC, VN,

A, M, 7. W.

(71) Applicant (for all designated States except US): NA-
GRAVISION S.A. [CH/CH]; Route de Geneéve 22-24. (84) Designated States (unless otherwise indicated, for every

CH-1033 Cheseaux-sur-lausanne (CH). kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
(72) Inventors; and /W), Burasian (AM, AZ, BY, KG, KZ, MD, RU, 1], TM),
(75) Inventors/Applicants (for US only): LEBUHAN, European (AT, BE, BG, CH, CY, CZ, DE, DK, ELE, ES, I1,
Corinne [FR/CH]; Batterie des Vérollys 19, CH-1619 FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, L.V, MC, MT, NL.,
Les Paccots (CH). IPPACH, Holger [DE/CH]; Chemin NO, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CFE, CG,

des Fleurettes 37, CH-1007 Lausanne (CH). FULLTON, CI, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Laura [CH/CH]; Galeries St. Francois, B, CH-1003 Lau-
sanne (CH). VERBESSELT, Ivan [BE/BE]; Acacialaan Published:
39, B-1840 Londerzeel (BE). —  with international search report

(54) Title: METHOD TO CONTROL THE ACCESS TO CONDITIONAL ACCESS AUDIO/VIDEO CONTENT

Fig. 1

(57) Abstract: The present invention aims at solving the financial revenue loss due to the presence of digital video recorder that
allow shipping the commercial breaks. The solution is based on a method to control the access to conditional access audio/video
content comprising at least one advertisement section, said content being played on a digital video recorder associated with a security
module (SM) and being formed by at least an advertisement section and a main content section, this method comprising the steps
o0 of : -defining a control information associated with the audio/video content, said control information being stored in the security
&= module, -updating the control information in the security module with condition information included in an Control Message relating
& (0 the advertisement section of the audio/video content, -receiving by the security module of an Control Message relating to the main
@\ content section of said audio/video content and containing a condition information in relation with the stored control information,
-verifying that the condition information contained in the Control Message relating to the main content section match with the stored
control information, and in the positive event, returning to the digital video recorder an authorization signal allowing the access the
main content section of the audio/video content.

/107424 A1 0LV AT TN 0 0 O A

WO



10

15

20)

25

CA 02680092 2009-09-04
WO 2008/107424 I PCT/EP2008/052580

Method to control the access to conditional access audio/video

content

Introduction

The present invention concerns the field of audio/video events watched by an end

user from a digital video recorder.

Background art

Today, the use of DVR (Digital Video Recorder) or PVR (Personal Video Recorder)
gives the possibility to watch movies that were broadcast or downloaded at a
previous time. One important motivation for using such a recorder even for watching
live television programs is the abllity to pause and freeze the current program and

continue to watch it later without missing the period where the user was not present.

One collateral effect of this main feature is the possibility to skip the advertisement
spread in the movies. One can find in the market DVR devices that detect the
advertisement periods and automatically jump forward to the subsequent movie
segment. Since advertisement is an important means to finance the movie
distribution, the spread of technical means to skip the adverts can lead to financial

loss for the content provider.

In the document US200104982, it is described a method for encouraging the viewer
to keep on watching the advertisements by carefully authoring the first or last number
of seconds of a commercial break to provide a "teaser” to entice the viewer to watch
multiple commercials during the commercial break, instead of skipping it using the
fast forward or jump functions of the DVR. To this end, when the viewer selects a
recorded program from the DVR's storage device for playback, an advertisement is

first retrieved from the storage device and displayed before the main program.

However, the user Is still free to skip the advertisement using the fast forward or the

jump function of the DVR.

In pay TV applications where content Is subject to conditional access enforcement by
a security module, the situation is the same: when a playback request is issued, the

DVR sends the Entitlement Control Messages to the security module and, provided
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that the rights to watch the movie are entitled, the security module returns the key to

decrypt the movie including the advertisements. The security module cannot lock the
fast forward or jump function within the DVR.

In order to link the advertisement section with the valuable content, a solution was
described In the document US2003/0154378. The broadcasted images contain two
areas, an advertisement area and a valuable content area, the key to access the
valuable area being watermarked in the advertisement area so that removing the

advertisement area lead to forbidding the access to the valuable content.

In the document WO 2004/056116, the broadcast of advertisements on portable
video device Is duly accounted and charged to the advertiser. This document
describe how collecting feedback information by watching the user's reaction such as
modifying the sound level.

Brief description of the invention

The present invention aims at solving the financial revenue loss due to the presence

of digital video recorders that allow skipping the commercial breaks.

The solution is based on a method to control the access to conditional access
audio/video content played on a digital video recorder associated with a security
module (SM) and being formed by at least an advertisement section and a main
content section intended to be watched at different time, this method comprising the
steps of :

- receiving a initial message relating to the audio/video content (ACM) comprising the
identification of an audio/video content and checking if control information (CTl)
related to said audio/video content is stored in the security module (SM), Iin the
negative event, creating a record comprising the identification of the audio/video

content and an initialized control information (CTI),

- receiving a first message relating to the advertisement section of the audio/video
content (ACM) comprising the identification of the audio/video content and updating
information (Upl), updating the control information (CTI) related to said identified
audio/video content in the security module (SM) with the updating information (Upl),

said first message being received while receiving the advertisement section,
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- recetving by the security module a second message included in the main content
section (MCM) of said audio/video content and comprising the identification of the

audio/video content and condition information (Cl) in relation with the stored control
iInformation (CTI),

- verifying that the condition information (Cl) contained in the second message matches
with the stored control information (CTI), and in the positive event, returning to the

digital video recorder an authorization signal allowing the access the main content
section of the audio/video content,

wherein the advertisement section contains several first messages (ACM), the
processing of each of these messages allowing to form the control information (CTl)

suitable to produce the authorization signal while processing the Control Message of the
main content section.

In accordance with the present invention there is provided security module (SM) for
controlling the playback of audio/video content comprising at least one advertisement
section and a main content section, this security module comprising a control
information (CTIl) dedicated to an audio/video content, means of receiving and updating
the control information (CTIl) with updating information (Cl) included in a Control
Message relating to the advertisement section (ACM) of the audio/video content, means
for receiving a Control Message relating to the main content section (MCM) of said
audio/video content and containing a condition information (Cl) in relation with the
stored control information (CTl) and comparison means to compare if the condition
information (CI) contained in the Control Message relating to the main content section
(MCM) match with the stored control information (CTl), and in the positive event, means
for returning an authorization signal to grant access to the main content section of the
audio/video content, wherein the security module has means to receiving several first
messages (ACM) during the advertisement section, the processing of each of these
messages allowing to form the control information (CTI) suitable to produce the

authorization signal while processing the Control Message of the main content section.

To this end, the audio/video content contains mainly two types of Control Messages,

i.e. a first message related to advertisement section of the content and a second
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message related to the main content section (e.g the movie itself). In the first message,

~ condition data are present and are interpreted by the security module.

These condition data will set (or update) the control information in such a state that at a

later stage, when the second message related to the main content section of the

content Is processed, the condition information contained in the second message is
compared with the control information contained in the security module. In case that the

verification matches, the security module will grant access to the content by returning to

the digital video recorder the necessary authorization information.

The authorization information can be the key to decrypt the main content section or an

authorization information to the digital video recorder to inform it that the playback of the

main content section is allowed.

According to a particular embodiment, an initial message is broadcasted prior to the first

messages In order to initialize a record in the security module, said record comprising
the identification of the broadcasted signal.

Brief description of the drawings

The present invention is described in the attached figures in which:

- figure 1 shows a block diagram of the digital video recorder DVR,

- figure 2 shows an example of how to handle the advertisement conditions

Detailed description of the invention
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In the figure 1, a digital video recorder DVR is schematically illustrated. It comprises
a storage media ST In the form of a hard disk of large capacity, a filtering unit Fl, a
security module SM and a descrambler/decompression module DESC. The filtering
unit FI extracts the messages intended for the security module SM from the data

stream representing the content.

The security operations are carried out in a security module SM associated to the
digital video recorder. This type of security module can be produced in particular
according to four different forms. One of these consists in a microprocessor card, a
smart card, or more generally an electronic module (taking the form of a key, of a
badge,...). This type of module is generally removable and connectable to the digital
video recorder. The most used form is the one with electric contacts, but does not

exclude a connection without contact, for example of the 1ISO 14443 type.

A second known form consists In an integrated circuit chip, generally placed In the
digital video recorder printed circuit board in a definitive and irremovable way. An
alternative Is made up of a circuit wired on a base or connected such as a SIM

module connector.

In a third form, the security module Is integrated into an integrated circuit chip that
also has another function, for example in a descrambling module of the decoder or
the microprocessor of the decoder. The security module Is therefore a portion of a

larger Silicon circulit.

In a fourth embodiment, the security module is not realized in hardware, but rather its
function is iImplemented only by software. Known technigues can be used to protect

this software from tampering, by obfuscation for example.

Although the security level differs, given that in the four cases the function is
identical, the term security module will be used in what follows regardless of the way

In which its function is realized or the form that can be taken by this module.

The digital video recorder DVR can act as simple set-top-box, i.e. receiving the data
stream and processing it without storing it. The storage unit ST can be used In
various ways. According to a first embodiment, the storage unit ST is used for time-
shifting operation. The data stream Is stored in the storage unit ST and read at the

same time at a different location. The read operation usually erases the portion read
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In order to not saturate the storage unit even right after the read operation or at a

predefined later time.

The storage unit ST according to a second embodiment is used for pushing a content
from the distribution network to the unit. In the push operation, the selection of the
content to be stored Is made by the provider, possibly taking into account the user's
preferences. The content is pushed on the storage unit preferably at a time when the

digital video recorder is not used.

Alternately, the content can be stored in the storage unit pursuant a user's order. The

content Is purchased by the user and sent to the storage unit.

The content contains at least one advertisement section and a main section. Both
sections can form a single file or can be split into different files, for example in a
embodiment using advertisement profile. The present invention aims at linking the
viewing of the advertisement section to the playback of the main content section (the

movie itself).

Once the security module receives an initial message, a record is created and
associlated with the event identification contained in the initial message. The record
created contains a free space to store the updating information (a key or a counter)

used In relation with the main content section.

Once the security module receives a first message, it decrypt it according to a
transport key and process the updating information. It is to be noted that the initial
message can be a first message received for the first time, the security module
creating the record associated with the identification of this event and processing the

updating information.

For subsequent first messages or second messages, the identification of the event
contained In these message is compared with the identification in the record stored
so that a given record in the security module will be updated (ad section) or

compared (main section) only with messages related to the same event.

The Initial message can contains an expiration date at which the record created can
be deleted. The security module, when creating a new record can scan the previous

records to check the ones that are expired and can overwrite said records.
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Partial key solution

This advertisement section contains at least one Control Message that comprise
updating information Upl that will interact with the control information CTI. This
control information Is created at the back-end while the authorization gata is
processed related to the content. A right is stored within the security module that
comprises an identification of the event. Beside this identification, the access rights
are stored that define the usage rules (e.g. number of viewings allowed). In addition

to the access rights, an additional register is assigned to this content in the security
module, In order to store the control information.

These authorization data are loaded for example by means of an entitlement
management message (EMM). This management message can be broadcast or
unicast depending on the network capability, and it can be encrypted with a unique
key pertaining to the security module of a particular digital video recorder. For
Instance, this management message can be loaded while the digital video recorder Is

IN communication with the management system (via Internet for example).

In parallel, the access keys (CW control words) necessary to descramble any portion
of the content are embedded in Control Messages (CM) that are transmitted
alongside the content. In order to enforce the advertisement playback control,
different types of Control Messages are transmitted alongside respectively the
advertisement sections and the main content sections.

In this first embodiment, the updating information in the Control Message of an
advertisement section contains all or part of the access key(s) that are necessary to
decrypt the main content section of the content. This key data can be embedded In
one Control Message or split over several messages that are distributed along the
advertisement section. It is therefore necessary to send all the Control Messages
associated with the advertisement section (ACM) to the security module so that the
access key Is built from them. Faliling to do so results in the inabllity of the security
module to subsequently provide the access key to descramble the content
corresponding to the matching main content section. The access key can be divided

Into several parts and each updating information is necessary to form the content
key.
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The updating information is made of a first value K1, which is combined (for instance
using any appropriate function, f, denoted by the operator ®) with the second

updating info K2 and so on to form the access key CTK.
CTK=K1®K2® K3 ® ... Kn

The intermediate result is stored in the security module SM In the control information
CTIl. Each updating information Kn is necessary to form the final access key. |If one is

missing the final access key will be wrong.

In order to avoid processing twice the same Control Message and thus having at the
end a wrong result, the control information can contain an index that stores the index
of the current Control Message. As a consequence, the security module will not
accept to update the control information from a Control Message having the same or
a lower index than expected. At the end of the advertisement section, the control
iInformation CTl is the key to decrypt the subsequent part of the content, i.e. the main

content section.

Other combination of the information contained in the various Control Messages can
be used such as using the second and following keys K2...Kn to encrypt the first

information received K1
CTK = (((({ K1)K2)K3)..)Kn

In this case, the access key Is replaced by this calculated access key CTK and will
be valid for the current main content section until a new advertisement section is
detected in the content. In case that different access keys are used for the different
main content sections, they are stored in the security module to be resumed In case

that the user request a rewind function in a previous main content section.

It is worth noting that the Control Message CM is both encrypted and preferably
signed to ensure that it has not been tampered with. As a result,of the encryption
only the security module can access and decrypt this message. The signature makes
use of asymmetric cryptography to authenticate the message; the message should
be correctly signed with a private key only present in the management system. The

security module checks the validity of the message with the public key of the
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message issuer, the management system. If the signature does not match, the

message will not be processed.

Counter control

In the simplest implementation mode, the control information is in fact a counter while

5 the condition information can be as simple as a threshold value to be met by the

stored counter.

Each (different, see above) Control Message (CM) of the advertisement section will
then modify the counter. The simplest way Is to count the messages and ensure that
each message Is processed only once to increment the counter. This Is achieved

10  according to various modes.

e Index mode: beside the counter value, an index corresponding to the index of
the Control Message Is stored. An increment of the counter is only allowed If
the current message has in index following the stored index. This forbids a
wild increment of the counter from for example the first message to the last
15 message of the advertisement section as the result of a jJump command by the
end user.

e Setting mode : the Control Message contains the value of the counter to be
set. The counter Iis updated with the value contained Iin this message only If

the counter value I1s one unit before the value.

20 e Table mode: the Security Module stores a table with pre-defined location for
the advertisement CMs. Each CM that is decrypted results in setting a value
e.g. 1, in the matching table entry. The advertisement section is considered to
be viewed only once the table entries are all been filled up to the table index

matching the condition information carried by the associated main content
25 MCM.

The figure 2 shows the control information CTI in the form of a counter increased
during the advertisement section AD1.

In order to make sure the whole advertisement period Is viewed and not only part of
it, which would result in a partial, useless key, the Control Message of the matching

30 main content section MV1 contains an additional condition information CI
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corresponding to the final expected value of the control information CTI. The

authorization signal is returned by the security module only once the value of the

control information CTl is greater than or equal to the condition information CI.

The CMs associated with the main content section may still contain:

e FEither a part CK of the access key CW for this section, to be combined with
the calculated key CTK resulting from the handling of the former CMs from

the advertisement section;

e Orthe access key CW for this section, itself encrypted (CK is the encrypted

CW), symmetrically or asymmetrically, with the calculated key CTK resulting

from the handling of the former CMs from the advertisement section;

e Or specific data, which must be combined with the calculated information
resulting from the handling of the former CMs from the advertisement section

to compute the correct descrambling key CW for this section.

This results in the formula: CW=f(CTK,CK)

It would by apparent that a rewind to the beginning of the content has no impact on
the limitation to jump over the advertisement as long as the control information stores
a value higher or equal than the threshold (condition information Cl) contained in the

Control Message of the main content section.

In case that a second advertisement section AD2 is present in the content, it is also
necessary to prevent the jJump from the first main content section MV1 to the second
useful MV2, without viewing the second advertisement section AD2. To this end, the
condition information attached to the Control Message of the second main content
section needs to be of a higher value than formerly. Typically, this value cumulates
the counts for all the former advertisement periods and not only the latest one.
Similarly, the control information handled by the security module Is not reset. In case
that the second advertisement section ADZ2 i1s watched, the control information will be
iIncremented up to the second threshold value requested by the second main content
section MV2.

From that point, any rewind within the first or the second main content sections is

completely free and no limitation is imposed.



10

15

20

25

30

CA 02680092 2009-09-04
WO 2008/107424 10 PCT/EP2008/052580

In practice, it may not always be possible to derive the descrambling key CW for the
main content section from the advertisement section data because of the constraints
It Imposes on the broadcast back end generating the keys, as well as on the receiver
that would have to bufferize the advertisement sections for any possible channel the
user may tune in channel surfing mode. Those limitations are especially relevant in a
live broadcast environment compliant with the DVB simulcrypt standard [Digital Video
Broadcasting (DVB); DVB SimulCrypt:; Part 1: Head-end architecture and
synchronization,” European Telecommunications Standards Institute, ETSI Technical
Report TS 101 197-1 vl.1.1 Jun. 1997.], but also in VOD applications or DVR
iImplementations where a single content key Is used rather than the rotating crypto-
period keys (control words). In the latter case, the Control Message CM becomes the

equivalent of a content license.

In case that the same key is used throughout the content, the same principles can
still apply by handling the usage rules or access criteria associated with later DVR
content playback that are typically carried within the Entitlement Control Message,
rather than handling the actual content keys. In that case, typically, at least one
different Entitlement Control Message still needs to be associated with each section
(advertisement or main content section) even when a single content key is used to

descramble the content.

The usage rules or the access criteria from the Control Message specify that when
the main content section Is resumed, an authorization request is performed with the
security module. This latter return on GO/No GO to the DVR depending on the
control information CTIl and the condition information contained in the DVR request.
The license or Entitlement Control Message that is attached with the main content
section of the content describes the usage rules as well as the condition information
to be met as a condition for playback, while the license or Entitlement Control
Message that is attached with the matching advertisement section describes the
usage rules as well as the update information to be used by the security module to

update the stored control information.

According to this first example, the main content section following the advertisement
section cannot be played back if the ad has not been watched totally. In order to

make sure that the whole advertisement section Is viewed, the associated content
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license may be split in as many segments as necessary and the combination of all
segments Is then required to properly update the stored control information, which

prevents the end user to skip any single segment in the advertisement section.

It is to be noted that the condition information contained in the Entitlement Control
Message related to the main content section can contain a threshold value lower that
the maximum value possibly met by the combination of all messages corresponding
to the matching advertisement section. For instance the advertisement section may
be divided In 25 advertisement segments out of which a minimum of 20 are required
to be viewed (viewing any 20 segments out of the 25 segments will result in a stored

control information counter of value 20).

Another possibility Is to vary the threshold value along the main content section by
associating main segments to the latter as well, each segment been associated with
an Entitlement Control Message or content license that carries a different condition
iInformation (threshold value). Let's take as an example that the nominal value of the
control information is 25 when all the 25 advertisement segments have been
watched. The first Entitlement Control Message of the main content section may then
contain 25 as threshold, and the next Entitlement Control Message of the main
content section, located 1 minute later, will contain 24 and so on. Thus, If a user has
partially watched the ad, e.g. the control information counter is set to 20, only the first
5 minutes will be blackout. Thanks to the condition information contained in the
Entitlement Control Messages of the main content section, it becomes then possible

to adjust precisely the consequence of a partial viewing of the ad.

Timing control

The last problem to solve Is how to avoid the user to feed the security module SM
with all advertisement Entitlement Control Messages in accelerated mode, in such a
way that the segments are all processed but not viewed at real speed, thus failing to
pass the advertisement message to the user. A first solution was published in the
document EP 1 575 293 which adds a latency time after each message. The notion
of time could be also present in the security module, even if no real time is available
and only a tick counter is used. Generally, the internal time of the security module, if
not directly fed from the decoder, can be extracted from the various messages (ECM,

EMM). Between two such messages, the security module, thanks to its working
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clock, can generate an internal timer to calculate the elapsed time between two

messages.

In an Entitlement Control Message related to the advertisement section, one can add
a time duration condition, that has to be elapsed before the new message can be
loaded and/or processed by the Security Module. This limitation will block any
attempt to feed the security module with all Entitlement Control Messages In
accelerated mode before starting to watch the content. In an alternate embodiment,
the security module is predefined with a minimum window time during which no new
ECM messages Is processed, €.g. 5 seconds. The management system, knowing
this limitation, will divide the advertisement section into parts having more that 5

seconds.

Audio control

In order to prevent the fast forwarding of the advertisement messages, according to
another embodiment, the Entitlement Control Messages related to the advertisement
section are attached with the audio data stream rather than the video data stream, Iin
accordance with the MPEG-2 systems specification (ISO/IEC 13818-1:2000
Information technology -- Generic coding of moving pictures and associated audio
information). Indeed, usually, when fast forward operation is activated, the audio
stream Is skipped so the messages associated with it will not be processed by the
security module. This is another way to avoid feeding the security module with

messages without really watching the corresponding section.
Other advantages

Thanks to this architecture, it is also possible for the content provider to offer different
content purchase models corresponding to more or less restrictive advertisement
use. In case that the user Is ready to pay a different price or is member of a particular
subscription, the Entitlement Management Message (EMM) sent to the security
module SM of its DVR will not only contain the right for this content but also the
value(s) of the associated control information or some information that can be used
to derive the proper value(s). For instance, to fully disable the ad enforcer

mechanism, the management message will contain the highest value of the control
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iInformation, so that it no longer requires the update information to be read from the

advertisement section entitlement control messages.

In addition, in case that the content is watched again one day later, according the
policy in use, the control information attached to this content stored in the security
module still contains the maximum value and the audio/video content can be viewed

without limitation, 1.e. the user Is only forced once to watch the advertisements over

the movie lifetime.
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Claims

1.  Method to control the access to conditional access audio/video content played
on a digital video recorder associated with a security module (SM) and being formed
by at least an advertisement section and a main content section intended to be

watched at different time, this method comprising the steps of .

- receiving an initial message relating to the audio/video content (ACM) comprising
the identification of an audio/video content and checking if control information (CTl)
related to said audio/video content is stored in the security module (SM), in the
negative event, creating a record comprising the identification of the audio/video
content and an initialized control information (CTl),

- receiving at least one first message relating to the advertisement section of the
audio/video content (ACM) comprising the identification of the audio/video content
and updating information (Upl), updating the control information (CTI) related to said
identified audio/video content in the security module (SM) with the upaating
information (Upl), said first message being received while receiving the
advertisement section,

- receiving by the security module a second message included in the main content
section (MCM) of said audio/video content and comprising the identification of the
audio/video content and condition information (Cl) in relation with the stored control
information (CTI),

- verifying that the condition information (Cl) contained in the second message
matches with the stored control information (CTl), and in the positive event, returning
to the digital video recorder an authorization signal allowing the access the main

content section of the audio/video content,

wherein the advertisement section contains several first messages (ACM), the
processing of each of these messages allowing to form the control information (CTI)

suitable to produce the authorization signal while processing the Control Message of

the main content section.

2. Method of claim 1, wherein the authorization signal is an access key (CW) {0
enable the access of the main content section and is obtained by combining at least
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part of the Control Message of the main content section (MCM) and the control

information (CTIl) obtained while processing at least one Control Message relating to
the advertisement section (ACM).

3. Method of claim 1, wherein the authorization signal is an access key (CW) {o
enable the access of the main content section and is contained in the control

~Information (CTl), said access key is composed while processing at least one first
message relating to the advertisement section (ACM).

4. Method of claim 1, wherein the authorization signal is a released information

informing the digital video recorder that the processing of the main content section is
allowed.

5. Method of claim 1, in which the control information (CTl) is a counter, wherein
this method comprises the following steps :

- updating the control information (CTI) while processing the first message of the
advertisement section (ACM),

- reading the condition information (Cl) of the second message of the main content
section (MCM) and comparing said condition information (Cl) with the control
information (CTI),

- returning the authorization signal after a successful comparison of the control
information (CTl) and the condition information (Cl).

6. Method of claim 5, wherein the control information (CTI) is updated each time
a different first message of the advertisement section is processed.

/. Method of claim 5 or 6, wherein the first message related to the advertisement
section (ACM) contains a counter condition that should be met to update the control

information.

8. Method of claims 5 or 6, wherein the main section content comprises several
second messages, this method comprising the step of assigning a different condition

information in the second messages of the main content section.

9. Method of any one of claims 1 to 8, wherein the first message of the

advertisement section (ACM) is bound with the audio part of the content.
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10.  Method of any one of claims 1 to 8, wherein the initial and first messages have

the same content, the initial message being defined by the security module at the
reception of the first message for the first time for a given audio/video content.

11.  Security module (SM) for controlling the playback of audio/video content
comprising at least one advertisement section and a main content section, this
security module comprising a control information (CTl) dedicated to an audio/video
content, means of receiving and updating the control information (CT1) with updating
information (Cl) included in a Control Message relating to the advertisement section
(ACM) of the audio/video content, means for receiving a Control Message relating to
the main content section (MCM) of said audio/video content and containing a
condition information (Cl) in relation with the stored control information (CTl) and
comparison means to compare if the condition information (Cl) contained in the
Control Message relating to the main content section (MCM) match with the stored
control information (CTl), and in the positive event, means for returning an
authorization signal to grant access to the main content section of the audio/video
content, wherein the security module has means to receiving several first messages
(ACM) during the advertisement section, the processing of each of these messages
allowing to form the control information (CTI) suitable to produce the authorization

signal while processing the Control Message of the main content section.
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