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501 Receiving an access token resource creating request, transmitted by an
initiating entity, for an access token issuing resource under an access token root
resource, and the access token resource creating request carmrying an identify of the
initiating entity and authority description information of the requested access token
502 According to an access token authorization policy and the authority
description information, generating an access token for the initiating entity, the
access token carrying at least authorization information, and creating the access
token resource of the generated access token under the access token root
resource, the access token resource storing the access token therein

503 Transmitting the access token or address information of the access token
resource to the initiating entity

(57) Abstract: A method for issuing an access token and a
related device are used for giving a specific authorization
mechanism in a oneM2M system. The method comprises: re-
ceiving an access token resource creating request, transmitted
by an initiating entity, for an access token issuing resource
under an access token root resource, and the access token re-
source creating request carrying an identify of the initiating
entity and authority description information of the requested
access token; according to an access token authorization
policy and the authority description information, generating
an access token for the initiating entity, the access token car-
rying at least authorization information, and creating the ac-
cess token resource of the generated access token under the
access token root resource; transmitting the access token or
address information of the access token resource to the initi-
ating entity; and the access token root resource being a com-
mon resource under an CSE root resource, the access token
issuing resource being a virtual resource under the access
token root resource, and the access token resource being a
common resource under the access token root resource.
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Ko FEELE 205 F 7 A 16 BRZIFTEEHBE. #iESH
201510419740.3. K BA % AR A “—Fbiz B A MM K 7 ik BRADKEE” P B+
AP FR AR, oA RALT| HEsERPFP,

BAATIR
AE R BABAZHAARIR, L B—Fbiz B MUK Tr i BAR KK

FHEHEA
P ER R AREACLLLR oneM2M 2 ) T A T Mg — A~k ey LBz i 2d
i# 4% ( Machine-To-Machine, f&#k M2M ) AR 4% ( Service Layer ) #93L RALTE .
oneM2M 7 fe B A4 B 1 B, LT Z AR AR KK
—, MR %4K (Application Entity, 4% AE), 4T &, KR %
P—A~ M2M E R 5-E 4, — A5 R IR 5 E BT A 328 £ 2 A~ M2M T &,
o, WAL RANT EFHESANPITES. EAIRSE AT E )
WARA — A~ B AR, FEASBLR KRB PE—4 AE & W #7i% (AE-ID) 47iR.
foldo, F PASRIR LA SKA5) . AR Ao ¥B M5 M SR SR AL AR W, )it KA
RAEH) B R 52450 5 AR B T RLA K.
=, ~F AR 4% 4K (Common Services Entity, &4k CSE), —ANa2kIk 4
FEARE—40 M2M RS 69/ 4E IR 47 #% ( common service functions ) # A..
RS heiB i Al B Mca A B Mce A4 A=K, 58 5 Men
R T35 B R E R SRS 524k . BEAS N IR G Stk d v — 6§ CSE-ID 43R
, JEER %R 4524 (Underlying Network Services Entity, f&#k NSE ),
— AR R IR G F AR E) % A~ CSE RAEKE M&IR G, Bl m R AR & 22,
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oneM2M F B A4 F oneM2M % %% L&) CSE F.

R oneM2M TS-0001 F X T2 aERAM 8520, oneM2M FERM &9 X
4o 2 Fi. £+, CSEBasel &7=—A4> CSE AR # /R <CSEBase>, CSEl &%
—A~F R <remoteCSE>, APPl &7 —A~# /R<AE>, CONTL #= CONT2 44|
KX & — A~ K B <container> , ACPl1 #= ACP2 4 » K & — /4~ & &
<accessControlPolice>. T oneM2M /& T #47€] & (Create, HA#R C). &
14 (Retrieve, @4k R). 152 (Update, 4% U) F=MR (Delete, &4k D)
FHRAE.

oneM2M T L 65 F R T B IR AAR X 69 KR K35 F 4B R KR
<accessControlPolicy>, H o & LA 37 9] 42 4] % % ( Access Control Policy, &
#& ACP), <accessControlPolicy># /R 8 TR & #4717 (1ID) "E—47iR. HAb
B L F R F 69 accessControlPolicylDs /& P48 5T 3& A 6947 19 25 4] 5,

oneM2M % %t ¥ IR 42 #5915 & 7+ 4% £ <m2mServiceSubscriptionProfile> 7
B, %P IREY serviceRoles B ARG A 7 5469084/ & ID ( Service Role
ID) 314k, AE@iERIT AL RS A & kA8 5 69 5 2908 5%, kAR
A & ¥ <m2mServiceSubscriptionProfile> % /& F <serviceSubscribedNode> ¥
R 4B &G M2M 5 (M2M Node ) #94L[%.,

oneM2M & XA Z A F R £ A

&3 %% (Normal Resource ), B4 B4R 4TIk 45 M VA B FIR B M4 ;

JE LR (Virtual Resource ), REA BARG T REMAR TR BN,
B T RRAR AR e A TR A

7 k. ( Announced Resource ), B BARGGFIR LM AT IR B, %
TRy FoAd AR EE8 FR P R R A Al 88 6N TR AN
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A 1 AHIAEAR T 69 oneM2M ) fe R M T & B

B 2 HIHHEAF 49 oneM2M FiRFH G2 E R ;

Bl 3 4 AR B KM 2 SL6G A TR GG K R EH

B 4 & K& R 534 F <accessToken>F B 69 3 A M) = & B ;

B 5 o AL B A T ARAR ARG L 35 19 A i b 12 A

Bl 6 A AL I FZHEB) T RAT FZARE KT 19 o e iR TR A

B 7 A AK R FE ARSI AR i Pl A e it T R A

B 8 A AL I FEAHAS T 7 Pl S RE At R e A AT R T RRE,

B O S AL B KA F 15 19 A AR E A BAL ) 69 BAR ki A2 R R A
B 10 4 AL 52364 F 7 19 A MR Z VA BAL ) 6 5 — Bk E 3632 7 &

B 11 H KA A SEAp) P AR EARG ST R
Bl 12 A ARL A LG T — AR ERGETER,;
B 13 A AL SR R AL ARG LM T R,
B 14 A KRN FHBIF B —AARFRGLEMTER.

Lk 525677 X

HTHALPGB G, BRFEFREImER, TERLEESMESK
KRS —F it itk , RK, PTHAE 64 FAaBIIUR AR B —3 4 F bk
B, TR ERY. AT RLAF G EHY), AR ARZAAR L
B R 5 S AT R T AT IRAF 09 PR 2 5246 0), ARG T R A AR 49
.

AL EHRSY, ZLT ZAF oneM2M FIR, oA FILRL AT 9] 4H
( Access Token ).

TS0 Z AP oneM2M FR A A 1 7 19 A AR F IR <accessTokens>. 7 I¥)
A MR & R <accessTokenlssuing>#=17 [7) A 3% /R <accessToken>, =4 Z 4]
Bk AR 3 FTT.
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P, <accessTokens>H /& 7 A4 CSE B <CSEBase>TF &9-F %k, #

B K A oneM2M il B, <CSEBase>H B FFAAH 0 A~ % A
<accessTokens># & .
<accessTokens> % R IR A oneM2M L id R BT 6L 449 A B M
( Universal Attribute ) 9}, & B 48 2 37 19 45 4] R w49~ 2 Bt (Common
Attribute ): accessControlPolicylDs, *<accessTokens># /& T & 5 4l F R 4915
5] dx ) ey % gk B AR T, BPaZ Nk Bt T 4SS 60 Ml s Al Rk F 2 LT A
#1719 iZ <accessTokens> R A L T &9 B W7 R &9 AE £ 4R F= CSE F4K,

H ¥, <accessTokenlssuing>¥ /& 4 <accessTokens>H /R F &9-F kR, —
<accessTokens># /& F A —/~<accessTokenlssuing># /& . <accessTokenlssuing>
TR FTRER D oneM2M JEDAFIR, B BIEH KR EMH, LA THER.
oneM2M & ¥\ TR 8 ik & — /A il A2, — /4 <accessTokenlssuing>
FR a8 23 K (Create Request ) Hfk & — A7 ¥ A ML & 1242,

<accessTokenlssuing> % & &9 37 19 4= 4] & £ 3L & <accessTokens> #9
accessControlPolicylDs /&P 48 5% #4947 9] 42 %] R %&-#4 3£, accessControlPolicylDs
B EALE T 9T A5 ¥l <accessTokenlssuing># R 69 AE 54KF= CSE 4K, B
A A

H 9J, <accessToken> Ft /& 2 <accessTokens> # /R F 5 F #H kR, —
<accessTokens> % & F T ¥A &4 0 /> & % A~ <accessToken> % & . & A4
<accessToken>& 7= — ANEA FARFT AR K 6935 214 ( Access Token ), /R

A 2) oneM2M -£id R ( Normal Resource ).

<accessToken>#) )k A M4 ® 4 Pr~, <accessToken>FHBRIR T &4
oneM2M -%3d F R BT LA 64938 A B (Universal Attribute ) 2b, i @44 23k
/&1 ( Common Attribute ): A2 #18F18] (expirationTime ), & @L4&H7 & L 49 3 A~
FR B, expirationTime 48 & 3% TR 694 2 A, £ 515 B A a8 A48 F .
3ANHT L6 TR B

issuer: 37 9] A M8 B K F, BARK A & R aZ 15 9 A4 CSE 471A( CSE-ID ).
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holder: 7 FlA-Mrt ¥4 4, BAKA R IFHA LT 1AM e) AE #79R
(AE-ID) X CES #7i% (CSE-ID ).

token: A-fik ATARK 6915 F AR,

AL E A S A T

% A2 FZA (Originator Entity ): 25 oneM2M % 4o 35 9 &m0 4, H
K F oneM2M A 4 & Zxdb e E AR F 69 JORBAT I F1 49 AE 4R CSE %
R

A FEAR (Authority Entity ): 5 oneM2M 2 %% i5 B S M6y R %, B
K oneM2M % % BA 37 9 A MUK Rk /) 69 CSE 54K
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