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METHOD AND APPARATUS FOR SECURE PAIRING

FIELD OF THE INVENTION

The present invention relates generally to establishing a
communication link between two wireless devices and more

particularly the secure pairing thereof.

BACKGROUND OF THE INVENTION

Pairing of electronic devices for wireless communication is
known. Pairing may be achieved by each device sharing a device
Identification (ID) to establish or maintain a communication link. Once
paired, communications can be shared between the two devices using
the established communication link. For example, the ID for each
device can be encoded or otherwise included in transmissions between
the devices. The receiving device utilizes only that information
transmitted with a recognized device ID. In short range
communication systems such as those using the Bluetooth™ protocol,
the device ID is transmitted during the pairing and discovery process
allowing devices that are in range of one another to identify each device
and subsequently establish a wireless link. The device IDs however are

transmitted on known channels defined in the communication protocol
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and these communications may be insecure. Thus, communications
between the devices can be intercepted by unintended recipients.

For secure communications, it is known to have devices share a
code, such as a pin. The communications between the devices include
the code, or the information is encoded using the code prior to
transmission such that only the intended recipient can decode the
communication thereby preventing use by a device lacking access to the
code. However, it is necessary that the code in known systems be
shared wirelessly or manually entered. For manual entry a user
interface, such as a display and keypad is required. Providing a user
interface for entry of the code to a device that lacks a need to a suitable
user interface may add undesirable cost and size requirements. Manual
entry can also be cumbersome and not intuitive for the user. Wireless
sharing of the code can be undesirable if the communication is
vulnerable to over-the-air interception. Furthermore, the integrity of
the code, also known as the “trust chain” is diminished thereby
increasing the potential concern for communication interception by
unintended recipients.

What is needed is a method and apparatus for establishing the
secure pairing of communication devices that is intuitive and less
susceptible to interception by unintended recipients. The various
aspects, features and advantages of the disclosure will become more fully
apparent to ‘those having ordinary skill in the art upon careful
consideration of the following Detailed Description thereof with the

accompanying drawings described below.
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BRIEF DESCRIPTION OF THE DRAWINGS

The various aspects, features and advantages of the present
5 invention will become more fully apparent to those having ordinary
skill in the art upon careful consideration of the following Detailed
Description of the Drawings with the accompanying drawings

described below.

10 FIG. 1 is an exemplary first device and second device.
FIG. 2 is an exemplary block diagram of the first device and the
second device.
FIG. 3 is an exemplary pairing flow diagram.
FIG. 4 is an exemplary wireless audio device and audio

15 transmitter.

Skilled artisans will appreciate that elements in the figures are
illustrated for simplicity and clarity and have not necessarily been
drawn to scale. For example, the dimensions of some of the elements in

20 the figures may be exaggerated relative to other elements to help to

improve understanding of embodiments of the present invention.
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DETAILED DESCRIPTION OF THE DRAWINGS

Before describing in detail the particular secure communication
link establishment method and apparatus in accordance with the
present invention, it should be understood that the present invention
resides primarily in combinations of method steps and apparatus
components related thereto. Accordingly, the apparatus components
and method steps have been represented where appropriate by
conventional symbols in the drawings, showing only those specific
details that are pertinent to understanding the present invention so as
not to obscure the disclosure with details that will be readily apparent
to those of ordinary skill in the art having the benefit of the description
herein.

Disclosed herein is a method and apparatus for securely
establishing a communication link between wireless communication
devices. The method for securely linking wireless devices comprises
transmitting from a first device secure information, such as a
Bluetooth™ code and pin for example, over a single direction physical
link. Next the method comprises receiving from a second device the
confirmation to the receipt of the secure information via a wireless link.
Then the method comprises communicating over a link using at least a
portion of the secure information to maintain a secure link. In this
exemplary embodiment, the link is a wireless link.

Turning to FIG. 1, exemplary first device 102 and second device

104 are shown. The first device 102 comprises a first housing and the
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second device 104 comprises a second housing. In this exemplary
embodiment, the first device 102 is exemplified as a wireless audio
device or wireless audio manager that wirelessly receives audio, over a
wireless link 105, by a receiver 108 from a transmitter 110, of the second
device 104. The first device 102 supplies information to a physical
connector 106 from a transmitter 112 such as an audio coder decoder
(CODEC) or the like. The transmitter 112 is coupled to a controller 114.
The physical connector 106, which is exemplified as an audio headset
receptacle, is connectable via connector 109 to transducers such as
speakers 108. The speakers 108 may include open air speakers,
headphones, earphone speakers or the like.

The information may also be sent from the physical connector 106
to an audio input of a third device (FIG. 4) such as the line input of a
stereo receiver or the like. The first device 102 may also have input
buttons 112, a display 114, a power source (not shown) such as a
receptacle for disposable batteries or rechargeable batteries, an AC
power input, or the like.

The second device 104 in one exemplary embodiment is an audio
transmitter 104 that comprises a housing which carries a physical
connector 116, which in this exemplary embodiment is an audio headset
plug 116. The audio headset plug 116 is an audio input configured to
receive audio signals and is adapted to plug into a complimentary
physical connector 106 which is a line out providing audio signals. The
physical connector 116 is coupled to a receiver 122. The physical

connector 116 is also adapted to connect with or couple to the physical
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connector 106 of the wireless audio device 102 both physically and
electrically, to thereby form the physical link 118 in order to receive
information therefrom. The second device 104 also includes a
transmitter 110 to wirelessly transmit information over the wireless link
105 to a receiver 108 and the audio received through the physical
connector 116. The second device has a controller 120 that is coupled to
the transmitter 110 and the receiver 122

The various elements of the exemplary wireless audio device 102
and the exemplary second device 104, for example the controller,
memory, inputs, outputs, connectors are disposed generally in a
housing. A display, if present, is often mounted on the housing
whether it is a part of a one piece assembly, or a multiple piece
assembly where the housing elements move relative to one another.
The wireless audio device 102 may also include a keypad or buttons.
The location and arrangement of these exemplary wireless handset
elements is only an exemplary application and is immaterial to the
establishment of a secure communication link, which is discussed more
fully below.

FIG. 2 is an exemplary block diagram of the wireless audio device
circuitry 200 and the audio transmitter circuitry 202. The wireless audio
device circuitry 200 comprises, a controller 204, an physical connector
206, which in this exemplary embodiment is an audio headset
receptacle 206 that is electrically coupled to a coder/decoder (CODEC)
508. The wireless audio device 200 also includes a receiver 210 and

optionally a transmitter 212 as in the exemplary embodiment. Audio
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signals are received through the receiver 210 and sent to the CODEC
208 to be decoded and converted from digital to analog signals. The
CODEC 208 is also coupled to the controller 204. From the CODEC 208,
the analog audio signals are passed on to the physical connector 206 to
be output from the device 102. The audio signals may also be stored in
memory 216 after being received by the receiver 210 for subsequent
retrieval and presentation to the physical connector 206 or the
transmitter 212. A micfophone 222 and an antenna 224 may also be
carried on the wireless audio device 102. The microphone is coupled to
the CODEC 208. The antenna is coupled to the receiver 210 and the
transmitter 212. A speaker (not shown) may be carried on the wireless
audio device 102. The speaker is coupled to the CODEC 208. The
speaker may provide alerts or audio signals such as must that is
streamed to or stored in the wireless audio device 102.

A user interface is carried on the wireless audio device 102 and
includes a keypad 218 and a display 220 in this exemplary embodiment.
The keypad 218 includes volume control buttons which are coupled to
the controller 204. The volume control buttons control the volume of
the audio output through the physical connector 206. The display 220
in this exemplary embodiment presents control information thereon
regarding the operation of the device and information relating to the
audio received at and output by the wireless audio device 102. The
control circuitry, which is the controller 204 in this exemplary
embodiment, establishes and maintains pairing between the other

wireless devices amongst performing other operational functions.
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The second device circuitry 250 of the second device 104 includes
an physical connector 252 which in this exemplary embodiment is an
audio headset plug. The physical connector 252 is complimentary to
the physical connector 206 of the wireless audio device 102. The
connection of the audio headset receptacle 206 and the audio headset
plug 252 forms a wired link 105, 260 between the wireless audio device
200 and the transmitter 202. The wired link 105, 260 supports
communication in only a single direction; from the wireless audio
device circuitry 200 to the transmitter 202.

The second device circuitry 250 also includes a wireless
transmitter 254, a CODEC 256 and controller 258. The transmitter 254
and the CODEC 256 are coupled to the controller 258. The CODEC 256
is also electrically to the transmitter 254 and sends audio signals
received by the audio connector 252 to the transmitter 254. The
transmitter 254 communicates with the receiver 210 of the wireless
audio device 102 thereby forming a wireless link 105. The wireless link
105 supports communications in only one direction.

The second device 104 also receives information from the wireless
audio device 102 through the wired link 105, 260 when coupled thereto
by the physical connectors (206, 252). This information is received and
processed by the controller 258 and then may be transmitted,
immediately or subsequently by the transmitter 254 to the receiver 210
of the wireless audio device 102 when establishing or maintaining

secure pairing.
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The wireless transmission between the devices may follow a
myriad of protocols and standards. For example, in this exemplary
embodiment, the circuitry of both the first device 102 and the second
device 104 are configured to transmit and receive radio frequency (RF)
signals using the Bluetooth™ protocol and standard. The initial
connection or link formed between the two devices is established by
performing what is known in the art as “pairing.” Pairing is the
procedure for establishing that communications from one device are to
be received by an intended device or devices. Peer to peer networks
such as Bluetooth™ generally use a protocol to establish which device
to devices is the intended recipient of the communication be output
from the device. One of ordinary skill in the art will appreciate the
pairing operation for devices operating in a peer to peer network such
as Bluetooth™ or the like.

Wireless devices exchanging information may do so over a secure
link or non-secure link, as in this exemplary embodiment which
employs the Bluetooth™ protocol and standard. For secure pairing, in
one exemplary embodiment, the second device 104 receives information
from the wireless audio device 102 over the wired link 260 via the
headset plug 116, 252 and headset receptacle 106, 206 when connected.
The second device 104 communicates confirmation of the receipt of the
information to the wireless audio device 102 via the wireless link 130 to
pair the wireless audio device 102 and second devices 104 together.

An exemplary pairing method for establishing a secure

communication link, illustrated in FIG 3, shows the pairing of the first
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device 102 to the second device 104 thereby initiating and/or
maintaining a secure communication path, which is a wireless link 105,
between the two devices in this exemplary embodiment. The secure
communication path is established to prevent the information, audio
signals in this exemplary embodiment, transmitted to the wireless
audio device 102 from being intercepted and decoded by an unintended
recipient.

The method of securely pairing the wireless devices, comprises
transmitting from the first device 102 secure information, which in this
exemplary embodiment is a Bluetooth™ code and a pin, over the wired
link 260 (i.e. the first device audio connector 206 and the second device
audio connector 252). The next step comprises receiving over a wireless
link 130 from the second device 202 a confirmation to the receipt of the
secure information. Then, communicating over a wireless link 130
using at least a portion of the secure information to maintain a secure
link. The communicating over the wireless link 130 may be the same
wireless link as in the previous step or a different wireless link. A
different wireless link may be a different channel, a different hopping
sequence in a frequency hopping system or coded channel as in code
division multiple access (CDMA). It is to be understood by the skilled
artisans that a wired link may be formed in various ways.

In step 302, the physical connector 116 of the second device 104 is
connected to or plugged into the physical connector 106 of the first
device 102. In one exemplary embodiment, the first device 102 a

pairing mode is entered into manually. In this embodiment, the control

10
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circuitry of the communication device supports a manual pairing mode
that is initiated by the selection of a pairing mode wherein the user
selects by button of the user interface the pairing mode. If the first
device 102 is coupled to the second device 104 the secure information is
sent via the wired link 260.

In another exemplary embodiment, the first device 102
automatically determines that the second device 104 is a device that is
capable of being paired by a secure link to the first device 102. The
control circuitry supports that automatic pairing and is initiated upon
connection of the audio headset plug to the audio headset receptacle.

Once in pairing mode and the first device is connected to the
second device 104, the first device 102 will send 304 secure information
for pairing to the second device 104 through the wired link 260. In this
exemplary embodiment, the wireless audio device 102 also sends a
Bluetooth™ ID that is unique to the wireless audio device. The wireless
audio device 102 receives 306 a confirmation from the second device
104 over the wireless link 130 of the receipt of the code and a second
device Bluetooth™ ID that is unique to the second device 104. Both
devices have the code sent by the first device and each others respective
unique Bluetooth™ ID.

Two independent paths are therefore used, the wired link 252
and the wireless link 130 to establish the secure pairing of the devices
102, 104. The wired path 252 is the first path and the wireless path 130
is the second path in this exemplary embodiment. The second device

104 may send the confirmation wirelessly back to the first device 102

11
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substantially immediately following the receipt from the first device 102

or after a time period which may be a predetermined or randomly
generated time period. The second device 104 may send the
confirmation while still connected via the first audio connector 206 and
the second audio connector 252 or after the first device 102 has been
disengaged thereby uncoupling the wired link 260. In one exemplary
embodiment, the first device 102 remains coupled to the second device
104 until the confirmation is received over the wireless link 130. Once
the confirmation has been received, the first device 102 may
acknowledged by presenting information to the user on the user
interface such as an audible beep or a message on the display that
pairing has been established and the two devices may be disengaged.
To receive the communication by the second device 104, the
wireless audio device 102 executes an audio discovering and connecting
procedure. The audio source specific parameters (e.g. corresponding
Bluetooth A2DP profile, MAC address, current audio source status, etc.)
are used during the audio discovering and connecting procedure
execution. There are three possible results that discovering and
connecting procedure may produce: (i) a wireless audio device 102
found and established connection with audio source, (ii) a wireless
audio device 102 found but could not establish connection with audio
source, and (iii) a wireless audio device 102 could not find the audio
source while executing audio discovering and connecting procedure.

The result is saved as an audio status in the memory 216. Regardless of

12
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the saved audio status, the wireless audio device 102 enters the Phone
Searching and Connecting state.

Turning to FIG. 4, an exemplary first device 402 and second
device 404 is shown. The first device 402 comprises a first housing and
the second device comprises a second housing 404. In this exemplary
embodiment, the first device 402 is a wireless audio device that
wirelessly receives audio from a transmitting source, such as the second
device 404. The first device 402 supplies the audio signals to analog
audio connector 406. The audio connector 406, which is exemplified as
an audio headset receptacle, is connectable via connector 409 to
transducers such as speakers 408. The speakers 408 may include open
air speakers, headphones, earphone speakers or the like. In this
embodiment the audio connector is adapted to receive a 3.5 mm
miniature plug of the type having three contacts in order to provide a
stereo connection.

The audio signal may also be sent from the audio output to an
audio input of another device (not shown) such as the line input of a
stereo receiver or the like. The first device 402 may also have input
buttons 412, a display 414, a power source (not shown) such as a
receptacle for disposable batteries or rechargeable batteries, an AC
power input, or the like.

The second device 404 is an audio transmitter that comprises a
housing which carries an audio connector 416, which in this exemplary
embodiment is an audio headset plug 416. The audio headset plug 416

is an audio input configured to receive audio signals and is adapted to

13
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plug into a complimentary audio connector which is a line out
providing audio signals. The audio connector 416 is also adapted to
connect with the audio connector 406 of the wireless audio device 402
both physically and electrically, to thereby form the wired link 118, 260
in order to receive information therefrom. The second device 404 also
includes a transmitter 110, 254 to wirelessly transmit information to a
receiver and the audio received through the audio connector 116. In
this embodiment the audio connector is a 3.5 mm miniature plug
having three contacts in order to provide a stereo connection.

While the present inventions and what is considered presently to
be the best modes thereof have been described in a manner that
establishes possession thereof by the inventors and that enables those of
ordinary skill in the art to make and use the inventions, it will be
understood and appreciated that there are many equivalents to the
exemplary embodiments disclosed herein and that myriad
modifications and variations may be made thereto without departing
from the scope and spirit of the inventions, which are to be limited not
by the exemplary embodiments but by the appended claims.

What is claimed is:

14
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CLAIMS

1. A method of securely pairing wireless devices, comprising:

sending from a first device a secure information over a wired
link;

receiving from a second device the confirmation to the secure
information over a wireless link; and

communicating over the wireless link using at least a portion of

the secure information to maintain a secure link.

2. The method as defined in claim 1, wherein the wired link

supports communication in only a single direction.

3. The method as defined in claim 1, wherein the secure

information includes a device identification required.

4. The method as defined in claim 1, wherein the secure

information includes a pin.

5. The method as defined in claim 1, wherein the wireless link

supports communication in only a single direction.

6. The method as defined in claim 1, wherein the wired link is
formed by coupling a first audio connecter of the first device to a

second audio connector of the second device.

15



10

15

20

25

WO 2006/071364 PCT/US2005/040467

7. The method as defined in claim 1, further comprising
determining that the second device is capable of receiving the secure

information.

8. The method as defined in claim 7, further comprising

sending a device identification and a code

9. Wireless communication devices, comprising:

a first device including an audio headset plug;

a wireless transmitter; and

control circuitry for establishing and maintain pairing;

a second device including an audio headset receptacle
complimentary to the audio headset plug;

a transmitter;

a wireless receiver configured to form a wireless link with the
wireless transmitter; and

control circuitry to support establishing and maintaining pairing;

wherein, the first device communicates secure information for
pairing to the second device via the headset plug and headset receptacle
when connected, and wherein the second device communicates
confirmation information to the first via the wireless link to pair the first

and second devices.

10.  The communication device according to claim 9, wherein

the audio headset plug is a mini stereo head set plug.

16
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11. The communication device according to claim 6, wherein
the control circuitry further supports automatic pairing that is initiated
upon connection of the audio headset plug to the audio headset

receptacle.

12. The communication device according to claim 6, wherein
the control circuitry further supports a manual pairing mode that is

initiated by the selection of a pairing mode.

13. A method for the secure pairing of wireless devices
comprising:

receiving at a first device secure information over a wireless link;

sending over a wired link a confirmation of the receipt of the
secure information;

communicating over the wireless link using at least a portion of

the secure information to maintain a secure wireless link.

17
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