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WIRELESS SECURITY SYSTEM WITH CONTROL PANEL AS A WEB
APPLICATION

TECHNICAL FIELD
The invention relates to a security system of buildings, flats and other similar premises
which includes at least one wireless WiFi intrusion detector and at least one

arming/disarming device.

BACKGROUND ART

At present security systems make use of facilities whose basic component is a control
panel connected to particular intrusion detectors via hardwire or wireless connection.

A keypad for controlling and programming the whole system is also included as well as
a siren or other warning device in a general way. All these components are installed
straight in the protected property. The control panel evaluates intrusion signals from
detectors and based on system configuration it causes alarm condition by sounding the
siren; and/or by message transmission addressed to the owner or to the central
monitoring via telephone network. Therefore the basic component of the whole system
is the central panel device and as late as this central panel is connected through the

communicator to the receiving party.

The disadvantage of this solution are financial costs and the system complexity
because the control panel and its required communicator to receiving party is the most
expensive component of the electronic security system. This results in utilization of
these security systems firstly in business environments while residential customers are a

minority, especially in case of systems connected to the central monitoring.

The object of the invention is to provide a system making use of contemporary
information technologies, with affordable price and more efficiency particularly for

residential customers and small business environments.
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DISCLOSURE OF THE INVENTION

The object mentioned above can be reached by a security system making use of at least
one wireless WiFi intrusion detector and at least one arming/disarming device. The
principle of the system is following: detectors and arming/disarming devices are
connected via local wireless access point and internet connectivity directly to the web
server equiped with a communication interface for interaction with the receiving party.
The receiving party may be a mobile telephone and/or central monitoring and/or a siren.
According to the level and the kind of security the intrusion detector may be a motion
detector (PIR) and/or a glassbreak detector and/or a gas leak detector and/or a fire
detector and/or a water flood detector and/or a magnetic detector.

The arming /disarmig device may be a keypad and/or arming /disarmig tag and/or

mobile electronic device.

The main benefit of the security system based on this invention constitutes the
substantial simplification of its installation and configuration, significant cost reduction
of the equipment required and the opportunity of providing the electronic security
system services to homeowners. Intrusion detectors are long life battery-powered
devices with ultra low-power consumption and very easy installation. After purchasing
intrusion detectors, their installation, registration to the web application on the web
server and configuration for the required security the system is ready to use. Services
making use of this system may be provided by specialized security systems providers,
web portal operators or mobile phone network operators. Compared to existing security
systems the most expensive part of the system — the control panel with its
communicator - is moved to the sevice provider and it has a form of a web application
running on the server. This application provides realiable web services directly to

particular detectors and arming/disarming devices installed in customer‘s property.

BRIEF DESCRIPTION OF DRAWINGS
The security system based on the invention is described more closely through an

example of implementation with the help of the schematic drawing attached.
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BEST MODE FOR CARRYING OUT THE INVENTION

As an example of the security system was chosen example of a system with relatively
complex detection of different kinds of intrusion. The intrusion detector 1 involves: a
motion detector (PIR) 11, a glassbreak detector 12, a gas leak detector 13, a fire detector
14, a water flood detector 15 and a magnetic detector 16. The system also includes
arming /disarmig devices 2 such as system control keypad 21, arming/disarmiﬁg tags
22, mobile electronic device 23. As an arming /disarmig device 2 may be chosen any
mobile device equiped with WiFi communication interface if equipped with
corresponding software. All these detectors 1 and arming /disarmig devices 2 _are
connected via local wireless access point 3 ,via connectivity 5 of internet provider 6 to
the internet network 61 and web server 8 with web application which functions as the
control panel of the security system. The web server 8 is equiped with the
communication interface for interaction with the receiving party 7 which is represented
by a mobile phone 71, central monitoring 72 and a siren 73 in the protected object in

this implementation example.

The application and function of this security system suppose the existence of a
home wireless WiFi network with at least one access point 3 which provides the internet
connectivity for all devices within the wireless signal coverage area. The primary
purpose of the access point 3 is to distribute the internet connectivity from its source
(e.g. ADSL, cable TV, wireless access) to all devices in the household (like computer

and consumer electronics) within its signal coverage area.

Arming/disarming of the security system is executed through the arming /disarmig
device 2, e.g. pressing the button on the arming/disarmig tag 22 or the absence/presence
of the tag within wireless signal coverage area of the access point 3. The security
system is disarmed if arming/disarming tag 22 is within the signal coverage area of the
access point 3. The system is armed if the tag 22 is out of the signal coverage area of
the access point 3. The arming /disarmig tag 22 can have a form of a key case or it can
be placed inside a car. Thereafter the security system can be armed/disarmed
automatically when the owner comes to/leaves the protected property. The other way of

arming/disarming the system is entering a personal PIN on the system control keypad
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21. This keypad 21 interacts directly with the web application on the web server 8 via

internet connection 5 and the access point 3.

Third way of arming/disarming the system is using a electronic device 23 equipped with
a WiFi communication interface with a software installed for providing the
arming/disarming function. In this case the system is armed/disarmed automatically
when the owner equipped with this electronic device 23 comes to/leaves the protected
property or he can manually run the software command from the mobile electronic

device, such as mobile phone 71 or personal digital assistante (PDA).

If intrusion detection of the protected property occurs, the signal from the particular
intrusion detector 1 is transmitted via access point 3 and the internet 6 to the web server
8. After the signal evaluation the web server 8 transmits back a command to sound the
siren 73 and a message about intrusion is sent through the communication interface 9 to

the mobile phone 71 eventually central monitoring 72.

INDUSTRIAL APPLICABILITY
The security system based on this invention with detection of different kinds of
intrusion may be utilized especially for residential customers or small business

environments.
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CLAIMS

1. The security system including at least one wireless WiFi intrusion detector, wherein
intrusion detectors (1) and arming/disarming devices (2) are connected via local
wireless access point (3), internet provider (6), internet network (61) to web server
with web application (8) equipped with the communication interface (9) for interaction

with the receiving party (7).

2. The security system according to claim 1, wherein the receiving party (7) is a mobile

phone (71) and/or a central monitoring (72) and/or a siren (73).

3. The security system according to claim 1, wherein the intrusion detector is a motion
detector (11) and/or a glassbreak detector (12) and/or a gas leak detector (13) and/or a
fire detector (14) and/or a water flood detector (15) and/or a magnetic detector (16).

4. The security system according to claim 1, wherein the arming /disarmig device (2) 1s

a keypad (21) and/or arming /disarmig tag (22) and/or mobile electronic device (23).
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