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(57) ABSTRACT 

A method and apparatus for a variable rate pipe on a linear 
connection. In one embodiment of the invention, a method 
comprises provisioning a pipe from a part of a working 
channel and at least part of a protection channel of an M:N 
linear connection, load balancing layer 2/3 traffic transmit 
ted in the pipe while there is not a failure, reducing the pipe’s 
bandwidth when the failure occurs in the M:N linear con 
nection, load balancing layer 2/3 traffic for the reduced pipe; 
and transmitting the load balanced layer 2/3 traffic in the 
reduced pipe while there is the failure. 
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METHOD AND APPARATUS FOR AWARIABLE 
RATE PIPE ON A LINEAR CONNECTION 

NOTICE OF RELATED APPLICATIONS 

0001. This application is a continuation-in-part of U.S. 
patent application Ser. No. 09/887,299, titled Method and 
Apparatus for Variable Rate Pipes, filed on Jun. 22, 2001, 
which claims priority to U.S. Provisional Patent Application 
Ser. No. 60/258,765, titled Method and Apparatus for Vari 
able Rate Pipes, filed on Dec. 30, 2000. 

BACKGROUND OF THE INVENTION 

0002) 1. Field of the Invention 
0003. This invention relates to communication networks. 
More specifically, the present invention relates to commu 
nication over optical networks. 
0004 2. Description of the Related Art 
0005 Current networks must satisfy consumer demand 
for more bandwidth and a convergence of Voice and data 
traffic. The increased demand of bandwidth by consumers 
combines with improved high bandwidth capacity of core 
networks to make edge networks a bottleneck despite the 
capacity of optical networks. 
0006 Multiplexing is used to deliver a variety of traffic 
over a Single high Speed broadband line. An optical Standard 
such as Synchronous Optical Network (SONET) or Syn 
chronous Digital Hierarchy (SDH) in conjunction with a 
multiplexing Scheme is used to deliver various rates of traffic 
over a single high speed optical fiber. SONET/SDH is a 
transmission Standard for optical networks which corre 
sponds to the physical layer of the open Standards institutes 
(OSI) network model. One of the protection schemes for 
SONET/SDH involves automatic protection Switching 
(APS) in a bi-directional line switched ring (BLSR) archi 
tecture. BLSR utilizes linear Switching to implement APS. 
0007 FIGS. 1A-1E are diagrams illustrating an example 
of traffic flow in a Bi-Directional Line Switched Ring 
(BLSR) while there is and is not a failure in the ring. FIG. 
1A is a diagram of exemplary traffic flow on the ring while 
there is not a failure. Although a BLSR has a working 
channel and a protection channel for traffic flowing East and 
West, only one working channel and its protection channel 
(which traverse the ring in the opposite direction) are shown 
in FIGS. 1A and 1B. In FIG. 1A, an optional ring includes 
nodes 101, 103,105,111, 109, and 107 clockwise. In FIG. 
1A, a stream of time division multiplex (TDM) traffic 113 is 
received from a source external to the ring at node 101. Node 
101 transmits this traffic 113 over its East span 115 on a 
working channel 119 to a node 103. Node 103 transmits the 
traffic 113 over its East span 117 in a working channel 121 
to node 105. The stream of TDM traffic 113 exits the ring at 
node 105 to a destination external to the ring. Although extra 
traffic may be flowing in the protection channels of the ring, 
only the stream of TDM traffic 113 is shown for simplicity. 
0008 FIG. 1B is a diagram of exemplary traffic flow on 
the ring while there is a failure. In FIG. 1B, the node 103's 
East span 117 has failed (e.g., severed lines). The stream of 
TDM traffic 113 is protection switched at node 103. Node 
103 informs the other nodes in the ring of the failure. The 
Stream of TDM traffic 113 is transmitted back to node 101 
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from node 103 in the protection channel 110 of node 103's 
West span 115. The stream of TDM traffic 113 continues 
around the ring counter-clockwise to node 105 along a 
protection path. The protection path includes the protection 
channels 114, 120, 128, and 120 carrying traffic between 
nodes 101 and 107,107 and 109, 109 and 111, and 111 and 
105 respectively. 
0009 FIG. 1C is a diagram of exemplary traffic flow in 
spans 115 and 117 of the ring illustrated in FIG. 1A or 1B 
while there is not a failure. In FIG. 1C, transmit working 
channel 137, protection channels 110 receiving working 
channel 119, and protection channel 139 of node 103's West 
span 115 are shown. Similarly, transmit working channel 
121 and transmit protection channel 135, receiving working 
channel 141 and protection channel 143 of node 103's East 
span 117 are shown. The transmit working channel 137 and 
the receiving protection channel 139 of node 103's West 
span 115 are not shown in FIGS. 1A and 1B for simplicity. 
The transmit protection channel 135 and the receiving 
working channel 141 of node 103's East span 117 are also 
not shown in FIGS. 1A and 1B for simplicity. A stream of 
working TDM traffic 104 is transmitted in the transmit 
working channel 137 from node 103 to node 101. Another 
stream of working TDM traffic 113 is received in the 
receiving working channel 119 and transmitted to node 105 
in the transmit working channel 121 while there is not a 
failure. The receive working channel 141 carries TDM 
traffic not shown in the figure. 
0010 FIG. 1D is a diagram of exemplary traffic flow in 
spans 115 and 117 of the ring illustrated in FIGS. 1A and 
1B while there is a failure. In FIG. 1D, the stream of 
working TDM traffic 104 continues to be transmitted in the 
transmit working channel 137. The stream of TDM traffic 
113 is protection Switched to the transmit protection channel 
110 while there is a failure. 

0011. The ring described in FIGS. 1A-1D can be a 2 fiber 
or 4 fiber BLSR. The channels described in FIGS. 1A-1D 
are logical channels which may reside on different optical 
fibers depending on the ring architecture. A ring Switch, 
which is a protection Switch that occurs in both 2 fiber and 
4 fiber BLSRs, is illustrated in FIGS. 1C-1D. 
0012 FIG. 1E is a diagram illustrating a span Switch 
while the transmit working channel 121 of FIGS. 1C-1D 
fails. In FIG. 1E, the transmit working channel 121 of node 
103 fails. In a 4 fiber optical ring, the failure is detected and 
the stream of TDM traffic 113 is span Switched to the 
transmit protection channel 135. A span Switch is a protec 
tion switch which occurs in a 4 fiber BLSR. Physically, the 
East span 117 is 2 fibers. The transmit working channel 121 
exists on one fiber and the transmit protection channel 135 
exists on a separate fiber. The failure of the working channel 
121 is a failure of the first fiber. The Stream of TDM traffic 
113 is Switched from being transmitted over the first fiber to 
being transmitted over the Second fiber. 
0013 High speed optical rings offer large amounts of 
bandwidth, but the protection scheme utilizes 50% of that 
bandwidth. This 50% of total bandwidth for a protection 
channel often goes unused while there is not a failure. It is 
often unused because traffic transmitted in the protection 
channel would be preempted by the working TDM traffic 
while a failure occurs. 

0014 FIGS. 2A and 2B are diagrams illustrating the use 
of a protection channel to carry extra (TDM) traffic while 
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there is and is not a failure. FIG. 2A is a diagram illustrating 
the use of a protection channel to carry extra TDM traffic 
while there is not a failure. In FIG. 2A, a West span 201 is 
divided into a working channel 205 and a protection channel 
207. The working channel 205 carries TDM traffic 209 and 
the protection channel 207 carries extra TDM traffic 211. An 
East span 203 is also divided into a working channel 204 and 
a protection channel 206. The working channel 204 of the 
East span 203 carries TDM traffic 213 and the protection 
channel 206 carries extra TDM traffic 215. 

0.015 FIG. 1A is a diagram of exemplary traffic flow on 
the ring while there is not a failure. FIG. 1B is a diagram of 
exemplary traffic flow on the ring while there is a failure. 
FIG. 1C is a diagram of exemplary traffic flow in spans 115 
and 117 of the ring illustrated in FIG. 1A or 1B while there 
is not a failure. FIG. 1D is a diagram of exemplary traffic 
flow in spans 115 and 117 of the ring illustrated in FIGS. 1A 
and 1B while there is a failure. FIG. 1E is a diagram 
illustrating a span Switch while the transmit working channel 
121 of FIGS. 1C-1D fails. FIG. 2A is a diagram illustrating 
the use of a protection channel to carry extra TDM traffic 
while there is not a failure. In FIG. 2B, the East span 203 
has failed. The working TDM traffic 213 is protection 
Switched into the protection channel 207 of the West span 
201. The protection switched working TDM traffic 213 
preempts the extra TDM traffic 211 which was previously 
carried in the protection channel 207 of the West span 201. 
The extra TDM traffic 215 previously transmitted over the 
protection channel 207 of the East span 203 is not protected 
and is therefore completely lost upon the failure. 
0016 Extra TDM traffic is problematic to sell to custom 
erS because it is preemptable and unprotected. A consumer 
could purchase the extra traffic Service from two network 
owners or providers and alternate between the two upon 
failures. While the above is true for a 2 fiber BLSR, the 
impact to extra TDM traffic in a 4 fiber BLSR depends on 
the type of failure. In particular, while a ring Switch in 4 fiber 
BLSR operates in a similar manner as described above, a 
span Switch in a 4 fiber BLSR does not impact the extra 
TDM traffic transmitted on the non-failing spans. 

SUMMARY OF THE INVENTION 

0.017. The invention provides a method and apparatus for 
a variable rate pipe on a linear connections. According to 
one aspect of the invention, a method is provided which 
provisions a pipe from a part of a working channel and at 
least a part of a protection channel of an M:N linear 
connection. While there is not a failure in the linear con 
nection, the method provides for load balancing layer 2/3 
traffic that is transmitted in the pipe. When there is a failure 
in the linear connection, the pipe's bandwidth is reduced and 
layer 2/3 traffic is load balanced for the reduced pipe. 
Furthermore, the method provides for transmitting load 
balanced layer 2/3 traffic in the reduced pipe while there is 
a failure. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.018. The invention may best be understood by referring 
to the following description and accompanying drawings 
that are used to illustrate embodiments of the invention. In 
the drawings: 
0.019 FIG. 1A is a diagram of exemplary traffic flow on 
the ring while there is not a failure. 

Nov. 3, 2005 

0020 FIG. 1B is a diagram of exemplary traffic flow on 
the ring while there is a failure. 
0021 FIG. 1C is a diagram of exemplary traffic flow in 
spans 115 and 117 of the ring illustrated in FIG. 1A or 1B 
while there is not a failure. 

0022 FIG. 1D is a diagram of exemplary traffic flow in 
spans 115 and 117 of the ring illustrated in FIGS. 1A and 
1B while there is a failure. 

0023 FIG. 1E is a diagram illustrating a span Switch 
while the transmit working channel 121 of FIGS. 1C-1D 
fails. 

0024 FIG. 2A is a diagram illustrating the use of a 
protection channel to carry extra TDM traffic while there is 
not a failure. 

0025 FIG. 2B illustrates preemption of extra TDM traf 
fic while there is a failure. 

0026 FIG. 3 is a conceptual diagram illustrating an 
exemplary division of an optical Span’s bandwidth accord 
ing to one embodiment of the invention. 
0027 FIG. 4A is a diagram illustrating an example traffic 
flow while there is not a failure in an optical span according 
to one embodiment of the invention. 

0028 FIG. 4B is a diagram illustrating an example traffic 
flow while there is a failure in an optical span according to 
one embodiment of the invention. 

0029 FIG. 4C is a diagram of the example traffic flow 
419 of FIGS. 4A and 4B while there is not and is a failure 
of the span 403 of FIGS. 4A an 4B in a ring according to 
one embodiment of the invention. 

0030 FIG. 5 is a diagram of circuit components in a 
hybrid network element according to one embodiment of the 
invention. 

0031 FIG. 6 is a flowchart for allocating a layer 2/3 pipe 
and Subpipes in an optical ring according to one embodiment 
of the invention. 

0032 FIG. 7A illustrates traffic flowing through the 
BLSR while there is not a failure according to one embodi 
ment of the invention. 

0033 FIG. 7B illustrates the example traffic flow through 
the BLSR while there is a failure before a routing protocol 
detects the failure according to one embodiment of the 
invention. 

0034 FIG. 7C illustrates the example traffic flow 
through the BLSR while there is a failure after the routing 
protocol detects the failure according to one embodiment of 
the invention. 

0035 FIG. 8A illustrates varying concatenations over the 
BLSR of FIGS. 7A-7C while there is not a failure according 
to one embodiment of the invention. 

0036 FIG.8B illustrates a failure in the BLSR according 
to one embodiment of the invention. 

DETAILED DESCRIPTION 

0037. In the following description, numerous specific 
details are Set forth to provide a thorough understanding of 
the invention. However, it is understood that the invention 
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may be practiced without these specific details. In other 
instances, well-known circuits, Structures and techniques 
have not been shown in detail in order not to obscure the 
invention. 

0.038 A method and apparatus is described that provides 
a pipe through an optical ring network that includes Some 
bandwidth from the working and protection channels while 
there is no failure, but that is not completely lost on a failure. 
In this ring network, network elements are used that can 
transmit and receive TDM ring traffic. In addition, at least 
certain of the network elements provide two different 
Switching techniques-TDM and packet. The packet Switch 
ing provided can Support any number of protocols including 
layer 2 and layer 3 type protocols such as ATM, Ethernet, 
Frame Relay, etc. In addition to typical operations of a TDM 
network element, the network elements are implemented to 
be able to: 1) programmably select on an STS basis certain 
of the incoming TDM traffic to be extracted and packet 
switched rather than TDM switched; and/or 2) receive 
packet traffic in another form and to be packet Switched. 
Regardless of which Switching technique is used, the 
Switched traffic going back onto the ring is put in TDM 
format and transmitted out. However, each time traffic is 
packet Switched, that traffic can be Statistically multiplexed 
(e.g., the packets can be selectively dropped based on 
various criteria). An exemplary implementation of Such 
hybrid network elements is provided in FIG. 5. 
0039 FIG. 3 is a conceptual diagram illustrating an 
exemplary division of an optical Span’s bandwidth accord 
ing to one embodiment of the invention. In FIG. 3, the 
optical span’s 301 bandwidth is evenly split between a 
working channel 303 and a protection channel 305. A port 
307 of the working channel303 will carry TDM traffic. This 
part of the working channel 303 will be referred to as the 
working TDM pipe 307. While there is not a failure, the 
remaining port 309 of the working channel 303 forms a 
subpipe (“working layer 2/3 subpipe”) and all of the pro 
tection channel 305 forms a subpipe. Together these sub 
pipes form a layer 2/3 pipe to transmit TDM traffic having 
layer 2/3 traffic (ATM, Ethernet, Frame Relay, Internet 
Protocol, etc.) as payload. While there is a failure, a port 313 
of the protection channel 305 will carry a protection 
Switched stream of TDM traffic. A port 311 of the protection 
channel 305 will be used as a protecting layer 2/3 subpipe to 
carry another stream of protection switched TDM traffic that 
has layer 2/3 traffic as payload. The working layer 2/3 
subpipe 309 will carry the TDM traffic having layer 2/3 
traffic as payload transmitted in the layer 2/3 pipe while 
there is not a failure. 

0040 FIGS. 4A-4C are diagrams illustrating example 
traffic flow while there is and is not a failure on an optical 
span according to one embodiment of the invention. FIG. 
4A is a diagram illustrating an example traffic flow while 
there is not a failure in an optical span according to one 
embodiment of the invention. In FIG. 4A, a West transmit 
span 401 is divided into a working channel 405 and a 
protection channel 407. In FIG. 4A, the West transmit span 
401 carries two streams of traffic. In a working TDM pipe 
402 the West transmit span 401 carries a stream of TDM 
traffic 409. The West transmit span 401 carries another 
stream of TDM traffic 411 having layer 2/3 traffic as payload 
in a layer 2/3 pipe 412. The stream of TDM traffic 411 S 
represented by two lines to show the layer 2/3 pipe 412 
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encompassing a Segment of the working channel 405 and all 
of the protection channel 407 (it should be noted that the 
layer 2/3 pipe need not encompass all of the protection 
channel 407-Some of this channel could go unused and/or 
Some of this channel could be used for a different purpose, 
e.g., extra traffic). 
0041. In FIG. 4A, an East transmit span 403 is also 
divided into a working channel 406 and a protection channel 
408. The East transmit span 403 carries two streams of 
traffic. In a working TDM pipe 404 the East transmit span 
403 carries a stream of TDM traffic 417. The East transmit 
span 403 carries another stream of TDM traffic 419 having 
layer 2/3 traffic as payload in a layer 2/3 pipe 414. The 
stream of TDM traffic 419 is represented by two lines to 
show the layer 2/3 pipe 414 encompassing a Segment of the 
working channel 406 and all of the protection channel 408 
(again, it should be noted that the layer 2/3 pipe need not 
encompass all of the protection channel 408). 
0042. The streams of TDM traffic 411 and 419 carry data 
traffic formatted according to a layer 2/3 protocol Such as 
ATM, Ethernet, Frame Relay, Internet Protocol, etc as 
payload. The streams of TDM traffic 411 and 419 can be 
transmitted in a number of Scenarios. The streams of TDM 
traffic 411 and 419 may be switched into the ring through the 
packet Switching mechanism in one node and exit the ring as 
TDM traffic from another node. The streams of TDM traffic 
411 and 419 maybe switched into the ring as layer 2/3 traffic 
through the packet SWitching mechanism in one node and 
exit the ring through the packet Switching mechanism in 
another node in the form of layer 2/3 traffic. These examples 
are described as illustrations to aid in understanding the 
invention and not meant to be limiting upon the invention. 
0043 FIG. 4B is a diagram illustrating an example traffic 
flow while there is a failure in an optical span according to 
one embodiment of the invention. In FIG. 4B, the East 
transmit span 403 fails (e.g. a severed line, failing hardware, 
etc.). The West transmit span 401 continues to carry the 
stream of TDM traffic 409 in the working TDM pipe 402. 
The West transmit span 401 also continues to carry the 
stream of TDM traffic 411 having layer 2/3 traffic as pay 
load, but only in a working layer 2/3 subpipe 433. A 
protecting layer 2/3 subpipe 435 now carries the stream of 
TDM traffic 419 having layer 2/3 traffic as payload because 
all traffic traveling in the working channel 406 of the East 
transmit span 403 prior to the failure was protection 
Switched to the protection channel 407 of the West transmit 
span 401. The East stream of TDM traffic 417 now travels 
in the protecting TDM pipe 410 of the West transmit span 
401. The West protecting TDM pipe 410 is the same size or 
number of timeslots as the working TDM pipe 404. 

0044 As shown in the illustration of FIGS. 4A and 4B, 
the Streams of TDM traffic 409 and 417 are transmitted at a 
constant rate because they utilize the same amount of 
bandwidth while there is not and is a failure. In contrast, the 
streams of TDM traffic 411 and 419 are transmitted at a 
variable rate. While a failure does not exist, both streams of 
TDM traffic 411 and 419 are transmitted over the layer 2/3 
pipe which is allocated a large Segment of bandwidth 
including Some of the working channel and possibly all of 
the protection channel timeslots. While a failure exists, the 
streams of variable rate TDM traffic 411 and 419 are 
transmitted over layer 2/3 Subpipes which are allocated an 
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equal amount of the timeslots not used by the constant rate 
TDM traffic 409 and 417, hence the layer 2/3 pipe is 
reduced. 

004.5 The variability in the pipe size is possible because 
of the Statistical multiplexing capability of the packet 
Switching mechanism in the network elements of the ring. 
Specifically, the reduction in the amount of available band 
width for the TDM traffic having layer 2/3 traffic as payload 
requires the packet Switch of the network element to buffer 
and/or to drop layer 2/3 traffic to make that traffic fit the 
provided pipe. 

0.046 FIG. 4C is a diagram of the example traffic flow 
419 of FIGS. 4A and 4B while there is not and is a failure 
of the span 403 of FIGS. 4A an 4B in a ring according to 
one embodiment of the invention. In FIG. 4C, three nodes 
431, 439, and 441 are coupled with each other to form an 
optical ring. Each node in the ring has a West and East 
transmit span, but in FIG. 4C only the East and West 
transmit spans from the node 431 and an East transmit Span 
from the node 439 are shown. The West transmit span 401 
carries traffic from node 431 to node 439. The East transmit 
span 403 carries traffic from the node 431 to the node 441. 
The East transmit span 440 carries traffic from the node 439 
to the node 441. As previously shown in FIG. 4A, the 
variable rate TDM traffic 419 travels over the layer 2/3 
subpipe 414 to node 441. Once node 431 's East transmit 
span 403 fails, the variable rate TDM traffic 419 travels over 
the protecting layer 2/3 Subpipe 435. Since the variable rate 
TDM traffic 419 is destined for node 441, the variable rate 
TDM traffic 419 is switched through node 439 and travels 
along node 439's East transmit span 440 in its protecting 
layer 2/3 subpipe 443. Node 439 knows to transmit the 
variable rate TDM traffic 419 onto a protecting layer 2/3 
subpipe because node 431 has communicated to node 439 a 
protection Switch. 

0047 As an illustration of the protection Switch in rela 
tion to end users, assume that traffic from a first, Second, and 
third user enter the ring illustrated in FIG. 4C at node 431. 
Also assume that the first and Second user's traffic is to be 
terminated at node 441 and exit the ring at node 441 to an 
external network element. The third user is to be terminated 
at node 439 and exit the ring to an external network element. 
The traffic from all three users is transmitted over the layer 
2/3 pipe from node 431 to node 441. The traffic from the 
third user is Switched through the packet mesh of node 441 
and transmitted over a second layer 2/3 pipe (not shown) 
between node 441 and node 439. AS before, assume that 
there is a failure of span 403. While there is this failure, the 
traffic in the layer 2/3 pipe 414 is switched to the protecting 
layer 2/3 pipe 435. The traffic from all three users is passed 
through the cross connect of node 439 and terminated at 
node 441. The traffic from the first and second users exit the 
ring at node 441 while the traffic from the third user is 
Switched through the packet mesh of node 441 and trans 
mitted back to node 439 over the working subpipe of the 
Second layer 2/3 pipe (not shown). 
0.048. As illustrated in FIG. 4C, a failure on the ring does 
not cause the loSS of the traffic on the layer 2/3 pipe, just a 
reduction in the available bandwidth. This is because the 
layer 2/3 pipe is made partially from the working channel 
and partially from the protection channel. AS Such, this layer 
2/3 pipe is more Sellable to customers than the extra traffic 
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described in the background Section because a failure does 
not result in a total loSS of Service. Moreover, using the 
BLSR protection scheme enables the traffic traveling in the 
layer 2/3 pipe to be protection Switched in a 50 millisecond 
time frame. 

0049. To provide an example of the manner in which the 
layer 2/3 pipe could be Sold, assume that the working and 
protection channel parts of the layer 2/3 pipe 414 are 
respectively 30 mbps and 90 mbps. Assume, that each of the 
first, Second and third users above want an equal amount of 
bandwidth of the layer 2/3 pipe 414. Each customer could be 
offered a guaranteed (in the event of a single failure) 10 
mbps and a maximum of 40 mbps. The customers traffic at 
node 431 would be statistically multiplexed to fit the size of 
the layer 2/3 pipe currently being provided. The guaranteed 
10 mbps per customer would be provided by the working 
subpipe on span 403 or the protecting layer 2/3 subpipe 435. 
The maximum 30 mbps per customer would be provided by 
the protection subpipe on span 403 while there is no failure. 
In this manner partially BLSR protected layer 2/3 traffic is 
provided around the ring. 

0050. It should be understood that the ability to offer a 
guaranteed minimum bandwidth requires that the bandwidth 
of the layer 2/3 pipes on the ring not be oversold. Thus, in 
the above example, to offer the third user the service 
identified above, the ring provider would also have at least 
the needed bandwidth (guaranteed 10 mbps and a maximum 
of 40 mbps) on the Second layer 2/3 pipe from node 441 to 
node 439 (not shown) because the third users traffic must 
traverse that span as well as span 403. In other words, if a 
potential user's traffic must traverse multiple spans of the 
ring in layer 2/3 pipes, each of these layer 2/3 pipes must 
have available the necessary bandwidth. 

0051. It should also be noted that not every network 
element in the ring need to be of the type that is capable of 
both TDM and packet switching (a hybrid network element). 
Specifically, while node 431 must be a hybrid network 
element, the node 439 could be a standard TDM network 
element capable of only performing TDM switching. Thus, 
compatibility is maintained. 

0052 FIG. 5 is a diagram of circuit components in a 
hybrid network element according to one embodiment of the 
invention. While in this embodiment separate Switching 
mechanisms are provided for the TDM and packet Switching 
(namely a TDM switch fabric and a packet mesh), alterna 
tive embodiments could provide a Single Switching mecha 
nism and/or different Switching mechanisms (e.g., a packet 
switch fabric, a TDM mesh, etc.). In FIG. 5, four optical 
transmit fibers 515, 502,506, 510 connect to physical ports 
515, 502, 506, and 510 respectively. Four optical receive 
fibers 517,504,508, and 512 connect to physical ports 513, 
516, 520, and 523 respectively. TDM traffic is received over 
the optical receive fibers 517, 504,508, 512 and transmitted 
over the optical transmit fibers 511,514,518, 522. The TDM 
traffic is transmitted and received as optical Signals by 
physical connection circuitry (PCC) 501,507,503,505. The 
PCCS convert optical Signals to electrical Signals and Vice 
versa for reception and transmission. The TDM traffic is 
transmitted and received between the PCCs 501, 507, 503, 
505 and the TDM processing circuits (TPCs) 519,531,525, 
and 537 respectively as electrical signals. The TPCs transmit 
and receive TDM traffic from a control card (CC) 509. In 
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another embodiment of the invention, each TPC and PCC is 
located on a Single processing element, Such as an applica 
tion specific integrated circuit (ASIC). A hybrid network 
element is described in more detail in a patent application 
titled “A Method and Apparatus for Switching Data of 
Different Protocols' to David Stiles, filed on Mar. 30, 2001, 
Ser. No.: 09/823,480, Attorney Docket Number: 004906. 
P002, which is hereby incorporated by reference. 
0053) The layer 2/3 traffic can be switched through the 
CC 509 or a packet mesh 550. The TPCs are programmable 
to insert and extract particular STSs that carry layer 2/3 
traffic to be packet switched. If TDM traffic contains layer 
2/3 payload to be switched through the packet mesh 550, 
then the TPCs 519,531, 525, and 537 extract the layer 2/3 
payload traffic from the TDM traffic and transmit the layer 
2/3 traffic to ingress layer 2/3 processing circuitry 523, 535, 
529, and 541 respectively. The TPCs519,531,525, and 537 
also receive layer 2/3 traffic from egreSS layer 2/3 processing 
circuitry 521,533,527, and 539 respectively. For a variable 
rate layer 2/3 traffic pipe, the egreSS layer 2/3 processing 
circuitry includes the ability to queue and Statistically mul 
tiplex layer 2/3 traffic before transmitting it to a TPC. The 
TPCs 519, 531, 525, and 537 process the layer 2/3 traffic 
placing it into SONET/SDH frames for transmission in 
timeslots. The TPCs 519, 531, 525, and 537 are program 
mable to insert and extract particular STSs that carry the 
layer 2/3 traffic to be packet switched. 

Node TDM 

431. On TPC 519 for 
transmit fiber 

While There is Not a Failure 
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0054) The CC 509 detects failures, maintains a BLSR 
State machine, and updates the TDM croSS connect table in 
response to changes in the BLSR state machine. The CC 509 
also sends a message to update the logical interfaces for 
packet BLSR protection Switching. Typically an interface is 
a physical interface or port. A logical interface is the logical 
connection from a first network element to another network 
element or node which may or may not be adjacent to the 
first network element. The logical interface refers to a 
physical port or interface which can be changed. In addition, 
the CC 509 sends messages to reprogram the TPCs to handle 
a protection Switch (e.g., reorient concatenations, redirect 
channels to packet mesh and CC, etc.). 
0055 To provide an example of the reprogramming of 
the network elements to handle a ring Switch, assume that 
the ring of FIG.4C is a 2 fiber OC-12 BLSR (that is, 6 STSs 
for working and 6 STSs for protection in each direction). 
Also assume that each of the nodes of FIG. 4C is imple 
mented as the network element illustrated in FIG. 5; that the 
PCC 501 of a given node is connected through fiber to the 
PCC 503 of the adjacent node; that the fibers 515 and 506 
are the transmit fibers; that the PCC 503 of node 431 is 
connected through fiber to PCC 501 of node 441; and that 
the fibers 517 and 508 are the receive fibers. Table 1 below 
illustrates the concatenations and the redirection of STSs 
programmed in the TPCs 519 and 525 of each node while 
there is not and is a failure on span 403. 

While There is a Failure 

Layer 2/3 Pipe TDM Layer 2/3 Pipe 

On TPC 519 for 
transmit fiber 

On TPC 519 for 
transmit fiber 

On TPC 519 for 
transmit fiber 

515: X on 515: STS 2C on 515: X on 515: STS 2C on 
channels 1-4, channels 5-6: channels 1-4; channels 5-6: 
where X is STS 6C on STS 1 on STS 2C on 
some particular channels 7-12 channel 7 channels 11-12 
arrangement On TPC 525 for protecting protecting layer 
On TPC S25 for transmit fiber TDM: 2/3 subpipe 
transmit fiber 506: STS 2C on STS 3C On On TPC 525 for 
506: STS 1 on channels 5-6: channels 8-10 transmit fiber 
channel 1; STS 6C on protecting 506: Nothing 
STS 3C on channels channels 7-12 TDM 
2-4 

441. On TPC 519 for 
receive fiber 

On TPC 525 for 
transmit fiber 
506: Nothing 
On TPC 519 for 
receive fiber 

On TPC 519 for 
receive fiber 

On TPC 519 for 
receive fiber 

517: STS 1 on 517: STS 2C on 517: Nothing 517: Nothing 
channel 1; channels 5-6: On TPC 525 for On TPC 525 for 
STS 3C on STS 6C on receive fiber receive fiber 
channels 2-4 channels 7-12 508: Y on 508: STS 2C on 
On TPC S25 for On TPC 525 for channels 1-4; channels 5-6: 
receive fiber receive fiber STS 1 on STS 2C on 
508: Yon 508: STS 2C on channel 7 channels 11-12 
channels 1-4, channels 5-6: protecting protecting layer 
where Y is STS 6C on TDM: 2/3 subpipe 
some particular channels 7-12 STS 3C on channels 
arrangement 8-10 

protecting 

439. On TPC 519 for 
transmit fiber 
515: Y on 
channels 1-4 
On TPC S25 for 
receive fiber 

On TPC 519 for 
transmit fiber 

On TPC 519 for 
transmit fiber 

On TPC 519 for 
transmit fiber 

515: STS 2C on 515: Y on 515: STS 2C on 
channels 5-6: channels 1-4; channels 5-6: 
STS 6C on STS 1 on STS 2C on 
channels 7-12 channel 7 channels 11-12 
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-continued 

While There is Not a Failure 

Node TDM Layer 2/3 Pipe TDM 

508: X on 
channels 1-4 

On TPC 525 for protecting 
receive fiber TDM: 
508: STS 2C on STS 3C On 
channels 5-6: channels 8-10 
STS 6C on protecting 
channels 7-12 TDM 

On TPC 525 for 
receive fiber 
508: X on 
channels 1-4; 
STS 1 on 
channel 7 
protecting 
TDM: 
STS 3C on 
channels 8-10 
protecting 
TDM 

0056. In addition to the reprogramming of the TPCs, the 
croSS connect tables and the logical interfaces are altered 
accordingly. AS in the example described above, traffic for 
three users enter the ring at node 431 of FIG. 4C. To extend 
this example, assume that the traffic from these three users 
is switching into the ring in node 431 from the PCC 507 
through the packet mesh 550, that the traffic from the first 
and second user is exiting the ring at node 441 through PCC 
505 after being Switched through the packet mesh 550, and 
that the traffic from the third user is exiting the ring at node 
439 through PCC 505 after being switched through the 
packet mesh 550. While there is not a failure, the traffic from 
all three users is transmitted from the IL2/3PC 533 across 
the packet mesh to the EL2/3PC 529 according to the 
forward tables, which refer to logical interfaces, and trans 
mitted in the layer 2/3 pipe by TPC 525. While there is a 
failure of the fibers connecting into 431's PCC 503, the 
logical interfaces are modified So that the traffic from the 
three users is Switched through the packet mesh from 
IL2/3PC 533 to the EL2/3PC 523 and transmitted in the 
protecting layer 2/3 pipe to node 439 by the TPC 519 which 
has been reprogrammed as described above. 
0057. In node 439, while there is not a failure, the traffic 
from the third user is received at the IL2/3PC 521 and 
switched through the packet mesh to EL2/3PC 541. While 
there is a failure, the node 439 is modified so that the traffic 
for the three users received from node 431 on node 439's 
PCC 503 in the protecting layer 2/3 channel is switched to 
the protecting layer 2/3 channel to node 441. This Switch 
will go through the croSS connect, and is in fact a BLSR 
pass-through. An additional change for the dropping of the 
third users traffic is in the next paragraph. 
0.058. In node 441, while there is not a failure, the traffic 
from all three users is received at the IL2/3PC 521 and 
Switched through the packet mesh: the first and Second 
users’ traffic is Switched to EL2/3PC 541, while the third 
user's traffic is Switched to EL2/3PC 529. While there is a 
failure between two adjacent nodes, the logical interfaces are 
modified because of the failure So that the traffic for the first 
and second users received from node 439 on node 441's 
PCC 503 is switched through the packet mesh 550 from the 
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While There is a Failure 

Layer 2/3 Pipe 

protecting layer 
2/3 subpipe 
On TPC 525 for 
receive fiber 
508: STS 2C on 
channels 5-6: 
STS 2C on 
channels 11-12 
protecting layer 
2/3 subpipe b 

IL2/3PC 527 to the EL2/3PC 541 and transmitted out of the 
ring through the PCC 505. The traffic for the third user is 
Switched through the packet mesh from the IL2/3PC 527 to 
the EL2/3PC 529 and transmitted out the PCC 503 on the 
working layer 2/3 channel to node 439 by the TPC 525. The 
traffic from the third user is received at node 439 at the PCC 
501 on the working layer 2/3 channel and Switched through 
the packet mesh 550 from the IL2/3PC 521 to the EL2/3PC 
541 in accordance with the forwarding tables and transmit 
ted out of the ring by the PCC 505. 
0059) To provide another example of the reprogramming 
of the TPCs to handle a protection switch, assume that the 
ring of FIG. 4C is a 4 fiber OC-48 BLSR. In a 4 fiber 
implementation of the invention, a load balancing mecha 
nism would be implemented to balance traffic between the 
working layer 2/3 channel and the protecting layer 2/3 
channel (e.g., multi-link PPP, ATM SAR, etc.). Also assume 
that each of the nodes of FIG. 4C is implemented as the 
network element illustrated in FIG. 5; that the PCCs 501 and 
507 are the transmit and receive pair respectively for the 
East span; and that the PCCs 503 and 505 are the transmit 
and receive pair respectively for the West Span. 

0060 Thus, while there is a failure requiring a ring Switch 
on the East span of a node: 1) traffic coming in PCC 505 is 
protection Switched to PCC 503; and 2) the redirect/concat 
enations of the TPCS 519 and 531 must be altered. Whereas 
while there is a failure requiring a ring Switch on the West 
span of a node: 1) traffic coming in PCC 507 is protection 
switched to PCC 501; and 2) the redirect/concatenations of 
the TPCs 525 and 537 must be altered. In addition, while 
there is a failure requiring a ring Switch on a midspan node, 
the redirect/concatenations of the TPCs 531 and 537 must be 
altered accordingly. The redirect/concatenations of the TCPs 
519 and 525 are not affected because of the assumption that 
TPCs 519 and 525 correspond to working channels. 
0061. To provide a more specific example, assume that 
while there is not a failure, node 431 transmits TDM traffic 
as STS-12c and STS-24c through the PCC 503 to node 441. 
The channels used for the STS-12c and STS-24c traffic are 
collectively referred to as the working TDM pipe. Node 431 
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transmits over the layer 2/3 pipe STS-12c and STS-48c of 
traffic through PCC 503 and PCC 505 respectively to node 
441 of FIG. 4C. The same configuration of traffic is trans 
mitted to node 439 from node 431 through PCCs 501 and 
507. If the span corresponding to PCC 503 is lost (e.g., the 
card having PCC 503 is removed, the fibers 506 and 508 are 
severed, etc.), the control card 509 detects the failure, 
updates the BLSR state machine, and reprograms the TPC 
537. The TPC 537 is reprogrammed to match the concat 
enations, channel redirects, etc., of TPC 525. A span Switch 
occurs So that the traffic previously transmitted over the Span 
corresponding to PCC 503 now is transmitted over the span 
corresponding to PCC 505. Hence the working TDM pipe 
and working layer 2/3 pipe survive through PCC 505. 

0062) If both spans between nodes 431 and 441 (the span 
corresponding to PCC 503 and the span corresponding to 
PCC 505) are lost (e.g. cables 506, 508, 510 and 512 are 
severed, both cards having PCCs 503 and 505 are pulled, 
etc.), then a ring switch will occur. The control card 509 will 
detect a failure of the spans between nodes 431 and 441. The 
control card 509 will update the BLSR state machine, 
reprogram TPC 531, and send a message to node 439 
indicating the failure. The control card 509 reprograms the 
TPC 531 to match the concatenations, channel redirects, 
etc., of TPC 525. Hence, traffic originally transmitted from 
node 431 to node 441 through PCCs 503 are now transmitted 
through PCC 507. 

0.063. On the nodes adjacent to the failure, the logical 
interfaces will be reprogrammed, but the destinations in the 
forwarding tables will not be changed (This is an effect of 
having two Switch mechanisms providing alternative paths, 
as Such, this may not be required in other implementations). 
An alternative embodiment could be implemented with a 
Single path through the cross-connect. In Such an alternative 
embodiment, the packet mesh would be subordinate to the 
cross-connect Since all traffic including packet Switched 
traffic would pass through the cross-connect when entering 
or exiting the box. 

0.064 Embodiments of the invention are not limited to 
application in an optical ring. The previously described load 
balancing mechanism can Support an M:N protection 
Scheme for protecting variable rate pipes carried over linear 
connections (e.g., the last mile, links between rings, etc.). 
Various embodiments of the invention can implement load 
balancing in an M:N protection Scheme of a linear connec 
tion carrying optical traffic and layer 2/3 traffic over the last 
mile, between rings, etc., by implementing multi-link PPP 
on all IL2/3PCs, implementing multi-link PPP on a primary 
EL2/3PC, introducing additional hardware or circuitry (e.g., 
an additional cross connect card), etc. 
0065 FIG. 6 is a flowchart for allocating a layer 2/3 pipe 
and Subpipes in an optical ring according to one embodiment 
of the invention. At block 601, a network administrator 
configures timeslots as working and protection channels on 
each node of a ring. At block 603, the network administrator 
determines which timeslots will be processed as layer 2/3 
traffic and which timeslots will be processed as TDM traffic. 
At block 605, a TDM process running on a control card of 
a node in the ring detects a failure in one of the node's spans. 
The TDM process updates a TDM cross connect forwarding 
table managed on the control card at block 607. At block 
609, the TDM process sends a message to a layer 2/3 process 
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indicating the failure. The layer 2/3 proceSS updates a 
protection interface table in response to the message from 
the TDM process at block 611. At block 613, the node 
communicates the failure to other nodes in the ring. At block 
615, the other nodes in the ring update their croSS connect 
tables and logical interfaces in accordance with the failure 
detected by the detecting node. 
0066. In another embodiment of the invention, the pro 
tection interface table is a data structure with a reference to 
a logical working interface and a logical protection interface. 
The logical working interface corresponds to a physical port 
connecting to a transmit fiber to carry traffic destined for a 
node X going in a preferred direction on the ring. The logical 
protection interface corresponds to another physical port 
connected to a transmit fiber destined for the node X, but 
going in the opposite direction and possibly through other 
nodes in the ring. A logical interface Stored in or referenced 
by a layer 2/3 forwarding table initially refers to the logical 
working interface while there is not a failure. While there is 
a failure, the logical interface refers to the logical protection 
interface. While the failure is corrected, the logical interface 
is updated to refer to the logical working interface. In 
another embodiment of the invention, a routine manages 
logical interfaces and another routine manages alternate 
interfaces. A network administrator configures alternate 
interfaces on a network element. The alternate interface 
manager will create a data Structure to refer to 2 logical 
interfaces which are managed by the interface manager. One 
of the interfaces will be the working interface while the other 
interface will be the protecting interface. In the layer 2/3 
forwarding table, a circuit identifier is associated to either a 
logical interface or an alternate interface. Upon a failure 
notification, the alternate interface manager will alter the 
data Structure to reference the logical interface acting as the 
protecting interface. In another embodiment of the inven 
tion, the TDM process instead of the layer 2/3 process 
updates a data Structure indicating protection interfaces. 
0067. The owner of the optical ring can now offer pro 
tected Service to multiple customers. Typically, only the 
traffic traveling in the working channel was Sold to custom 
erS Since consumerS did not want to purchase a Service 
which may be interrupted (e.g., for days). Alternatively, a 
consumer may choose to purchase at a reduced cost, the 
extra traffic service from 2 providers. This consumer would 
alternate between these providers as failures occurred. With 
a layer 2/3 pipe, the owner of the optical ring can offer 
multiple classes of Service. In addition to the traditional 
constant rate TDM traffic Service, the network owner or 
provider can offer a variable rate TDM traffic service to 
customers because the payloads are layer 2/3 units of traffic. 
For example, if bandwidth corresponding to a layer 2/3 pipe 
transmits at a rate of 100 megabits per second with 20 
megabits corresponding to the layer 2/3 Subpipes, the owner 
or provider can offer a Service guaranteeing a rate of 20 
megabits per Second with a maximum of 100 megabits per 
second. This variable rate service can be offered to multiple 
people since the TDM payloads are layer 2/3 units of traffic. 
In addition, the variable rate service can be offered with a 
BLSR protection time of 50 milliseconds. Furthermore, the 
owner or provider of the optical network, is not forced to 
either donate or sell at a reduced cost 50% of their band 
width. The owner of provider can sell 100% of its bandwidth 
with the combination of standard TDM service and the 
variable rate TDM service. 
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0068 A continuum of embodiments exist for the inven 
tion. On one end of the continuum is an embodiment only 
utilizing BLSR protection. On the other end of the con 
tinuum is an embodiment only utilizing layer 2/3 protection. 
An embodiment utilizing BLSR protection has already been 
described. Another embodiment of the invention represent 
ing the layer 2/3 end of this continuum Switches layer 2/3 
traffic through the packet mesh of every hybrid network 
element of a BLSR. An embodiment of the invention in a 
2-fiber BLSR representing this other end of the continuum 
is described herein. 

0069 FIGS. 7A-7C illustrate an example of traffic flow 
ing through a BLSR while there is and while there is not a 
failure according to one embodiment of the invention. FIG. 
7A illustrates traffic flowing through the BLSR while there 
is not a failure according to one embodiment of the inven 
tion. In FIG. 7A, the BLSR includes five nodes 701, 703, 
705, 707, and 709. The BLSR can be divided into two 
logical rings: an outer ring and an inner ring. LinkS 725,733, 
731, 729, and 727 form the inner ring and carry traffic in a 
counter-clockwise direction. Links 715, 717, 719, 721, and 
723 form the outer ring and carry traffic in a clockwise 
direction. Each link is divided into a working channel 737 
and a protection channel 739 by a line 710. Each working 
channel 737 is conceptually divided into a working optical 
pipe 741 and a working layer 2/3 pipe 743 separated by a 
dashed line 735. A set of layer 2/3 traffic 711 enters the 
BLSR through the packet mesh of node 707. The set of 
traffic is destined for node 701. In this example, the set of 
traffic is placed on the outer ring path and transmitted over 
the protection channel 739 and the working layer 2/3 pipe 
743 of the links 721 and 723 to node 701. At node 701, the 
set of traffic 711 exits the ring through the packet mesh of 
node 701. A set of layer 2/3 traffic 713 also enters the ring 
through the packet mesh of node 707. The set of traffic 713 
is destined for node 703. In this example, the set of traffic 
713 is placed on the inner ring path and transmitted over the 
protection channel 739 and working layer 2/3 pipe 743 of the 
links 729 and 727. The set of traffic 713 exits the ring 
through the packet mesh of node 703. Additional traffic can 
enter and exit the ring though any of the five nodes 701, 703, 
705, 707 or 709, but only the sets of traffic 711 and 713 are 
focused for ease of understanding. 
0070 FIG. 7B illustrates the example traffic flow through 
the BLSR while there is a failure before a routing protocol 
detects the failure according to one embodiment of the 
invention. In FIG. 7B, the span between nodes 701 and 705 
fails. The BLSR performs automatic protection Switching in 
response to the failure. A line 740 indicates the division of 
the protection channel 739 into a protecting layer 2/3 pipe 
744 and a protecting optical pipe 742 on every link. Opti 
cally Switched traffic traveling over the outer ring that would 
travel between nodes 701 and 705 is switched to the pro 
tecting optical pipe 742 of the inner ring. Likewise, optically 
Switched traffic traveling over the inner ring that would 
travel between nodes 701 and 705 is switched to the pro 
tecting optical pipe 742 of the outer ring. Since the layer 2/3 
traffic traveling on the ring is Switched through the packet 
mesh of each node, it is not automatically Switched to a new 
path. At this point in time while there is a failure, the routing 
protocol has not detected the failure between nodes 701 and 
705. Therefore, the set of traffic 711 continues to be trans 
mitted to node 705, but in a smaller bandwidth because of 
the protection Switched traffic which now occupies the 
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protecting optical pipe 742 of the link 721. Until the routing 
protocol updates forwarding tables in response to the ring 
failure, some of the set of traffic 711 is dropped at node 705. 
The set of traffic 713 is transmitted in a reduced pipe because 
of the BLSR automatic protection switch. 

0071 FIG. 7C illustrates the example traffic flow 
through the BLSR while there is a failure after the routing 
protocol detects the failure according to one embodiment of 
the invention. In FIG. 7C, the routing protocol has recal 
culated a path for the set of traffic 711. Although any number 
of paths may result, this example describes the fastest 
alternative path as being through nodes 709 and 703. The set 
of traffic 711 is no longer transmitted from node 707 to node 
705. As a result of routing calculations, the set of traffic 711 
is transmitted on the inner ring. The sets of traffic 711 and 
713 are statistically multiplexed together to be transmitted 
over the working layer 2/3 pipe and the protecting layer 2/3 
pipe on links 727 and 729 (i.e. the sets of traffic 711 and 713 
share the bandwidth provided by the working layer 2/3 pipe 
and the protecting layer 2/3 pipe). The multiplexed set of 
traffic is denoted as traffic 712. At node 703, the set of traffic 
713 is Switched out of the ring through the packet mesh of 
node 703. The set of traffic 711 continues around the ring to 
node 701 over the link 725. At node 701, the set of traffic 711 
is Switched out of the ring through the packet mesh of node 
701. 

0072 An embodiment of the invention utilizing layer 2/3 
protection is able to deliver best-effort Service and differen 
tiated service level Quality of Service (QoS). An embodi 
ment of the invention only utilizing BLSR protection for all 
traffic on a BLSR is able to deliver guaranteed service level 
QoS. Embodiments of the invention falling between these 
two extremes are able to deliver a mixture of Service level 
QoS. Best-effort service is basic connectivity without guar 
antees. Differentiated Service does not offer a guarantee, but 
traffic is treated based on Statistical preference. Various 
embodiments of the invention can be applied to a network 
depending on the traffic characteristics of the network. 
0073 For example, if layer 2/3 traffic traveling over the 
ring is erratic or occurs in bursts, an embodiment of the 
invention which provides for guaranteed bandwidth allows 
bandwidth to remain idle. For example, assume users A and 
B are guaranteed 10 Mbits/sec of bandwidth. Even though 
one user may only be using 2 Mbits/sec of bandwidth, the 
other user cannot go beyond 10 Mbits/sec of bandwidth. 
Embodiments of the invention similar to that illustrated in 
FIGS. 7A-7C, statistically multiplex all traffic from users 
over the available bandwidth. Using the example above, 
users A and B are provided 20 Mbits/sec of bandwidth. If 
one user only uses 2 Mbits/sec, then 18 Mbits/sec of 
bandwidth is available to the other user. In addition, Switch 
ing traffic through the packet mesh makes available the 
variety of services available with layer 2/3 traffic (e.g., 
prioritization, traffic Shaping, QoS Signaling, etc.). 

0074. Furthermore, an embodiment of the invention uti 
lizing layer 2/3 protection allows varying pipe sizes around 
the ring. A network administrator can adjust the amount of 
working channel bandwidth allocated to the working optical 
pipe and the working layer 2/3 pipe in accordance with 
traffic characteristics on a span by Span basis. The ability to 
customize part of the ring increases efficient utilization of 
the ring. 
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0075 FIGS. 8A-8B illustrate example provisioning of 
varying Size pipes around a BLSR and changing concatena 
tions according to one embodiment of the invention. To 
illustrate this example of varying pipe sized and changing 
concatenations in the network elements to handle a ring 
Switch, assume that the ring of FIGS. 7A-7C is a 2 fiber 
OC-12 BLSR (6 STSs for working and 6 STSs for protecting 
in each direction). Also assume that each of the nodes of 
FIGS. 7A-7C is implemented as the network element illus 
trated in FIG. 5. FIG. 8A illustrates varying concatenations 
over the BLSR of FIGS. 7A-7C while there is not a failure 
according to one embodiment of the invention. In FIG. 8A, 
the BLSR of FIGS. 7A-7C has varying pipe sizes on each 
link. Each link is labeled with one of the letters A-C to 
identify the type of concatenation. Table 1 identifies the 
concatenations corresponding to each letter (concatenations 
in this example conform to current standards). In this 
example, the entire protection channel is used for layer 2/3 
traffic while there is not a failure. Hence, only the concat 
enations of the working channel traffic need be identified 
because all traffic in the protection channel is concatenated 
as STS-6c in this example. In alternative embodiments, part 
of the protection channel can be used for other types of 
traffic. Optically switched traffic transmitted in the working 
channel is denoted as Wt. Layer 2/3 traffic transmitted in the 
working channel is denoted as Wp. 

TABLE 1. 

Concatenation of Pipes 

A. B C 

Wt STS-1 STS-3C STS-3c, STS-1, STS-1 
Wp STS-3c, STS-3C STS-1 

STS-1, 
STS-1 

0.076 The concatenations corresponding to the letter A 
provide for a larger amount of bandwidth to layer 2/3 traffic. 
The concatenations corresponding to the letter C allot a 
larger amount of bandwidth to optically Switched traffic. The 
concatenations corresponding to the letter B evenly allocate 
bandwidth to layer 2/3 traffic and optically switched traffic. 
0.077 Table 2 identifies the concatenations for each link 
for both the inner ring and the outer ring. Since only layer 
2/3 traffic will travel in the protection channels of the ring, 
the column with the header “Pt” remains empty. 

TABLE 2 

Concatenation of Traffic While There Is Not A Failure 

Wt Wp Pt Pp 

Inner Ring 

701-705 STS-3C STS-3C STS-6c 
705-707 STS-3C STS-3C STS-6c 
707-709 STS-3C STS-3C STS-6c 
709-703 STS-3c, STS-1, STS-1 STS-6c 

STS-1 
703-701 STS-3c, STS-1, STS-1 STS-6c 

STS-1 
Outer Ring 

701-703 STS-3c, STS-1, STS-1 STS-6c 
STS-1 

703-e 709 STS-3C STS-3C STS-6c 
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TABLE 2-continued 

Concatenation of Traffic While There Is Not A Failure 

Wt Wp Pt Pp 

709->707 STS-3C STS-3C STS-6c 
707-705 STS-1 STS-3c, STS-1, STS-6c 

STS-1 
705-701 STS-1 STS-3c, STS-1, STS-6c 

STS-1 

0078 FIG.8B illustrates a failure in the BLSR according 
to one embodiment of the invention. In FIG. 8B, the links 
801 and 811 connecting nodes 701 and 705 fail. The BLSR 
performs an automatic protection Switch in response to the 
failure of the links. The Switch does not affect the concat 
enations of the traffic transmitted in the working channels of 
the ring (excluding the failed links). The concatenations of 
the traffic transmitted in the protection channels are adjusted 
for the automatic protection switch as indicated in Table 3. 

TABLE 3 

Concatenation of Traffic While There Is A Failure 

Wt Wp Pt Pp 

Inner Ring 

705-707 STS-3C STS-3C STS-1 STS-3c, STS-1, 
STS-1 

707-709 STS-3C STS-3C STS-1 STS-3c, STS-1, 
STS-1 

709-703 STS-3c, STS-1, STS-1 STS-1 STS-3c, STS-1, 
STS-1 STS-1 

703-7O1 STS-3c, STS-1, STS-1 STS-1 STS-3c, STS-1, 
STS-1 STS-1 

Outer Ring 

701-703 STS-3c, STS-1, STS-1 STS-3C STS-3C 
STS-1 

703-e 709 STS-3C STS-3C STS-3C STS-3C 
709->707 STS-3C STS-3C STS-3C STS-3C 
707-705 STS-1 STS-3c, STS-1, STS-3c STS-3c 

STS-1 

0079. As illustrated in Table 3, the concatenations for the 
traffic transmitted over the protection channel are modified. 
The protection channels of the inner ring are adjusted based 
on the working traffic switched from the outer ring. The 
protection channels of the Outer ring are adjusted based on 
the working traffic switched from the inner ring. Since the 
Wt traffic which previously traveled over the outer ring link 
between nodes 701 and 705 was transmitted as STS-1, then 
STS-1 of the protection channel of the inner ring is used for 
the protection switched traffic. Likewise, since the Wt traffic 
which previously traveled over the inner ring link between 
nodes 701 and 705 was transmitted as STS-3c, then STS-3c 
of the protection channel of the outer ring is used for the 
protection Switched traffic from the inner ring. Hence, each 
node's TPC transmitting traffic in the protection channel 
through the inner ring is reprogrammed from transmitting 
STS-3c of layer 2/3 traffic to transmitting STS-1 of optically 
switched traffic, 2 STS-1s of layer 2/3 traffic, and an STS-3c 
of layer 2/3 traffic. Each node's TPC transmitting traffic in 
the protection channel of the outer ring is reprogrammed 
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from transmitting STS-6c of layer 2/3 traffic to transmitting 
an STS-3c of layer 2/3 traffic and an STS-3c of optically 
Switched traffic. 

0080 AS indicated above, such an embodiment of the 
invention can also be applied to a 4-fiber BLSR or n-fiber 
BLSR. 

0081. The techniques shown in the figures can be imple 
mented using code and data Stored and executed on com 
puters. Such computers Store and communicate (internally 
and with other computers over a network) code and data 
using machine-readable media, Such as magnetic disks, 
optical disks, random acceSS memory; read only memory; 
flash memory devices, electrical, optical, acoustical or other 
form of propagated Signals (e.g., carrier waves, infrared 
Signals, digital signals, etc.), etc. Of course, one or more 
parts of the invention may be implemented using any 
combination of Software, firmware, and/or hardware. 

0082) While the invention has been described in terms of 
Several embodiments, those skilled in the art will recognize 
that the invention is not limited to the embodiments 
described. Although the invention has been described with 
reference to the TDM form of optical Switching, the inven 
tion can be applied to any form of optical Switching includ 
ing wave division multiplexing, dense wave division mul 
tiplexing, etc. In addition, the invention has been described 
with respect to a 2 fiber and 4 fiber BLSR, but can be scaled 
to other n-fiber architectures of BLSR. 

0.083. Furthermore, while the invention has been 
described in terms of Switching the traffic in the layer 2/3 
pipe through the packet mesh of each node while there is not 
a failure, a variety of configurations are possible for an 
optical ring with a layer 2/3 pipe. In a five node ring, a first 
node may have a layer 2/3 pipe defined over a direct 
connection to a Second node. The first node may also have 
a layer 2/3 pipe defined over a logical direct connection to 
a third node through the croSS connect of the Second node. 
The first node may also have a layer 2/3 pipe defined over 
a logical direct connection to a fifth node through the fourth 
node's croSS connect. An optical ring may have 4 nodes 
which are hybrid network elements and 2 nodes which are 
TDM only network elements. The TDM only network 
elements may only act as regenerators between the hybrid 
network elements. A first hybrid node may have a layer 2/3 
pipe defined to a second layer 2/3 pipe through a TDM only 
node. The first hybrid node may have a layer 2/3 pipe 
defined to the TDM only node while a another layer 2/3 pipe 
is defined from the TDM only node to the second hybrid 
node. These examples are provided to aid in the understand 
ing of the invention and not meant to be limiting upon the 
invention. 

0084. In addition, although the traffic that is passing 
through a given node (being provided to that node on a span 
of the ring and being transmitted by that node out another 
span of the ring) in layer 2/3 pipes may be Switched through 
the packet mesh of that node, the traffic is not considered to 
be terminated from the ring at that node, but is rather 
considered to still be on the ring (similar to the manner in 
which virtual tributaries (VTs) are considered to not be 
terminated from the ring). However, Since each packet is 
addressed individually, Squelching is not needed as with a 
VT ring. The method and apparatus of the invention can be 
practiced with modification and alteration within the Spirit 
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and Scope of the appended claims. The description is thus to 
be regarded as illustrative instead of limiting on the inven 
tion. 

We claim: 
1. A computer implemented method comprising: 
provisioning a pipe from a part of a working channel and 

at least part of a protection channel of an M:N linear 
connection; 

load balancing layer 2/3 traffic transmitted in the pipe 
while there is not a failure, reducing the pipe's band 
width when the failure occurs in the M:N linear con 
nection; 

load balancing layer 2/3 traffic for the reduced pipe; and 
transmitting the load balanced layer 2/3 traffic in the 
reduced pipe while there is the failure. 

2. The computer implemented method of claim 1 wherein 
the load balancing is performed in accordance with multi 
link PPP. 

3. The computer implemented method of claim 1 wherein 
the load balancing is performed in accordance with ATM 
SAR 

4. The computer implemented method of claim 1 wherein 
the working channel and the protection channel are provi 
Sioned from a set of three or more optical fibers. 

5. The computer implemented method of claim 1 wherein 
the linear connection couples a first optical ring with a 
Second optical ring. 

6. The computer implemented method of claim 1 wherein 
layer 2/3 traffic is Internet Protocol traffic. 

7. The computer implemented method of claim 1 wherein 
layer 2/3 traffic is ATM traffic. 

8. A network element comprising: 
a control card to allocate a pipe from a working channel 

and at least part of a protection channel of an M:N 
linear connection, to detect failures in the M:N linear 
connection, to reduce the pipe's bandwidth when a 
failure occurs in the M:N linear connection; 

a layer 2/3 processing circuitry coupled with the control 
card, the layer 2/3 processing circuitry to host a load 
balancing process and to transmit layer 2/3 traffic in 
accordance with the load balancing process, and 

an optical processing circuitry coupled with the control 
card and the layer 2/3 processing circuitry, the optical 
processing circuitry to encapsulate layer 2/3 traffic 
within optical traffic. 

9. The network element of claim 8 wherein the linear 
connection couples a first optical ring with a Second optical 
ring. 

10. The network element of claim 8 wherein the layer 2/3 
processing circuitry is a packet processing ASIC. 

11. The network element of claim 8 wherein the optical 
processing circuitry is a TDM ASIC. 

12. The network element of claim 8 wherein the optical 
processing circuitry is a DWDM ASIC. 

13. The network element of claim 8 wherein the load 
balancing proceSS is performed in accordance with multi 
link PPP. 

14. The network element of claim 8 wherein the load 
balancing process is performed in accordance with ATM 
SAR 
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15. The network element of claim 8 wherein the layer 2/3 
processing circuitry is an ingreSS layer 2/3 processing cir 
cuitry. 

16. The network element of claim 8 wherein the layer 2/3 
processing circuitry is a primary egreSS layer 2/3 processing 
circuitry. 

17. A network element comprising: 
a control card to allocate a pipe from a working channel 

and at least part of a protection channel of an M:N 
linear connection, to detect failures in the M:N linear 
connection, to reduce the pipe's bandwidth when a 
failure occurs in the M:N linear connection; 

an egreSS layer 2/3 processing circuitry coupled with the 
control card, the egreSS layer 2/3 processing circuitry to 
process layer 2/3 traffic for transmission in the pipe, an 
ingreSS layer 2/3 processing circuitry coupled with the 
egreSS layer 2/3 processing circuitry, the ingreSS layer 
2/3 processing circuitry to host a load balancing pro 
ceSS and to transmit layer 2/3 traffic to the egreSS layer 
2/3 processing circuitry in accordance with the load 
balancing process, and 

an optical processing circuitry coupled with the control 
card, the ingreSS layer 2/3 processing circuitry and the 
egreSS layer 2/3 processing circuitry, the optical pro 
cessing circuitry to encapsulate layer 2/3 traffic within 
optical traffic. 

18. The network element of claim 17 wherein the linear 
connection couples a first optical ring with a Second optical 
ring. 

19. The network element of claim 17 wherein the layer 2/3 
processing circuitry is a packet processing ASIC. 

20. The network element of claim 17 wherein the optical 
processing circuitry is, a TDM ASIC. 

21. The network element of claim 17 wherein the optical 
processing circuitry is a DWDM ASIC. 

22. The network element of claim 17 wherein the load 
balancing process is per formed in accordance with multi 
link PPP. 

23. The network element of claim 17 wherein the load 
balancing process is performed in accordance with ATM 
SAR 

24. A network element comprising: 
a control card to allocate a pipe from a working channel 

and a protection channel of an M:N linear connection, 
to detect failures in the M:N linear connection, to 
reduce the pipe's bandwidth when a failure occurs in 
the M:N linear connection; 

an ingreSS layer 2/3 processing circuitry coupled with the 
control card, the ingreSS layer 2/3 processing circuitry 
receive layer 2/3 traffic, to forward the layer 2/3 traffic 
to a primary egreSS layer 2/3 processing circuitry; 

the primary egreSS layer 2/3 processing circuitry coupled 
with the ingreSS layer 2/3 processing circuitry, the 
primary egreSS layer 2/3 processing circuitry to host a 
load balancing proceSS and to transmit layer 2/3 traffic 
in accordance with the load balancing process; 
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an egreSS layer 2/3 processing circuitry coupled with the 
primary egreSS layer 2/3 processing circuitry, the egreSS 
layer 2/3 processing circuitry to process layer 2/3 traffic 
received from the primary egreSS layer 2/3 processing 
circuitry for transmission in the pipe; and 

an optical processing circuitry coupled with the control 
card, the egreSS layer 2/3 processing circuitry and the 
primary egreSS layer 2/3 processing circuitry, the opti 
cal processing circuitry to encapsulate the Set of layer 
2/3 traffic within optical traffic. 

25. The network element of claim 24 wherein the linear 
connection couples a first optical ring with a Second optical 
ring. 

26. The network element of claim 24 wherein the layer 2/3 
processing circuitry is a packet processing ASIC. 

27. The network element of claim 24 wherein the optical 
processing circuitry is a TDM ASIC. 

28. The network element of claim 24 wherein the optical 
processing circuitry is a DWDM ASIC. 

29. The network element of claim 24 wherein the load 
balancing proceSS is performed in accordance with multi 
link PPP. 
30. The network element of claim 24 wherein the load 

balancing process is performed in accordance with ATM 
SAR 

31. A machine-readable medium that provides instruc 
tions, which when executed by a Set of one or more 
processors, cause Said Set of processors to perform opera 
tions comprising: 

provisioning a pipe from a part of a working channel and 
at least part of a protection channel of an M:N linear 
connection; 

load balancing layer 2/3 traffic transmitted in the pipe 
while there is not a failure; 

reducing the pipe's bandwidth when the failure occurs in 
the M:N linear connection; 

load balancing layer 2/3 traffic for the reduced pipe; and 
transmitting the load balanced layer 2/3 traffic in the 

reduced pipe while there is the failure. 
32. The machine-readable medium of claim 31 wherein 

the load balancing is performed in accordance with multi 
link PPP. 
33. The machine-readable medium of claim 31 wherein 

the load balancing is performed in accordance with ATM 
SAR 

34. The machine-readable medium of claim 31 wherein 
the working channel and the protection channel are provi 
Sioned from a set of three or more optical fibers. 

35. The machine-readable medium of claim 31 wherein 
the linear connection couples a first optical ring with a 
Second optical ring. 

36. The machine-readable medium of claim 31 wherein 
layer 2/3 traffic is Internet Protocol traffic. 

37. The machine-readable medium of claim 31 wherein 
layer 2/3 traffic is ATM traffic. 
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