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Process for managing resource address requests and associated gateway

device

The invention concerns a method for managing network resource address
requests, for example from a web browser application, and a gateway device for
implementing the method. The invention can be used in a gateway connecting a

LAN to an IP network, but is not limited to such a context.

When a client computer equipped with a browser application needs to access an
internet server in order to obtain e.g. a so called ‘webpage’, it needs to know the
Internet Protocol (IP) address corresponding to the server providing this page.
Usually, the browser initially knows a so-called URL (Uniform Resource Locator) or
FQDN (Fully Qualified Domain Name).

A translation of the URL or the FQDN into an actual IP address is performed by a
device such as a Domain Name System server, on the basis of the URL or FQDN
provided by the client computer.

Once the browser knows the IP address of the device hosting the web page, i.e.
the web server, it sets up a connection to this IP address and sends requests for
the required information using e.g. the HTTP protocol (Hyper Text Markup
Language). The web server responds with an HTML (Hyper Text Markup
Language) webpage, a picture, or some other data.

This address translation may be performed over a gateway device, e.g. when the
client computer is connected to a local area network or other type of network and is
connected to the internet through the gateway device.

A problem may occur when connection to the DNS server(s) is impossible, e.g. the
connection between the gateway device and the Internet is disrupted. In this case,
the browser cannot obtain an IP address. This results in the browser displaying an
error message, such as for example “Host name could not be resolved”.

In order to inform the user of the nature of the problem and eventually suggest
solutions, it is known to have the gateway device perform so-called “spoofing”. This
mechanism consists in having the gateway device return to the browser a false IP
address, making the browser believe that a connection to the DNS server has

been established. The gateway device then intercepts any requests for connection



10

15

20

25

30

WO 2006/114367 PCT/EP2006/061525

to the spoofed address and behaves as if it were the web server. When it receives
a request from the browser, the gateway can then return HTML pages explaining
the nature of the problem, e.g. that there is no Internet connectivity because a

wrong password was given or because of some other reason.

It is also known to have a spoofed address generated when the DNS server
declares that the URL or FQDN is unknown. The purpose of doing this is to have
the client send a request to the Web server. It would not establish a connection to

send the request if it does not obtain an address.

Browsers or other applications, but also other client components such as an
operating system may implement a so-called DNS cache. The DNS cache retains
the association between a URL or FQDN and an IP address. The application then
does not need to request an IP address a second time, resulting in a faster access
to the corresponding information.

However, the presence of the DNS cache may lead to problems when combined
with the spoofing mechanism described above. Indeed, once the connection to a
DNS server is restored, the application should stop using the spoofed IP address,
and again proceed to request the actual IP address for a URL from the DNS
server. The fact that the application remembers the spoofed/false IP address leads
to the consequence that the user can no longer access the initially requested
website, because it does not request the real address again.

It is known in certain applications that closing the application will result in purging
the DNS cache.

The invention concerns a gateway device comprising means for connection to a
first device and means for connection to a second device for obtaining a network
address as a function of a network resource identifier provided by the second
device, further comprising:

means for providing a false network address in response to a network resource
identifier provided by the first device in case a real network address cannot be
provided;
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characterized in that said means for providing a false network address are adapted

to provide a distinct false network address for a distinct network resource identifier.

This distinct false address can then be used to provide the real address
corresponding to the initial resource identifier, once this real address is available.

According to an embodiment of the invention, the device further comprises a
server component for providing responses to requests made by the first device on
the basis of a false network address.

According to an embodiment of the invention, the responses include information

describing the reason of the lack of a real network address.

According to an embodiment of the invention, the device is further adapted to
determine a real network address for a network resource identifier for which a false
network address was previously provided.

According to an embodiment of the invention, the device further comprises means
of redirecting the first device to the real network address upon a request from the
first device based on a false network address for which a real network address has
been determined.

According to an embodiment of the invention, the device further comprises
memory for storing a false network address and its respective network resource
identifier.

According to an embodiment of the invention, said memory further stores a real
network address corresponding to a network resource identifier, once the real

network address is determined.

The invention also concerns a method for managing network resource address
requests from a first device to a second device, said method being carried out by a
gateway device connected between the first device and the second device,
comprising the steps of:
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receiving a resource identifier from the first device,

determining whether the second device can provide a real network resource
address corresponding to the resource identifier,

in the affirmative, providing the real network resource address,

in the negative, providing a false network resource address, wherein the false
network resource address provided is uniquely associated with the received

resource identifier.

According to an embodiment of the invention, the method further comprises the
steps of receiving a request based on a false network address from the first device
and, in response, of redirecting the first device to a server accessible by the first

device.

According to an embodiment of the invention, said server provides information on

the error condition causing the lack of a real network address.

According to an embodiment of the invention, the method comprises the step, once
a real network address can be obtained, of obtaining such a real network address
for a previously received resource identifier for which a false network address has

been provided.

According to an embodiment of the invention, the method comprises the step,
upon reception of a request based on a false network address from the first device,
of setting up a connection between the gateway and a device identified by the real
network address corresponding to the false network address.

According to an embodiment of the invention, the method comprises the step of
storing a received identifier with its associated false network resource address and,

when obtained, with the corresponding real network address.

The invention will be explained in detail in a specific embodiment, described with
the help of the drawings. The invention should not be limited to the detailed
description of the embodiment.
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Figure 1 is a schematic diagram of a local area network and the internet,
connected using the gateway device described in the present embodiment.

Figure 2 is a schematic diagram of the gateway device’s functional components.
Figure 3 is a message sequence chart describing the communications between a
client application, components of the gateway device and a DNS server according
to the present embodiment.

Figure 4 represents a table indicating the content of an address cache memory of
the gateway device, in accordance with the present invention, after requests have
been received by the gateway device during a time interval with no connectivity to
the DNS server.

Figure 5 represents the table of figure 4 once connectivity has been re-established

and ‘real’ or actual IP addresses have been determined.

Figure 1 represents the gateway 102 object of the present embodiment connecting
a local area network 108 to the internet 104. A client computer 101 with an
application requiring internet access 107 such as a web browser is connected to
the local area network. Figure 1 shows one DNS server 106 and one Web server
105 connected to the Internet — of course, more DNS servers and Web servers can
be connected, and other devices than these two types of servers are also be
connected to the internet. Gateway 102 comprises a memory 103 the purpose of
which will be described later. According to the present example, the memory is of
the semiconductor or equivalent type. The internet application 107 may also be
different from a browser, and run on a device other than a computer. It may be for
example an IP-enabled audio/video decoder, with an electronic program guide
application. Note that the gateway 102 may also be located directly in the device

101 — in that case, there is no local area network per se.

Figure 2 shows the different functional components of the gateway device 102,
which include interfaces 209 and 210, connecting the gateway device respectively
to the local area network and to the internet. For example, the local area network
may be an Ethernet network, or a wireless IEEE 802.11b type network.

Gateway device 102 furthermore comprises an HTTP server 212, which is an
application akin to a web server and which manages and provides web pages

corresponding for example to the internal configuration of the gateway device.

5



10

15

20

25

30

WO 2006/114367 PCT/EP2006/061525

According to the present embodiment, the HTTP server 212 also provides
information to devices making requests to a spoofed IP address.

HTTP proxy 213 acts as a proxy server to a client application on network 108. It
receives requests formulated by a client application, forwards these requests when
appropriate to a real server such as server 105, and also transmits any response
of the real server back to the client application. The HTTP proxy acts as a client
application as far as the Web server is concerned.

DNS forwarder 214 is a component which processes the DNS queries received
from the client application 107, and forwards them to one or more DNS servers on
the internet. This component detects whether a valid response is received from the
DNS servers and sends the response back to the client application. The DNS
forwarder is also the component which generates ‘spoofed’ or ‘false’ IP addresses
according to the present embodiment when no proper DNS server response can
be obtained for various reasons, and transmits them to a client application. Instead
of using just one spoofed/false IP address for responding to DNS requests, when
such a spoofed address is needed, the DNS forwarder of the gateway device
sends a different spoofed IP address for each new URL or FQDN it receives in a
DNS request.

An IP router component 211 forwards IP packets to and from the local area
network, the gateway’s other components and the internet.

Gateway device 102 also contains memory 103, already briefly mentioned in
relation with figure 1. Memory 103 stores the spoofed IP addresses determined by
the DNS forwarder 214, along with the respective URL or FQDN in response to
which they were sent. Gateway 102 is thus capable of determining which spoofed
IP address was sent for a given URL/FQDN received and vice-versa.

In what follows, it will be supposed that the gateway device sends spoofed
addresses when it detects that there is no internet connectivity. Other conditions

may of course also be taken into account.

Figure 4 gives an example of the contents of memory 103 after reception of two
requests from client application 107. It is supposed that the DNS forwarder
determined that no proper DNS server response was received for these two

requests, and consequently, two different spoofed IP addresses were sent back to

6
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client application 107. A column ‘Actual IP Address’, indicating the real address
that the client application expects, remains empty at this stage.

Once a connection to a DNS server can be established by the gateway device, it
checks the content of memory 103 and sends a request for an actual IP address to
a DNS server for each pair of spoofed IP address and URL or FQDN in its memory
and for which no actual IP address could be previously determined.

Figure 5 shows the state of the memory once the actual IP addresses are
determined.

In the present embodiment, the memory stores up to 32 entries. A round robin
mechanism deletes the oldest entry when the list is full. According to a variant
embodiment, a time-to-live parameter is associated with each entry.

When the gateway device receives a request from the client application containing
as destination address one of the spoofed IP addresses (i.e. the client application
tries to set up a connection), it look in its cache memory 103 whether that for that

spoofed address, an actual IP address has been cached or not.

If there is such an actual IP address, the spoofed IP address in the request is
replaced with the actual IP address and the gateway device establishes a
connection with the correct server identified by the actual IP address and forwards

the original request to that server.

If there is no such actual IP address in the cache memory, the gateway device
returns an appropriate message such as an HTML web page to the client
application. This message or page preferably comprises an identification of the
reason of the lack of actual IP address, as far as the gateway device could
ascertain. For example, the gateway device may carry out tests to determine the
cause or causes of the error condition. In other words, the HTTP protocol allows a

server to redirect the client to another location using a new URL.

Figure 3 is a detailed chart of the messages exchanges and actions of the client
application, the gateway device’s components, the DNS server and the web

server.
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The different steps are described below:

Step 1: The web browser on the client device (and more precisely the operating
systems on the browser's behalf) sends a DNS query to the DNS forwarder
requesting the IP address corresponding to a web site URL (e.g. www.xyz.com)
Step 2: The gateway device’s DNS forwarder detects that there is no connectivity
to the Internet (and as result to the actual DNS servers).

Step 3: The DNS forwarder decides to respond with a spoofed/false IP address. It
updates its cache/table with the unique association between the spoofed IP
address and the URL/FQDN.

Step 4: Because the web browser thinks the web site’s address is the
spoofed/false IP address, it establishes a connection to it. The gateway device 102
“intercepts” this connection request, and the connection is established to the
gateway’s HTTP proxy module. The web browser sends the HTTP request for the
website.

Step 5: The HTTP proxy detects the spoofed/false IP address. The component
queries the DNS forwarder to learn whether there is an actual IP address
corresponding to this spoofed IP address.

Step 6: The DNS forwarder checks its cache/table and learns that the URL/FQDN
related to this spoofed IP address was not resolved in an actual IP address. It tells
the HTTP proxy that there is no actual IP address.

Step 7: Knowing there is no actual IP address related to this spoofed IP address,
the HTTP proxy redirects the web browser to a web page hosted by the gateway
device’s HTTP server: it indicates a new URL to the web browser.

Step 8: The web browser now establishes a connection to the gateway device and
sends a HTTP request for the web page to the local server of the gateway.

Step 9: The HTTP server web page detects there is no Internet connectivity or can
do other diagnostics tests.

Step 10: The HTTP server responds with a HTML page explaining the problem and
e.g. containing possible solutions to the Internet connectivity problem, based on
diagnostic tests carried out by the gateway device.

Step 11: The user takes corrective action (for example reconnecting cables, or
correcting the Internet connection password) and presses a button or clicks on a
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link on the screen. This triggers sending for example the corrected password back
to the HTTP server.

Step 12: The HTTP server now detects that the Internet connection is established
again. The addresses of the DNS servers are dynamically retrieved by the gateway
when the Internet connection is established. Together with an Internet address, the
gateway also receives the addresses of one or more DNS servers.

Step 13: Establishment of Internet connectivity triggers the gateway device’s DNS
forwarding component to send out DNS queries for the URLs for which
“spoofed”/false IP addresses were sent. It sends these queries to the addresses of
the DNS server(s) on the Internet.

Step 14: The DNS server(s) responds with the actual or ‘real’ IP addresses
corresponding to the URLs.

Step 15: The DNS forwarder updates its cache/table with spoofed IP addresses,
URL (FQDN) and actual IP addresses.

Step 16: Knowing the Internet connectivity is established again, the Internet
gateway HTTP server redirects the web browser to the originally requested web
site again. The HTTP server remembered the URL of the originally requested web-
site that was previously exchanged between the HTTP proxy and the HTTP server.
Step 17: The web browser now uses the cached relation between the original web
site and the spoofed/false IP address and connects to the spoofed/false IP address
again. The gateway device “intercepts” this connection so in fact the connection is
established to the gateway device’s HTTP proxy module.

Step 18: The HTTP proxy component queries the DNS forwarder component to
learn whether there is an actual IP address corresponding to the spoofed IP
address.

Step 19: The DNS forwarder component responds with the actual IP address
received from the DNS server in step 14.

Step 20: The HTTP proxy replaces the spoofed IP address with the actual IP
address and establishes a connection to the web server requesting the webpage.
Step 21: The web server responds with the requested HTML webpage.

Step 22: The HTTP proxy now forwards the response received from the web
server to the client computer web browser. The user on the client computer
automatically receives the requested web site. The client application thus accesses

the correct server, although it continues to use the spoofed IP address.

9
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Note that most operating systems include their own DNS cache. This is a module
that remembers DNS results, URL/FQDN correspondence to IP address, with a
time-to-live (‘ttI’) parameter. Applications running ‘above’ or ‘on’ the operating
system, such as web browser, also have their own cache. But they do not take the

ttl parameter into account.

In a variant embodiment, the step of checking whether a real address is available
for a spoofed address in memory 103 is carried out by IP router 211 instead of
HTTP Proxy 213. Also, the step of replacing the spoofed IP address by a real IP
address may be carried out by the IP router (step 20). The HTTP proxy checks for
the presence of a spoofed IP address and redirects the client application to the
local HTTP server when such an address is detected. It does not query the table in
memory 103. This embodiment not only provides a solution for the common
problem of a web browser incorrectly remembering a (false) address; it is also
applicable to other programs that might remember addresses in their own DNS

cache.

Although the description of the embodiment is based on an Internet Protocol
network implementation, the invention may be adapted to other contexts where an
identifier needs to be replaced by an address and in which caching of responses in

that frame may pose a problem.

10
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Claims

1. Gateway device (102) comprising means (209) for connection to a first device
(101, 107) located on a first network (108) and means (210) for connection to a
second device (106) located on a second network (104) for obtaining a real
network address as a function of a network resource identifier provided by the first
device, further comprising:

means (214) for providing a false network address in response to a network
resource identifier provided by the first device in case a real network address
cannot be provided;

characterized in that said means (214) for providing a false network address are
adapted to provide a distinct false network address for a distinct network resource

identifier.

2. Device according to claim 1, further comprising a server component (212) for
providing responses to requests made by the first device on the basis of a false

network address.

3. Device according to claim 2, wherein said responses include information

describing the reason of the lack of a real network address.

4. Device according to one of the claims 1 to 3, further adapted to determine a real
network address for a network resource identifier for which a false network address

was previously provided.

5. Device according to claim 4, further comprising means (213, 214) of redirecting
the first device to the real network address upon a request from the first device
based on a false network address for which a real network address has been

determined.

6. Device according to one of the claims 1 to 5, further comprising memory (103)

for storing a false network address and its respective network resource identifier.

11
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7. Device according to claims 4 and 6, wherein said memory further stores a real
network address corresponding to a network resource identifier, once the real
network address is determined.

8. Method for managing network resource address requests from a first device
(101, 107) located on a first network (108) to a second device (106) located on a
second network (104), said method being carried out by a gateway device (102)
connected between the first device (101, 107) and the second device (106),
comprising the steps of:

receiving a resource identifier from the first device (101, 107),

determining whether the second device (106) can provide a real network resource
address corresponding to the resource identifier,

in the affirmative, providing the real network resource address,

in the negative, providing a false network resource address, wherein the false
network resource address provided is uniquely associated with the received

resource identifier.

9. Method according to claim 8, further comprising the steps of receiving a request
based on a false network address from the first device (101, 107) and, in response,
of redirecting the first device (101, 107) to a server (212) accessible by the first
device (101, 107).

10. Method according to claim 9, wherein said accessible server (212) provides
information on the error condition causing the lack of a real network address.

11. Method according to one of the claims 8 to 10, further comprising the step,
once a real network address can be obtained, of obtaining such a real network
address for a previously received resource identifier for which a false network

address has been provided.

12. Method according to claim 11, further comprising the step, upon reception of a
request based on a false network address from the first device, of setting up a
connection between the gateway and a device identified by the real network

address corresponding to the false network address.

12
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13. Method according to claim 11, further comprising the step of storing a received
identifier with its associated false network resource address and, when obtained,

with the corresponding real network address.

13
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