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(57) Abstract: The ability to communicate with a specific subject at a prescribed location who lacks any communications equipment
opens up many intriguing possibilities. Communications across noisy rooms, hail and warn applications, and localized communications
directed at only the intended recipient are a few possibilities. We disclose and show localized acoustic communications, which we
call photoacoustic communications, with a listener at long standoff distances using a modulated laser transmitted toward the receiver's
car. The optically encoded information is converted into acoustic messages via the photoacoustic effect. The photoacoustic conversion
of the optical information into an audible signal occurs via the absorption of the light by ambient water vapor in the near area of the
receiver's ear followed by airborne acoustic transmission to the ear. The recipient requires no external communications equipment to
receive audible messages.
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Methods and Apparatus for Acoustic Laser Communications

CROSS-REFERENCE TO RELATED APPLICATION(S)

[0001] This application claims the priority benefit, under 35 U.S.C. 119(e), of U.S. Application
No. 62/814,993, which was filed on March 7, 2019, and is incorporated herein by reference in its

entirety for all purposes.

GOVERNMENT SUPPORT

[0002] This invention was made with Government support under Grant No. FA8702-15-D-0001

awarded by the U.S. Air Force. The Government has certain rights in the invention.

BACKGROUND

[0003] In 1880, Alexander Graham Bell patented a ‘photophone’ that used modulated light to
create sound. Bell’s patent, U.S. Patent No. 235,496, described how the photophone had a
transmitter to modulate a beam of light and a photodetector that received the modulated beam.
More recently, Rush ef al. disclosed a photoacoustic speaker in U.S. Patent No. 4,641,377, which

modulated laser light was shined into “a gas absorption chamber”.

[0004] Recently, there has been work investigating photoacoustic communications using air.
This technique, known as the “Laser-Induced Plasma Effect” or LIPE, uses a laser to ionize the
air, creating a plasma and ultimately a sound near the end receiver. The use of ionizing radiation
for producing sound and the need for very high power lasers are safety concerns for the

feasibility of this approach.

[0005] Limited work has been performed examining the use of microwaves to stimulate sound
directly in a user. However, microwave-induced acoustic communications have been limited to
barely audible clicks (no complex messages) due to the inefficiencies in the transmission through
bone and tissue. Further, none of the microwave-induced acoustic communications demonstrated
to date can localize an individual in the manner a laser-based photoacoustic communications

system does.
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[0006] Phased array acoustic systems (e.g., the Audio Spotlight by Holosonics) and non-linear
frequency conversion (e.g., Long Range Acoustic Devices by LRAD Corp) have also been used
for projecting sound. However, diffraction causes the acoustic spot size produced by a linear
acoustic array to be much larger than the acoustic spot size possible with optical conversion.
(The typical diffraction angles are on the order of milliradians at acoustic frequencies and on the
order of microradians at optical frequencies). Parametric acoustic sources overcome diffraction
by transmitting higher frequency ultrasound and taking advantage of nonlinear mixing of two
beams. Unfortunately, the lossiness of high-frequency sound limits the range of such a system to

about 10 meters.

SUMMARY

[0007] We disclose how to transmit an audible audio message to a ‘disadvantaged user’ with no
receiver other than their own ears, while those nearby hear no message. In this communications
modality, the sender uses a laser to transmit messages. Transmitted messages are encoded upon a
modulated laser beam and sent directly to the receiver’s ear via the photoacoustic effect. No
external (electronic or optical) receiver is necessary. Since a laser is used to close most of the

link distance, the communications distance can be fairly large, e.g., tens of meters or more.

[0008] The ability to communicate privately with a subject who lacks any communications
equipment opens up many intriguing possibilities. Communications across noisy rooms and
surreptitious or covert communications directed at only the intended recipient are a few

possibilities.

[0009] More generally, photoacoustic communications can be used to provide physical layer
security when coupled with a simple receiver. It provides a signal that is localized in three
dimensions, unlike other communications protocols, such as traditional laser communication. It
offers robustness and immunity to intercept not necessarily available via standard radio
communications. Other limited means of transmitting audio exist, but none of them can localize

and safely direct information to a single user.

[0010] Photoacoustic communications can be implemented by emitting an intensity-modulated
laser beam from a laser source and illuminating water vapor with the intensity-modulated laser

beam. The intensity-modulated laser beam creates a pressure wave in the water vapor via the
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photoacoustic effect, and this pressure wave creates an audible sound, e.g., at a person’s ear. The
intensity-modulated laser beam may be generated from the laser source at a wavelength of 1.9
um. The intensity of the intensity-modulated laser beam can be modulated, e.g., by an acousto-

optic modulator, at a frequency of about 20 Hz to about 20 kHz.

[0011] The intensity-modulated laser beam can be swept across an arc with the intensity-
modulated laser beam traveling at a linear speed of Mach 1 at a range R from the laser source.
The pressure wave’s amplitude can be higher at the range R than at other ranges. Changing a
rotational velocity of the intensity-modulated laser beam across the arc changes the range R at

which the intensity-modulated laser beam travels at the linear speed of Mach 1.

[0012] A receiver (e.g., with a microphone) can detect the audible sound. A processor coupled to
the microphone can decode a message conveyed by the audible sound. And a transmitter
operably coupled to the processor can transmit a response to the message. The receiver’s location

can be verified based on the response to the message.

[0013] The intensity-modulated laser beam can be a first intensity-modulated laser beam and the
pressure wave is a first pressure wave, in which case a second intensity-modulated laser beam
can illuminate the water vapor while the first intensity-modulated laser beam illuminates the
water vapor. The second intensity-modulated laser beam creates a second pressure wave in the
water vapor via the photoacoustic effect, and this second pressure wave adds with the first
pressure wave to create the audible sound. The first and second pressure waves may add

coherently.

[0014] Photoacoustic communications can be used to prove a location of a receiver. To do this, a
transmitter illuminates water vapor near a receiver with a laser beam modulated with a message.
The intensity-modulated laser beam creates a pressure wave modulated with the message in the
water vapor via the photoacoustic effect. The receiver detects the pressure wave modulated with
the message and decodes the message, then transmits a response to the message. The message
may include instructions for establishing a secure communications channel between the
transmitter and the receiver. The transmitter may verify a location of the receiver based on the

response to the message.

[0015] All combinations of the foregoing concepts and additional concepts discussed in greater

detail below (provided such concepts are not mutually inconsistent) are contemplated as being
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part of the inventive subject matter disclosed herein. In particular, all combinations of claimed
subject matter appearing at the end of this disclosure are contemplated as being part of the
inventive subject matter disclosed herein. Terminology explicitly employed herein that also may
appear in any disclosure incorporated by reference should be accorded a meaning most

consistent with the particular concepts disclosed herein.

BRIEF DESCRIPTIONS OF THE DRAWINGS

[0016] The skilled artisan will understand that the drawings primarily are for illustrative
purposes and are not intended to limit the scope of the inventive subject matter described herein.
The drawings are not necessarily to scale; in some instances, various aspects of the inventive
subject matter disclosed herein may be shown exaggerated or enlarged in the drawings to
facilitate an understanding of different features. In the drawings, like reference characters

generally refer to like features (e.g., functionally similar and/or structurally similar elements).

[0017] FIG. 1 shows photoacoustic communications with a disadvantaged user. A signal is
directed across a noisy room to the user, who hears the signal with her ears without an external

(electronic or optical) receiver.

[0018] FIG. 2 illustrates delivery of audible messages via photoacoustics through absorption of

amplitude-modulated, 1907.2 nm laser light by ambient water vapor.

[0019] FIG. 3 illustrates dynamic photoacoustic communications in which a laser beam is swept
at the speed of sound using a scanning mirror or other beam scanner. The resultant photoacoustic

sound is amplified along the direction of the sweep.
[0020] FIG. 4 is a diagram of a dynamic photoacoustic system deployed on a watchtower.

[0021] FIG. 5A is a plot of a pressure waveform generated by a dynamic photoacoustic system
operating with a 1.9 um thulium laser beam swept over an arc about 0.55 m long through 50%

relative humidity (RH) ambient air.

[0022] FIG. 5B illustrates pressure versus laser spot size for the dynamic photoacoustic system
operating with a 1.9 um thulium laser beam swept 0.55 m through 50% relative humidity (RH)

ambient air.

[0023] FIG. 6A illustrates the effects of beam diameter on photoacoustic sound pressure.
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[0024] FIG. 6B shows a multi-beam combination to achieve gain beyond the traditional

photoacoustic effect using the Haas sound fusion effect.
[0025] FIG. 6C shows a multi-beam photoacoustic transmitter.

[0026] FIG. 7 shows optical absorption spectra of water vapor obtained from the high-resolution
transmission molecular absorption (HITRAN) database and the Pacific Northwest National

Laboratory (PNNL) database.

[0027] FIG. 8 is a plot of a thulium laser emission spectrum overlaid on a water vapor absorption

spectrum.

[0028] FIG. 9A shows transfer functions describing the photoacoustic conversion of eye safe
optical energy at 50% RH into acoustic energy for various laser spot sizes. Markers represent

measured data and lines represent theory [solid = Eq. (2), dashed = Eq. (1)]

[0029] FIG. 9B shows measured photoacoustic signal (in mPa) versus RH, where the signal

strength is linear with RH.

[0030] FIG. 9C shows transmitted (T) and received (R) versions of a photoacoustic

communications waveform (here, a 20 kHz to 1 kHz frequency sweep).

[0031] FIG. 10A shows a photoacoustic signal heat map (sweep velocity in Mach number versus
time) for dynamic photoacoustic communications (sweep length = 50 cm, range = 2.5 m), fora 5
mm laser spot at the target. Waveforms at Mach (M) =1.05, M = 1.00, and M = 0.95 are shown
to the right of the heat map. Positive and negative values represent compression and rarefaction,

respectively.

[0032] FIG. 10B shows pressure versus laser spot size for dynamic photoacoustic

communications.

[0033] FIG. 10C shows compression timescale (duration of the leading compressive wave) of
dynamic photoacoustic waveform versus spot size. The compression timescale is indicative of

the forcing function on the water vapor molecules from the swept laser beam.

[0034] FIGS. 11A and 11B shows measured spatial extent of the acoustic signal (mVp-p)
produced via a dynamic photoacoustic system at a range of 2.5 m, sweep length of 25 cm, and

total propagation distance from start of sweep to receivers at 50 cm and 25 cm, respectively. A
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horizontal position of 0 mm corresponds to Mach 1. Horizontal positions greater than 0 mm
correspond to sweep speeds greater than Mach 1, and horizontal positions less than 0 mm

correspond to sweep speeds less than Mach 1.

[0035] FIG. 11C shows a simulation of the separation distance (Ah) measured at supersonic
sweep speeds. The simulated separation distance grows linearly with propagation distance,

which agrees with the measured data.
[0036] FIG. 11D shows a schematic of the spatial measurements made in FIGS. 11A and 11B.

[0037] FIG. 12 shows specifications and performance of moderate-range dynamic photoacoustic

system.

[0038] FIG. 13 illustrates location proving using photoacoustic communication.

DETAILED DESCRIPTION

[0039] In one implementation of photoacoustic communications, a transmitter communicates
with a ‘disadvantaged receiver’ (a person without any electronic or mechanical detectors) using a
modulated laser beam transmitted toward the receiver’s ear. The optically encoded information is
converted into an acoustic message via the photoacoustic effect. The photoacoustic conversion of
the optical information into an audible signal can occur via one of three modalities: (1)
absorption of the light by an ambient gas species (e.g., water vapor) in the near area of the
receiver’s ear; (2) absorption of light by the receiver’s skin and subsequent transmission to the
inner ear; or (3) photoacoustic coupling to a nearby object of opportunity (e.g., a window or
nearby vessels of fluid) followed by airborne acoustic transmission across a relatively short
distance to the receiver. For each modality, the disadvantaged receiver hears the audible signal
with his or her ear. The generation of the acoustic message occurs with an efficiency that
depends upon the laser wavelength, laser intensity, laser modulation frequency, absorptivity of
the absorbing medium (e.g., the water vapor), and/or phase of the absorbing medium (solid,

liquid, or gas) among other factors.

[0040] The sound can be amplified by sweeping the modulated laser beam across an arc such
that the linear speed of the modulated laser beam is Mach 1 (the speed of sound) at the radius of

the intended receiver. The acoustic waves add coherently along the sweep direction, creating a
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local sound front similar to a shock wave that propagates in the direction of the laser sweep. The
amplification and directionality of this process, called dynamic photoacoustics, increase the local
sound levels, localize the signal, and direct the signal toward a preferred receiver. The sound is
localized because the signal intensity falls off as 1/R?, where R is the distance from the localized
region. Dynamic photoacoustics yields spatially localized sound while amplifying faint

photoacoustic signals from gases as well as aerosols.

[0041] Generally, the gain provided by sweeping the laser beam over an arc is proportional to
L/D, where L is the arc length and D is the laser spot diameter. The larger the arc, the higher the
gain. For a single laser beam, however, a longer arc length and higher gain usually translate to a
lower revisit rate. Practically, the limiting factor is the angle over which the laser beam is swept
as opposed to the arc length L. In practice, the returns diminish for angles greater than about 10°.
Without being bound by any particular theory, this is likely because for angles less than 10°, the

curvature of the arc is small, and the waves add coherently along the arc as if they are in a line.

[0042] In principle, photoacoustic communications can be used to send a message to any person
without communications equipment. This message could include covert information for a friend
or confusing information for a foe. Photoacoustic communications could also be useful in search
and rescue operations, e.g., to send rescue instructions to someone without a radio in a burning
building or at sea. It could be used for ship-to-ship communications when other communications
channels are not available. It could be used in noisy environments, such as in aircraft or crowded
rooms, by aiming a modulated laser beam at someone with a small device (e.g., potentially the
size of a smartphone) with the decibel level of the photoacoustic signal set high enough to be

heard over the noisy background.

[0043] The applications of photoacoustic-enabled secure communications are broad and include
the secure communications to disadvantaged users (people without electronic receivers) as
described above as well as the secure distribution of cryptographic keys and the secure
dissemination of information to physically isolated device equipped with microphones. Because
the acoustic signal can be delivered to a spatially localized volume, these cryptographic keys
could be used to verify that a receiver is at a particular location—a technique called location
proving—as well as to establish secure optical or radio-frequency communications links between

the transmitter and receiver. The size of this spatially localized volume scales with the range of
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the spatially localized volume from the laser source. Its size and shaped can be altered (e.g.,

made smaller) by interfering sound waves generated by different laser beams.
[0044] Photoacoustic-enabled location-proving protocols include:

» Enforcing security policies by enabling logging into computer systems only at certain
physical locations;

* Augmenting cooperative localization of aircraft in lieu of or in addition to radar (e.g., for
air traffic control of autonomous drones);

» Proving route execution without major deviations by autonomous systems (e.g., for
autonomous driving for delivery without relying on easily faked GPS signals); and

» Verifying three-dimensional (3D) positions of and specifying 3D way points for

autonomous vehicles, including unmanned aerial vehicles and self-driving cars.

In each of these location-proving protocols, a photoacoustic transmitter sends a private acoustic
message to a predetermined location (e.g., an authorized location for logging into a computer
systems). The message is audible (detectable) only within a small radius of the predetermined
location, so it doesn’t have to be encrypted or encoded. Instead, it can be transmitted privately
but in the clear. A person or device at that location senses the private acoustic message and uses
it to verify that they are at the predetermined location. For instance, the private acoustic message
could include a password for logging into a computer system, a code or private key for
establishing a communications link via a non-acoustic channel, or a code for proving that the

person or device was at a particular location at a particular time.
Photoacoustic Communications

[0045] FIG. 1 illustrates communicating with a disadvantaged user 11 via photoacoustics. A
photoacoustic transmitter 100 transmits a laser beam 121 modulated with information 111 across
a noisy room to the user 11 alone, who uses her ears to receive the information 111 encoded in
the modulated laser beam 121. The user 11 perceives this information 111 as audio messages 131
produced via photoacoustic modulation. The modulated laser beam 121 propagates through the
atmosphere with limited absorption, thus closing much of the physical range gap between the
transmitter 100 and the disadvantaged user 11 with limited losses. Water vapor or other ambient
gas in the near vicinity of the disadvantaged user 11 absorbs the modulated laser beam 121. This

absorption results in an acoustic signal 131 that is audible to the recipient 11.
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[0046] If the photoacoustic modulation of the water vapor is highly localized, then only the user
11 can hear the audio messages 131: the signal is too weak outside the modulation zone to be
heard by other people in the room. This decay in signal amplitude may be due to the attenuation
of high-frequency signals in air, high gain generated by sweeping the modulated laser beam 121
in an arc toward the user’s ear, or both. In any case, the differential channel capacity created by
photoacoustic communications enables information theoretically secure communications
between the user 11 and the photoacoustic transmitter 100 at a rate that is that is a function of the
difference in channel capacities. This information theoretically secure communications channel
can be used to distribute secret information, such as private keys or computer passwords, or more

innocuous information, such as translations of conversations or audio content played in the room.

[0047] FIG. 2 shows a first system 200 for efficiently producing localized continuous-wave and
pulsed sound at amplitudes of more than O dBA and distances greater than 2.5 m using
photoacoustics in air. The system 200 includes a thulium laser 210, an acousto-optic modulator
(AOM) 220, and an optional (variable-focus) lens 222 (e.g., a zoom lens). Other suitable types of
modulation include direct modulation of the laser, electro-optic amplitude modulation, and
mechanical choppers in the path of the laser beam. The AOM 220 can steer the laser beam as
well as modulating the laser beam’s amplitude, which is useful for the dynamic photoacoustic

communication case discussed below.

[0048] In operation, the AOM 220 modulates the amplitude of a laser beam 211 at a wavelength
of 1.9 um emitted by the thulium laser 210. The lens 230 focuses this modulated laser beam 221
to a point located near the intended receiver, which may be a person or a device with a
microphone 230, as shown in FIG. 2. Changing the focus of the variable-focus lens 222
translates this point toward or away from the system 200. The modulated laser beam 221
produces continuous wave (CW) audible signals 231 near the receiver via the absorption of the

light by ambient water vapor 21 at or near the focal point.

[0049] The laser parameters may be constrained by human safety levels (e.g., eye-safe irradiance
levels for light at a wavelength of about 1.9 um). The laser wavelength and power level should
be chosen to enable efficient long-range communication as well as to satisfy requirements for

laser eye-safety. Given the eye and skin safe requirements, the ‘thermal damage’ regime of about
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1.4 um to thousands of microns is preferable. The wavelength could even be in the microwave or

millimeter-wave region of the electromagnetic spectrum.

[0050] Since acoustic pressure is directly proportional to optical absorption, a laser wavelength
for which water is strongly absorbing is advantageous. Even in very dry environments, there
exist appreciable amounts of water in the air. The upper bound for airborne water vapor is 100%
relative humidity (RH). At standard temperatures (25 °C), this corresponds to 4.4 x 10* ppm
water molecules in the air. Water has several particularly strongly absorbing features in the near
infrared. Because the near infrared is strongly absorbed by water, it poses significantly less
safety risk than wavelengths that can penetrate through the eye to the retina. The primary safety
risk at these wavelengths is thermal damage with eye and skin safety threshold of 100 mW/cm?.
Many commercial high-power (typically fiber) lasers exist in this regime including lasers that
emit light at wavelengths of 1.4 um, 1.5 um, or 1.9 um. Strong absorption by water, low eye-
safety risk, and the availability of high-power lasers make the near-infrared region of the

electromagnetic spectrum very attractive for efficient operation.

[0051] A functional photoacoustic communications system should produce audible sound at a
safe laser power (e.g., up to about 100 mW/cm?). The AOM 220 modulates the laser beam 211 at
frequencies in a range of about 20 Hz to about 20 kHz, i.e., the audible frequency range for
humans. The modulation band can be shifted to ultrasonic or infrasonic frequencies if the
receiver is not a human—for example, if the receiver is an animal or microphone. And the lens
222 focuses the modulated laser beam 221 to a spot size that depends on the range to the target.
At ranges of tens of meters, spot sizes of centimeters are reasonable. At longer ranges (e.g., >100
m), the spot sizes may be tens of centimeters. If desired, a large focusing optic could be used

near the AOM 220 to shrink the spot sizes to millimeters.
Dynamic Photoacoustic Communications

[0052] FIGS. 3 and 4 show a dynamic photoacoustics system 300 that amplifies faint
photoacoustic signals. The dynamic photoacoustic system 300 includes a thulium laser source
310 that emits a laser beam that is pulsed or amplitude-modulated with an acoustic signal. A fast-
steering mirror 320 or other beam-steering element, such as an acousto-optic deflector (AOD),
sweeps the modulated laser beam 321 such that the laser spot travels at the speed of sound (Mach

1) over an arc (K 360°) adjacent to the receiver, generating acoustic waves 323 that propagate in

10
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the direction of the laser sweep as shown in FIG. 4. The arc length may be about 1-10°,
depending on desired gain and sweep repetition frequency, where longer arc lengths generally
lead to smaller duty cycles. The acoustic waves 323 add coherently along the sweep direction
creating a local sound front similar to a shock wave that propagates in the direction of the laser
sweep. This is similar to dynamic photoacoustic spectroscopy, which has been used successfully

for standoff detection of trace chemicals.

[0053] The swept beam technique provides a coherent gain (proportional to L/D as explained
below) only at a very specific range, i.e., the range at which the beams are moving at Mach 1, to
produce audible signals 331. This range can be anywhere from 1 m to 10 km. At other ranges,
the signal is significantly weaker and may be too weak to be detected. This variation in signal
strength with range is because the majority of the energy propagates in the sweep direction.
Moving away from the near field of the laser source, the signal intensity decays with 1/R?

scaling.

[0054] This variation in the gain can be used to create a secure communications channel to a
receiver (e.g., a person’s ear or a microphone 330 as in FIG. 3) in a specific region in space with
a localized signal that is stronger than elsewhere (e.g., above a detection threshold). Generally,
the size and shape of the region with localized signal is set by the interference of the waves

produced by the laser beam at different times and locations.

[0055] The location and direction (range and angle) of the coherent addition can be changed by
adjusting the sweep rate of the modulated laser beam to move the radial location of the arc along
which the sound waves propagate at Mach 1. Slowing the sweep rate causes the radial location of
this “Mach 1 arc” to move away from the laser source 310; increasing the sweep rate cause the

Mach 1 arc to move towards the laser source 310.

[0056] Both the amplification and directionality of this process can be highly advantageous
because they increase the local sound levels, localize the signal, and direct the signal toward a
preferred receiver. Dynamic photoacoustics achieves an amplification proportional to L/D, where
L is the length over which the laser beam is swept at Mach 1 and D is the beam diameter at the

target (e.g., a disadvantaged user’s head).

[0057] FIGS. SA and 5B shows experimental measurements of a dynamic photoacoustic system

(DPAS) like the one shown in FIGS. 3 and 4 operating in ambient air. A 1.9 um thulium laser

11
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beam was swept repeatedly over an arc with a length of 0.55 m through 50% relative humidity
(RH) air at a rate of about 3 kHz. The laser power was about 400 mW. FIG. SA shows the
resultant pressure waveform, with spikes indicating a 40-fold amplitude gain and a 32 dB sound
pressure level (SPL) gain for a total gain of about 65 dB. And FIG. 5B shows the pressure versus

laser spot radius, again with a total gain of about 65 dB at a radius of about 6 mm.
Multiple Modulated Laser Beams for Additional Gain and Improved Directionality

[0058] The use of multiple laser beams (added either coherently or incoherently) could provide
additional gain and possibly improve directionality. Combining the resultant acoustic beams to
produce the desired gain may exploit the Haas sound fusion effect, where identical sound sources
presented in close (milliseconds) succession are perceived as fused by the recipient. Put
differently, many eye-safe laser beams create sounds at slightly different locations and times.
These sounds could either add coherently or incoherently depending on their positions in time

and space with respect to the receiver.

[0059] FIG. 6A illustrates the effect of beam size on photoacoustic signal strength. In FIG. 6A,
the laser power is the same for each spot size, so the laser intensity is smaller for the bigger spot,
hence the larger spot size does not increase the photoacoustic signal intensity. (In Equations 1
and 2 below, the laser intensity is taken to always be at the eye safe limit. Thus, when using
Equations 1 and 2, we would increase the laser power when increasing the spot size and thus

increase our photoacoustic signal intensity.)

[0060] FIG. 6B illustrates how to use the Haas sound fusion effect to achieve gain beyond the
traditional photoacoustic effect. Instead of inducing photoacoustic modulation with just one
modulated laser beam, many modulated laser beams induce photoacoustic modulation in closely
located spots near the receiver (e.g., a person’s ear or a microphone). The spots may form a one-
or two-dimensional array with a pitch Dsep and act as independent sound sources at radii 7, from

the receiver. The sources produce pressure waves that arrive at the receiver.

[0061] If the pressure waves arrive at the receiver substantially simultaneously (e.g., within
1/10' of the wave’s period), they will add coherently, producing an amplified pressure wave. For
example, waves modulated at 1 kHz should arrive at the receiver within 0.1 ms of each other to
add coherently at the receiver. If the pressure waves arrive at the receiver at staggered arrival

times within a window of 50 ms or less, they will add incoherently. For the coherent and

12
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incoherent case, the gain scales with the number of spots NV and the square root of the number of

spots VN, respectively:

z P(t—T,) ~ VNP(t) for |T,, — Try| < 50 ms (Incoherent Case)
~ " NP(t) for T, = r,,/c (Coherent Case)

[0062] FIG. 6C shows a multibeam photoacoustic system 600 for exploiting the Haas sound
effect. The multibeam system 600 includes a laser source 610 that emits a laser beam, which is
split N ways by 1 x N beam splitter 610. The outputs of the beam splitter 610 are coupled to an
array of independent modulators 620, which produce an array of modulated laser beams 621.
These modulated laser beams 621 can be modulated with the same signal or with different
signals, depending on the application. They can be directed to the same general area with an
optional beam-steering mirror array 630 and lens 632 to exploit the Haas sound fusion effect as
illustrated in FIG. 6B by creating many identically modulated pressure waves. Each laser beam
621 can have also its own unique amplitude (determined by laser power, sweep length, or both).
They can also be directed to different spots with the different beam-steering elements in the
mirror array 630. In addition, some or all of the beams 621 can be used to address the same
receiver sequentially, potentially creating higher frequencies, higher repetition rates, and higher
duty cycles than a single beam, which traverses a given distance at the speed of sound before

repeating its sweep.
Link Considerations for Absorption of Modulated Light by Ambient Gas

[0063] A photoacoustic laser communications system operates by illuminating a gas in the
neighborhood of a (human) receiver with a modulated laser beam. The gas absorbs at least some
of the modulated laser beam, producing an audible acoustic wave. This gas can be any suitable
gas that absorbs the laser light; ambient water vapor is a near ubiquitous choice. Even in a very
dry environment, there exists enough water in the air to nonlinearly convert modulated laser light
into a pressure wave. The upper bound on the amount of airborne water vapor is 100% relative

humidity (RH), which at standard temperatures is 4x10* ppm water molecules in the air.

[0064] FIG. 7 shows optical absorption spectra of water vapor from two separate sources: the
HITRAN database and the PNNL database. These spectra are plotted with different base units.
Since acoustic pressure is directly proportional to optical absorption (see Eqn. (1) and (2) below)

2

a laser wavelength for which water is strongly absorbing produces acoustic pressure more
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efficiently. Water has several particularly strongly absorbing features in the near infrared portion
of the electromagnetic spectrum. Because near infrared light is strongly absorbed by water, it
poses significantly less safety risk than light at wavelengths that can penetrate through the eye to
the retina. The primary safety risk at these wavelengths is thermal damage; the associated eye
and skin safety threshold is 100 mW/cm?. Many commercial lasers exist in this regime, including
those that emit light at wavelengths near 1.4 um, 1.5 um, and 1.9 um. These are typically fiber-
based lasers with very high available power levels. For these three reasons (strong water
absorption, high safety margins, and commercially existing lasers), the near infrared region of
the electromagnetic spectrum is a very attractive regime to operate an acoustic laser

communications system.

[0065] Atmospheric optical absorption, 4, affects the acoustic signal via two opposing roles. It
attenuates the optical energy as it propagates to the receiver (lower absorption yields more
optical energy near receiver) but is also directly proportional to the acoustic signal near the
receiver (higher absorption yields more local acoustic energy). For a given range, a balance
between these two constraints occurs when the absorption is the reciprocal of the range, 4 = 1/7,
where the range is the distance from the transmitting laser to the receiver (end user). We choose
our operational range by choosing a particular absorption, 4, which is in turn dictated by choice

of laser wavelength via the water absorption spectrum above.

[0066] FIG. 8 shows the output spectrum of a 1.9 um thulium-based fiber laser from IPG
Photonics overlaid on the water-vapor absorption spectrum. This laser is particularly attractive
for acoustic laser communications. The gain bandwidth of thulium is sufficiently wide that
alternate laser wavelengths can be obtained by inscribing different grating structures in the fiber.
These different wavelengths (and their associated different absorption strengths) could be used
for systems operating at different ranges. Under 50% RH conditions, the optical absorption, A, of
this laser is 0.04 m™! with a corresponding system range of 25 m. We used this laser to
demonstrate and assess the viability of an acoustic laser communications system, by creating
audible acoustic signals in ambient air (at 50% RH) at eye-safe power levels of 100 mW/cm?.
The equations relating the relevant physical parameters are discussed below, as are test results

for our system.
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[0067] An acoustic laser communications system should efficiently convert optical energy into
acoustic energy at safe laser levels. Equation (1) describes a relationship between
photoacoustically created sound pressure and optical/physical parameters:

ﬂImfeD“sz
POy=t — 1
) NI (1)

where P is the pressure, f is the expansion coefficient of the gas (e.g., water vapor), Iy 1s the
laser intensity (assumed to be bounded by the safe limit at the given wavelength), 4 is the optical
absorption, v is the speed of sound, (), is the specific heat of air, 7 is the range (the distance from
the photoacoustic absorption), 11 is the laser’s amplitude modulation frequency, and D is the laser
beam diameter. Equation (1) is valid in the large-beam limit in which the laser beam diameter, D,
is larger than the characteristic acoustic size v7puise, Where Truise 1s the laser pulse duration (for a
50% duty cycle waveform, this will be half the period of the acoustic waveform). Since typical
acoustic frequencies range between 20 Hz and 20,000 Hz, this period ranges between 50 ms and

50 us for the modulated laser beam emitted by the laser source in a photoacoustic laser system.

[0068] When the laser beam diameter D < v7puss (the small-beam limit), Equation (2) describes

the relevant physics:

ﬂImfeDzsz
3/2°
gﬁCPrl/z (VTpulSe )

2)

P(r)=

Together, Equations (1) and (2) provide the guidelines for creating a useful acoustic laser

communications system.

Experimental Measurements of Photoacoustic and Dynamic Photoacoustic

Communications

[0069] We used a 1.9 um thulium-based fiber laser (IPG Photonics) to assess the relevant
acoustic transfer functions describing the conversion of optical energy into acoustic energy and
verify their relevance to our photoacoustic communications. At 50% RH, the laser beam
experiences absorption of 4 = 0.04 m~. We used acousto-optic modulators (AOMs) to modulate
the laser beam (square wave with 50% duty cycle) over a range of audible and ultrasonic
frequencies. Since safe laser levels are typically defined by the laser energy per unit area, we

systematically varied the beam diameter D (using a variety of lenses and maintaining optical
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power density at the target) to examine its effect on the system. An Earthworks M30 microphone
(bandwidth = 50 kHz) placed about 1 cm away from the edge of the laser beam detected the

resulting acoustic signals.

[0070] FIGS. 9A-9C show the measured sound pressure levels produced by the photoacoustic
system shown in FIG. 2. FIG. 9A shows measured and calculated transfer functions describing
the conversion of eye safe optical energy at 50% RH into acoustic energy for various laser spot
sizes. Markers represent measured data, solid lines represent the small-beam sound pressure
levels given by Eq. (2), and dashed lines represent large-beam sound pressure levels given by Eq.
(1). The right-hand axis gives the sound pressure level (SPL), where SPL = 20 log [P(Pa)/28x10~
6]. The laser intensity was fixed at the eye-safe limit of 100 mW/cm?. The laser spot size, D, was
varied from 0.5 cm (squares, bottom trace) to 6 cm (triangles, top trace). FIG. 9B shows
measured photoacoustic signals (in mPa) versus RH. The result shows that the signal strength is
linear with RH. And FIG. 9C shows sent (T) and received (R) versions of a photoacoustic

communications waveform, which was a 20 kHz to 1 kHz frequency sweep.

[0071] FIG. 9A shows several trends, including that each spot size has a corresponding cutoff
frequency above which the pressure decreases from its maximum value. The maximum pressure
occurs at the boundary between the small and large spot limits, i.e., when D > vTpye. In the
large-beam limit, contributions from different locations in the source do not coherently add due
to the long acoustic transit time across the diameter. The pressure and corresponding sound
pressure level (SPL) are in the audible regime (SPL > 0 dB) for D > 1 cm. Higher SPLs are
achieved by using larger beam diameters, at the sacrifice of higher frequency content. The
measurements of the photoacoustic signal strength versus relative humidity in FIG. 9B show a
linear relationship. And the sent and received photoacoustic waveforms in FIG. 9C agree well,

albeit with deviations at higher frequencies that may relate to several simplifications in Eq. (1).

[0072] FIGS. 10A-10C show similarly positive results for the dynamic photoacoustic systems
shown in FIGS. 3 and 4. FIG. 10A shows an image plot of the dynamic photoacoustic time series
data with respect to laser beam sweep velocity. Individual waveforms for Mach (M) = 1.05, 1.00,
and 0.95 are shown to the right of the image plot. For M > 1, a time lag starts to grow between

the leading compression and trailing rarefaction of the dynamic photoacoustic signal. This is
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caused by the swept laser beam traveling faster than the speed of sound, giving additional width

(temporal length) to the signal.

[0073] FIGS. 10B and 10C show measurements of the photoacoustic signal strength and
waveform compression timescale versus spot size, respectively. (The compression timescale in
FIG. 10C is indicative of the forcing function on the water vapor molecules from the swept laser
beam.) Both parameters vary linearly with spot size, with higher signal levels and shorter
timescales for smaller laser spots. The signal level produced using the simple (static)
photoacoustic configuration is overlaid on FIG. 10B. The results show that dynamic
photoacoustics achieves an amplification proportional to L/D, where L is the length over which
the laser beam is swept, and D is the spot size, as indicated above. The signal produced via this

method was easily audible to the naked ear.

[0074] FIGS. 11A-11D show measurements of the spatial extent of the dynamic photoacoustic
signal at a range of 2.5 m. These measurements were made by placing a microphone on a
motorized translation stage arranged to measure the plane perpendicular to the sweep direction as
shown in FIG. 11D. FIGS. 11A and 11B show results of these measurements for 50 cm and 25
cm propagation distances, respectively, where the propagation distance is the distance between
the microphone and the starting location of the laser sweep as in FIG. 11D. A horizontal position
of 0 mm corresponds to a laser sweep speed equal to Mach 1. Horizontal positions greater than 0
mm correspond to sweep speeds less than Mach 1, and horizontal positions less than 0 mm

corresponds to sweep speeds greater than Mach 1.

[0075] The data in FIGS. 11A and 11B show a vertical separation (Ah) of acoustic energy for
sweep speeds greater than Mach 1. The separation distance Ah increases linearly with Mach
number as well as propagation distance. Simple computer simulations modeling the interference
of spherically propagating wave fronts indicate that the Ah separation is linear with Mach
number, consistent with our experimental results. FIG. 11C shows results of this simulation. The
horizontal spatial extent of the photoacoustic signal becomes larger at longer standoff ranges
because the relative Mach shifts occur at greater horizontal positions due to simple geometry.
We confirmed this behavior at 10 m standoff range by measuring a photoacoustic signal

proportionally larger along the horizontal axis.
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[0076] There is a tradeoff between sweep length, which directly corresponds to gain, and the
pulse repetition frequency (PRF) of the audible signal, where the PRF of a dynamic
photoacoustic communications system is v/L. This means that a dynamic photoacoustic
communications system designed with a swept path length of L = 1 m can produce a single
audible tone of frequency PRF = (343 m/s)/(1 m) = 343 Hz. To increase the audible frequency,
either the sweep length could be reduced (at the cost of gain) or more laser beams could be
added. The laser spot size places an upper limit on the PRF, as the spot size dictates the lower
bound on the waveform timescale. For sample operational parameters, e.g., D=3 cm, PRF = 1
kHz, ANSI constraints for eye-safe and skin-safe operation on average power (100 mW/cm?) are
more stressing than peak fluence (100 mJ/cm?). Since average power is proportional to PRF, this
implies that low frequencies can be generated more loudly and safely than higher frequencies

(everything else being equal).

[0077] FIG. 12 shows specifications and performance of short- and long-range photoacoustic
communications systems. The short-range system has a range of about 25 m (assuming an
absorption of 0.04 m™), a spot diameter of 0.36 m, and a laser power of 102 W. It has a peak
pressure of about 300 mPa and a peak gain of about 60 dB at a modulation frequency of about 1
kHz. The long-range system has a range of about 500 m (assuming an absorption of 0.002 m™), a
spot size of 3 m, and a laser power of 7 kW. It can be mounted in or on a van, truck, helicopter,
building or other platform and has a peak pressure of about 400 mPa and a peak gain of about 62
dB at a modulation frequency of about 100 Hz.

Photoacoustic Coupling the Receiver’s Ear or a Nearby Object

[0078] Photoacoustic communications can also be carried out by (1) absorption of light by the
receiver’s skin and subsequent transmission to the inner ear or (2) photoacoustic coupling to a
nearby object of opportunity (e.g., a window or nearby vessels of fluid) followed by airborne
acoustic transmission across a relatively short distance to the receiver. Each of these coupling
modalities involves (a) creating an acoustic signal near the ear (either in a nearby object or in the
tissue near the eardrum), and then (b) propagating that energy to the eardrum. A reasonable

approximation of (a) is to treat the tissue as water illuminated by light.

[0079] Biomedical photoacoustics have shown that non-audible frequencies can be induced in

tissue. Photoacoustic communications instead either creates audible frequencies directly via a
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laser modulated at those frequencies or creates higher frequencies that are subsequently mixed
down to the audible band, e.g., by amplitude modulating a high-frequency signal and/or mixing
waves at different frequencies to produce a beat note. Photoacoustic signals can also use
transmission pathways like those in “bone conduction,” with a mechanical oscillator stimulating
the ear cartilage from which sound is ultimately conducted to the inner ear and detected as an

audible signal.
Photoacoustics for Secure Communications and Location Proving

[0080] A photoacoustic communications system can create a spatially localized audio signal
from a large remove, forcing an eavesdropper attempting to overhear this audio signal to come
into close physical proximity to the intended receiver. In contrast to laser communications,
which are localized in angle only but not range, photoacoustic communications are localized in
three spatial dimensions. Furthermore, typical laser communications require precise line-of-sight
alignment in order to close the communications channel. Photoacoustic communications do not
suffer from such tight alignment restrictions because the sound waves propagate away from the

volume illuminated by the modulated laser beam.

[0081] The structure of the photoacoustic communications channel enables a form of secure
communications based on the concept of perfect secrecy, or physical layer security, where
secrecy is guaranteed without relying on computational assumptions. Assuming an eavesdropper
with a disadvantaged channel relative to the intended receiver, the transmitter and intended

receiver can communicate reliably without revealing information to the eavesdropper.

[0082] The communication rate supported by this secure channel is limited by the difference in
the quality of the receiver and eavesdropper’s channel. The Shannon channel capacity bounds the
number of bits that can be reliably sent across a noisy channel. For example, for an additive
white Gaussian noise channel with bandwidth W, the channel capacity is W log>(1+SNR) bits
per second (b/s), where SNR is the channel signal-to-noise ratio. TALC enables the
establishment of a channel between the sender and receiver where the eavesdropper has a
significant disadvantage (i.e., a noisier channel due to the rapid decay of audio signals) that we
can exploit to achieve secret communication. For example, with a 10 m separation, an SNR of 10
at the intended receiver, and 1 kHz of audio bandwidth, one can achieve a rate of approximately

2 kbits/s of secret communication assuming identical gains at the receiver and eavesdropper.
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[0083] To better understand this channel quality difference, consider a case where the sender is
sending a message to an intended receiver. Assume that this primary channel has capacity C; =4
b/s (e.g., 16-Quadrature Amplitude Modulation (QAM)). If an eavesdropper has a noisier
channel relative to the sender than the intended receiver, then the eavesdropper’s channel has a
lower capacity, C2 =2 b/s (e.g., 4-QAM) in our example. The difference in these two channel
capacities C1 — C» = 2 bits (per channel use) bounds the rate at which the sender can reliably

communicate while achieving information theoretic secrecy in the presence of an eavesdropper.

[0084] Traditionally, physical layer security has been explored in the context of wireless
communications systems, as an alternative to cryptographic schemes that rely on assumptions
about computational hardness. Photoacoustic communications enable non-traditional secure
communications channels by enabling a transmitter/receiver pair to communicate via localized
acoustic waves that decay rapidly at high frequencies, effectively precluding eavesdropping at

large distances.

[0085] Using verifiable location to determine functionality and grant or deny privileges is useful
for numerous applications. A secure location proving protocol can be built using the secret
communications scheme discussed above as a core building block. Photoacoustic
communications could be used to periodically provide a unique physical code to each physical
location of interest, for example, by scanning a modulated laser beam over a large area. An entity
claiming to be at a physical location would be challenged to provide the unique code associated
with that location and a limited time in which to provide that answer (set, for example, by the

propagation speed of the sound waves).

[0086] FIG. 14 shows how photoacoustic secure location proving can be used to verify the
location of a drone 132 with respect to an airport control tower 130. A controller in the airport
control tower 130 sends a warning message 131 to the drone 132 via an optical or radio-
frequency communications link. An antenna on or near the airport control tower 130 may
broadcast this warning message 1301, which informs the drone 1302 that it must remain a
minimum range away from the airport. The warning message 1301 also includes a query about a
code or key 1331 transmitted by a photoacoustic communications system 1300 to a location at
the minimum range via a modulated laser beam 1321. This code 1331 may include a unique

sequence of numbers, letters, tones, or other sounds. If the drone 132 is at this location, it can
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detect the code 1331 with an on-board microphone; otherwise, it cannot detect the code 1331. If
the drone 132 detects the code 1331 successfully, it repeats the detected code to the tower 130 in
a message 133 via the optical or radio-frequency communications channel. Failure to repeat the
code 1331 successfully within a predetermined time could trigger an alarm or change in flight

patterns at the airport.

[0087] The localized nature of the audio signal and its slow propagation mitigates some of the
relay and eavesdropping challenges faced by location-proving protocols that rely on more

traditional signaling channels. An entity that is truly at a location and provides the correct code
as proof could claim privileges associated with that location, trigger desired actions, or prevent

undesired actions.
Conclusion

[0088] While various inventive embodiments have been described and illustrated herein, those of
ordinary skill in the art will readily envision a variety of other means and/or structures for
performing the function and/or obtaining the results and/or one or more of the advantages
described herein, and each of such variations and/or modifications is deemed to be within the
scope of the inventive embodiments described herein. More generally, those skilled in the art
will readily appreciate that all parameters, dimensions, materials, and configurations described
herein are meant to be exemplary and that the actual parameters, dimensions, materials, and/or
configurations will depend upon the specific application or applications for which the inventive
teachings is/are used. Those skilled in the art will recognize or be able to ascertain, using no
more than routine experimentation, many equivalents to the specific inventive embodiments
described herein. It is, therefore, to be understood that the foregoing embodiments are presented
by way of example only and that, within the scope of the appended claims and equivalents
thereto, inventive embodiments may be practiced otherwise than as specifically described and
claimed. Inventive embodiments of the present disclosure are directed to each individual feature,
system, article, material, kit, and/or method described herein. In addition, any combination of
two or more such features, systems, articles, materials, kits, and/or methods, if such features,
systems, articles, materials, kits, and/or methods are not mutually inconsistent, is included within

the inventive scope of the present disclosure.
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[0089] Also, various inventive concepts may be embodied as one or more methods, of which an
example has been provided. The acts performed as part of the method may be ordered in any
suitable way. Accordingly, embodiments may be constructed in which acts are performed in an
order different than illustrated, which may include performing some acts simultaneously, even

though shown as sequential acts in illustrative embodiments.

[0090] All definitions, as defined and used herein, should be understood to control over
dictionary definitions, definitions in documents incorporated by reference, and/or ordinary

meanings of the defined terms.

[0091] The indefinite articles “a” and “an,” as used herein in the specification and in the claims,

unless clearly indicated to the contrary, should be understood to mean “at least one.”

[0092] The phrase “and/or,” as used herein in the specification and in the claims, should be
understood to mean “either or both” of the elements so conjoined, i.e., elements that are
conjunctively present in some cases and disjunctively present in other cases. Multiple elements
listed with “and/or” should be construed in the same fashion, i.e., “one or more” of the elements
so conjoined. Other elements may optionally be present other than the elements specifically
identified by the “and/or” clause, whether related or unrelated to those elements specifically
identified. Thus, as a non-limiting example, a reference to “A and/or B”, when used in
conjunction with open-ended language such as “comprising” can refer, in one embodiment, to A
only (optionally including elements other than B); in another embodiment, to B only (optionally
including elements other than A); in yet another embodiment, to both A and B (optionally

including other elements); etc.

[0093] As used herein in the specification and in the claims, “or” should be understood to have
the same meaning as “and/or” as defined above. For example, when separating items in a list,
“or” or “and/or” shall be interpreted as being inclusive, i.e., the inclusion of at least one, but also
including more than one, of a number or list of elements, and, optionally, additional unlisted
items. Only terms clearly indicated to the contrary, such as “only one of” or “exactly one of,” or,
when used in the claims, “consisting of,” will refer to the inclusion of exactly one element of a
number or list of elements. In general, the term “or” as used herein shall only be interpreted as
indicating exclusive alternatives (i.e. “one or the other but not both”) when preceded by terms of

29 CC

exclusivity, such as “either,” “one of,” “only one of,” or “exactly one of.” “Consisting
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essentially of,” when used in the claims, shall have its ordinary meaning as used in the field of

patent law.

[0094] As used herein in the specification and in the claims, the phrase “at least one,” in
reference to a list of one or more elements, should be understood to mean at least one element
selected from any one or more of the elements in the list of elements, but not necessarily
including at least one of each and every element specifically listed within the list of elements and
not excluding any combinations of elements in the list of elements. This definition also allows
that elements may optionally be present other than the elements specifically identified within the
list of elements to which the phrase “at least one” refers, whether related or unrelated to those
elements specifically identified. Thus, as a non-limiting example, “at least one of A and B” (or,
equivalently, “at least one of A or B,” or, equivalently “at least one of A and/or B”) can refer, in
one embodiment, to at least one, optionally including more than one, A, with no B present (and
optionally including elements other than B); in another embodiment, to at least one, optionally
including more than one, B, with no A present (and optionally including elements other than A);,
in yet another embodiment, to at least one, optionally including more than one, A, and at least

one, optionally including more than one, B (and optionally including other elements); etc.

[0095] In the claims, as well as in the specification above, all transitional phrases such as

bR

“comprising,” “including,

29 CC 2% bR

carrying,” “having,” “containing,” “involving,” “holding,”
“composed of,” and the like are to be understood to be open-ended, i.e., to mean including but
not limited to. Only the transitional phrases “consisting of” and “consisting essentially of” shall
be closed or semi-closed transitional phrases, respectively, as set forth in the United States Patent

Office Manual of Patent Examining Procedures, Section 2111.03.
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CLAIMS

1. A method of communications, the method comprising:

emitting an intensity-modulated laser beam from a laser source; and

illuminating water vapor with the intensity-modulated laser beam, the intensity-
modulated laser beam creating a pressure wave in the water vapor via the photoacoustic effect,

the pressure wave creating an audible sound.

2. The method of claim 1, wherein emitting the intensity-modulated laser beam from the

laser source comprises generating a laser beam at a wavelength of 1.9 um.

3. The method of claim 2, wherein emitting the intensity-modulated laser beam from the
laser source comprises modulating an intensity of the laser beam at a frequency of about 20 Hz

to about 20 kHz.

4. The method of claim 1, wherein illuminating the water vapor with the intensity-

modulated laser beam creates the audible sound at a person’s ear.

5. The method of claim 1, further comprising:
sweeping the intensity-modulated laser beam across an arc, the intensity-modulated laser

beam traveling at a linear speed of Mach 1 at a range R from the laser source.

6. The method of claim 5, further comprising:
changing a rotational velocity of the intensity-modulated laser beam across the arc so as
to change the range R at which the intensity-modulated laser beam travels at the linear speed of

Mach 1.

7. The method of claim 1, further comprising:

detecting the audible sound with a receiver;

decoding a message conveyed by the audible sound with a processor operably coupled to
the receiver; and

transmitting a response to the message from a transmitter operably coupled to the

processor.

8. The method of claim 7, further comprising:
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verifying a location of the receiver based on the response to the message.

9. The method of claim 1, wherein the intensity-modulated laser beam is a first intensity-
modulated laser beam and the pressure wave is a first pressure wave, and further comprising:
illuminating the water vapor with a second intensity-modulated laser beam while
illuminating the water vapor with the first intensity-modulated laser beam, the second intensity-
modulated laser beam creating a second pressure wave in the water vapor via the photoacoustic

effect, the second pressure wave adding with the first pressure wave to create the audible sound.

10. The method of claim 1, wherein the second pressure wave adds coherently with the first

pressure wave.

11. A communications system comprising:
a laser source to illuminate water vapor with an intensity-modulated laser beam, the
intensity-modulated laser beam creating a pressure wave in the water vapor via the photoacoustic

effect, the pressure wave creating an audible sound.

12.  The communications system of claim 11, wherein the laser source is configured to emit

the intensity-modulated laser beam at a wavelength of 1.9 pm.

13.  The communications system of claim 12, wherein the laser source is configured to

modulate the intensity-modulated laser beam at a frequency of about 20 Hz to about 20 kHz.

14. The communications system of claim 11, further comprising:
a beam-steering element, in optical communication with the laser source, to sweep the
intensity-modulated laser beam across an arc through the water vapor, the intensity-modulated

laser beam traveling at a linear speed of Mach 1 at a range R from the laser source.

15.  The communications system of 14, wherein the beam-steering element is further
configured to change a rotational velocity of the intensity-modulated laser beam across the arc so
as to change the range R at which the intensity-modulated laser beam travels at the linear speed

of Mach 1.

16. A method of communications, the method comprising:

emitting an intensity-modulated laser beam from a laser source; and
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sweeping the intensity-modulated laser beam across an arc, the intensity-modulated laser
beam traveling at a linear speed of Mach 1 at the range R from the laser source, the intensity-

modulated laser beam creating a pressure wave at the range R via the photoacoustic effect.

17. The method of claim 16, wherein an amplitude of the pressure wave is higher at the range

R than at other ranges.

18. A method of proving a location of a receiver, the method comprising:

illuminating, by a transmitter, water vapor near a receiver with a laser beam modulated
with a message, the intensity-modulated laser beam creating a pressure wave modulated with the
message in the water vapor via the photoacoustic effect;

detecting, by the receiver, the pressure wave modulated with the message;

decoding, by the receiver, the message modulated on the pressure wave; and

transmitting, by the receiver to the transmitter, a response to the message.

19. The method of claim 18, wherein the message comprises instructions for establishing a

secure communications channel between the transmitter and the receiver.

20. The method of claim 18, further comprising:
verifying, by the transmitter, a location of the receiver based on the response to the

message.
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