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Attribute Management

The present invention relates to attribute management in an

identity management system.

More and more services and applications are becoming avail-
able on the Internet, and many of these services and applica-
tions require authentication. One approach that has been de-
veloped to assist users to access multiple services and ap-
plications, each requiring separate authentication proce-

dures, involves the use of identity federation.

Federated identity management, or the “federation” of iden-
tity, describes technologies that serve to enable the port-
ability of identity information across otherwise autonomous
security domains. A goal of identity federation is to enable
users of one domain to access data or systems of another do-
main seamlessly and securely, and without the need for redun-
dant user administration. Eliminating the need for repeated
login procedures each time a new application or account is

accessed can substantially improve the user experience.

Security Assertion Markup Language (SAML) is an XML (eXtensi-
ble Markup Language) standard for exchanging authentication
and authorisation data between security domains. For exam-
ple, SAML is used for exchanging assertion data between an
identity provider (a producer of assertions) and a service
provider (a consumer of assertions). SAML is a specification
defined by the OASIS (Organization for the Advancement of

Structured Information standards).
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The SAML protocol currently provides two methods that enable
a service provider to retrieve attributes relating to a user

that has been authenticated by an identity provider.

The first method is an Attribute-Push-Method in which the
identity provider can send attribute information within the
SAML assertion provided in response to the service provider’s

user authentication request.

The second method is an Attribute-Pull-Method in which the
service provider can use an AttributeAuthority message or an
AttributeQuery message to retrieve information regarding user
attributes from the identity provider once the user has been

authenticated by the identity provider.

In both methods described hereinabove, the service provider
can only obtain information relating to the attributes of the
user logged into the service provider. There currently ex-
ists no mechanism to enable a service provider to transmit

user attributes to be stored at the identity provider.

However, a problem with the conventional systems and methods
is that there currently exists no mechanism to enable a ser-
vice provider to transmit user attributes to be stored at the
identity provider. This is particularly disadvantageous as
the user cannot reuse a single profile containing user at-
tributes, such as layout, preferred e-mail address etc, for
different service providers. In current systems and methods
the user will only be able to store attributes and change
those attributes locally at each service provider meaning
that the user will have to enter and change the same attrib-
utes multiple times in order to ensure they are consistent
for each of the different service providers the user has an

account with.
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However, a further problem can arise when storing attributes
at the service provider. 1If a user creates a temporary or

transient account with a service provider then the user can-
not reuse the attributes relating to the temporary or tran-

sient account when the user next logs on to the service pro-
vider. This is because by the very nature of a temporary or
transient account the next time the user logs on to the ser-
vice provider the user will have a different username and so
the service provider will not be able to link the attributes
for a user’s temporary account with the user’s permanent ac-

count.

The present invention seeks to address at least some of the

problems outlined above.

According to a first aspect of the present invention there is
provided a method comprising the steps of: transmitting a ma-
nage attribute request to an identity provider, wherein said
manage attribute request includes an attribute value for at
least one attribute and said manage attribute request re-
quests said identity provider to store said attribute value
for said at least one attribute; and receiving a manage at-
tribute response from said identity provider wherein said
manage attribute response includes a stored attribute wvalue
for said at least one attribute, and wherein said at least

one attribute relates to a user’s profile.

Thus, many of the embodiments of the present invention pro-
vide a new mechanism that enables attribute values for one or
more attributes to be transmitted to an identity provider
where the identity provider may store the attribute wvalues
for the attributes. A service provider may transmit the at-

tribute values to the identity provider in a manage attribute



10

15

20

25

30

WO 2010/149222 PCT/EP2009/058060

request which requests the identity provider stores the at-
tribute values for the at least one attribute. A response
will be received from the identity provider that includes the
stored attribute values for the attributes. An advantage of
many embodiments of the present invention is that by storing
the attribute values at the identity provider then the at-
tribute values may be used for several different service pro-
viders without the user having to enter or change those at-

tributes at each service provider.

The method may further comprise the step of: receiving a re-
quest from a user to store at the identity provider the at-
tribute value for at least one attribute. Thus, a user can
initiate the process of storing specific attribute wvalues at
the identity provider. A user may, for example, fill in a
form via a web browser on a user device identifying the at-
tributes and the corresponding attribute value that the user

wishes to change or store at the identity provider.

The method may further comprise the step of: determining if
the stored attribute value for the at least one attribute in-
cluded in the manage attribute response matches the attribute
value for the at least one attribute included in the manage
attribute request. Thus, as the manage attribute response
from the identity provider includes the attribute wvalues that
have been stored then it can be determined whether the at-
tribute values for the attributes have been stored correctly
or successfully. For example, if the stored attribute values
do not match the attribute values that were included in the
manage attribute request then it may be determined that an
error has occurred in storing the attribute values at the

identity provider.
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Once it has been determined whether or not the attribute val-
ues for the attributes have been successfully stored then the
method may further comprise transmitting a message to a user
device where the message informs the user whether or not at-

tributes were successfully stored.

A user of a service provider may have a profile that includes
several attributes. The profile will include attributes re-
lating to the user and attributes relating to the service
provider that the user has an account with. User related at-
tributes may define aspects relating to the user, for exam-
ple, given name, family name, nickname, telephone number, e-
mail address, postal address, hair colour, eye colour, height
and so on. Service provider related attributes may define
aspects that are specific to a particular service provider or
general to all service provider accounts that a user may
have, for example, the attributes may include preferred lan-
guage, preferred layout, preferred means of communication and

SO On.

The manage attribute request may be compatible with, or in
accordance with, the Security Assertion Markup Language pro-
tocol; and the manage attribute response may be compatible
with, or in accordance with, the Security Assertion Markup

Language protocol.

According to a second aspect of the present invention there
is provided an appratus comprising: an output adapted to
transmit a manage attribute request to an identity provider,
wherein said manage attribute request includes an attribute
value for at least one attribute and said manage attribute
request requests said identity provider to store said attrib-
ute value for said at least one attribute; and a first input

adapted to receive a manage attribute response from said
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identity provider wherein said manage attribute response in-
cludes a stored attribute value for said at least one attrib-
ute, and wherein said at least one attribute relates to a

user’s profile.

According to a third aspect of the present invention there is
provided an apparatus adapted to transmit a manage attribute
request to an identity provider, wherein said manage attrib-
ute request includes an attribute value for at least one at-
tribute and said manage attribute request requests said iden-
tity provider to store said attribute value for said at least
one attribute; and receive a manage attribute response from
said identity provider wherein said manage attribute response
includes a stored attribute value for said at least one at-
tribute, and wherein said at least one attribute relates to a

user’s profile.

The apparatus may be further adapted, for example, by com-
prising a second input, to receive a request from a user to
store at the identity provider the attribute value for at
least one attribute. The apparatus may be further adapted,
for example, by comprising a processor, to determine if the
stored attribute value for the at least one attribute in-
cluded in the manage attribute response matches the attribute
value for the at least one attribute included in the manage
attribute request. The apparatus may be further adapted, for
example, by comprising a second output, to transmit a message
to the user where the message indicates whether or not the
attribute values were successfully or correctly stored at the
identity provider. The apparatus may be a server or a com-
puting device. The apparatus may be operated by a service

provider.
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The first input and the second input may be the same input or
different inputs to the apparatus. Similarly, the first out-
put and the second output may be the same output or different

outputs of the apparatus

As a skilled person in the art will appreciate, the apparatus
may be adapted to perform the functions in many different
ways. For example, the apparatus may be adapted by install-
ing and executing on the apparatus the appropriate and corre-
sponding computer readable executable code in order to enable

the apparatus to perform the necessary functions and tasks.

According to a fourth aspect of the present invention there
is provided a computer program or a computer program product
comprising computer readable executable code for: transmit-
ting a manage attribute request to an identity provider, whe-
rein said manage attribute request includes an attribute wva-
lue for at least one attribute and said manage attribute re-
quest requests said identity provider to store said attribute
value for said at least one attribute; and receiving a manage
attribute response from said identity provider wherein said
manage attribute response includes a stored attribute wvalue
for said at least one attribute, and wherein said at least

one attribute relates to a user’s profile.

The computer program product may further comprise computer
readable executable code for: receiving a request from a user
to store at the identity provider the attribute value for at

least one attribute.

The computer program product may further comprise computer
readable executable code for: determining if the stored at-
tribute value for the at least one attribute included in the

manage attribute response matches the attribute value for the



10

15

20

25

30

WO 2010/149222 PCT/EP2009/058060

at least one attribute included in the manage attribute re-

quest.

The computer program product may further comprise computer
readable executable code for performing any or all of the

functions in accordance with the aspects of the invention.

According to a fifth aspect of the present invention there is
provided a method comprising the steps of: receiving a manage
attribute request from a service provider wherein the manage
attribute request includes an attribute wvalue for at least
one attribute; storing the attribute value for the at least
one attribute in a database; and transmitting a manage at-
tribute response to the service provider wherein the manage
attribute response includes the stored attribute value for
the at least one attribute, and wherein the at least one at-

tribute relates to a user’s profile.

Thus, many of the embodiments of the present invention pro-
vide a new mechanism that enables attribute values for one or
more attributes to be received from a service provider which
are then stored in a database. Once the attribute wvalues
have been stored in the database a manage attribute response
may be generated and transmitted to the service provider
where the response includes the stored attribute values.

This may enable the service provider to verify and check that
the stored attribute values match the attribute wvalues in the
manage attribute request. An identity provider may receive
the manage attribute request from the service provider, the
database may be located at the identity provider and the
identity provider may generate and transmit the manage at-

tribute response.



10

15

20

25

30

WO 2010/149222 PCT/EP2009/058060

The manage attribute request may be in accordance with Secu-
rity Assertion Markup Language protocol; and the manage at-
tribute response may be in accordance with Security Assertion

Markup Language protocol.

According to a sixth aspect of the present invention there is
provided an apparatus comprising an input adapted to receive
a manage attribute request from a service provider wherein
said manage attribute request includes an attribute value for
at least one attribute; a processor adapted to store said at-
tribute value for said at least one attribute in a database;
and an output adapted to transmit a manage attribute response
to said service provider wherein said manage attribute re-
sponse includes said stored attribute value for said at least
one attribute, and wherein said at least one attribute re-

lates to a user’s profile.

According to a seventh aspect of the present invention there
is provided an apparatus adapted to: receive a manage attrib-
ute request from a service provider wherein the manage at-
tribute request includes an attribute value for at least one
attribute; store the attribute value for the at least one at-
tribute in a database; and transmit a manage attribute re-
sponse to the service provider wherein the manage attribute
response includes the stored attribute value for the at least
one attribute, and wherein the at least one attribute relates

to a user’s profile.

The apparatus may be a server or a computing device. The ap-

paratus may be operated by an identity provider.

As a skilled person in the art will appreciate, the apparatus
may be adapted to perform the functions in many different

ways. For example, the apparatus may be adapted by install-
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ing and executing on the apparatus the appropriate and corre-
sponding computer readable executable code in order to enable

the apparatus to perform the necessary functions and tasks.

According to an eighth aspect of the present invention there
is provided a computer program or computer program product
comprising computer readable executable code for: receiving a
manage attribute request from a service provider wherein the
manage attribute request includes an attribute value for at
least one attribute; storing the attribute value for the at
least one attribute in a database; and transmitting a manage
attribute response to the service provider wherein the manage
attribute response includes the stored attribute value for
the at least one attribute, and wherein the at least one at-

tribute relates to a user’s profile.

The computer program product may further comprise computer
readable executable code for performing any or all of the

functions in accordance with the aspects of the invention.

An advantage of many embodiments of the present invention is
that a new mechanism is provided which enables user attrib-
utes to be stored in a database of the identity provider
where the process is initiated by a service provider. A fur-
ther advantage of many embodiments of the present invention
is that by storing user attributes in a database of the iden-
tity provider then the user can reuse the attributes for sev-
eral different service providers without having to enter and
provide the user attributes to each service provider inde-
pendently. Furthermore, by providing the capability for the
user attributes stored in a database of the identity provider
to be changed then the user does not have to manually change
the same attribute for each of the service providers with

which the user has an account as the changed attribute values



10

15

20

25

30

WO 2010/149222 PCT/EP2009/058060

11

at the identity provider may be used by all service provid-

ers.

Embodiments of the present invention will now be described,
by way of example only, and with reference to the accompany-

ing drawings in which:

Figure 1 is a block diagram of an identity management system

in accordance with the aspects of the present invention.

Figure 2 shows a message sequence in accordance with aspects

of the present invention.

Figure 1 shows a system, indicated generally by the reference
numeral 101, comprising an end user 105, a user device 102, a
service provider 103 and an identity provider 104. When the
end user 105 of the system 101 wants to access a secure re-
source, service or application at the service provider 103,
and the service provider 103 requires the user’s identity to
be authenticated, the identity provider 104 can be used to
provide the required authentication information to the ser-

vice provider 103.

The user device may comprise an inputs and outputs 106 in or-
der to receive and transmit messages and data. The user de-
vice may be a computing device, such as a computer or a mo-
bile device, such as a mobile phone, personal digital assis-
tant. The service provider 103 may include a server or com-
puting device that may comprise inputs and outputs 107 and
processors 108. The identity provider 104 may include a
server or computing device that may comprise inputs and out-

puts 109 and processors 110.
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In an exemplary use of the system 101, SAML assumes that the
user 105 has enrolled with at least one identity provider
(such as the identity provider 104). The identity provider
104 is expected to provide local authentication services to
the user 105. The service provider 103 relies on the iden-
tity provider 104 to identify the user 105. When a user 105
wants to access a service that is provided by a service pro-
vider 103 who has a contract with the identity provider 104
(i.e. the service provider 103 and the identity provider 104
form at least part of a circle of trust), the service pro-
vider 103 requests a user authentication from the identity
provider 104. 1In response to the service provider’s request,
the identity provider 104 passes a SAML assertion to the ser-
vice provider 103. On the basis of this assertion, the ser-
vice provider 103 can make decisions, for example, the ser-
vice provider 103 can decide whether to grant access to the
resources, services or applications requested by the user

105.

If the user 105 has been authenticated then the user 105 is
logged in to the service provider 103 and can access the ser-
vices, resources and/or applications that the user 105 wishes

to use.

Once a user 105 has logged in to the service provider 103
then the embodiments of the present invention provide a new
mechanism to enable the user 105 to store and/or change user
specific attributes and user’s service provider attributes in

an identity provider’s database via the service provider.

A user 105 will have a profile that includes several attrib-
utes. The profile will include attributes relating to the
user and attributes relating to each of the service providers

that the user has an account with. User related attributes
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may define aspects relating to the user, for example, given
name, family name, nickname, telephone number, e-mail ad-
dress, postal address, hair colour, eye colour, height and so
on. Service provider related attributes may define aspects
that are specific to a particular service provider or general
to all service provider accounts that a user may have, for
example, the attributes may include preferred language, pre-

ferred layout, preferred means of communication and so on.

The attributes defining a user profile may be stored in a da-
tabase at the identity provider. If an attribute value does
not exist in the database for a particular attribute then
this can be created by storing an attribute value for the
particular attribute. If an attribute doesn’t exist then an
attribute can be created by storing the attribute along with
a corresponding attribute value in the database. If an at-
tribute value for a particular attribute exits and a user
wishes to change the attribute value then this can be per-
formed by storing the new attribute value in place of the
previous attribute value for a particular attribute in a da-
tabase. In other words, the user may add or change any at-
tribute relating to the user or to the user’s account with a
service provider by storing the appropriate attribute wvalue

in a database at the identity provider.

Figure 2 shows an exemplary message sequence, indicated gen-
erally by the reference numeral 201, demonstrating the proc-
ess of storing attribute values relating to a user’s profile

at the identity provider in accordance with the embodiments.

The message sequence 201 starts with the end user 105 sending
a message 202 to the service provider 103 via a user device
102 (for example using a web browser) requesting to add or

change an attribute of the user’s profile.
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The user 105 may request to change or add attributes by, for
example, entering data into a form on the service provider

103. The service provider 103 will then generate a new mes-
sage called ManageAttributeRequest which will include an At-
tributeStatement block which includes at least one attribute
value for one or more attributes that the user 105 wishes to

change or store at the identity provider 104.

For example, if a user requests to change their given name to
“Tom” and to change their e-mail address to
“trscavo@gmail.com” then an example ManageAttributeRequest
message is given below. The message given below is only an
example of the format and content of a ManageAttributeRequest
message. As a person skilled in the art will appreciate the
message may include different, fewer or more blocks. Simi-
larly, the message may also include different, fewer or more

tags.

<samlp:ManageAttributeRequest
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"”
ID="aaf23196-1773-2113-474a-fell4412ab72"
Version="2.0"
Issuelnstant="2006-07-17T20:31:402">
<saml:Issuer
Format="urn:oasis:names:tc:SAML:1.1:nameid-
format :X509SubjectName" >
C=US, O=NCSA-TEST, OU=User, CN=trscavo@uiuc.edu
</saml:Issuer>
<saml:Subject>
<saml :NamelD
Format="urn:casis:names:tc:SAML:1.1:nameid-

format:X5093ubjectName" >
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C=US, O=NCSA-TEST, OU=User, CN=trscavoluiuc.edu
</saml :NameID>

</saml:Subject>

<saml:AttributeStatement>

<saml:Attribute

xmlns:x500="urn:casis:names:tc:SAML:2.0:profiles:attribute:X5
oo"
x500:Encoding="1LDAP"
NameFormat="urn:casis:names:tc:SAML:2.0:attrname-
format:uri"”
Name="urn:0id:2.5.4.42"
FriendlyName="givenName">
<saml:AttributeValue
xsi:type="xs:string">Tom</saml:AttributevValue>
</saml:Attribute>
<saml :Attribute

xmlns:x500="urn:casis:names:tc:SAML:2.0:profiles:attribute:X5
oo"
x500:Encoding="1LDAP"
NameFormat="urn:casis:names:tc:SAML:2.0:attrname-
format:uri™®
Name="urn:0id:1.3.6.1.4.1.1466.115.121.1.26"
FriendlyName="mail">

<saml:AttributeValue

xsi:type="xs:string">trscavolgmail.com</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>

</samlp:ManageAttributeRequest>
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The service provider passes 203 the ManageAttributeRequest to
the identity provider 104. The ManageAttributeRequest may be
passed to the identity provider as an HTTP redirect via the
user device 102. The identity provider 104 on receipt of the
ManageAttributeRequest will process 204 the request and store
the identified attribute values for the identified user at-
tributes in a database of the identity provider 104. An at-
tribute value may be changed by storing the new attribute
value in place of the previous attribute value for the par-

ticular attribute.

Once the identity provider 104 has stored the identified at-
tributes in a database the identity provider 104 will gener-
ate a ManageAttributeResponse message that includes an At-
tributeStatement block. The AttributeStatement block will
include the attribute values of the attributes that have been
stored in the database of the identity provider 104. An ex-
ample ManageAttributeResponse message is given below. The
message given below is only an example of the format and con-
tent of a ManageAttributeResponse message. As a person
skilled in the art will appreciate the message may include
different, fewer or more blocks. Similarly, the message may

also include different, fewer or more tags.

<samlp:ManageAttributeResponse
xmlns:saml="urn:oasis:names:tc:SAML:2.0:assertion"
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol"”
ID="aaf23196-1773-2113-474a-fell4412ab72"
Version="2.0"

IssuelInstant="2006-07-17T20:31:40Z">

<saml:Assertion
MajorVersion="1" MinorVersion="0"

AssertionID="128.9.167.32.12345678"
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Issuer="Smith Corporation">
<saml:Issuer
Format="urn:oasis:names:tc:SAML:1.1:nameid-
format:unspecified”>
5 http://idm.nsn.com
</saml:Issuer>
<saml :Subject>
<saml :NameID
Format="urn:casis:names:tc:SAML:1.1:nameid-
10 format :X509SubjectName" >
C=US, O=NCSA-TEST, OU=User, CN=trscavo@uiuc.edu
</saml :NameID>
</saml:Subject>
<saml :AttributeStatement>

15 <saml:Attribute

xmlns:x500="urn:casis:names:tc:SAML:2.0:profiles:attribute:X5
oo"
x500:Encoding="1LDAP"
20 NameFormat="urn:casis:names:tc:SAML:2.0:attrname-
format:uri"”
Name="urn:0id:2.5.4.42"
FriendlyName="givenName">
<saml:AttributeValue
25 xsi:type="xs:string">Tom</saml:AttributevValue>
</saml:Attribute>

<saml:Attribute

xmlns:x500="urn:casis:names:tc:SAML:2.0:profiles:attribute:X5
30 00"
x500:Encoding="1LDAP"
NameFormat="urn:casis:names:tc:SAML:2.0:attrname-
format:uri"”

Name="urn:o0id:1.3.6.1.4.1.1466.115.121.1.26"
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FriendlyName="mail">

<saml:AttributeValue

xsi:type="xs:string">trscavolgmail.com</saml:AttributeValue>
</saml:Attribute>
</saml:AttributeStatement>
</saml :Assertion>
<samlp:S3tatus
xmlns:samlp="urn:oasis:names:tc:SAML:2.0:protocol">
<samlp:3tatusCode
xmlns:samlp="urn:ocasis:names:tc:SAML:2.0:protocol”
Value="urn:oasis:names:tc:SAML:2.0:status:Success">
</samlp:StatusCode>
</samlp:Status>

</samlp:ManageAttributeResponse>

The identity provider 104 passes 205 the ManageAttributeRe-
sponse to the service provider 103. The ManageAttributeRe-
sponse may be passed to the service provider 103 as an HTTP
redirect via the user device 102. The service provider 103
on receipt of the ManageAttributeResponse can check and ver-
ify 206 that the attributes have been correctly stored in the
database of the identity provider 104. The attribute values
for the user attributes included in the ManageAttributeRe-
sponse from the identity provider 104 were retrieved from the
database of the identity provider after the attribute values
were stored in the database. Thus, by comparing the attrib-
ute values included in the ManageAttributeResponse with the
attribute wvalues included in the ManageAttributeRequest that
was originally passed from the service provider to the iden-
tity manager, the service provider can determine that the
correct attribute values were stored in the identity pro-

vider’s database.
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The service provider 103 may then send 207 a message to the
user device 102 to inform the user 105 that the attribute
values of the user attributes the user requested to change or
store were successfully (or not) stored at the identity pro-

vider 104.

Accordingly, the embodiments of the present invention provide
a new mechanism that enables user attributes to be stored in
a database of the identity provider rather than stored by the
service provider. The embodiments also provide a new mecha-
nism for editing or changing specific attributes stored in a

database of the identity provider.

Thus, the embodiments of the present invention provide sev-
eral advantages over the conventional systems which, as dis-
cussed hereinabove, do not enable a user of a service pro-
vider to store attributes directly to the identity provider’s
database or enable a user to change specific attributes
stored in the identity provider’s database via a service pro-

vider.

One advantage is that by storing user attributes in a data-
base of the identity provider then the user can reuse the at-
tributes for several different service providers without hav-
ing to enter and provide the user attributes to each service
provider independently. Furthermore, by providing the capa-
bility for a user to change attributes stored in a database
of the identity provider then the user does not have to manu-
ally change the same attribute for each of the service pro-

viders with which the user has an account.

While preferred embodiments of the invention have been shown
and described, it will be understood that such embodiments

are described by way of example only. Numerous variations,
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changes and substitutions will occur to those skilled in the

art without departing from the scope of the present invention
as defined by the appended claims. For example, although the
invention has been described with reference to the SAML stan-
dard, other implementations are possible. Accordingly, it is
intended that the following claims cover all such variations

or equivalents as fall within the spirit and the scope of the

invention.
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Claims

1. A method comprising the steps of:

transmitting a manage attribute request to an identity
provider, wherein said manage attribute request includes an
attribute value for at least one attribute and said manage
attribute request requests said identity provider to store
said attribute value for said at least one attribute; and

receiving a manage attribute response from said identity
provider wherein said manage attribute response includes a
stored attribute value for said at least one attribute,

wherein said at least one attribute relates to a

user’s profile.

2. The method as claimed in claim 1 further comprising the
step of:

receiving a request from a user to store at said iden-
tity provider said attribute value for at least one attrib-

ute.

3. The method as claimed in claim 1 or 2 further comprising
the step of:

determining if said stored attribute value for said at
least one attribute included in said manage attribute re-
sponse matches said attribute value for said at least one at-

tribute included in said manage attribute request.

4., The method as claimed in any one of the preceding claims
in which said manage attribute request is compatible with Se-
curity Assertion Markup Language protocol; and said manage

attribute response is compatible with Security Assertion Mar-

kup Language protocol.

5. An apparatus comprising:
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an output adapted to transmit a manage attribute request
to an identity provider, wherein said manage attribute re-
quest includes an attribute value for at least one attribute
and said manage attribute request requests said identity pro-
vider to store said attribute value for said at least one at-
tribute; and

a first input adapted to receive a manage attribute re-
sponse from said identity provider wherein said manage at-
tribute response includes a stored attribute value for said
at least one attribute,

wherein said at least one attribute relates to a user’s

profile.

6. The apparatus as claimed in claim 5 further comprising:
a second input adapted to receive a request from a user
to store at said identity provider said attribute value for

at least one attribute.

7. The apparatus as claimed in claim 5 or 6 further com-
prising:

a processor adapted to determine if said stored attrib-
ute value for said at least one attribute included in said
manage attribute response matches said attribute value for
said at least one attribute included in said manage attribute

request.

8. A computer program product comprising computer readable
executable code for:

transmitting a manage attribute request to an iden-
tity provider, wherein said manage attribute request includes
an attribute value for at least one attribute and said manage
attribute request requests said identity provider to store

said attribute wvalue for said at least one attribute; and
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receiving a manage attribute response from said identity
provider wherein said manage attribute response includes a
stored attribute value for said at least one attribute,

wherein said at least one attribute relates to a user’s

profile.

9. The computer program product as claimed in claim 8 fur-

ther comprising computer readable executable code for:
receiving a request from a user to store at said iden-

tity provider said attribute value for at least one attrib-

ute.

10. The computer program product as claimed in claim 8 or 9
further comprising computer readable executable code for:
determining if said stored attribute value for said at
least one attribute included in said manage attribute re-
sponse matches said attribute value for said at least one at-

tribute included in said manage attribute request.

11. A method comprising the steps of:

receiving a manage attribute request from a service pro-
vider wherein said manage attribute request includes an at-
tribute value for at least one attribute;

storing said attribute value for said at least one at-
tribute in a database; and

transmitting a manage attribute response to said service
provider wherein said manage attribute response includes said
stored attribute value for said at least one attribute,

wherein said at least one attribute relates to a

user’s profile.

12. The method as claimed in claim 11 in which said manage

attribute request is compatible with Security Assertion Mar-
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kup Language protocol; and said manage attribute response is

compatible with Security Assertion Markup Language protocol.

13. An apparatus comprising:

an input adapted to receive a manage attribute request
from a service provider wherein said manage attribute request
includes an attribute value for at least one attribute;

a processor adapted to store said attribute value for
said at least one attribute in a database; and

an output adapted to transmit a manage attribute re-
sponse to said service provider wherein said manage attribute
response includes said stored attribute value for said at le-
ast one attribute,

wherein said at least one attribute relates to a

user’s profile.

14. A computer program product comprising computer readable
executable code for:

receiving a manage attribute request from a service pro-
vider wherein said manage attribute request includes an at-
tribute value for at least one attribute;

storing said attribute value for said at least one at-
tribute in a database; and

transmitting a manage attribute response to said service
provider wherein said manage attribute response includes said
stored attribute value for said at least one attribute,

wherein said at least one attribute relates to a

user’s profile.
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