WO 2005/057964 A1 || 000 000 0 000 O A

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
23 June 2005 (23.06.2005)

(10) International Publication Number

WO 2005/057964 A1l

(51) International Patent Classification’: H04Q 7/24,
HO4L 12/28
(21) International Application Number:
PCT/US2004/023136
(22) International Filing Date: 19 July 2004 (19.07.2004)
(25) Filing Language: English
(26) Publication Language: English

(30) Priority Data:
10/724,559
10/815,283

UsS
Us

26 November 2003 (26.11.2003)
31 March 2004 (31.03.2004)

(71) Applicant (for all designated States except US): CISCO
TECHNOLOGY, INC. [US/US]; Mail Stop SIC 10/2/1,
170 W. Tasman Drive, San Jose, CA 95134 (US).

(72) Inventors; and
(75) Inventors/Applicants (for US only): KRISCHER, Mark

(74)

(81)

(84)

[US/AU]J; 180725 Best Street, Lane Cove, NSW 2066 (AU).
RYAN, Philip, J. [AU/AU]; 42 Percival Road, Stanmore,
NSW 2048 (AU). WEBB, Michael, J. [AU/AU]J; 23 Gle-
nayr Avenue, Denistone West, NSW 2114 (AU).

Agent: ROSENFELD, Dov; Inventek, 5507 College Av-
enue, Suite 2, Oakland, CA 94618 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AT, AU, AZ, BA, BB, BG, BR, BW, BY, BZ, CA, CH, CN,
CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES, FI,
GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JP, KE,
KG, KP, KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD,
MG, MK, MN, MW, MX, MZ, NA, NI, NO, NZ, OM, PG,
PH, PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM,
ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,

[Continued on next page]

(54) Title: METHOD AND APPARATUS TO INLINE ENCRYPTION AND DECRYPTION FOR A WIRELESS STATION

101 el
s 303 '
, 311 Host :
V .. V : bus '
Host t
, © processor] > 309 !
1 .- Packet 307!
T ZE | &DMA v |
Transceiver L ‘H;-’ engine Host |1
! 5| 323 324 DMA |1
h 319 Network Controller |
: Lyt MAC DMA || ;
105 | memory engine .
: 327 $326 * 1
|
! Lower MAC Memory | !
: E-MAC & interface| |
| E-PHY !
' 3257 inferface| | 313~ !
:_ Chip boundary '
Ext. Host
315+
300 Access point memory
328
(Fast)
Network
321 345
Crypt. Key
store
333 335 Nefwrk+ ¥
Host Switch zuskﬂ :{_: Eg’f"pﬁ%&
processor| | memory 33ﬁ/engine i | interface]
7 —
t ¢ 331 t 33 336
343~/ ¢ F341 Switch host bus
Switch
A
Controllel SWITCH 329

(57) Abstract: A method of wirelessly transmitting
or receiving a packet of information, and an appara-
tus to wirelessly transmit or receive a packet of infor-
mation. The case of receiving, the method includes
streaming a data element, including at least some of
the contents of the received packet, over a network
link during receive time, including decrypting the data
element during the streaming in real time after to the
transfer over the network link. The transmitting and
receiving is by a station (300) of a wireless network
and the streaming is to or from the station from or to
a network device (329) coupled to the station by the
network link.



WO 2005/057964 A1 IINH10 Y A0VOA0 T 00 00000

ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), —  with amended claims and statement
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB, GR, HU, IE, IT, LU, MC, NL, PL, PT, RO, SE, SI,
SK, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ,
GW, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations” appearing at the begin-
ning of each regular issue of the PCT Gazette.



WO 2005/057964 PCT/US2004/023136

METHOD AND APPARATUS TO INLINE ENCRYPTION AND DECRYPTION FOR
A WIRELESS STATION

RELATED PATENT APPLICATIONS

[0001] This invention is related to U.S. Patent Application Serial No. 10/724,559 to
inventors Krischer, et al., filed 26 Nov 2003, titled A METHOD AND APPARATUS
TO PROVIDE DATA STREAMING OVER A NETWORK CONNECTION IN A
WIRELESS MAC PROCESSOR, Docket/Reference No. CISCO-7563, assigned to
the assignee of the present invention. U.S. patent application Serial No. 10/724,559 is

referred to herein as the Parent Application, and incorporated herein by reference.

BACKGROUND

[0002] This invention is related to wireless networks, and in particular to a MAC
controller and method for MAC cryptography that carries out the actual cryptographic
functions outside of the wireless station containing the MAC processor, for example,

in an entity coupled to the wireless station by a packet network link.

[0003]  FIG. I shows a traditional prior-art wireless network connection 100, e.g., for
a wireless local area network (WLAN) that conforms to one of the IEEE 802.11
standards. The radio part 101 includes one or more antennas 103 that are coupled to a
radio transceiver 105 including an analog RF part and a digital modem. The digital
modem of radio 101 is coupled to a MAC processor 107 that implements the MAC
protocol. The MAC processor 107 is connected via one or more busses, shown
symbolically as a single bus subsystem 111, to a host processor. The host processor
includes a memory, e.g., RAM connected to the host bus, shown here as part of the

bus subsystem 111.

[0004]  In implementing the MAC protocol, e.g., the IEEE 802.11 MAC protocol, the
MAC processor 107 decides which MAC packets to transmit at what time. A typical
prior art MAC processor 107 includes a fast but relatively small local memory, shown
as MAC memory 109 in FIG. 1, that makes sure the MAC processor has fast access to
the packets it needs to transmit. The host processor decides which MAC packets the

MAC processor is likely to need, and sends such packets to be included in the local
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MAC memory 109. When there are one or more packets to transmit, the MAC

processor then takes such packets from its MAC memory 109.

[0005] There recently has been a desire to move more and more of the MAC
processing functions to the host processor. The host, for example, may implement a
WLAN access point. By moving more and more of the functionality to software on the

host, more flexibility is achieved.

[0006] In one such arrangement, the MAC processing functions are divided between a
"Lower MAC" that implements in hardware such aspects as interfacing to the physical
radio (the PHY) 101, encryption, and the actual receiving and sending of MAC
packets. The Lower MAC may be implemented using a processor and includes a local
memory. The "Higher MAC" functions, i.e., the remaining MAC functions, are
implemented in software running on a host processor. The Lower MAC is coupled to

the host processor via a bus subsystem.

[0007] When to-be-transmitted packets are ready, the host passes information to the
Lower MAC on such packets. The information, for example, may include information
on where the payload for the MAC packets resides in the host memory. This
information is stored locally on the Lower MAC. When the Lower MAC is set up to
transmit the to-be-transmitted MAC packets, the Lower MAC sets up DMA transfer
of the required data. The data is then passed to the Lower MAC processor via DMA

from the host.

[0008] This avoids the miss situation of the prior-art method that includes the host

predicting and pre-loading the local MAC memory with to-be-transmitted packets.

[0009] There has recently been a desire to move more of the intelligence of a station
used as an access point (AP) to the switch. For example, it may be that some of the

MAC functionality will be carried out in a switch to which the access point is

connected.

[0010] In the Parent Patent Application is described a method and an apparatus that
provides for data streaming of a to-be-transmitted packet from a switch to which the
AP is directly connected, e.g., via a fast (e.g., Gigabit) Ethernet. The Parent Patent

Application introduces a special Ethernet controller that, in addition to the standard
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Ethernet MAC and PHY function, acts as a network DMA controller. The Parent
Patent Application further introduces a special packet of a first new type that contains
a pointer and length that is created by the special Ethernet controller, and that is sent
to the switch or other device connected to the AP. The Parent Patent Application
further introduces a special packet of a second new type for sending the data requested
by the first-type special packet. The switch or other device connected to the AP has a
matching special Ethernet controller that understands and creates such special packets.
Thus, when the switch receives a packet of the first special type, it responds with the
requisite data. The data for the packet is streamed directly from the switch to the MAC

in transmit time.

[0011] The Lower MAC processor of a prior art AP typically includes a cryptography
engine to encrypt packets for transmission, on the fly, or to decrypt received packets,
again on the fly. One reason encryption is done on the fly, at the last minute, is for
example, if there is a need to re-encrypt packets for transmission, the packets are to be

locally available and the encryption performed at the last moment.

[0012] One disadvantage of encrypting the data using an encryption engine in the
MAC processor is that unencrypted data is then present locally at the wireless station,
adding to vulnerability. Furthermore the local wireless station needs to locally store

and maintain the required encryption keys, again adding to vulnerability.

[0013] Thus there is a need in the art for a method and apparatus that allows

encryption to be carried out on a device remote from the AP, e.g., the edge switch.

[0014]  As described in the Parent Application, it may be that some of the MAC
functionality will be carried out in a switch to which the access point is connected.
With the system described in the Parent Application, one may carry out the encryption
in the switch prior to streaming the data for transmission. That is, one could
effectively encrypt prior to enqueue on the AP. However, this is undesired. This
decouples the encryption process on the switch from the process of selecting the next
packet in the AP. In order to do this, the switch must make assumption about what
will happen and when. When those assumptions are incorrect, the AP must at best
request a newly encrypted version of the packet, or at worst, simply discard the packet

and wait for the higher layers to sort out the situation. That is, the inventors believe
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that encrypting at the switch prior to the enqueue is too early. For example, depending
on what happens with the packet, there may be a need to request that the to-be-
transmitted packet be re-encrypted. If such encryption is carried out at the switch, this
would require sending packets back to the switch from the MAC. This not only
implies a need for the switch to maintain the unencrypted packets until they are
transmitted, but also adds significant latency to the transmission time. Furthermore,

such an arrangement may considerably complicate the architecture.

[0015] There is thus a need in the art for a mechanism that provides for more of the
MAC functionality to reside in a device remote from the wireless station itself,
including encryption, without the negative side effects that may require re-encryption
of data. There therefore is a need for a method and apparatus that carries out the
encryption process inline with the wireless transmission, e.g., by maintaining the

coupling between the AP's transmitting information and the encryption.

S

SUMMARY

[0016] Disclosed herein are a method of wirelessly transmitting or receiving a packet
of information at a wireless station, and an apparatus to wirelessly transmit or receive
a packet of information. In the case of transmitting, the method includes streaming a
data element, including at least some of the contents of the packet, over a network link
to the station during transmit time. In the case of receiving, the method includes
streaming a data eiement, including at least some of the contents of the received
packet, over a network link during receive time. The transmitting or receiving is done
by a station of a wireless network and the streaming is to or from the station from or to

a network device coupled to the station by the network link.

[0017] In the case of transmitting, one aspect of the invention includes encrypting the
data on-the-fly as it is being streamed across the network link during transmit time,
which maintains the coupling between the station’s wirelessly transmitting
information and the encryption. Another aspect of the invention is that the sending of
the to-be-transmitted data over the network link need not occur until the last possible
moment, such that no assumptions or predictions need to be made by the device

connected to the station by the network link.
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[0018] One embodiment is a method implemented in a station of a wireless network—
in one embodiment, an IEEE 802.11 wireless network. The station is coupled to a
network device, in one embodiment, a switch, by a network link, in one embodiment,
a Gigabit Ethernet or any Ethernet at least as fast as a Gigabit Ethernet. The network
device includes a memory. The method is of streaming data over the network link
from or to the network device memory during wirelessly transmitting or wirelessly

receiving at the station.

[0019] The method includes accepting information describing wherefrom to retrieve a
data element including at least some of the data for a to-be-wirelessly-transmitted
packet in the case of transmitting, or whereto write a data element including at least
some of the data from a wirelessly received packet in the case of receiving. The
information includes how to encrypt the data element in the case of transmitting and
how to decrypt the data element in the case of receiving. The accepted information
includes information defining a memory location and an amount data in the network

device memory for the data element, and defining cryptographic information.

[0020] The method further includes setting up a DMA transfer of the data element for
the to-be-wirelessly-transmitted packet in the case of transmitting, including setting up
encrypting, or from the wirelessly received packet, including setting up decrypting, in

the case of receiving, the setting up using the defining information.

[0021] In the case of transmitting, the method also includes converting the defining
information to a packet of a first type for transport over the network link, and sending
the packet of the first type via the network link to the network device to be interpreted
at the network device to set up sending the data element from or writing the data
element to the memory of the network device according to the defining information,
and including encrypting in the case of transmitting, or decrypting in the case of

receiving.

[0022] Also in the case of transmitting, the method includes receiving, in response to
the sending of the packet, a packet of a second type that includes the data element
encrypted according to the cryptographic information, converting the packet of the

second type to the data element, and incorporating the data element into the packet for
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transmission, such that the transfer over the network, including the encrypting, occurs

in real time during transmit time.

[0023] In the case of receiving, the method includes extracting the data element from
the wirelessly received packet, encapsulating the data element into a packet of the
second type to be written into the memory of the network device, and sending the
packet of a second type to the network device to be interpreted at the network device
to cause the encapsulated data to be written into the memory of the network device
according to the defining information, such defining information including

cryptographic information describing how to decrypt the data.

[0024] According to the method, in the case of transmitting, the transfer over the
network of the data element for incorporation into a packet for wireless transmission
occurs in real time during transmit time, including encryption priqr to the transfer over
the network, or, in the case of receiving, the transfer over the network occurs in real
time during receive time, including real-time decryption after the transfer over the

network.

[0025]  Another embodiment is a method implemented in a network device—in one
embodiment, a network switch. The network device is coupled via a network link,
e.g., a fast enough Ethernet link such as a Gigabit or faster Ethernet link to a station of
a wireless network—in one embodiment, an IEEE 802.11 wireless network. The
network device includes a memory. The method is of streaming data over the network
link from or to the network device memory during wirelessly transmitting or

wirelessly receiving at the station.

[0026] The method includes sending information over the network link to the wireless
station describing wherefrom to retrieve a data element including at least some of the
data for a to-be-wirelessly-transmitted packet in the case of transmitting, or whereto
write a data element including at least some of the data from a wirelessly received
packet in the case of receiving. The accepted information including information
defining a memory location and an amount data in the network device memory for the
data element. The method further includes receiving a packet of the first type from the
wireless station via the network link. The packet includes the information describing

wherefrom to retrieve or whereto write the data element.
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[0027] In the case of data for a to-be-transmitted packet, the method includes, in
response to the receiving of the packet of the first type, retrieving the data element
from the memory, forming a packet of a second type that includes the retrieved data;
and sending the packet of a second type to the wireless station in response to the
receiving of the packet of the first type, such that the transfer of data over the network

for incorporation into a packet for wireless transmission occurs in real time during

transmit time.

[0028] In the case of data from a received packet, the method includes receiving a
packet of a second type from the wireless station encapsulating the data element,
extracting the encapsulated data from the packet of the second type, and writing the
extracted data into the memory according to information in the received packet of the
first kind, such that the transfer of data over the network from a wirelessly received

packet occurs in real time during receive time.

[0029] Other aspects will be clear from the description herein.

BRIEF DESCRIPTION OF THE DRAWINGS

[0030] FIG. 1 shows a prior-art wireless network connection for a wireless local area
network (WLAN).

[0031]  FIG. 2 shows an embodiment of a wireless station for implementing an access

point (AP), including a network link to an access point.

[0032] FIG. 3 shows an embodiment of a wireless station for implementing an access

point (AP), including a network link to an access point.

[0033] FIGS. 4A and 4B respectively show an Ethernet packet of the first and second

special types, according to an aspect of the present invention.

DETAILED DESCRIPTION

[0034]  An aspect of the present invention provides a method and an apparatus that
allows data elements for a packet for wireless transmission by a wireless station to be
streamed over a network link from a network device remote from 5 wireless station
during transmit time. By remote from a wireless station is meant that the wireless

station is connected to the remote device via a packet-network link, such as an
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Ethernet link. Another aspect of the invention provides for the streaming to include
encryption. Another aspect of the present invention provides a method and an
apparatus that allows data elements from a wirelessly received packet to be streamed
to the remote network device over the network link during receive time such that the

data from the received packets can be stored in real time in the remote network device.

[0035] Embodiments of the invention will be described in terms of the wireless station
being an access point (AP) in a wireless local area network (WLAN). In one
embodiment, the remote network device is a network switch coupled by anetwork

link to the wireless access point.

On-the-Flight data streaming to and from host memory

[0036] FIG. 2 shows a wireless station for implementing an access point (AP) coupled
to a network switch 229 via a network link 228, typically a wired network connection
such as an Ethernet connection. The MAC processing functions of the station 200 are
divided between a "Lower MAC" 203 that implements such aspects as interfacing to
the physical radio (the PHY) 101 using a PHY interface 217, encryption/decryption
using a cryptography engine 221, and the actual receiving and sending of MAC
packets in a MAC packet and DMA engine 223. The "Higher MAC" functions, ie.,
the remaining MAC functions, are implemented in software running on a host
processor 211. The Lower MAC 203 is coupled to a host processor 211 via a bus
subsystem 209. Coupled to the host bus are also a host DMA controller 207 and a host

memory interface 213 to which host memory 215 is connected.

[0037] One aspect of the invention is moving the encryption/decryption using the

cryptography engine to be carried out at the network switch.

[0038]  In the example in which the station is an access point, the station 200 includes
a network interface 225 such as an Ethernet interface connected to the host bus 209.
The network interface connects the station 200 to a network 228, e.g., an Ethernet. A
switch 229 is shown connected to the network. The switch 229 itself includes a local
switch host processor 233 and a switch memory 235 connected via a local switch bus
subsystem 243. The switch, for example, may operate under a network operating
system such as IOS (Cisco Systems, Inc, San Jose, California). A network interface,

e.g., an Ethernet interface 231 connects the switch bus to the network 228.
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[0039] Suppose by way of example, that the Lower MAC and the host processor are
implemented on the same integrated circuit (chip) that includes the memory interface

213. The memory 215 is external memory to the chip.

[0040]  Various details are not shown in FIG, 2. For example, there may be some
cache memory and other internal memory to the host other than the external memory'

shown.

[0041] During transmission, in order to avoid the disadvantages of the MAC

| processor using its local MAC memory 219 as a memory buffer for packets to be
transmitted, an improved implementation uses streaming direct memory access
(DMA)—also called "data streaming"—across the bus subsystem and memory
interface to directly access data for transmission from the host memory 215 without
involving the host processor 211. To provide for this, the packet/DMA engine 223
includes a scatter/gather DMA controller for setting up DMA transfers.

[0042] Consider as an example the host processor receiving packets via the network
228 that are for wireless transmission. When the host processor has new packets ready
for transmission, it informs the Lower MAC 203 by providing the Lower MAC with
information sufficient to set-up the transmission. This information includes the MAC
headers for the packets for transmission, the location of any data required for building
a MAC packet, and information on how to construct the MAC packet from the data. In
one embodiment, the information provided to the Lower MAC 203 by the host
includes a set of data structures—called "buffer descriptors" herein—that include

where the data for the MAC packets is located, e.g., in the host memory 215.

[0043] The Lower MAC 203 extracts and stores locally in its MAC memory 219 the
headers of the packets for transmission. The buffer descriptors for each MAC packet
are also stored with the MAC packet's MAC header locally in the MAC memory 219.
Once the headers are in the local MAC memory 219, the Lower MAC 203 assumes

control of those packets for transmission.

[0044]  Each buffer descriptor data structure includes fields defining a contiguous
amount of memory, and includes an address pointer field and a data length field. The
content of the address pointer field points to a location in memory and the data length

field provides the amount (the length) of data starting at the address pointed to by the
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~ pointer. A complete MAC packet includes a plurality of such buffer descriptors, called
a "buffer descriptor chain" herein, that together describe where the data for the to-be-
transmitted MAC packet resides. That is, a set of buffer descriptors, each defining a
contiguous amount of data, together define a not-necessarily-contiguous set of data for

forming the MAC packet for transmission.

[0045] Note that there similarly is also defined a receive buffer descriptor chain of

receive buffer descriptors that describes where the data of packet that is received is to

be stored.

[0046] The station 200 has a memory map that defines where each address resides,

e.g., in the local MAC memory or on the host memory 215.

[0047]  The scatter/gather DMA controller of packet/DMA engine 223 is used to set
up DMA data transfers of data that is written to or read from not-necessarily-
contiguous areas of memory. A scatter/gather list is a list of vectors, each of which
gives the Jocation and length of one segment in the overall read or write request. Thus,
each buffer descriptor chain for a MAC packet for transmission includes information
sufficient for the packet/DMA engine 223 to build a scatter/gather list. The
packet/DMA engine 223 interprets the buffer descriptor chain to form a scatter/gather
list. The packet/DMA engine 223 is also responsible for following the transmission

schedule, and transmitting MAC packets via the PHY interface according to the

schedule.

[0048] When a MAC packet needs to be transmitted, the packet/DMA engine 223 sets
up a scatter/gather list from the buffer descriptor chain. Each vector corresponds to a
buffer descriptor and describes the blocks of memory defined the buffer descriptor.
The packet/DMA engine 223 is in communication with the host DMA controller and

sets up the transfers with the host DMA controller according to the transmitting

schedule.

[0049] Once set-up, the transfer occurs from the host memory and/or local MAC

memory to form the MAC packets for transmission in real time.

[0050] Consider a single transfer of a contiguous amount of memory as described in a

single buffer descriptor. The packet/DMA engine 223 communicates the DMA
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information the vector via the host bus 209 to the host DMA controller 207. The host
DMA controller is in communication with the memory interface 213 and retrieves the

data and transmits the data via the bus to the packet/DMA engine 223.

[0051] For transmission, the data may pass through the cryptography engine as
required and then via the PHY interface for transmission via the transmit part of the
PHY 101.

[0052] In this manner, the miss situation of the prior-art method that includes the host
predicting and pre-loading the local MAC memory with to-be-transmitted packets is

avoided.

[0053] When receiving data, the process is basically reversed. In an information
exchange, the lower MAC receives from the host processor 211 the addresses where
packets that are received in may be stored. In particular, the Lower MAC 203
maintains a set of receive buffer descriptor chains for receiving pzickets. A receive
buffer descriptor chain includes receive buffer descriptors that indicate where in the
host memory 2135 the data for received packets may be stored. When data is received
via the PHY interface 217, the packet/DMA engine 223 sets us the data transfer,
including possibly passing through the cryptography engine 221 for decryption. The
DMA engine in the packet/DMA engine sets up the required scatter/gather list for
DMA transfers and communicates this information to the Host DMA controller. The
host DMA controller has access to a memory map that indicates where in memory,
e.g., on the host memory 215, the data is to be written, and sets up‘the each DMA

transfer to host memory.

Streaming, including encryption, over the wired network

[0054] There is a general desire in the art to move more of the functionality of the
wireless station to a network device, e.g., to the network switch 229 coupled to the
station via a network link. One aspect of the present invention includes encryption of
the data as it is being streamed across the network connection, such that the wireless

station need not keep any unencrypted to-be-transmitted packets or keys.

[0055] The system shown in FIG. 2 requires the data for to-be-transmitted packets to

be queued at the station, e.g., in host memory 215, and to be available for transmission
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in the host memory 215. Furthermore, encryption and decryption occur using the

cryptography engine 221.

[0056] An aspect of the Parent Application includes on-the-fly data streaming over a
network link that provides for data for inclusion in a packet for wireless transmission
to be streamed directly from a network switch during transmit time without
necessarily requiring queuing in the transmitting wireless station. Another aspect of
the invention provides for the to be transmitted packets to be encrypted in transmit
time during the streaming process, and for the received packets to be decrypted in

receive time during the streaming process.

[0057] FIG. 3 shows an apparatus that embodies aspects of the présent invention. The
general architecture is similar to that shown in FIG. 2, except that some of the
functionality of the host processor is transferred to a network device, e.g., a network
switch that is coupled to the wireless station via a wired network, and furthermore,
that the encryption engine is now at the switch rather than the station. That is, a
wireless station 300 includes a lower MAC 303 that in turn includes a packet/DMA
engine 323, and a local MAC memory 319. Unlike the case with the Parent
Application, the lower MAC 303 need not include an encryption/description engine.
The station 300 also includes a host processor on a host bus subsystem 309. A
memory interface 319, and a host DMA controller 307 are connected to the host bus
309. The lower MAC is coupled to the host bus 309, in one embodiment via the
packet/DMA engine 323. ‘

[0058] The station 300 is coupled to a network switch 329 via a network link 328 that
is coupled to the host bus subsystem 309 via a network interface 325 coupled to the
host bus 309.

[0059] The switch 329 includes a local switch bus subsystem 343 that connects a
switch host processor 333 with a switch memory 335. In one embodiment, the switch
further includes a switch DMA controller 341 coupled to the switch bus 343 and able
to cause DMA transfers with the local switch memory 335. A network interface 331

connects the switch to the network 328.

[0060] In one embodiment, the host 333 of the switch 329 runs on a network
operating system: IOS (Cisco Systems, Inc., San Jose, California).
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[0061]  Note that even though the architecture of the station 200 of FIG. 2 and that of
FIG. 3 is similar, the functionality however is different in that some of the higher
MAC functions are now carried out in a network switch 329. Thus, different reference
numerals are used in FIGS. 2 and 3 for all elements other than the, PHY 101. Some of

the elements, however, may be identical, as would be clear to those in the art.

[0062] One aspect of the invention is that at least some of the data of MAC packets
that are for wireless transmission are streamed during transmit time across the network
link 328 from the switch memory to the lower MAC 303 for transmission by the PHY
101 such that data does not need to be queued in the host memory. Another aspect is
that at least some of the data of MAC packets that are for wireless transmission are
encrypted during the streaming process. Another aspect is that data received by the
PHY 101 may be directly streamed to the switch during transmit time across the
network link 328 such that received data need not be queued in the host memory. The
inventors recognize that wired networks are becoming sufficiently fast to provide such
streaming. In the preferred embodiment, the network 328 is a Gigélbit Ethernet
network. Of course, that means any Ethernet network link at least as fast as an
Ethernet network link may be substituted and is within the scope of the term "Gigabit
Ethernet" for purposes of the invention. Note that the invention is not restricted to an
Ethernet connection. Any network connection, e.g., a token ring based connection, or

some other network connection may be used.

[0063] In order to provide the streaming feature, one embodiment of the invention
includes network DMA engine 324 in the station, and the matching network DMA
engine 338 in the switch. In the case of the station 300, the network interface 325
includes a network MAC and PHY interface 326 and the network DMA engine 324.
On the bus side, the network DMA engine 324 appears as a memory interface. The
host DMA controller 307 is in communication with the network DMA engine 324 as
if it was a memory interface device and further is in communication with the memory
interface 313. A memory map in the access point indicates which memory addresses
are handled by the memory interface 313 and which are handled by the network DMA
engine 324.
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[0064] In the switch, the network interface 331 includes a network DMA engine 338
and a network MAC and PHY interface 336. On the switch bus side, the network
DMA engine 338 appears as a memory controller. A switch memory map indicates
which addresses are in the local switch memory 335, and which are handled by the
network DMA engine 338.

[0065] Furthermore, in order to provide the in-line encryptionA and decryption during
streaming across the network line to or from the station 300 at transmit or receive
time, respectively, the network interface 331 includes a cryptography engine 321 and
a memory device that maintains a key store 345 of cryptographic keys and
cryptographic methods. The key store 345 stores an indexed set of keys. In one
embodiment, the key store 345 stores the keys and cryptographic methods as an

indexed table data structure.

[0066] In the case of transmission, when the host DMA controller 307 receives a
memory request, e.g., set up by the packet/DMA engine 323 of the lower MAC, it
communicates with either the network DMA engine 324 or the memory interface 313
according to the address. Normally, the packet/DMA engine 323 sets up DMA
transfers via the network DMA engine 324. The DMA controller 307 need not be
aware that any data requested from the network DMA engine 324 actually comes from

across a network link.

[0067] Note that while in one embodiment, the address indicates fo the DMA
controller 307 whether a DMA transfer is to or from the DMA engine 324 or the
memory interface313, in an alternate embodiment, a separate indication, e.g., a control
bit is used to indicate whether a DMA transfer is to or from the DMA engine 324 or

the memory interface313.

[0068] Similarly, the switch DMA controller 341 treats the switch network DMA
engine 338 as if it is a memory interface device, and need not be aware that any data

transfer travels across the network link 328.

[0069] Another aspect of the invention is the process carried out by the network DMA
engines 324 and 338 of the station host and switch, respectively. The Parent
Application described an aspect of the invention that defined network packet types

that are used for setting up the network streaming, and for carrying data during such
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streaming. Yet another aspect of the Parent Application is the receive filtering carried
out by filters 327 and 337, respectively, of the network MAC and PHY interfaces 326
and 336 of the station host and switch, respectively. One aspect of the present
invention includes the switch storing an indexed set of keys, e.g., in the key store 345.
Another aspect includes introducing new special packets to provide sufficient
information for the data of to-be-transmitted packet to be encrypte;d during the
streaming to the AP. Such a new special packet provides information sufficient to set
up the cryptography. Such information includes one or more of a key index to locate
the cryptographic key in the key store, an indication of the cryptography method to
use, and an indication of the integrity mode to use. So now prior to being streamed on
demand at transmit time, the switch sets up the encryption engine 321 to carry out the
required encryption during transmit. Similarly, decryption may be set for reception of
encrypted information, and the decryption thereof by the encryption engine 321 during

the streaming from the station to the switch 329.

[0070] These aspects will first be described in the context of a set of packets that are

for wireless transmission by the wireless station 300.

[0071] Consider first the operation during transmit of the embodiment shown in
FIG. 2. In this case, the switch 229 routes any packets that are for transmission by the
wireless station 200 to the wireless station. Such packets are queued in the host
processing system, e.g., in the host memory 215, and the host communicates with the
lower MAC 203 to set up DMA transfers of data in the host memory, as required, e.g.,
by communicating the packet headers and the set of buffer descriptors (the buffer

descriptor chain) for each packet.

[0072] By contrast, in one embodiment of the present invention, when the switch 329
has packets that are for transmission by the wireiess station 300, the switch 329 sends
the information on the packets for transmission, e.g., the header information and the
buffer descriptor chain for each to-be-transmitted packet to the station via the network
328. Such information is communicated to the lower via the host bus 309. The host
plays little role in this. Furthermore, encryption information is received from the
station or default values used, e.g., previously received from the station or from

another entity. Such information is used to set up the in-line encryption.
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[0073] In an alternate embodiment of the invention, the host receives information on
where at least some of the data for a packet for transmission exists in the switch, and
the host is involved in the setting up of the buffer descriptor chain using such data sent
by the switch. However, the data itself remains in the switch until streamed for
transmission. For example, the host interprets information sent from the switch as
information for the lower MAC on packets for transmission and passes this

information to the lower MAC.

[0074] When the lower MAC 303 receives the header information and the descriptor
chain for the packets for transmission, the lower MAC stores the headers and the
associated information in its local MAC memory 319 and schedules the transmission.
At the start of transmit time, the MAC packet/DMA engine 323 sets up for
scatter/gather DMA access of data needed to build each packet. The MAC
packet/DMA engine 323 sends each request in the scatter/gather to the host DMA
controller 307. These requests are interpreted by the DMA controller 307 and
communicated to the memory interface 313 or Network DMA engine 324 depending
on the address. Thus, the host DMA controller 307 treats network DMA engine 324 as
a memory interface for a pre-defined range of addresses that are outside the address

range of the host memory 313. N

[0075] For each memory request, the Network DMA engine 324 sets up the network
transfer by setting up packets of a first special type that are control packets that
describe up the memory request in the form of the required memory transfer from the
memory of the switch. The épecial packets include pointer data pointing to a location
in the switch memory, and length information. These special-type packets are

transmitted to the switch via the network 328.

[0076] One aspect of the present invention is that these special type packets may also
include information on the encryption to be carried out, if any, during the data

transfer.

[0077] The network MAC and PHY interface 336 interprets all packets it receives. In
one embodiment, the network MAC and PHY interface 336 includes a filter 337 that

indicates to the network DMA engine 338 information from special-type packets it
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receives for further processing by the network DMA controller 338. The non-special-

type packets are processed normally and passed on.

[0078] The network DMA engine interprets the information from special-type packets
to translate the control information and communicate information to the switch DMA
controller 341 to set up a DMA transfer from the switch memory 335 according to the
information in the control packets. The DMA transfer is set up to destination
addresses that are understood by the switch 329 to be addresses handled by the
network DMA controller 338. The network DMA controller 338 appears to the switch

DMA controller 338 as a memory interface.

[0079] The network DMA engine interprets the encryption information from special-

type packets to set up for encryption during the streaming.

[0080] The data that is aimed at the Lower MAC 303 is encapsulated by the network
DMA engine 338 of the switch as packets of a second special type: streaming data
encapsulating packets. The information to be encapsulated is passed through the
encryption engine according to the encryption instructions provided. Each streaming
data encapsulating packet includes the original pointer and length data element of the
corresponding request packet and is sent to the access point 300 via the network 328

and received via the Network MAC and PHY interface 326.

[0081] The Network MAC and PHY interface 326 includes a filter 327 that indicates
to the network DMA engine 324 those packets that are to be processed by the network
DMA controller 324, i.e., the second special-type packets. Non-special-type packets
are processed normally by the Network MAC and PHY interface.

[0682] The network DMA engine 324 interprets the information in the second special-
type packets, i.e., in the streaming data encapsulating packets that contain the
encapsulated information, encrypted in the case in-line encryption was included. One
aspect is that the pointer and length information in the second-type-special packets is
used to match the packet as a response to a DMA request. The network DMA engine
324 removes the data—possibly encrypted data— and communicates them via the bus
309 as responses to the matching DMA requests. To the host system bus, these appear
as regular DMA responses transfers set up by the host DMA controller 307, since for

such transfers, the network DMA engine 328 is set up as if it was a memory interface.
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[0083] The DMA controller 307 routes the fetched data to the reqﬁesting packet/DMA
engine of the Lower MAC, just as it would for any DMA request.

[0084]  FIGS. 4A and 4B show the structures of the two special types of packets.
These are standard IEEE 802.3 frames that include TYPE fields whose respective
contents are two unique previously undefined values, used to define the packet of the

first type and second type, respectively.

[0085] FIG. 4A shows a packet 400 of the first kind. This structure is similar to the
packet 400 of the first kind described in the Parent Application, except that additional

fields are now provided for sending the cryptographic information.

[0086] In an alternate embodiment, the two special packets of the first and second
kind as described in the Parent Application are used when no in-line cryptography is
included, and a special new additional kind of packet is defined When the additional
cryptographic information needs to be sent. This description, how;ver, assumes that

the packet 400 of the first kind is used whether or not cryptography is included.

[0087] The preamble, start of frame delimiter, destination address, and source address
fields are standard. For example, the source address is of the station 300, and the
destination address is of the switch 329. The next field 403 is used as a TYPE field
and includes a code, denoted TYPE-1, for a new type. Any previously unused value
that is Jarge enough such that it defines a type, and that is not used for other purposes,
may be used here. The remaining part of the packet 400 provides the pointer and
length information for the data transfer. This is done using a standard information
element list structure that starts with a List length field 405 that indicates the length of
the list, and then a set of type/length/value triplets for each element, in this case, for
the pointer element and the length element. Thus, following the List length field 405 is
a field 407 carrying an identifier, denoted ID_pointer that identifiés the element as the
pointer, then a field 409 denoted Length_pointer indicating the length of the pointer
data. The next field 411 is the pointer data itself, i.e., the address in the switch
memory from where to fetch the data. Following the pointer data field 411 is a field
413 carrying an identifier, denoted ID_length that identifies the element as the length
of the data to fetch, then a field 415 denoted Length_length indicating the length of
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the length information. The next field 417 is the length information itself, i.e., the

length of the data to fetch from the switch memory.

[0088] Note that the inventors decided to use packets that include a flexible
information element list structure in order to provide for flexibility in how these
packets are used in the future. In an alternate embodiment, simpler fixed length
packets are used that include, e.g., only the buffer pointer and the buffer length
information following the TYPE field 403, when no cryptographic information, and
additional cryptographic information for the case in-line encryptiqg during the

streaming across the network link is included.

[0089] One aspect of the invention is that additional type/length/value triplets are
provided for the parameters defining the required éryptography, €.g., encrypting of to-
be-transmitted packets or packet parts, and decrypting of encrypted received packets
or packet parts. In one embodiment, the presence of the additional type/length/value
triplets for cryptography causes the switch to carry out the requested cryptography. In
the embodiment preferred, a packet 400 of the first kind always includes information
to be passed to the cryptographic engine 321. One set of such data is pre-defined to do
no encryption. Furthermore, if the engine 321 is properly configuréd‘via the
type/length/value triplets, then some cryptographic operation will occur. If it is not
configured, or improperly configured, then it should act as a NULL encrypt operation

and pass through the data unaffected.

[0090]  The packet 400 of the first kind of FIG. 4A includes three additional
type/length/value triplets for three encryption parameters. The first triplet 441 defined
the key identifier, which is the pointer to the key store 345. The first element ID_KID
419 identifies the element as the key identifier (KID), then a field 421 denoted
Length KID indicating the length of the key pointer data (the KID). The next field
423 is the key identifier (KID) itself that points to the key in the key store 345.

[0091]  The next triplet 443 defines the encryption method used, arlld the key length for
the method. The different cryptography methods, and the different key lengths are also
stored in the key store 345, so that the information transmitted by the triplet 443 is
also in the form of a pointer to the table. The first element ID_CrypLen 425 identifies
the element as one for the method and key length, then a field 427 denoted
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Length_CrypLen indicating the length of the method and key length data. The next
field 429 is the pointer itself that points to the cryptographic method and the key
length in the key store 345. This identifies the cryptographic method and the key
length to be used for the encryption (or decryption in the case of receiving). In an
alternate embodiment, two triplets are used, rather than one, to define the

cryptographic method and the length of the key: one triplet for the method, and
another triplet for the key length.

[0092] FIG. 4A shows another triplet 445 describing the integrity and key
management used. In one embodiment, the information transmitted by the triplet 445
is also in the form of a pointer to the table in the switch that describes different
methods. The first element ID_Integr 431 identifies the element as one for the
integrity and/or authentication method, then a field 433 denoted Length_Integr
indicates the length of the integrity and/or authentication method data. The next field
435 is the pointer itself that points to the cryptographic integrity and/or authentication
method in the key store 345. This identifies the integrity and/or alfthenticaﬁon method

to be used for the encryption (or decryption in the case of receiving).

[0093] In alternate embodiments, more or fewer triplets are used. For example, a

separate triplet may be used for the integrity, and yet another for the authentication.

[0094] Wireless security is evolving. Many cryptography options are available and
new ones are being developed and introduced, as would be known to those in the art.
One aspect of the invention is that many different forms of cryptography and
authentication may be provided using the structure described. The methods and
apparatuses described herein are not to be interpreted as being restricted to one
method or another. In the case of a wireless network that conforms to the IEEE 802.11
standard, one or more the following methods may be used: RC4, AES-CTR, AES-

CBC. The invention is not limited to any particular method.

[0095]  Depending on the application and comfort level, there are many ways to secure
wireless LANs. WLAN security not only involves data encryption, but also message

integrity checking (MIC) and mutual authentication.

[0096] A brief discussion follows, and many of these subjects would be known to

those in the art.
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[0097] Static Wired Equivalent Privacy (WEP) protocol provides a certain amount of
security. With static WEP, all users and all APs they associate with have the same
encryption key. This reduces security by enabling the key to be broken by tools, e.g.,
tools freely available on the Internet. Static WEP also provides no message integrity

and no authentication.

[0098] Dynamic WEP improves on static WEP by giving each user a unique unicast
key and all users the same broadcast key. The AP maintains unicast keys for users and
broadcast keys for VLANs. Dynamic WEP is stronger than static WEP. However,
there still are tools available for breaking such a method. Dynamic WEP has no
message integrity but offers strong mutual authentication using 802.1X and the

Extensible Authentication Protocol (EAP).

[0099] Temporal Key Integrity Protocol (TKIP) is regarded as an improvement on
dynamic WEP but does not solve all security problems. It was designed as a stopgap
measure to overcome the weaknesses in WEP, both static and dynamic. TKIP
improves security by fixing some problems WEP had with cryptographic primitives.
TKIP includes a built-in message integrity check called "Michael." While TKIP closes
the routes of attack that were open with WEP, it also opens one of its own. Some
believe that the Michael integrity check is cryptographically weak and that, with

considerable effort, messages can be forged.

[00100] To prevent this from happening, TKIP includes a countermeasure that requires
an AP to shut down an entire basic service set (BSS) for 60 seconds if two MIC
failures are detected within one minute of each other. This makes AP susceptible to
denial-of-service (DoS) attacks. Like dynamic WEP, TKIP provides strong mutual
authentication by implementing 802.1X and EAP.

[00101] For maximum security, the IEEE 802.11i Counter mode/CBC-MAC Protocol
(CCMP) offers encryption and message authentication based on the Advanced
Encryption Standard (AES). CCMP uses the counter mode in AES for data encryption
and the Cipher Block Chaining-Message Authentication Code (CBC-MAC) in AES
for message integrity. A strong and secure algorithm, AES was heavily analyzed by

cryptographic experts from around the world.
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[00102] Because the cryptographic exchange mechanism described by a special packet
of the first kind allows for as many additional type/length/value triplets as required for
cryptography, one aspect of the invention is the ability to accommodate all these

different methods.

[00103] For example, possible cryptography options for a wireless network that
conforms to the IEEE 802.11 standard include: RC4, AES-CTR, AES-CBC. Possible
integrity options for a wireless network that conforms to the IEEE 802.11 standard
include: Michael, AES-CBC-MAC. The invention is not limited to any particular
method.

[00104] Regarding key management, today key management is handled by an AP.
Sometimes the client station derives a key between itself and an authentication server.
That authentication server then passes the key to the AP. In an alternative

arrangement, the AP and the client station may mutually derive the key.

[00105] Because aspects of the present invention provide for the edge switch to
maintain keys, rather than the AP, and because of the flexibility afforded by the
structure described herein, different implementations allow for different levels of the

split of knowledge between the AP and switch.

[00106] FIG. 4B shows a packet 450 of the second kind that the network DMA engine
338 sets up for sending data defined in the control packet 400 of the first kind. The
preamble, start of frame delimiter, destination address, and source address fields are
again standard. For example, the source address is of the switch 329, and the
destination address is of the station 300. The next field 453 is used as a TYPE field
and includes a code, denoted TYPE-2, for another new type different than that used in
the control packet 400. Any previously unused value that is large enough such that it
defines a type, and that is not used for other purposes, may be used here. The
remaining part of the packet 450 provides the pointer and length information for thé
data transfer. A List length field 455 indicates the length of the list, which in the case
of this packet 450, depends on the amount of data being sent. Following the List
length field 455 is a set of type/length/value triplets for each element, in this case, the
pointer element, the length element, and the data being transferred. The

type/length/value triplets 457 and 459 for the pointer and the lengths, respectively, are
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the same as in the corresponding control packet 400 that requested the data included.
Then the cryptographic information type/length/value triplets 461, 463, and 465
follow. Following the cryptographic information is a field 471 carrying an identifier,
denoted ID_data that identifies the element as the data being transferred, then a field
473 denoted Length_data indicating the length of the data. The next field 475 is the

data from the switch memory that is being transferred.

[00107]  Thus, for the transmit path, the AP 300 generates the memory request. The
smart DMA engine 324 includes signaling methods to pass the cryptographic details
in the form of the additional triplets. In one embodiment, these are as described above
and convey a pointer or pointers to the key store 345. In another embodiment, the
cryptographic information includes triplets for one or more pointets to where the
cryptographic information is stored in the memory of the switch 335. In yet another
embodiment, the cryptographic information, in the form pointer or pointers to the key
store 345, are maintained in the local host memory 315 of the AP, and of the values of
the pointers are encapsulated as triplets for the cryptographic information by the
network DMA engine when forming the special packets of the first kind to initiate a
streaming network DMA request. Thus, the additional cryptographic information in
the additional type/length/value triplets are added to the request. The filter 337 in the
switch recognizes packets of the special type and sets up the network packet and
DMA engine 338 to carry out the DMA transfer from the switch memory.
Furthermore, using the additional type/length/value triplets for cryptography, in
response to the network packet the DMA engine also sets up the cfyptography engine

321 to encrypt as requested according to information stored in the key store 345.

[00108] Note that when sending the data, the packets of the second type are used. As in
the Parent Application, one embodiment sends only the data. The pointer and length
triplets are used to act as a reference for the AP to identify the response. Thus, in one
embodiment, when forming the response to a request for to-be-transmitted data, the |
switch uses the request as is, and simply changes the type from request (first kind
special packet) to response (second kind special packet) and appends the data
type/length/value triplet, leaving all others in tact.
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[00109] Note that the above description corresponds to these packets being used for a
memory fetch set up by the host DMA controller 307.

[00110]  The same special-type packets—just one of them in one embodiment—may be

used for a DMA data write that is set up in the case of the station 300 receiving data.

[00111] In the case of receiving, the switch 329 sends information and the station 300
accepts information describing where in the switch memory 335 to write data |
elements of wirelessly received packets, e.g., received buffer descriptor chains of
received buffer descriptors for received packets. Each received buffer descriptor
defines a switch memory location and an amount data in the switch memory for a data

element.

[00112]  In addition, according to one aspect of the invention, cryptographic
information necessary to decrypt the data is included in the packets of the first and
second kind.

[00113] The received buffer descriptor chains are stored in the Lower MAC memory
319.

[00114]  When a packet is received, the packet/DMA engine 323 sets up scatter/ gather
DMA transfer of the data elements from the wirelessly received packet. The
information for the DMA transfer is communicated to the host DMA controller 307
that sets up the individual data element transfers. The actual data transfer occurs as a
data stream during receive time and includes the extraction of the data element from
the wirelessly received packet, and then the transfer via the host bus as a DMA
transfer to the network DMA engine 324 (recall, this appears as a memory interface to

the host bus and DMA controller).

[00115] In a Lower MAC engine in which encryption occurs at the wireless station,
according to the cryptographic requirement, the data might be passed through an
encryption engine coupled to the packet and DMA engine at the lower MAC.
According to an aspect of the present invention, the decrypting, however, is carried
out in the switch, across the network connection 328. Thus, the cryptographic

information is passed so that the encryption engine 321 carried out any decryption.
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[00116] Consider the transfer of a sihgle block of data to be written into a contiguous
block of memory addresses in the switch memory 335. From the pointer address in the
DMA request, the host DMA controller 307 ascertains that the address is for the
network DMA engine 324 that appears to the DMA controller 307 as a memory

interface for a range of addresses.

[00117] The DMA request from the host DMA controller 307 is translated by the
network DMA engine 324 to a packet of the second special type that includes the
pointer and length data for the transfer, and the data element of the transfer to be
written into the switch memory. Furthermore, the cryptographic information needed to
decrypt the packet is also included in the form of additional triplets. The packet of the
second type, including the cryptographic information, is sent to the switch 329 via the

network via the Ethernet MAC and PHY interface and the network link 327.

[00118] At the switch, the packet of the second type is received by the Ethernet MAC
and PHY interface 336 that includes a filter 337 that filters out the packet of the
second type and passes the information therein, including the data, to the network
DMA engine 338. The network DMA engine 338 interprets the request and sets up
for, and writes the data to the memory location in the switch memory 335. In addition,
prior to the writing, the network DMA engine 338 interprets the cryptographic
information and sets up the encryption engine 321, and the pointers to the data in the
key store 345, to carry out the required decrypting operations during the writing of the

data to the memory location in the switch memory 335.

[00119] Thus, the stfeaming of data over the network from a wireless station to the
switch memory occurs in real time during receive time, including decrypting of the

data on-the-fly during receive time.

[00120] Note that while in the embodiment shown, the network DMA engines 324 and
338 in the switch and wireless station, respectively, that interpret the special packets
and convert them to memory stream requests are each shown as part of the packet
engines of network controllers, in alternate embodiments, these aspects are carried out

in a separate device in each of the switch and wireless stations.

[00121] While today's processors are such that the network DMA engines 324 and 338,

and encryption engine 321 are likely to be in special hardware, the inventors recognize
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that programmable processors in the future may be fast enough to implement such a
network DMA engine. Thus, the network DMA and encryption/decryption function
may be implemented in hardware, in software (including firmware) as one or more
code segments that execute on a programmable processor, or in a combination of

hardware and software.

[00122]  Similarly, while in one embodiment, the packet/DMA engine 323 is
implemented in hardware, the inventors recognize that programmable processors in
the future may be fast enough to implement such some or all of th;a functionality of the
packet/DMA engine 323. Thus, the packet/DMA engine function may be implemented
in hardware, in software (including firmware) as one or more machine readable code
segments that execute on a programmable processor, or in a combination of hardware

and software.

[00123]  Note further that while the embodiment shown includes the key store as
separate hardware element in the unit 331, in an alternate embodiment, the encryption

data of store 345 may be stored as a data structure as part of the switch memory 335.

[00124] FIG. 3 shows the chip boundary for the access point chip that includes the
lower Mac and the MAC host. In one embodiment, host processor 311 is a MIPS 5K
processor core and the host bus is a "SOC-it" bus (both MIPS Technologies, Inc.
Mountain View, CA).

[00125] During transmit time means during the time the packet that includes the data
being streamed is being transmitted. For example, “during transmit time” excludes the
case of the data being streamed for inclusion in the packet being queued in the host

memory of the station for later transmission.

[00126] During receive time means at the time the packet is being received, e.g., in the
case there is only one MAC processor, prior to the next received packet is processed at
the MAC level by the MAC processor.

[00127] One embodiment of each of the methods described herein is in the form of a
set of instructions that instruct a machine to implement a method. Thus, as will be
appreciated by those skilled in the art, embodiments of the present invention may be

embodied as a method, an apparatus such as a special purpose apparatus, an apparatus
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such as a data processing system, or a carrier medium, e.g., 2 computer program
product. The carrier medium carries one or more computer readable code segments for
controlling a processor of a processing system to implement a method. Accordingly,
aspects of the present invention may take the form of a method, an entirely hardware
embodiment, an entirely software embodiment or an embodiment combining software
and hardware aspects. Furthermore, the present invention may take the form of carrier
medium (e.g., a computer program product on a computer-readable storage medium)
carrying computer-readable program code segments embodied in the medium. Any

suitable computer readable medium may be used including memory.

[00128] It will be understood that the steps of methods discussed are performed in one
embodiment by an appropriate processor (or processors) of a processing (i.e.,
computer) system executing instructions (code segments) stored in storage. It will also
be understood that the invention is not limited to any particular implementation or
programming technique and that the invention may be implementéd using any
appropriate techniques for impiementing the functionality described herein. The

invention is not limited to any particular programming language or operating system.

[00129] Reference throughout this specification to “one embodiment” or “an
embodiment” means that a particular feature, structure or characteristic described in
connection with the embodiment is included in at least one embodiment of the present
invention. Thus, appearances of the phrases “in one embodiment” or “in an
embodiment” in various places throughout this specification are not necessarily all
referring to the same embodiment. Furthermore, the particular feaéures, structures or
characteristics may be combined in any suitable manner, as would be apparent to one

of ordinary skill in the art from this disclosure, in one or more embodiments.

[00130]  Similarly, it should be appreciated that in the above description of exemplary
embodiments of the invention, various features of the invention are sometimes
grouped together in a single embodiment, figure, or description thereof for the purpose
of streamlining the disclosure and aiding in the understanding of one or more of the
various inventive aspects. This method of disclosure, however, is not to be interpreted
as reflecting an intention that the claimed invention requires more features than are

expressly recited in each claim. Rather, as the following claims reflect, inventive
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aspects lie in less than all features of a single foregoing disclosed embodiment. Thus,
the claims following the Detailed Description are hereby expressly incorporated into
this Detailed Description, with each claim standing on its own as a separate

embodiment of this invention.

[00131] It should further be appreciated that although the invention has been described
in the context of a network switch coupled to an access point, the invention is not
limited to such contexts and may be utilized in various other applications and systems,
for example in a system that includes any wireless station coupled to any network
device via a network link. Furthermore, the invention is not limited to any one type of
network architecture and method of encapsulation, and thus may be utilized in

conjunction with one or a combination of other network architectures/protocols.

[00132] Note that the inventors found that for the presently available IEEE 802.11
standards, an Ethernet that is at least as fast as a Gigabit Ethernet provides the
required latency time. The invention, however, is not restricted to using an Ethernet
for the link between the station and the network device, and also for using a Gigabit
Ethernet or faster link. For example, a wireless network protocol may be used that is
slow enough such that a 100MB Ethernet link may be used. Also, faster wireless
protocols may be introduced that require a link of at least a 10GB Ethernet. All these

are meant to be included in the scope of the invention. (

[00133] All publications, patents, and patent applications cited herein are hereby

‘incorporated by reference.

[00134]  Thus, while there has been described what is believed to be the preferred
embodiments of the invention, those skilled in the art will recognize that other and
further modifications may be made thereto without departing from the spirit of the
invention, and it is intended to claim all such changes and modifications as fall within
the scope of the invention. For example, any formulas given above are merely
representative of procedures that may be used. Functionality may be added or deleted
from the block diagrams and operations may be interchanged among functional
blocks. Steps may be added or deleted to methods described within the scope of the

present invention.
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CLAIMS

1. In a station of a wireless network, the station coupled to a network device by a
network link, the network device including a memory, a method of streaming data
over the network link from or to the network device memory &uring wirelessly

transmitting or wirelessly receiving at the station, the method comprising:

accepting information describing wherefrom to retrieve a data element
including at least some of the data for a to-be-wirelessly-transmitted packet in
the case of transmitting, or whereto write a data element including at least
some of the data from a wirelessly received packet in the case of receiving, the
accepted information including information defining a memory location and an
amount data in the network device memory for said data element, the accepted
information further including, in the case of transmitting, specifying any
encrypting to be performed, and in the case of receiving, any decrypting to be

performed;

setting up a DMA transfer of said data element for the to-be-wirelessly-
transmitted packet in the case of transmitting, or from the wirelessly received
packet in the case of receiving, the setting up using the defining information,
the setting up including in the case of transmitting, specifying any encrypting
to be performed, and in the case of receiving, any decrypting to be performed:;

and
in the case of transmitting:

converting the defining information to a packet of a first type for

transport over the network link;

sending the packet of the first type via the netw~ork link to the
network device to be interpreted at the network device to set up
sending said data element from the memory of the network device
according to the defining information, including encrypting the

information;
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receiving in response to the sending of the packet of the first type, a
packet of a second type that includes said data element encrypted as

specified;
converting the packet of the second type to said data element; and
incorporating said data element into the packet for transmission,
or,
in the case of receiving:
extracting said data element from the wirelessiy received packet;

converting the defining information and encapsulating said data
element into a packet of the second type for transport over the network
link for said data element to be written into the memory of the network

device; and

sending the packet of a second type to the network device to be
interpreted at the network device to cause the encapsulated data to be
written into the memory of the network device according to the

defining information,

1

such that, in the case of transmitting, the transfer over the network link of said data
element for incorporation into a packet for wireless transmission, including any
encrypting, occurs in real time during transmit time, or such that in the case of
receiving, the transfer of said data element from a wirelessly received packet,

including any decrypting, occurs in real time during receive time, and

such that any encrypting of said data element occurs prior to transferring the
packet with said data element over the network link, and such that any decrypting

occurs after the transfer of the packet with said data element over the network link.

2. A method as recited in claim 1, wherein the network device is a network
switch that includes a memory wherefrom data is streamed during the wireless

transmitting or whereto data is streamed during the wireless receiving.

s
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3. In a network device coupled by a network link to a wireless station of a
wireless network, the network device including a mémory, a method of streaming
data over the network link from or to the network device memory during
wirelessly transmitting or during wirelessly receiving at the station, the method

comprising:

sending information over the network link to the wireless station
describing wherefrom to retrieve a data element including at least some of the
data for a to-be-wirelessly-transmitted packet in the case of transmitting, or
whereto write a data element including at least some of the data from a
wirelessly received packet in the case of receiving, the accepted information
including information defining a memory location and an amount data in the

network device memory for said data element;

accepting information describing how to encrypt at least some of the data
for the to-be-wirelessly-transmitted packet in the case of tfansmitting, or how
to decrypt at least some of the data from a wirelessly received packet in the

case of receiving; and

in the case of data for a to-be-transmitted packet, in response to the

receiving of the packet of the first type:

receiving from the wireless station via the network link a packet of
the first type, the packet of the first kind including information

describing wherefrom to retrieve said data element and how to encrypt;
retrieving said data element from the memory;

forming a packet of a second type that includes the retrieved data,

including encrypting data as requested; and

sending the packet of a second type to the wireless station in

response to the receiving,
or,

in the case of data from a received packet:
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receiving a packet of a second type from the wireless station
encapsulating said data element and including information describing

whereto write said data element and how to decrypt said data element;

extracting the encapsulated data from the packet of the second type,

including decrypting said data element;

writing the extracted data into the memory according to information

in the received packet of the second kind,

such that, in the case of transmitting, the transfer of data over the network link for
incorporation into a packet for wireless transmission, including any encrypting,
occurs in real time during transmit time, or such that in the case of receiving, the
transfer of data over the network link from a wirelessly received packet, including

any decrypting, occurs in real time during receive time.

4, A method as recited in claim 3, wherein the network device is a network
switch.

5. A method of wirelessly transmitting a packet of information, the method
comprising:

streaming a data element including at least some of the contents of the
packet over a network link during transmit time, the streaming including real-

time encrypting the data prior to the transfer over the network link; and
transmitting the packet of information.

6. A method as recited in claim 5, wherein the transmitting is by a station of a
wireless network and the streaming is to the station from a network device coupled

to the station by the network link.

7. A method as recited in claim 6, wherein the network device is a network
switch that includes a memory wherefrom data is streamed during the wireless

transmitting.

8. A method as recited in claim 6, wherein the network device includes a memory
wherefrom data is streamed during the wireless transmitting, the method further

comprising:
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forming a DMA request for said data element and encryption information;

converting the formed DMA request and the encryption information to a

first packet for transport over the network link;
sending the first packet to the network device over the network link;

receiving a second packet over the network link from the network device,
said second packet containing said data element encrypted according to the

encryption information; and

responding to the formed DMA request with said data element from the

second packet,

such that the streaming of said data element of the data uses the second packet,

and such that the encryption occurs in real time during the streaming.
9. A method as recited in claim 8, further comprising:

receiving from the network device information regarding where data for

wireless transmission resides in the memory of the network device,
such that the forming of the DMA request uses the received information.

10. A method of wirelessly receiving a packet of information, the method

comprising:
wirelessly receiving a packet of information;

streaming a data element including at least some of the contents of the

packet over a network link during receive time; and

decrypting the data element in real time during the streaming, the

decrypting after transfer over the network link. ’

11. A method as recited in claim 10, wherein the receiving is by a station of a
wireless network and the streaming is from the station to a network device coupled

to the station by the network link.
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12. A method as recited in claim 11, wherein the network device is a network
switch that includes a memory whereto data is streamed during the wireless

receiving.

13. A method as recited in claim 11, wherein the network device includes a
memory whereto data is streamed during the wireless transmitting, the method

further comprising:

forming a DMA request for writing said data element and encryption

information;

converting the formed DMA request and the encryption information to a

first packet for transport over the network link;
sending the first packet to the network device over the network link;

encapsulating said data element encrypted according to the encryption
information into a second packet for transport over the network link to the

network device; and

sending the second packet over the network link to the network device for
writing into the memory of the network device according to the formed DMA

request,
such that the streaming of said data element of the data uses the second packet.
14. A method as recited in claim 13, further comprising:

receiving from the network device information regarding where wirelessly

received data is to be written in the memory of the network device,
such that the forming of the DMA request uses the received information.

15. A method as recited in any of claims 1-2, wherein setting up of the DMA
transfer is part of a setup of a scatter/gather DMA transfer of a plurality of data

elements.
16. A method as recited in any of claims 34,

wherein the information wherefrom to retrieve a data element or whereto write a

data element is used in setting up a DMA transfer, and
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wherein the setting up of the DMA transfer is part of a setup of a scatter/gather
DMA transfer of a plurality of data elements.

A method as recited in any of claims 1-4, 6-9, 11-16, wherein the network
link is a Gigabit Ethernet link or an Ethernet link at least as fast as a Gigabit
Ethernet link.

A method as recited in any of claims 1-4, 6-9, 11-17, wherein the station is an

access point of the wireless network.

A method as recited in any of claims 1-4, 6-9, 11-18, wherein the wireless

network conforms to one of the IEEE 802.11 standards or derivatives thereof.
A method as recited in claim 19, wherein the packet is an 802.11 MAC packet.

A method as recited in any of claims 8, 9, 13 or 14, wherein the network link is
a Gigabit Ethernet link or an Ethernet link at least as fast as a Gigabit Ethernet
link, and wherein the network device is a network switch, wherein the wireless
network is a network conforming to one of the IEEE 802.11 standards or a
derivative thereof, and wherein the first and second packets are respectively

Ethernet packets of a first type and a second type.

An apparatus in a wireless station operable in a wireless network, the apparatus

comprising:

a local memory able to receive information describing a location
wherefrom a data element including at least some of the data for a to-be-
wirelessly transmitted packet is to be obtained, the location being in a memory

of a network device coupled by a network link to the wireless station;

a packet/DMA engine coupled to the local memory, the packet DMA
engine able to set up a DMA transfer of data for the to-be-wirelessly-
transmitted packet, the setting up using the received information in the
memory and forming information defining a set of at least one location in the

memory of the network device, and defining cryptographic information; and

4

a network interface coupled to the packet/DMA engine, the network

interface including a network DMA engine able to accept DMA requests for
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transfer of dz;ta, the network DMA engine able to convert defining information
to a packet of a first type and to cause the network interface to send the packet
of the first kind over a network link to which the network interface is coupled,
such that a compatible network device can interpret and retrieve the data
defined by the defining information, including interpreting the cryptographic
information and encrypting the data accordingly, the network interface further
able to recognize and provide the network DMA engine a packet of a second
type received over the network link, the packet of the second type including
data defined by defining information, the network DMA engine further able to

convert the provided packet of the second type to data included therein,

such that, in the case that the station is coupled to a first network, and a first packet
of the second type is received over the first network from a first network device
also coupled to the first network, said receiving of the first packet of the second
type being in response to the sending of a first packet of the first kind, and said
sending of the first packet is as a result of the network DMA engine accepting a
first DMA request that defines data to be retrieved from a memory of the first
network device and that defined any encrypting to be performed, the network
DMA engine responds to the first DMA request with the data defined in the first
DMA request, and

such that the transfer of data over the first network for incorporation into a packet
for wireless transmission can occur in real time during transmit time, including

encrypting prior to the transfer over the first network.
An apparatus as recited in claim 22,

wherein the local memory is further able to receive information describing a
location to where an element of data from a wirelessly received packet is to be
stored, the location in the memory of the network device coupled by the network

link to the wireless station,

wherein the packet/DMA engine using the received information in the local
memory is further able to set up a DMA transfer of a data element including at
least some of the contents of the wirelessly received packet, the set up including

defining cryptographic information that describes how to decrypt received data,
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wherein the network DMA engine is further able to form a packet of a second type
including the data element defined by defining information in a DMA request,
including the cryptographic information accepted by the network DMA engine,

and

wherein the network interface is further able to send the formed packet of the

second type,

such that, in the case that the station is coupled to the first network and the first
network device is also coupled to the first network, a second packet of the second
type is sent over the first network to the first network device as a result of the
network DMA engine accepting a second DMA request that defines data to be sent

to the memory of the first network device, including how to decrypt the data, and

such that the transfer of data over the network link from a wirelessly received
packet occurs in real time during receive time, with any real time decrypting

occurring after transfer over the network link.
An apparatus as recited'in claim 22, the apparatus further comprising:
a host processor coupléd to a host bus subsystem; and
a host DMA controller coupled to the host subsystem, (

wherein the packet/DMA engine is also coupled to the host bus subsystem and

able to communicate to the host DMA controller,

such that the packet DMA engine's setting up a DMA transfer includes the
packet DMA engine instructing the host DMA controller to set up the DMA

transfer, and

such that the network DMA engine appears to the host DMA controller as a

memory interface,

wherein the local memory is further able to receive information describing a
location to where an element of data from a wirelessly received packet is to be
stored, the location in the memory of the network device coupled by the network

link to the wireless station,
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wherein the packet/DMA engine using the received information in the local
memory is further able to set up a DMA transfer of a data element including at

least some of the contents of the wirelessly received packet,

wherein the network DMA engine is further able to form a packet of a second type

including the data element defined by defining information in a DMA request, and

wherein the network interface is further able to send the formed packet of the

second type.

An apparatus as recited in claim 24, wherein the packet/DMA engine includes
a scatter/gather DMA controller to set up the transfer of a plurality of data

elements.

An apparatus method as recited in any of claims 2225, wherein the network
device is a network switch that includes a memory wherefrom data is streamed

during the wireless transmitting.

An apparatus method as recited in any of claims 2226, wherein the network
link is a Gigabit Ethernet link or an Ethernet link at least as fast as a Gigabit
Ethernet link.

An apparatus to wirelessly transmit a packet of information, the apparatus

including:
means for wirelessly transmitting a packet of information; and

means for streaming a data element, including at least some of the contents
of the packet, over a network link during transmit time, wherein the streaming
includes real-time encrypting the data prior to the transfer over the network
link.

An apparatus as recited in claim 28, wherein the transmitting is in a station of a
wireless network, and wherein the streaming is from a network device coupled to

the wireless station by the network link.

An apparatus to wirelessly receive a packet of information, the apparatus

including:
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means for wirelessly receiving a packet of information;

means for streaming a data element, including at least some of the contents

of the received packet, over a network link during transmit time; and

means for decrypting the data element in real time during the streaming,

the decrypting after transfer over the network link.

An apparatus as recited in claim 30, wherein the receiving is in a station of a
wireless network, and wherein the streaming is to a network device coupled to the

wireless station by the network link.

An apparatus method as recited in any of claims 22-27, 29, or 31, wherein the

station is an access point of the wireless network.

An apparatus method as recited in any of claims 22-32, wherein the wireless

network conforms to one of the IEEE 802.11 standards or derivatives thereof.
An apparatus method as recited in any of claims 22-27,

wherein the wireless network conforms to one of the IEEE 802.11 standards or

derivatives thereof, and
wherein the to-be-wirelessly transmitted packet is an 802.11 MAC packet.

A carrier medium carrying a set of machine readable instructions to instruct a
machine to carry out a method of wirelessly transmitting a packet of information,

the method including:

streaming a data element, including at least some of the contents of the
packet, over a network link during transmit time, the streaming including real-

time encrypting the data prior to the transfer over the network link.

A carrier medium as recited in claim 35, wherein the transmitting is in a station
of a wireless network, and wherein the streaming is from a network device

coupled to the wireless station by the network link.

A carrier medium carrying a set of machine readable instructions to instruct a
machine to carry out a method of wirelessly receiving a packet of information, the

method including:
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streaming a data element, including at least some of the contents of the

received packet, over a network link during transmit time; and

decrypting the data element in real time during the streaming, the

decrypting after transfer over the network link.

38. A carrier medium as recited in claim 37, wherein the receiving is in a station of
a wireless network, and wherein the streaming is to a network device coupled to

the wireless station by the network link.
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AMENDED CLAIMS

[Received by the International Bureau on 04 April 2005 (04.04.05):
original claims 1 — 38 replaced by amended claims 1 —39 (9 pages)]

CLAIMS

1. A method in a station of a wireless network, the station coupled to a network
device by a network link, the network device including a memory, the method
being for streaming data over the network link from or to the network device
memory during wirelessly transmitting or wirelessly receiving at the station, the

method comprising:

accepting information describing wherefrom to retrieve a data element
including at least some of the data for a to-be-wirelessly-transmitted packet in
the case of transmitting, or whereto write a data element including at least
some of the data from a wirelessly received packet in the case of receiving, the
accepted information including information defining a memory location and an
amount data in the network device memory for said data element, the accepted
information further including, in the case of transmitting, specifying any
encrypting to be performed, and in the case of receiving, any decrypting to be

performed;

setting up a DMA transfer of said data element for the to-be-wirelessly-
transmitted packet in the case of transmitting, or from the wirelessly received
packet in the case of receiving, the setting up using the defining information,
the setting up including in the case of transmitting, specifying any encrypting
to be performed, and in the case of receiving, any decrypting to be performed,;

and
in the case of transmitting:

converting the defining information to a packet of a first type for

transport over the network link;

sending the packet of the first type via the network link to the
network device to be interpreted at the network device to set up
sending said data element from the memory of the network device
according to the defining information, including encrypting the

information;

AMENDED SHEET (ARTICLE 19)
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3. A method in a network device coupled by a network link to a wireless station
of a wireless network, the network device including a memory, the method being
for streaming data over the network link from or to the network device memory
during wirelessly transmitting or during wirelessly receiving at the station, the

method comprising:

sending information over the network link to the wireless station
describing wherefrom to retrieve a data element including at least some of the
data for a to-be-wirelessly-transmitted packet in the case of transmitting, or
whereto write a data element including at least some of the data from a
wirelessly received packet in the case of receiving, the accepted information
including information defining a memory location and an amount data in the

network device memory for said data element;

accepting information describing how to encrypt at least some of the data
for the to-be-wirelessly-transmitted packet in the case of transmitting, or how
to decrypt at least some of the data from a wirelessly received packet in the

case of receiving; and

in the case of data for a to-be-transmitted packet, in response to the

receiving of a packet of a first type:

receiving from the wireless station via the network link a packet of
the first type, the packet of the first type including information

describing wherefrom to retrieve said data element and how to encrypt;
retrieving said data element from the memory;

forming a packet of a second type that includes the retrieved data,

including encrypting data as requested; and

sending the packet of a second type to the wireless station in

response to the receiving,
or,

in the case of data from a received packet:

AMENDED SHEET (ARTICLE 19)
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receiving a packet of a second type from the wireless station
encapsulating said data element and including information describing

whereto write said data element and how to decrypt said data element;

extracting the encapsulated data from the packet of the second type,

including decrypting said data element;

writing the extracted data into the memory according to information

in the received packet of the second type,

such that, in the case of transmitting, the transfer of data over the network link for
incorporation into a packet for wireless transmission, including any encrypting,
occurs in real time during transmit time, or such that in the case of receiving, the
transfer of data over the network link from a wirelessly recéived packet, including

any decrypting, occurs in real time during receive time.

4, A method as recited in claim 3, wherein the network device is a network
switch.

5. A method of wirelessly transmitting a packet of information, the method
comprising:

streaming a data element including at least some of the contents of the
packet over a network link during transmit time, the streaming including real-

time encrypting the data prior to the transfer over the network link; and
transmitting the packet of information.

6. A method as recited in claim 5, wherein the transmitting is by a station of a
wireless network and the streaming is to the station from a network device coupled

to the station by the network link.

7. A method as recited in claim 6, wherein the network device is a network switch
that includes a memory wherefrom data is streamed during the wireless

transmitting,

8. A method as recited in claim 6, wherein the network device includes a memory
wherefrom data is streamed during the wireless transmitting, the method further

comprising:

AMENDED SHEET (ARTICLE 19)
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A method as recited in claim 11, wherein the network device is a network

switch that includes a memory whereto data is streamed during the wireless

receiving.

A method as recited in claim 11, wherein the network device includes a

memory whereto data is streamed during the wireless transmitting, the method

further comprising:

forming a DMA request for writing said data element and encryption

information;

converting the formed DMA request and the encryption information to a

first packet for transport over the network link;

sending the first packet to the network device over the network link;
!

encapsulating said data element encrypted according to the encryption
information into a second packet for transport over the network link to the

network device; and

sending the second packet over the network link to the network device for
writing into the memory of the network device according to the formed DMA

request,

such that the streaming of said data element of the data uses the second packet.

A method as recited in claim 13, further comprising:

receiving from the network device information regarding where wirelessly

received data is to be written in the memory of the network device,

such that the forming of the DMA request uses the received information.

A method as recited in claim 1 or claim 2, wherein setting up of the DMA

transfer is part of a setup of a scatter/gather DMA transfer of a plurality of data

elements.

A method as recited in claim 3 or claim 4,

wherein the information wherefrom to retrieve a data element or whereto write a

data element is used in setting up a DMA transfer, and

AMENDED SHEET (ARTICLE 19)
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wherein the setting up of the DMA transfer is part of a setup of a scatter/gather
DMA transfer of a plurality of data elements.

A method as recited in any one of claims 1 to 4, 6t0 9, or 11 to 16, wherein
the network link is a Gigabit Ethernet link or an Ethernet link at least as fast as a
Gigabit Ethernet link.

A method as recited in any one of claims 1 to 4, 6 to 9, or 11 to 17, wherein

the station is an access point of the wireless network.

A method as recited in any one of claims 1 to 4, 6 to 9, or 11 to 18, wherein
the wireless network conforms to one of the IEEE 802.11 standards or derivatives

thereof.
A method as recited in claim 19, wherein the packet is an 802.11 MAC packet.

A method as recited in any one of claims 8, 9, 13 or 14, wherein the network
link is a Gigabit Ethernet link or an Ethernet link at least as. fast as a Gigabit
Ethernet link, and wherein the network device is a network switch, wherein the
wireless network is a network conforming to one of the IEEE 802.11 standards‘ or
a derivative thereof, and wherein the first and second packets are respectively

Ethernet packets of a first type and a second type.

An apparatus in a wireless station operable in a wireless network, the apparatus

comprising:

a local memory able to receive information describing a location
wherefrom a data element including at least some of the data for a to-be-
wirelessly transmitted packet is to be obtained, the location being in a memory

of a network device coupled by a network link to the wireless station;

a packet/DMA engine coupled to the local memory, the packet DMA
engine able to set up a DMA transfer of data for the to-be-wirelessly-
transmitted packet, the setting up using the received information in the
memory and forming information defining a set of at least one location in the

memory of the network device, and defining cryptographic information; and

a networkwltﬁxﬁﬁeéﬂugﬁlétﬂre (%QC?YBME& f@%ine, the network



WO 2005/057964 PCT/US2004/023136

23.

46

transfer of data, the network DMA engine able to convert defining information to
a packet of a first type and to cause the network interface to send the packet of
the first type over a network link to which the network interface is coupled,
such that a compatible network device can interpret and retrieve the data
defined by the defining information, including interpreting the cryptographic
information and encrypting the data accordingly, the network interface further
able to recognize and provide the network DMA engine a packet of a second
type received over the network link, the packet of the second type including
data defined by defining information, the network DMA engine further able to

convert the provided packet of the second type to data included therein,

such that, in the case that the station is coupled to a first network, and a first packet
of the second type is received over the first network from a first network device
also coupled to the first network, said receiving of the first packet of the second
type being in response to the sending of a first packet of the first type, and said
sending of the first packet is as a result of the network DMA engine accepting a
first DMA request that defines data to be retrieved from a rﬁemory of the first
network device and that defined any encrypting to be performed, the network
DMA engine responds to the first DMA request with the data defined in the first
DMA request, and

such that the transfer of data over the first network for incorporation into a packet
for wireless transmission can occur in real time during transmit time, including

encrypting prior to the transfer over the first network.
An apparatus as recited in claim 22,

wherein the local memory is further able to receive information describing a
location to where an element of data from a wirelessly received packet is to be
stored, the location in the memory of the network device coupled by the network

link to the wireless station,

wherein the packet/DMA engine using the received information in the local
memory is further able to set up a DMA transfer of a data element including at
least some of the contents of the wirelessly received packet, the set up including

defining cryptographic information that describes how to décrypt received data,
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wherein the packet/DMA engine using the received information in the local
memory is further able to set up a DMA transfer of a data element including at

least some of the contents of the wirelessly received packet,

wherein the network DMA engine is further able to form a packet of a second type

including the data element defined by defining information in a DMA request, and

wherein the network interface is further able to send the formed packet of the

second type.

An apparatus as recited in claim 24, wherein the packet/DMA engine includes
a scatter/gather DMA controller to set up the transfer of a plurality of data

elements.

An apparatus as recited in any one of claims 22 to 25, wherein the network
device is a network switch that includes a memory wherefrom data is streamed

during the wireless transmitting.

An apparatus as recited in any one of claims 22 to 26, wherein the network
link is a Gigabit Ethernet link or an Ethernet link at least as fast as a Gigabit
Ethernet link.

An apparatus to wirelessly transmit a packet of information, the apparatus

including:
means for wirelessly transmitting a packet of information; and

means for streaming a data element, including at least some of the contents
of the packet, over a network link during transmit time, wherein the streaming

includes real-time encrypting the data prior to the transfer over the network
link.

An apparatus as recited in claim 28, wherein the transmitting is in a station of a
wireless network, and wherein the streaming is from a network device coupled to

the wireless station by the network link.

An apparatus to wirelessly receive a packet of information, the apparatus

including:
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means for wirelessly receiving a packet of information;

means for streaming a data element, including at least some of the contents

of the received packet, over a network link dufing transmit time; and

means for decrypting the data element in real time during the streaming,

the decrypting after transfer over the network link.

An apparatus as recited in claim 30, wherein the receiving is in a station of a
wireless network, and wherein the streaming is to a network device coupled to the

wireless station by the network link.

An apparatus as recited in any one of claims 22 to 27,29, or 31, wherein the

station is an access point of the wireless network.

An apparatus as recited in any one of claims 22 to 32, wherein the wireless

network conforms to one of the IEEE 802.11 standards or derivatives thereof.
An apparatus as recited in any one of claims 22 to 27,

wherein the wireless network conforms to one of the IEEE 802.11 standards or

derivatives thereof, and
wherein the to-be-wirelessly transmitted packet is an 802.11 MAC packet.

A carrier medium carrying a set of machine readable instructions to instruct a
machine to carry out a method of wirelessly transmitting a packet of information,

the method including:

streaming a data element, including at least some of the contents of the
packet, over a network link during transmit time, the streaming including real-

time encrypting the data prior to the transfer over the nétwork link.

A carrier medium as recited in claim 35, wherein the transmitting is in a station
of a wireless network, and wherein the streaming is from a network device

coupled to the wireless station by the network link.

A carrier medium carrying a set of machine readable instructions to instruct a
machine to carry out a method of wirelessly receiving a packet of information, the

method including:
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streaming a data element, including at least some of the contents of the

received packet, over a network link during transmit time; and

decrypting the data element in real time during the streaming, the

decrypting after transfer over the network link.

38. A carrier medium as recited in claim 37, wherein the receiving is in a station of a
wireless network, and wherein the streaming is to a network device coupled to the

wireless station by the network link.

39. A carrier medium carrying a set of machine readable instructions to instruct a

machine to carry out a method as recited in any one of claims 1 to 21.

AMENDED SHEET (ARTICLE 19)



WO 2005/057964 PCT/US2004/023136

STATEMENT UNDER ATRICLE 19(1) (Rule 46.4)

Claims 1, 3, 15, 16, 17, 18, 19, 21, 22, 26, 27, 32, 33, and 34 of the application have
been amended to correct typographical and other minor errors found in the application
as filed. Claim 39 has been added.

In particular, some claims as filed had used “kind” instead of “type”. This
inconsistency has been corrected. Other amendments were to change form and/or
correct typographical errors. Claim 39 was added and is in the disclosure.

If there are any questions or comments, please contact the undersigned by telephone at
+1-510-547-3378, by fax at +1-510-291-2985, or by email at dov@inventek.com.

Respectfully Submitted,
focH loehy Z
Date Dov Rosenfeld

Attorney/Agent for Applicant(s)
U.S. Reg. No. 38687

Address for correspondence
Dov Rosenfeld, Inventek
5507 College Avenue, Suite 2
Oakland, CA 94618
USA
Telephone: +1-510-547-3378
Fax: +1-510-291-2985
Email: dov@Inventek.com
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