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Description

The invention relates to an intruder detector accord-
ing to the preamble of Patent Claim 1 and in particular
to an acoustic pressure wave glass monitor.

German Offenlegungsschrift 2,656,318, which is
the starting point of the preamble of Patent Claim 1, dis-
closes a device for detecting the movement of bodies
emitting heat, in which two different detectors are con-
nected such that an alarm is triggered only given the
response of both detectors. In this case, one detector is
embodied as an ultrasonic detector and one detector is
embodied as an infrared detector.

A problem with an intruder detector of this type con-
sists in that an infrared detector can detect only move-
ments perpendicular to the principal axis of its security
zone and an ultrasonic detector can detect only move-
ments in the direction of the principal axis of its security
zone. An intruder who moves only on the principal axis
of the security zone or only at a right angle to the prin-
cipal axis of the security zone of the detector can, by
adopting this method of locomotion, avoid triggering the
alarm since in so doing he always triggers only one of
the two detectors .

From US 4 853 677 is known a portable intrusion
alarm system, for an enclosed space responsive to fre-
quency in the 1 to 2 Hz range detecting openings of
doors or windows and responsive to frequencies in the
3 to 4 kHz range detecting breaking glass. A detected
frequency in the 1 to 2 Hz increases the sensitivity re-
quired for detecting breaking glass.

It is the object of the invention to develop an intruder
detector according to the preamble of Patent Claim 1 in
such away that intrusions are reliably detected and false
alarms are avoided with the aid of simple means.

This object is achieved by means of the measures
specified in Patent Claim 1.

It is therefore provided according to the invention to
combine a pressure fluctuation detecting device with a
glass breakage detecting device in such a way that an
alarm is triggered only if both detecting devices are ad-
dressed with frequencies which are situated in a fre-
quency range that is characteristic of the respective de-
tection criterion. A high security against intrusions and
false alarms is guaranteed by the selection of the glass
breakage criterion and of the pressure fluctuation crite-
rion, since on the one hand both criteria are always ful-
filled given the destruction of a pane in the security zone,
while on the other hand both criteria are virtually inca-
pable of being fulfilled by a person legitimately staying
in the room to be secured.

Moreover, the security against false alarms is fur-
ther enhanced owing to the fact that triggering of the
detecting devices is restricted to frequencies the com-
bination of which arises exclusively given the destruc-
tion of the pane in a room.

Since the sound waves of the noise of glass break-
age generally reach the detecting devices before the
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pressure waves, by using the time-delay circuit accord-
ing to Patent Claim 1 it is achieved that the two detecting
devices pass on an intrusion at the same time.

Moreover, by using the trigger according to Patent
Claim 1 it is achieved that too slight pressure fluctua-
tions, such as can arise upon movement of a door, for
example, cannot trigger the pressure fluctuation detect-
ing device, sothat security against false alarms is further
improved by these measures.

Further advantageous embodiments of the inven-
tion are specified in the remaining subclaims.

The invention is explained in more detail below us-
ing the description of exemplary embodiments with ref-
erence to the drawing, wherein:

Figure 1 shows a block diagram of a first exemplary
embodiment of the intruder detector ac-
cording to the invention in the form of an
acoustic pressure wave glass monitor, and

Figure 2 shows a block diagram of a second exem-

plary embodiment of the intruder detector
according to the invention with a joint de-
tector for both detecting devices.

A pressure detector 10 according to Figure 1 has a
structure known per se and is designed such that it can
effectively sense fluctuations in room pressure down to
0.3 mbar. It is arranged in the room to be secured in
such a way that it senses pressure fluctuations in the
entire security zone.

The output signal of the pressure detector 10 is fed
to a first bandpass filter 15 which suppresses interfering
signals not situated in the pressure fluctuation frequen-
¢y range characteristic of a breaking pane. As could be
established by trials, the frequencies of the pressure
fluctuations arising given the destruction of a pane are
situated between 5 Hz and 10 Hz.

Since the amplitudes of the pressure fluctuations
are relatively low, the output signal of the bandpass filter
15 is fed to an amplifier 20 which has a gain of 300 at a
frequency of 7.5 Hz.

The filtered and amplified signal of the pressure de-
tector 10 is fed to a trigger 25 or to a Schmitt trigger
circuit. This trigger is the junction between the analog
pressure-sensing circuit and the downstream digital cir-
cuit. The output of the trigger is a high signal when the
output signal of the amplifier 20 overshoots an adjusta-
ble threshold value, or a low signal when a smaller signal
than the threshold value is present at the input of the
trigger 25. The threshold value of the trigger is selected
such that fluctuations in room pressure of less than 0.3
mbar or in a range from -0.3 mbar to +0.3 mbar corre-
spond to a low signal at the output of the trigger 25. The
output signal of the trigger 25 is fed to an AND element
60 and a light-emitting diode 50 which displays the un-
dershooting or overshooting of the threshold value pres-
sure of +0.3 mbar.

A glass breakage detector 30 is either mounted di-



3 EP 0 486 018 B1 4

rectly on a pane or arranged such that it can sense any
noises from the breakage of a plurality of panes, which
need not be situated in a plane window front. In the first
case, the glass breakage detector 30 has a conventional
structure, and in the second case the glass breakage
detector 30 is a microphone having a frequency re-
sponse and a pickup pattern by means of which a glass
breakage in the entire security zone of the glass break-
age detector can be effectively sensed.

The output signal of the glass breakage detector 30
is fed to a second bandpass filter 35 which suppresses
interfering signals which are not situated in the frequen-
cy range of the noises of glass breakage. In order for
the glass breakage frequencies of panes such as bullet-
proof glass, plastics-containing panes or pure glass
panes to be covered, the lower limiting frequency is se-
lected at 4 kHz and the upper limiting frequency at 12
kHz.

The output signal of the second bandpass filter is
fed to a rectifier 40, since the downstream digital circuit
operates with positive levels. Furthermore, the signal is
smoothed or lengthened by the rectifier, so that it can
be more effectively detected by the downstream circuit.

The glass breakage signal is delayed by a time T1
=0.1 s in atime-delay circuit 45. Given glass breakage,
there is a high signal at the output of the time-delay cir-
cuit 45, and in the absence of glass breakage there is a
low signal. This signal is fed to the AND element 60 and
a light-emitting diode 55, which displays a noise of glass
breakage.

If a high signal is fed simultaneously to the AND el-
ement 60 from the trigger 25 and the time-delay circuit
45, ahigh signal likewise arises at the output of the AND
element 60.

A downstream storage device 65 passes the high
signal on to a downstream relay 70 and a light-emitting
diode 75, which displays the case of an alarm. In this
regard, the storage device 65 stores the high signal of
the AND element 60 until a reset signal is applied to the
storage device 65 via the reset input 80, or until the op-
erating voltage of the storage device 65 is switched off.
The storage device 65 is designed such that it stores a
low signal given application of the operating voltage.

Finally, the alarm report is transmitted, for example,
to an alarm indicator or a report control centre by means
of a contact assembly (not shown) of the relay 70.

The detector 85 according to Figure 2 is arranged
in the room to be secured in such a way that it can ef-
fectively sense pressure fluctuations and noises of glass
breakage in the entire security zone.

The detector 85 can detect vibrations in a range
from 5 Hz to 12 kHz, and can be formed, for example,
by a microphone which can sense this range.

The output signal of the detector 85 is fed to the
bandpass filters 15 and 35, which transmit the corre-
sponding frequency components thereof, as already in
the case of the first exemplary embodiment. The circuit
downstream of the glass breakage detector 30 and the
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pressure detector 10 or the detector 85 is identical.

The mode of functioning of the acoustic pressure
wave glass monitor, which is the same in both exempla-
ry embodiments, is explained in more detail below. In
this connection, the sequence in the case of an actual
intrusion is first described.

When a glass pane is pushed in or smashed in, or
when a hole is cut out of it, in the security zone a noise
of glass breakage arises, on the one hand, and pressure
fluctuations are triggered in the room to be secured, on
the other hand. The noise of glass breakage is recorded
by the glass breakage detector 30 or the detector 85,
and the pressure fluctuations are recorded by the pres-
sure detector 10 or likewise by the detector 85, the pres-
sure fluctuations generally being recorded with a delay
of approximately 0.1 s, since pressure waves have a
lower rate of propagation than sound waves.

The sound waves of the noise of glass breakage
are detected by the glass breakage detector 30 or the
detector 85, conducted via the second bandpass filter
35 to the rectifier 40, where they are rectified and
smoothed or maintained for a specific time T2 and trans-
mitted with a0.1 s delay time T1 viathe time-delay circuit
45 as a high signal to the AND element 60, a light-emit-
ting diode 55 simultaneously lighting up. The time T2
can be selected in the range from 0.1 s to 1 s. In the
meantime, the pressure fluctuation has also reached the
AND element 60 via the pressure detector 10 or the de-
tector 85, the first bandpass filter 15, the amplifier 20
and the trigger 25 as a high signal, the light-emitting di-
ode 55 lighting up and there arising at the output of the
AND element 60 a high signal which is maintained via
the storage device 65 and actuates the relay 70 as well
as switching on a light-emitting diode 75. Finally, an
alarm report is transmitted to an alarm indicator or a re-
port control centre via a contact assembly of the relay
70.

A high security against false alarms is achieved by
means of the acoustic pressure wave glass monitor ac-
cording to the invention. If the glass breakage detector
is constructed as a microphone and mounted in a room
in such a way that it monitors a plurality of windows or
glass doors, the noises that are not situated in the fre-
quency range of the noises of glass breakage are sup-
pressed via the second bandpass filter 35.

Moreover, by using the first bandpass filter 15 it is
achieved that only the fluctuations typical of a glass
breakage are transmitted.

In addition, it is ensured by means of the delay time
T1 of the time-delay circuit 45 that a pressure change
and a noise of glass breakage trigger an alarm only in
a sequence characteristic of a glass breakage.

Finally, by means of the AND element 60 the break-
ing of a glass or, for example, the crack of a supersonic
aircraft breaking the sound barrier is reliably detected
as a false alarm and an alarm report is prevented.

Pressure fluctuations in the room owing to wind
conditions around the building in which the zone to be
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secured is situated, or pressure fluctuations owingto the
opening of a door or a window have fluctuation frequen-
cies which are situated below the lower limiting frequen-
cy of the first bandpass filter 15. Moreover, pressure
fluctuations owing to the impact of a bird on a pane are
generally of so low an amplitude that the signals gener-
ated by the pressure detector 10 or the detector 85 are
situated below the threshold voltage of the trigger 25.

The pressure detector and the glass breakage de-
tector or the entire acoustic pressure wave glass moni-
tor can be accommodated in a single housing.

The acoustic pressure wave glass monitor accord-
ing to the invention can be used in rooms of up to 50
m2. |ts mode of functioning is ensured even if individual
windows or doors of the house to be secured are open.

A description is given of an intruder detector having
two different detecting devices for the same security
zone, which triggers an alarm only if both detecting de-
vices respond in a specific way, one detecting device
being a glass breakage detecting device which compris-
es a glass breakage detector and a bandpass filter and
the other detecting device being a pressure fluctuation
detecting device which comprises a pressure detector
and a second bandpass filter, it being possible for the
pressure detector and the glass breakage detector to
be formed by a single sensing element. An alarm is trig-
gered only if both detecting devices are addressed in
specific frequency bands.

Claims

1. Intruder detector having two different detecting de-
vices for the same security zone, which triggers an
alarm only if both detecting devices respond in a
specific way, characterised

a) in that one detecting device is a glass break-
age detecting device (30,35,40,45; 85,35,
40,45) which comprises a glass breakage de-
tector (30; 85) and a bandpass filter (35),

b) in that the other detecting device is a pres-
sure fluctuation detecting device (10,15,20,25;
85,15,20,25) which comprises a pressure de-
tector (10; 85) and a further bandpass filter
(15),

¢) in that an alarm is triggered only if both de-
tecting devices are addressed in specific fre-
quency bands,

d) in that the glass breakage detecting device
comprises a time-delay circuit (45) which de-
lays the triggering of the glass breakage detect-
ing device by a predetermined time T1,

e) in that the glass breakage detecting device
comprises a rectifier circuit (40) which rectifies
and smooths a signal of the glass breakage de-
tecting device, and

f) in that the rectifier circuit maintains a report
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10.

11.

12.

signal of the glass breakage detecting device
for a predetermined time T2 after the noise of
glass breakage has died away.

Intruder detector according to Claim 1, character-
ised by a detector (85) which serves as a glass
breakage detector and pressure detector.

Intruder detector according to Claim 1 or 2, charac-
terised in that the pressure fluctuation detecting de-
vice comprises a trigger (25) which prevents pres-
sure fluctuations of too small an amplitude from trig-
gering the pressure fluctuation detecting device.

Intruder detector according to one of the preceding
claims, characterised in that the pressure fluctua-
tion detecting device comprises an amplifier (20).

Intruder detector according to one of the preceding
claims, characterised in that given the triggering of
both detecting devices an AND element (60) emits
a signal by means of which an alarm is triggered.

Intruder detector according to Claim 5, character-
ised in that the alarm signal emitted by the AND el-
ement is retained by means of a storage device
(65).

Intruder detector according to Claim 6, character-
ised in that the storage device is reset by switching
off the operating voltage.

Intruder detector according to one of the preceding
claims, characterised in that the bandpass filter of
the pressure fluctuation detecting device has an up-
per and lower limiting frequency of 10 Hz and 5 Hz,
respectively.

Intruder detector according to one of the preceding
claims, characterised in that the bandpass filter of
the glass breakage detecting device has an upper
and lower limiting frequency of 12 kHz and 4 kHz,
respectively.

Intruder detector according to one of Claims 3to 9,
characterised in that the threshold value of the trig-
ger is selected in such a way that fluctuations in
room pressure which are smaller than £0.3 mbar do
not trigger the pressure fluctuation detecting de-
vice.

Intruder detector according to one of Claims 4 to 10,
characterised in that the predetermined time T1 is
selected at 0.1 s.

Intruder detector according to one of Claims 1 to 11,
characterised in that the amplifier has a gain of 300.



13.

14.
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Intruder detector according to one of the preceding
claims, characterised in that the pressure detector
and the glass breakage detector are accommodat-
ed in a joint housing.

Intruder detector according to one of the preceding
claims, characterised in that the entire intruder de-
tector is accommodated in a single housing.

Patentanspriiche

1.

2.

Einbruchdetektor mit zwei verschiedenen Detektor-
vorrichtungen fiir die gleiche Sicherheitszone, der
einen Alarm nur dann auslost, wenn beide Detek-
torvorrichtungen einer bestimmten Weise anspre-
chen, dadurch gekennzeichnet, da

a) eine Detektorvorrichtung eine Glasbruchde-
tektor-Vorrichtung (30,35,40,45; 85,35,40,45)
ist, die einen Glasbruchdetektor (30; 85) und
ein BandpafBfilter (35) umfaft,

b) die andere Detektorvorrichtung eine Druck-
schwankungsdetektor-Vorrichtung
(10,15,20,25; 85,15,20,25) ist, die einen Druck-
detektor und ein zweites Bandpaffilter (15) um-
faBt,

¢) ein Alarm nur ausgelést wird, wenn beide De-
tektorvorrichtungen innerhalb bestimmter Fre-
quenzbander angesprochen werden,

d) die Glasbruchdetektor-Vorrichtung eine Zeit-
verzégerungsschaltung (45) umfafBt, die das
Auslésen der Glasbruchdetektor-Vorrichtung
um eine vorbestimmte Zeitspanne T1 verzd-
gert,

e) die Glasbruchdetektor-Vorrichtung eine Be-
richtigungsschaltung (40) umfaBt, die das Si-
gnal der Glasbruchdetektor-Vorrichtung be-
richtigt und glattet, und

f) die Berichtigungsschaltung ein Meldesignal
der Glasbruchdetektor-Vorrichtung fir eine
vorbestimmte Zeitspanne T2 aufrechterhélt,
nachdem das Glasbruchgerdusch verklungen
ist.

Einbruchdetektor nach Anspruch 1, dadurch ge-
kennzeichnet, daf3 ein Detektor (85) vorhanden ist,
der als Glasbruchdetektor und Druckdetektor dient.

Einbruchdetektor nach Anspruch 1 oder 2, dadurch
gekennzeichnet, dafB die Druckschwankungsdetek-
tor-Vorrichtung einen Trigger (25) umfaBt, der ver-
hindert, daB Druckschwankungen mit zu kleiner
Amplitude die Druckschwankungsdetektor-Vorrich-
tung ausldsen.

Einbruchdetektor nach einem der vorgenannten
Anspriche, dadurch gekennzeichnet, daf3 die
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10.

11.

12.

13.

14.

Druckschwankungsdetektor-Vorrichtung einen

Verstarker (20) umfaft.

Einbruchdetekior nach einem der vorgenannten
Anspriche, dadurch gekennzeichnet, daf3 beim
Auslésen beider Detektorvorrichtungen ein AND-
Baustein (60) ein Signal abgibt, mit Hilfe dessen ein
Alarm ausgeldst wird.

Einbruchdetektor nach Anspruch 5, dadurch ge-

kennzeichnet, daB das vom AND-Baustein abgege-

bene Alarmsignal mit Hilfe einer Speichervorrich-
tung (65) erhalten wird.

Einbruchdetektor nach Anspruch 6, dadurch ge-

kennzeichnet, daf3 die Speichervorrichtung zuriick-

gestellt wird, indem die Betriebsspannung abge-
schaltet wird.

Einbruchdetekior nach einem der vorgenannten
Anspriche, dadurch gekennzeichnet, daB das
Bandpaffilter der Druckschwankungsdetektor-Vor-
richtung eine obere und untere Grenzfrequenz von
10 Hz beziehungsweise 5 Hz hat.

Einbruchdetekior nach einem der vorgenannten
Anspriche, dadurch gekennzeichnet, daB das
Bandpaffilter der Glasbruchdetektor-Vorrichtung
eine obere und untere Grenzfrequenz von 12 Khz
beziehungsweise 4 Khz hat.

Einbruchdetektor nach einem der Anspriche 3 bis
9, dadurch gekennzeichnet, daB der Schwellenwert
des Triggers so gewahlt wird, daB Schwankungen
des Raumdrucks, die geringer sind als 0,3 mbar,
die Druckschwankungsdetekior-Vorrichtung nicht
auslbsen.

Einbruchdetektor nach einem der Anspriche 4 bis
10, dadurch gekennzeichnet, daB fiir die vorbe-
stimmte Zeitspanne T1 0,1 s gewahlt wird.

Einbruchdetektor nach einem der Anspriche 1 bis
11, dadurch gekennzeichnet, daf3 der Verstarker ei-
nen Verstarkungsfaktor von 300 hat.

Einbruchdetekior nach einem der vorgenannten
Anspriche, dadurch gekennzeichnet, daf der
Druckdetektor und der Glasbruchdetektor in einem
gemeinsamen Gehause untergebracht sind.

Einbruchdetekior nach einem der vorgenannten
Anspriche, dadurch gekennzeichnet, daf3 der ge-
samte Einbruchdetektor in einem einzigen Gehau-
se untergebracht ist.
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Revendications

Détecteur d'intrus comportant deux dispositifs de
détection différents pour la méme zone de sécurité,
quine déclenche une alarme que si les deux dispo-
sitifs de détection réagissent de maniére spécifi-
que, caractérisé en ce que :

a) un dispositif de détection est un dispositif de
détection de bris de verre (30, 35, 40, 45; 85,
35, 40, 45) qui comprend un détecteur de bris
de verre (30; 85) et un filtre passe-bande (35),
b) l'autre dispositif de détection est un dispositif
de détection de fluctuations de pression (10,
15, 20, 25; 85, 15, 20, 25) qui comprend un dé-
tecteur de pression (10; 85) et un autre filire
passe-bande (15),

¢) une alarme n'est déclenchée que si les deux
dispositifs de détection sont adressés dans des
bandes de fréquences spécifiques,

d) le dispositif de détection de bris de verre
comprend un circuit de temporisation (45) qui
retarde le déclenchement du dispositif de dé-
tection de bris de verre d'un temps prédétermi-
né T1,

e) le dispositif de détection de bris de verre
comprend un circuit redresseur (40) qui redres-
se et lisse un signal du dispositif de détection
de bris de verre et,

f) le circuit redresseur maintient un signal de
rapport du dispositif de détection de bris de ver-
re pendant un temps prédéterminé T2 aprés
que le bruit de bris de verre s'est évanoui.

Détecteur d'intrus selon la revendication 1, carac-
térisé par un détecteur (85) qui sert de détecteur de
bris de verre et de détecteur de pression.

Détecteur d'intrus selon la revendication 1 ou 2, ca-
ractérisé en ce que le dispositif de détection de fluc-
tuations de pression comprend un trigger (25) qui
empéche les fluctuations de pression de trop faible
amplitude de déclencher le dispositif de détection
de fluctuations de pression.

Détecteur d'intrus selon l'une quelconque des re-
vendications précédentes, caractérisé en ce que le
dispositif de détection de fluctuations de pression
comprend un amplificateur (20).

Détecteur d'intrus selon l'une quelconque des re-
vendications précédentes, caractérisé en ce que,
suite au déclenchement des deux dispositifs de dé-
tection, un élément ET (60) émet un signal par le-
quel une alarme est déclenchée.

Détecteur d'intrus selon la revendication 5, carac-
térisé en ce que le signal d'alarme émis par I'é1é-
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10.

11.

12.

13.

14.

ment ET est retenu a l'aide d'un dispositif de stoc-
kage (65).

Détecteur d'intrus selon la revendication 6, carac-
térisé en ce que le dispositif de stockage est remis
a zéro en coupant la tension d'exploitation.

Détecteur d'intrus selon 'une quelconque des re-
vendications précédentes, caractérisé en ce que le
filtre passe-bande du dispositif de détection de fluc-
tuations de pression a une fréquence limite supé-
rieure et une fréquence limite inférieure de 10 Hz et
5 Hz, respectivement.

Détecteur d'intrus selon 'une quelconque des re-
vendications précédentes, caractérisé en ce que le
filtre passe-bande du dispositif de détection de bris
de verre a une fréquence limite supérieure et une
fréquence limite inférieure de 12 kHz et 4 kHz, res-
pectivement.

Détecteur d'intrus selon 'une quelconque des re-
vendications 3 & 9, caractérisé en ce que la valeur
de seuil du trigger est sélectionnée de telle maniére
que les fluctuations de la pression ambiante qui
sont plus petites que £ 0,3 mbar ne déclenchent pas
le dispositif de détection de fluctuations de pres-
sion.

Détecteur d'intrus selon 'une quelconque des re-
vendications 4 & 10, caractérisé en ce que le temps
prédéterminé T1 est sélectionné & 0,1 s.

Détecteur d'intrus selon 'une quelconque des re-
vendications 1 a 11, caractérisé en ce que I'ampli-
ficateur a un gain de 300.

Détecteur d'intrus selon 'une quelconque des re-
vendications précédentes, caractérisé en ce que le
détecteur de pression et le détecteur de bris de ver-
re sont logés dans un boitier combiné.

Détecteur d'intrus selon 'une quelconque des re-
vendications précédentes, caractérisé en ce que le
détecteur d'intrus est recu dans sa totalité dans un
seul boitier.
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