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CLOCK 
OSCLEATOR ( 

To provide a method for enabling a microprocessor to be 
restarted after rewriting a program without providing a dedi 
cated circuit and an apparatus using the method, a timer 
means for counting a predetermined clock is controlled in the 
following first and second mode, where in the first mode, the 
timer means is rest (count-cleared) at predetermined intervals 
by a program so as to monitor an operating status of the 
program, and in the second mode, the microprocessor is 
restarted without resetting the timer means at predetermined 
intervals by the program. 
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MICROPROCESSORMONITORING 
APPARATUS AND MICROPROCESSOR 

MONITORING METHOD 

BACKGROUND OF THE INVENTION 

0001 1. Technical Field 
0002 The present invention relates to a microprocessor 
monitoring apparatus for monitoring an operating status of a 
CPU (Central Processing Unit), while performing reset 
operation on the CPU. 
0003 2. Description of the Related Art 
0004. In an apparatus with a microprocessor, a program 
may go out of control due to hardware failure, etc. and a 
hardware timer circuit called a watchdog timer is provided to 
detect such runaway of the program (for example, see Japa 
nese Laid-Open Patent Publication No. H10-269109). A reset 
signal is input to the watchdog timer (hereinafter, abbreviated 
as WDT) from a monitored program at predetermined inter 
vals, and when the reset signal is not input due to runaway of 
the monitored program, the WDT restarts the microprocessor. 
0005. Further, when a program (firmware) that the micro 
processor executes is rewritten for the reason of updating the 
apparatus function, modifying a bug, or the like, in order to 
execute a new program, it is necessary to restart the micro 
processor after the rewrite so as to execute the main program 
from the first line. 

0006 Conventionally, since a restart dedicated circuit is 
provided to restart, the circuit has become larger. Therefore, it 
is an object of the present invention to provide a method for 
enabling a microprocessor to be restarted after rewriting a 
program without providing a dedicated circuit and an appa 
ratus using the method. 

BRIEF SUMMARY OF THE INVENTION 

0007 To attain the above-mentioned object, in the inven 
tion, a timer means for counting a predetermined clock is 
controlled by following first mode and second mode. It is a 
feature that in the first mode the timer means is reset (count 
cleared) at predetermined intervals by a program to monitor 
an operating status of the program, and that in the second 
mode the microprocessor is restarted without resetting the 
timer means at predetermined intervals by the program. The 
configuration will specifically be described. The apparatus 
has a microprocessor, storing means for storing a program 
that the microprocessor executes, timer means for timing, and 
control means for controlling the timer means. Then, the 
control means is provided with the first mode for resetting the 
timer means at predetermined intervals by the program and 
monitoring an operating status of the program, and the second 
mode for restarting the microprocessor without resetting the 
timer means at predetermined intervals by the program. 

Advantageous Effect of the Invention 

0008. The invention enables a single timer means to moni 
tor an operating status of a microprocessor and perform 
restarting operation, and thus, enables the circuit configura 
tion to be reduced in size and simplified. In other words, the 
timer means that has conventionally been used only as a 
monitoring apparatus of the microprocessor is configured to 
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restart the microprocessor, and the need is thereby eliminated 
to provide a restart dedicated circuit. 

BRIEF DESCRIPTION OF THE SEVERAL 
VIEWS OF THE DRAWINGS 

0009 FIG. 1 is a configuration explanatory view of an 
image reading system according to the invention; 
0010 FIG. 2 is a configuration diagram of an image read 
ing apparatus in the apparatus of FIG. 1; 
0011 FIG. 3 is a hardware configuration block diagram in 
the apparatus of FIG. 1; 
0012 FIG. 4 is a configuration schematic view of a pro 
gram in ROM according to the invention; 
0013 FIG. 5 contains schematic views of program moni 
toring operation, and FIG. 5(a) shows a first mode (program 
monitoring mode), and FIG. 5(b) shows a second mode (pro 
gram non-monitoring mode); 
0014 FIG. 6 shows a program rewrite flow: 
0015 FIG. 7 is an explanatory view of program states of 
FIG. 6; and 
0016 FIG. 8 shows another program rewrite flow different 
from in FIG. 6. 

DETAILED DESCRIPTION OF THE INVENTION 

0017. The present invention will be described using an 
image reading system as an example. As shown in FIG. 1, the 
image reading system has a scanner 10 that is an image 
reading apparatus for reading an image of an original docu 
ment, and a personal computer (hereinafter, abbreviated as 
“PC”) 20 that is an upper apparatus of the scanner 10 and that 
transmits various commands to the scanner. The PC 20 and 
scanner 10 are connected via an interface such as USB, SCSI, 
Ethernet and PCIe, and the PC has incorporated application 
program as a user interface for the scanner and driver program 
to operate the scanner. 
0018. Further, the PC 20 is connected to a network, and is 
configured to acquire a new program via the network in 
rewriting the program of the scanner 10 and transmit the new 
program to the scanner 10. In addition, the Scanner 10 maybe 
a complex apparatus provided with various functions such as 
a printer and facsimile, and any apparatus is applicable which 
is provided with a watchdog timer circuit described later. 
0019. Further, this Embodiment describes the example of 
using the separate PC 20 as an upper apparatus of the Scanner 
10 i.e. an apparatus to issue commands to the scanner 10, but 
the scanner 10 maybe internally provided with a command 
transmitting section (application and driver) that has the same 
function as that of the PC 20 to exchange commands and 
image data inside the scanner. In this case, the Scanner itself is 
provided with a display section Such as a display, and is 
configured to enable a user to set various reading conditions 
on a setting screen in the display section. 

Configuration of the Scanner 
0020. As shown in FIG. 2, the scanner 10 has a platen 15 
Supported on the upper Surface of a casing 5 to mount an 
original document, and an image reading unit 17 for reading 
the original document on the platen 15. In the image reading 
unit 17, in order to read an image of the original document on 
the platen while moving along the platen 15, a traveling belt 
18 coupled to a motor Mc is coupled to a carriage 19. A light 
source 21 irradiates the original document on the platen 15 
with light, the reflected light from the document is guided to 
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a condenser lens 23 via a mirror 22, the condenser lens 23 
forms an image on a reading sensor (CCD) 24 So as to perform 
photoelectric conversion, and reading of the document image 
is thereby performed. 
0021. As shown in FIG. 3, the PC 20 and scanner 10 are 
connected via a port 1, and the PC 20 is connected to the 
network. The scanner 10 is provided with a CPU 30 that is a 
microprocessor to perform various computation processing, 
flash memory as ROM 31 that is a storing means for storing 
programs that the CPU 30 executes, RAM32 that is memory 
to temporarily store data, etc. during various processing, 
clock oscillator 33 that issues a clock, and watchdog timer 
circuit (hereinafter, referred to as a WDT circuit) 35 to per 
form monitoring of the program, and further, is connected to 
the light source 21, motor Mc and CCD 24 via a port 2. 
0022. As shown in FIG. 4, the ROM 31 stores a boot 
program Pb having an initial program Pn and rewrite program 
Pk, and main program Pm. The initial program Pin is a pro 
gram to execute initial processing Such as clearing the RAM 
32 and initializing various kinds of hardware when the appa 
ratus is turned on, and the boot program Pb is a program that 
is executed when the boot program itselfor main program Pm 
is rewritten. The main program Pm is a program for the 
scanner 10 to execute various kinds of processing after the 
initial processing. In addition, for simplicity in description, 
FIG. 4 shows the rewrite program Pk and initial program Pn 
as separate programs, but the programs are configured as an 
integrated continuous program. 
0023. Meanwhile, the WDT circuit 35 is provided with a 
counter (CNT) 36 to count up, counter register 37 to perform 
various settings of the counter 36, clock selecting section 38 
for inputting a clock with a predetermined frequency corre 
sponding to the setting of the counter register 37 to the 
counter 36, and reset control 39 for generating a reset signal 
to reset the control system including the CPU 30 when the 
count number of the counter 36 reaches a beforehand defined 
predetermined value (the overflow occurs). The counter reg 
ister 37 has an ON/OFF setting area (count operation is 
started in the case of “1”, while being halted in the case of “0”. 
and the count value is initialized to Zero) Ar1 to select and set 
start/halt of the count operation of the counter 36, and a 
frequency setting area Ar2 to select and set the frequency of 
the clock to input to the counter 36, and the clock selecting 
section 38 selects and inputs the clock with a predetermined 
frequency according to the settings in the frequency setting 
area Ar2. The counter 36 causes an overflow after counting 
the beforehand defined predetermined number of clocks. 
0024. Accordingly, the time (overflow time T) elapsed 
before the overflow is variable according to the frequency of 
the clock output from the clock selecting section 38, and the 
overflow time T is shorter as the frequency is increased. 

Monitoring of the Program by the WDT Circuit 

0025 Monitoring of the program by the WDT circuit 35 is 
performed as described below. 
0026. As shown in FIG. 5(a) (first mode), a program 
(monitored program) monitored by the WDT circuit 35 is 
configured to reset the count value of the counter (CNT)36 at 
predetermined intervals, and the above-mentioned overflow 
time T is set to be a time slightly longer than the reset interval 
of the counter value by the program. Accordingly, when the 
monitored program goes out of control and the counter value 
is not reset within the overflow time T, the counter 36 causes 
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an overflow. In response to the overflow, the reset control 39 
outputs a control reset signal, and the CPU 30 is reset. 
0027. In this Embodiment, as shown in FIG. 5(a), the main 
program Pm is configured to reset the counter 36 at predeter 
mined intervals so as to be monitored by the WDT circuit 35. 
Accordingly, after the initial processing is executed accord 
ing to the initial program Pinafter powering on the apparatus, 
the main program Pm is executed, and during the execution of 
the main program Pm, the WDT circuit 35 operates in the first 
mode for monitoring the program as described above. 
0028. The second mode of the WDT circuit 35 that is 
executed in rewriting the program will be described with 
reference to the flowchart of FIG. 6. In addition, in this 
Embodiment, descriptions are given assuming that both of the 
boot program Pb and main program Pm are rewritten as an 
example. When a user or service person selects rewrite of the 
program on a predetermined screen of the PC 20, the PC 20 
transmits a rewrite command to the Scanner 10, and the scan 
ner 10 receives this command (ST001). The CPU 30 receiv 
ing the rewrite command shifts the program to execute to the 
rewrite program on the ROM 31 from the main program Pm. 
and performs the following processing. 
(0029. The CPU 30 sets the ON/OFF setting area Ar1 of the 
counter register 37 at 0, and halts the count operation of the 
counter 36 of the WDT circuit 35 (ST002). By this means, the 
WDT circuit 35 is in a state of not monitoring any program. 
Then, in ST003, the rewrite program is copied to the RAM32 
(in addition, thereafter, the rewrite program and main pro 
gram each before being rewritten are respectively referred to 
as an old rewrite program Pk0 and old main program Pm0. 
and new rewrite program and main program are respectively 
referred to as a new rewrite program PkN and new main 
program PmN.) 
0030. In ST004, the PC30 acquires the new main program 
PmN and new boot program PbN from the PC 20 to write. 
More specifically, after erasing the old main program Pm0 
stored on the ROM 31, the CPU 30 receives the new main 
program PmN and new boot program PbN transmitted from 
the PC 20. Then, the new main program PmN is written in the 
area where the old main program Pm0 has been stored, and 
the new boot program PbN is written in an area different from 
the area where the old boot program Pb0 is stored. This state 
is shown in FIG. 7. 

0031. Next, the CPU 30 sets the ON/OFF setting area Ar1 
of the counter register 37 at 1, and resumes the count opera 
tion of the counter 36 (ST005). In addition, at this point, as 
described above, since the overflow time T is determined by 
the frequency of the clock input to the counter 36, the fre 
quency of the clock is selected and set Such that the time is 
Sufficient for erasing of the old boot program and movement 
of the new boot program as described later. 
0032 ST006 is executed by the old rewrite program Pk0 
on the RAM32, the old boot program Pb0 on the ROM31 is 
erased, while the new boot program PbN acquired in ST004 is 
written in the area where the old boot program Pb0 has been 
stored. In addition, the count operation of the counter 36 of 
the WDT circuit 35 is resumed in ST005, but runs in the 
second mode of not monitoring the program. 
0033. In other words, as shown in FIG. 5 (b), the old 
rewrite program Pk0 on the RAM32 executed in ST006 is not 
configured to reset the count value at predetermined intervals, 
and does not undergo monitoring of the WDT circuit 35. 
Accordingly, the counter 36 is not reset by the old rewrite 
program Pk0 and causes an overflow, the reset control 39 
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outputs a control reset signal, and the CPU 30 is reset. In other 
words, after executing the new initial program PnN, the new 
main program PmN is executed. 
0034. Thus, the old rewrite program Pk0 on the RAM32 is 
configured not to reset the count value of the counter regu 
larly, the counter 36 is thereby caused to intentionally result in 
overflow, and the CPU 30 is thus automatically reset after 
rewriting the program. In other words, by using the WDT 
circuit 35 as a circuit to reset the CPU 30 (using in the second 
mode), it is made possible to reset the CPU 30 without using 
a dedicated circuit. 
0035. In addition, in this Embodiment, the counter 36 is 
resumed at timing between the ST004 and ST006, but is 
resumed at any timing Such that the counter 36 causes an 
overflow after the end of processing of ST006. 
0036 Further, in this Embodiment, after receiving the 
rewrite command, the count operation of the counter 36 of the 
WDT circuit 35 is temporarily halted in ST002. Even when 
the old rewrite program Pk0 on the ROM31 is also configured 
to reset the counter 36 at predetermined intervals as the main 
program, and is monitored by the WDT circuit 35 during the 
processing of ST003 and ST004, such a program arises that it 
takes time to acquire the new program from the PC 20 in 
ST004, the CPU 30 is reset due to the overflow, and that the 
new program is not acquired, and to avoid the problem, the 
count operation is temporarily halted. 
0037 Referring to FIG. 8, described next is Embodiment 
2 for avoiding Such a problem and automatically performing 
reset of the CPU 30 after rewriting the program using the 
WDT circuit 35 as in Embodiment 1. 

Embodiment 2 

0038. The count operation of the counter 36 is halted in 
Embodiment 1, and in Embodiment 2, the program is Sub 
jected to rewrite processing while maintaining the count 
operation. Only parts different from Embodiment 1 will be 
described below. 
0039. After receiving a rewrite command in ST001, the 
overflow time T of the counter 36 is changed in ST002'. The 
old rewrite program on the ROM31 is beforehand configured 
to reset the counter 36 at predetermined intervals by dividing 
the processing of ST004 or the like, and the overflow time T 
is changed in ST002 in accordance with the reset period of 
the counter 36. By this means, the overflow does not occur 
during the processing of ST003 and ST004, and it is possible 
to acquire a new program. 
0040. Next, the overflow time T of the counter 36 is 
changed again in ST005'. As in Embodiment 1, the old rewrite 
program Pk0 on the RAM32 executed in ST006 is not con 
figured to reset a counter value at predetermined intervals as 
shown in FIG. 5(b), and is not monitored by the WDT circuit 
35 even when the counter 36 operates. Accordingly, in 
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ST005, the overflow time T of the counter 36 is set so as to 
cause an overflow after completing the processing of ST006. 
0041. Thus, in Embodiment 2, the WDT circuit 35 oper 
ates in the second mode after ST005'. As described above, as 
in Embodiment 2, by using the WDT circuit 35 as a circuit to 
reset the CPU 30 (using in the second mode), it is made 
possible to reset the CPU30 without using a dedicated circuit. 
0042. In addition, this application claims priority from 
Japanese Patent Application No. 2009-028261 incorporated 
herein by reference. 
What is claimed is: 
1. An apparatus for monitoring a microprocessor, compris 

ing: 
a microprocessor, 
storing means for storing a program that the microproces 

Sor executes: 
timer means for timing; and 
control means for controlling the timer means, 
wherein the control means controls the timer means in an 

either mode of a first mode for resetting the timer means 
at predetermined intervals by the program and monitor 
ing an operating status of the program, and a second 
mode for restarting the microprocessor without resetting 
the timer means at predetermined intervals by the pro 
gram. 

2. The apparatus for monitoring a microprocessor accord 
ing to claim 1, wherein the timer means is controlled in the 
second mode in rewriting the program stored in the storing 
CaS. 

3. The apparatus for monitoring a microprocessor accord 
ing to claim 2, wherein in rewriting the program, the control 
means halts the timer means operating in the first mode, and 
then, actuates the timer means in the second mode at prede 
termined timing. 

4. The apparatus for monitoring a microprocessor accord 
ing to claim 1, whereinafter acquiring a new program from an 
upper apparatus, the control means actuates the timer means 
in the second mode to start. 

5. A microprocessor monitoring method that is a method of 
monitoring an operating status of a microprocessor for 
executing a program by using timer means that counts a clock 
with a predetermined frequency, 

wherein a first mode and a second mode are selected and 
executed, the first mode for resetting the timer means at 
predetermined intervals by the program and monitoring 
an operating status of the program, the second mode for 
restarting the microprocessor without resetting the timer 
means at predetermined intervals by the program. 

6. The microprocessor monitoring method according to 
claim 5, wherein in rewriting the program stored in the storing 
means, the timer means operates in the second mode. 
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