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$301 PROVIDE AN AUTHENTICATION SERVER AND AT LEAST ONE MOBILE
TERMINAL

§302 THE MOBILE TERMINAL OBTAINS THE IDENTITY NUMBER OF THE MOBILE
TERMINAL VIA THE INTERNAL JAVA PROGRAM

$303 THE MOBILE TERMINAL ENCRYPTS THE IDENTITY NUMBER, GENERATES
MAPPING DATA, AND SENDS THE IDENTITY NUMBER AND THE MAPPING DATA
TO AN AUTHENTICATION SERVER VIA THE JAVA PROGRAM

$304 DOES THE IDENTITY NUMBER CONFORM TO THE AUTHORIZATION RANGE
IN THE DATABASE ON THE AUTHENTICATION SERVER

$305 ENCRYPT THE IDENTITY NUMBER, ENCRYPTION OBTAINS THE SAME
MAPPING DATA

$306 AUTHENTICATION IS SUCCESSFUL

$§307 DETERMINE THE AUTHENTICATION FAILS, AND RECORD THE
AUTHENTICATION-FAILED IDENTITY NUMBER
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(57) Abstract: The present invention provides a Java-based
mobile terminal authentication system and method, server,
and terminal. The mobile terminal obtains its own identity
number via the internal Java program, encrypts the identity
number according to an encryption algorithm, generates map-
ping data, and sends the identity number and the mapping
data to the authentication server via the Java program; the au-
thentication server receives the identity number and the map-
ping data and determines whether the identity number con-
forms to the authorization range of the database on the au-
thentication server; an identity number which does so con-
form is then encrypted, and if the mapping data obtained
through encryption is the same as the received mapping data,
the mobile terminal is then notified of an authentication suc-
cess. The present invention increases the legitimacy of mobile
terminal identity number authentication, and avoids illegal ac-
cess by a Java-based mobile terminal.
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