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MEMORY DEVICE, MEMORY ADDRESS DECODER, SYSTEM AND
RELATED METHOD FOR MEMORY ATTACK DETECTION

PRIORITY CLAIM

This application claims the benefit of the filing date of United States Provisional
Patent Application Serial No. 62/620,699, filed January 23, 2018, for “MEMORY DEVICE,
MEMORY ADDRESS DECODER, SYSTEM AND RELATED METHOD FOR MEMORY
ATTACK DETECTION,” and claims the benefit of the filing date of United States Patent
Application Serial No. 15/956,526, filed April 18, 2018, for “MEMORY DEVICE,
MEMORY ADDRESS DECODER, SYSTEM, AND RELATED METHOD FOR
MEMORY ATTACK DETECTION,” pending, which also claims priority to U.S. Provisional
Patent Application Serial No. 62/620,699, the contents and disclosure of each of which is

hereby incorporated herein in its entirety by this reference.

TECHNICAL FIELD
The embodiments described herein relate, generally, to memory systems and fault

detection within memory systems.

BACKGROUND

Fault injection is a method of attack on secure integrated circuit (IC) chips. There are
many forms of fault injection, including power supply excursion, temperature spikes, IR laser
light, logical attack, focused ion beam and microprobing. These methods may be intended to
disrupt the normal operation of the secure chip, with the intent of causing the chip to execute
incorrectly (e.g., causing memory to mis-address) and allow access to protected contents or to
validate an incorrect code. An example of an existing technique for detecting such an attack is
to couple a read-only memory (ROM) that shares the wordlines at the end of the memory
array, such as is described in U.S. Patent 9,824,732, issued November 21, 2017, and entitled
“Memory System with Encoding.” Such a system may have drawbacks such as needing to
add latches that store results when the read ends, complexity of the timing signals, pre-charge
phase, and write attack detection. Additional conventional methods may include exporting an
address outside of the memory array to perform an integrity check. These and other methods

of detecting and mitigating fault injection may have other drawbacks.
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DISCLOSURE

In an embodiment, an apparatus comprises a memory decoder including multiple
stages in a decoding path configured to generate a select signal from an input address
signal, and fault detecting logic operably coupled with the memory decoder and configured
to receive feedback signals distributed from the multiple stages indicative of a fault along
the decoding path.

In another embodiment, a method of detecting fault within a memory device is
disclosed. The method comprises decoding an input signal via a memory decoder including
multiple stages in a decoding path to generate a select signal from an input address signal,
generating feedback signals distributed within the multiple stages, and transmitting the
feedback signals to fault detecting logic indicative of a fault along the decoding path.

In another embodiment, a method of detecting fault within a memory device is
disclosed. The method comprises detecting, via fault detecting logic for the memory device,
a fault along a decoding path responsive to feedback signals distributed from multiple
stages of a memory decoder of the memory device, and generating a fault alarm signal

responsive to detecting the fault.

BRIEF DESCRIPTION OF THE DRAWINGS AND APPENDIX

While this disclosure concludes with claims particularly pointing out and distinctly
claiming specific embodiments, various features and advantages of embodiments within the
scope of this disclosure may be more readily ascertained from the following description when
read in conjunction with the accompanying drawings, in which:

FIG. 1 is a simplified schematic block diagram of a memory system with fault
detection according embodiments of the disclosure.

FIG. 2 is a simplified schematic block diagram of a fault detector and decoder
according to an embodiment of the disclosure.

FIG. 3 is a schematic circuit diagram of the decoder circuitry and the integrated fault
detection circuitry.

FIG. 4 is a schematic circuit diagram of the decoder circuitry and the integrated fault
detection circuitry.

FIG. 5 is a flow chart illustrating a method of fault detection within an address decoder
of a memory device.

FIG. 6 is a simplified schematic block diagram of an example electronic system
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including a memory system with fault detection according to embodiments of the disclosure.

MODE(S) FOR CARRYING OUT INVENTION

In the following detailed description, reference is made to the accompanying drawings
which form a part hereof, and in which is shown by way of illustration specific embodiments
in which the disclosure may be practiced. These embodiments are described in sufficient
detail to enable those of ordinary skill in the art to practice the disclosure. It should be
understood, however, that the detailed description and the specific examples, while indicating
examples of embodiments of the disclosure, are given by way of illustration only and not by
way of limitation. From this disclosure, various substitutions, modifications, additions
rearrangements, or combinations thereof within the scope of the disclosure may be made and
will become apparent to those of ordinary skill in the art.

In accordance with common practice, the various features illustrated in the drawings
may not be drawn to scale. The illustrations presented herein are not meant to be actual views
of any particular apparatus (e.g., device, system, etc.) or method, but are merely
representations that are employed to describe various embodiments of the disclosure.
Accordingly, the dimensions of the various features may be arbitrarily expanded or reduced
for clarity. In addition, some of the drawings may be simplified for clarity. Thus, the
drawings may not depict all of the components of a given apparatus or all operations of a
particular method.

Information and signals described herein may be represented using any of a variety of
different technologies and techniques. For example, data, instructions, commands,
information, signals, bits, symbols, and chips that may be referenced throughout the
description may be represented by voltages, currents, electromagnetic waves, magnetic fields
or particles, optical fields or particles, or any combination thereof. Some drawings may
illustrate signals as a single signal for clarity of presentation and description. It should be
understood by a person of ordinary skill in the art that the signal may represent a bus of
signals, wherein the bus may have a variety of bit widths and the disclosure may be
implemented on any number of data signals including a single data signal.

It should be understood that any reference to an element herein using a designation

2%

such as “first,” “second,” and so forth does not limit the quantity or order of those elements,
unless such limitation is explicitly stated. Rather, these designations are used herein as a

convenient method of distinguishing between two or more elements or instances of an
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element. Thus, a reference to first and second elements does not mean that only two elements
can be employed or that the first element must precede the second element in some manner.
Also, unless stated otherwise a set of elements may comprise one or more elements. Likewise,
sometimes elements referred to in the singular form may also include one or more instances of
the element.

Embodiments relate generally to techniques for fault detection of a secure system or
memory device configured to store secure information. An attacker could potentially attempt
to inject faults into the memory device (e.g., via IR light), while intending that the data read
from a block be altered at a critical time of execution. Embodiments of the disclosure may be
implemented in conjunction with a memory array, row decoder, column decoder, column
input/output (/O) module, logic, and/or encoder. The memory array may include multiple
memory cells coupled to word lines and bit lines. A fault detector may be implemented
within the row decoder and/or the column decoder. The memory array may be configured as
RAM, ROM, Flash Memory, or other memory configurations. Embodiments of the
disclosure may also include a microcontroller system including a memory device coupled
thereto. The memory device may include internal fault detection and address integrity
management functionality as described herein. Such a microcontroller system may include
one or more of a processor, Direct Memory Access (DMA), peripherals, memory controller
coupled to system bus along with the memory device including the fault detection. A system
bus may include a data bus, an address bus and a control bus. Address signals are placed on
the address bus by memory controller and/or DMA to read or write from a memory device.
The memory device includes a memory array and other circuitry and/or logic to perform the
processes and fault detection described herein. Embodiments of the present disclosure also
include embedded systems having memory such as in controllers used for encrypted
communication, ATMs, or other systems. Additional embodiments include secure systems
including those in which pre-coder paths and/or decoder paths are secure paths.

FIG. 1 is a simplified schematic block diagram of a memory system 100 with fault
detection according embodiments of the disclosure. The memory system 100 may include a
memory array 110, a row decoder 120, a column decoder 130, a column input/output (I/O)
module 140, logic 150, and fault detecting logic 160. The memory array 110 includes word
lines 112 and bit lines 114 operably coupled to memory cells 116. The memory array 110 may
be configured as RAM, ROM, EEPROM, Flash Memory, or other memory configurations.

In operation, input address signals are received by the row decoder 120 and the
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column decoder 130. The row decoder 120 and the column decoder 130 are configured to
reduce the number of input address signals to a smaller number of selection signals for
selecting memory cells 116 from the memory array 110. The decoders 120, 130 decode the
input address signals, and using word lines 112 and bit lines 114 select a memory element
(e.g., one or more memory cells 116 such as a byte) in the memory array 110. The row
decoder 120 and the column decoder 130 may each include logic gates for selecting word
lines 112 and bit lines 114. The column I/O module 140 may include circuitry (e.g.,
multiplexers, buffers, sense amplifiers) for reading data from and writing data to the selected
memory cells 116. The reading and writing of data from and to the selected memory cells 116
may be controlled by control signals generated by the logic 150.

The fault detection logic 160 may be configured to receive feedback signals 102 from
fault detection elements distributed throughout the different stages to detect possible attacks.
Each stage may report back to the fault detecting logic 160 that is configured to analyze the
feedback signals from each stage and determine if a fault is present as will be discussed in
further detail below. The fault detecting logic 160 may generate a fault alarm signal
responsive to determining the presence of the fault along the decoder path.

Although the fault detecting logic 160 is shown in FIG. 1 to be implemented with the
row decoder 120, embodiments of the disclosure also include implementation of the fault
detecting logic 160 with the column decoder 130. Embodiments may also include each of the
row decoder 120 and the column decoder 130 coupled to the fault detecting logic 160, or
separate fault detecting logic dedicated for each of the row decoder 120 and the column
decoder 130. The fault detecting logic 160 may be located inside the memory device and/or
outside the memory device (e.g., within the microcontroller or other device) of an electronic
system (FIG. 6). In some embodiments, portions of the fault detecting logic 160 may be
spread throughout different devices of the system. For example, some feedback signals may
be received and analyzed by the memory device and other feedback signals may be received
and analyzed by the microcontroller or any other combination of devices within the system.

Embodiments of the disclosure include an apparatus comprising a memory decoder
including multiple stages in a decoding path configured to generate an output signal from an
input address signal, and fault detecting logic operably coupled with the memory decoder and
configured to receive feedback signals distributed from the multiple stages indicative of a fault
along the decoding path.

FIG. 2 is a simplified schematic block diagram of a fault detector and decoder 200
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according to an embodiment of the disclosure. The fault detector and decoder 200 includes
the fault detecting logic 160, a global decoder 220, a local decoder 230, and a row

decoder 240 operably coupled in series to decode an input address (e.g., add<4:0>) received
from the memory controller to a select signal (e.g., wl<31:0>) for accessing the selected
wordline or bitline of the memory array (FIG. 1). The input address may be a binary number
with values O through the highest numbered row. The resulting select signal is generated for
the row itself that is selected (i.e., activated). As discussed above, the fault detecting logic 160
may be implemented with a row decoder and/or a column decoder. As such the decoder
stages 220, 230, 240 may be part of either the row decoder or the column decoder of FIG. 1.

The decoding of the input address to the select signal occurs in stages, such as the
global decoder 220 decoding the input address to a first intermediate address (e.g.,
Xpg/xpi/xpw<7:0>), which is then decoded to a second intermediate address (e.g.,
inwl<31:0>) and further to the select signal. The select signal shown in FIG. 2 is a wordline
select address. As fault detection elements may be implemented and distributed within a row
decoder or a column decoder, the select signal may be a wordline address or a bitline address
depending on the type of decoder. In some embodiments, each of the row decoder or the
column decoder may include its own fault detector. In addition, the example shown in FIG. 2
decodes (and provides fault detection for) a 5 bit input address signal from the memory
controller to a 32 bit select signal signal to the memory array. Different sizes of memory
arrays are contemplated. The decoder may be scaled as understood by those of ordinary skill
in the art to accommodate the size of memory array and addresses needed. For example,
additional stages may be added to the decoding path.

The global decoder 220 is a pre-coding stage that is configured to generate the first
intermediate address from the input address. Referring to FIG. 2, the global decoder 220 may
utilize add<2:0> to generate xpw<7:0>, add<3> to generate xpwi<2:0>, and add<4> to
generate xpg<1:0>. The local decoder 230 is a decoding stage configured to generate the
second intermediate address from the first intermediate address. For example, the first
intermediate addresses xpw<7:0> + xpwi<1:0> + xpg<1:0> may be utilized to generate
inwl<31:0>. The row decoder 240 may be a final decoding stage configured to generate the
select signal from the second intermediate address (or prior intermediate address if more
stages are present). For example, the second intermediate address inwl<31:0> may be utilized

to generate the select signal wl<31:0>.
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As discussed above, embodiments of the disclosure may include fault detection
elements distributed throughout the different stages to regenerate original addresses and to
detect possible attacks. Each stage may report back to the fault detecting logic 160 that is
configured to analyze the feedback signals from each stage and determine if a fault is present.

The fault detector and decoder 200 also includes a global encoder 250 operably
coupled to the output of the global decoder 220. The global encoder 250 receives the first
intermediate output from the global decoder 220 and is configured to perform an encoding
operation that is the reverse of the global decoder 220. As a result, the global encoder 250 is
configured to generate a replica address (e.g., add rep<4:0>) that is transmitted to the fault
detecting logic 160. The fault detecting logic 160 may compare the replica address with the
initial input address from the memory controller to determine if they are the same. If not, a
fault is detected and it is known that at least the global decoder 220 has been compromised.
The local decoder 230 includes decoder circuitry and integrated fault detection circuitry
configured to detect a possible attack on intermediate decoding signals.

FIG. 3 is a schematic circuit diagram 300 of a portion of decoder circuitry 302-308
and integrated fault detection circuitry 312-318 for the local decoder 230 (FIG. 2). The
portion of the decoder circuitry 302-308 shown in FIG. 3 generates a portion (e.g., inwl<3:0>)
of the second intermediate addresses (e.g., inwl<31:0>) from the first intermediate addresses
xpw<7:0>+ xpwi<1:0> + xpg<1:0> received by the global decoder 220 (FIG. 2). It should be
understood that additional portions of decoder circuitry and integrated fault detection circuitry
may be added to scale the local decoder depending on the size of the memory array.

The integrated fault detection circuitry 312-318 is configured to determine whether
each output bit of its decoder path is the correct bit based on analyzing the bit along with
another bit within its respective decoder path. In some embodiments, the output bit and the
other bit within the decoder path may be compared with an AND operation. For example,
each portion of the decoder circuitry 302-308 may be coupled to a respective integrated fault
detection circuit 312-318 that receives the first output bit inwl<0> of the second intermediate
addresses and at least one additional bit from the decoder path (e.g., the control bit that is
input to an inverter to generate the first output bit inwl<0>). For example, integrated fault
detection circuit 312 may include at least two transistors coupled in series that are controlled
by inwl<0> and its previous control bit. The serially coupled transistors are further coupled
between Gnp and a resistive pull up transistor. Each resistive pull up transistor may include a

P-channel transistor coupled to the Vpp power source and its gate tied to Gnp to output each
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The control bits should be opposite if no fault is present. Thus, a 0 and a 1 received by
the integrated fault detection circuit 312 may generate a O that causes its respective pull up
transistor to be enabled for intermediate feedback signal inwl ok<0> to be pulled up to Vpp
indicating no fault is present. Ifa 1 and a 1 are received by the integrated fault detection
circuit 312, a 1 may be generated that overrides the respective pull up transistor for
intermediate feedback signal inwl ok<0> to not be pulled up — thus, indicating a fault is
present. In this embodiment, a 0 and a O may yield a O that enables its respective pull up
transistor. Even though receiving a 0 and a O technically may be caused by a fault, the fault
detection logic may still output a bit indicative of no fault being present in order to conserve
space. In some embodiments, different circuit configurations and/or logic functions may be
implemented. For example, an XOR gate may be used that may improve accuracy at the
expense of additional circuitry. Other configurations are also contemplated, such as
transistors coupled as an AND gate in series between VDD and inlw_ok<0>. In addition,
different configurations and logic functions may result in different configurations (or the
absence) of the pull up transistors.

Other bits may be used may be used for determining the presence of a fault. For
example, the control bit and the inverted output bit inwln<0> may be compared, which should
be the same rather than opposite. In that case, a NAND gate may be used such thata 1 and a 1
received by the integrated fault detection circuit 312 may generate a O for intermediate
feedback signal inwl ok<0> indicating a fault is not present, whileaOandal,al and a0, or
a 0 and a O received by the integrated fault detection circuit 312 may generate a 1 for
intermediate feedback signal inwl ok<0> indicating a fault is present. Other gates such as
OR or NOR may also be implemented depending on which combinations of bits are to be
analyzed for determining the presence of a fault.

The result of this analysis may be transmitted back to the fault detecting logic 160 as
inwl ok<7:0>. The fault detecting logic 160 may analyze each bit of the intermediate
feedback signal inwl ok<7:0> to determine whether any values indicate a fault was detected.
In some embodiments, the local decoder 230 transmits a single intermediate feedback signal
inwl_ok as opposed to a bus of feedback signals (e.g., inwl<7:0>). In such an embodiment,
the single intermediate feedback signal inwl ok may be generated within the local
decoder 230 by comparing each bit of the inwl ok<7:0> signals (e.g., via an AND operation)

prior to transmitting the singular intermediate feedback signal inwl ok to the fault detecting
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logic 160. Thus, the singular intermediate feedback signal inwl ok may indicate the presence
of a fault if any one of the bits of the inwl ok<7:0> signals indicates a fault, and the singular
intermediate feedback signal inwl ok may indicate the absence of a fault if all of the bits of
the inwl_ok<7:0> signals indicate the absence of a fault. As a result, one bit may be
transmitted and received for this stage by the fault detecting logic 160 rather than eight bits.

The row decoder 240 (or column decoder) may be the final stage that includes decoder
circuitry and integrated fault detection circuitry configured to detect a possible attack on the
final stage of decoding signals.

FIG. 4 is a schematic circuit diagram 400 of decoder circuitry 402 and integrated fault
detection circuitry 412 for the row decoder 240 (FIG. 2). The integrated fault detection
circuitry 412 is configured to determine (e.g., via an AND operation or other operation as
desired) how each output bit of its decoder path compared to another bit within the decoder
path to determine whether the output bit is its correct value. The result of this comparison
may be transmitted back to the fault detecting logic 160 as wl_ok<31:0>. The fault detection
circuitry 412 may include serially coupled transistors that receive the control inputs, and that
are also coupled to a resistive pull up transistor to generate the feedback signal wl_ok.

The fault detecting logic 160 may analyze each bit of the final feedback signal
wl_ok<31:0> to determine whether any values indicate a fault was detected. In some
embodiment, the local decoder 230 transmits a single feedback signal wl ok as opposed to a
bus of feedback signals. In such an embodiment, the single feedback signal wl ok may be
generated within the row decoder 240 by comparing each bit (e.g., via an AND operation or
other operation as desired) of the wl_ok<31:0> signals prior to transmitting the singular wl_ok
feedback signal to the fault detecting logic 160. As a result, one bit may be transmitted and
received for this stage by the fault detecting logic 160 rather than thirty-two bits.

As a result of one or more embodiments of the disclosure, detecting an attack to a
memory device may be achieved, as well as identifying which level of decoding was
compromised by the attack. In addition, utilization of a ROM device at the end of the row
decoder may be eliminated, which may reduce the complexity of the fault detector by
avoiding generating ROM timing signals as well as a less complicated wiring phase.

Additional embodiments include a method of detecting fault within a memory device.
The method comprises decoding an input signal via a memory decoder including multiple
stages in a decoding path to generate a select signal from an input address signal, and

generating feedback signals distributed within the multiple stages, and transmitting the
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feedback signals to fault detecting logic indicative of a fault along the decoding path.

Another embodiment includes a method of detecting fault within a memory device.
The method comprising detecting, via fault detecting logic for the memory device, a fault
along a decoding path responsive to feedback signals distributed from multiple stages of a
memory decoder of the memory device, and generating a fault alarm signal responsive to
detecting the fault.

FIG. 5 is a flow chart 500 illustrating a method of fault detection within an address
decoder of a memory device. At operation 510, the method includes generating a replica input
address signal. The replica input address signal may be generated with a global encoder
performing a reverse encoding of the global decoder that received the initial input signal from
the memory controller.

At operation 520, the method includes performing an internal check of the accuracy of
one or more intermediate local decoder. The internal check may include comparing output
bits generated by the intermediate local decoder with an internal reference bit to determine
that the bits have not been changed by an attack.

At operation 530, the method includes performing an internal check of the accuracy of
the final decoding stage (e.g., row decoder or column decoder) that generates the final
decoded address for the memory array. The internal check may include comparing output bits
generated by the final stage decoder with an internal reference bit to determine that the bits
have not been changed by an attack.

At operation 540, the method includes analyzing feedback signals by the fault
detecting logic to determine if an attack has occurred. The feedback signals may include
signals generated by each of operations 510, 520, and 530 indicative of the results of the
consistency checks performed. For example, the replica input address signal may be a
feedback signal that is compared with the initial input address signal. If the two signals do not
match, the fault control logic may determine that an attack has occurred. An intermediate
feedback signal (e.g., a single bit or a bus of signals) may be sent from intermediate local
decoders responsive to the internal checks being performed during operation 520 indicative of
whether an attack has occurred on the intermediate local decoder. A final output feedback
signal (e.g., a single bit or a bus of signals) may be sent from final stage decoder responsive to
the internal checks being performed during operation 530 indicative of whether an attack has
occurred on the final stage decoder.

At operation 550, the fault detecting logic may generate a fault alarm signal
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responsive to determining the presence of the fault along the decoder path. For example, the
fault detecting logic may determine from any one of the feedback signals that a fault has
occurred and generate the fault alarm signal accordingly.

FIG. 6 is a simplified schematic block diagram of an example electronic system 600
including a memory system 610 with fault detection according to embodiments of the
disclosure. The electronic system 600 may include central processing unit (CPU) 602, Direct
Memory Access (DMA) 604, peripheral(s) 606, a memory controller 608 and a memory
system 610 coupled to system bus 612. The system bus 612 may include a data bus, address
bus and control bus. Address signals are placed on the address bus by the memory
controller 608 and/or the DMA 604 to read or write from the memory system 610. The
memory system 610 includes a memory array and other circuitry and/or logic as discussed
above with reference to FIGS. 1-5.

While certain illustrative embodiments have been described in connection with the
figures, those of ordinary skill in the art will recognize and appreciate that the scope of this
disclosure is not limited to those embodiments explicitly shown and described in this
disclosure. Rather, many additions, deletions, and modifications to the embodiments described
in this disclosure may be made to produce embodiments within the scope of this disclosure,
such as those specifically claimed, including legal equivalents. In addition, features from one
disclosed embodiment may be combined with features of another disclosed embodiment while

still being within the scope of this disclosure, as contemplated by the inventors.
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CLAIMS

What is claimed is:

1. An apparatus, comprising;

a memory decoder including multiple stages in a decoding path configured to generate a
select signal from an input address signal; and

fault detecting logic operably coupled with the memory decoder and configured to receive
feedback signals distributed from the multiple stages indicative of a fault along the

decoding path.

2. The apparatus of claim 1, wherein the memory decoder includes at least one

global decoder, at least one local decoder, and at least one row decoder coupled in series.

3. The apparatus of claim 2, further comprising a global encoder configured to
receive an output from the at least one global decoder and generate a replica input address

signal.

4. The apparatus of claim 3, wherein the fault detecting logic is configured to
compare the replica input address signal and the input address signal to determine the fault is

present.

5. The apparatus of claim 3, wherein the at least one local decoder is configured
to perform an internal comparison of each bit of its decoder output path with another bit
within fault decoder circuitry coupled to the at least one local decoder.

6. The apparatus of claim 3, wherein the at least one row decoder is configured to
perform an internal comparison of each bit of its decoder output path with another bit within
fault decoder circuitry coupled to the at least one row decoder.

7. The apparatus of claim 1, wherein the apparatus is a memory device.

8. The apparatus of claim 1, wherein the apparatus is a memory decoder.



10

15

20

25

30

WO 2019/147452 PCT/US2019/013859

-13 -
0. The apparatus of claim 8, wherein the memory decoder is a row decoder.
10. The apparatus of claim 8, wherein the memory decoder is a column decoder.
11. The apparatus of claim 1, further comprising a microcontroller coupled with a
memory device.
12. The apparatus of claim 11, wherein the microcontroller includes the fault

detecting logic and the memory device includes the memory decoder.

13. The apparatus of claim 11, wherein the memory device includes both the fault

detecting logic and the memory decoder.

14. A method of detecting fault within a memory device, the method comprising:
decoding an input signal via a memory decoder including multiple stages in a decoding
path to generate a select signal from an input address signal;
generating feedback signals distributed within the multiple stages; and
transmitting the feedback signals to fault detecting logic indicative of a fault along the

decoding path.

15. The method of claim 14, further comprising receiving the feedback signals

at the fault detecting logic located within the memory device.

16. The method of claim 14, further comprising receiving the feedback signals
at the fault detecting logic located within a microcontroller operably coupled with the

memory device.

17. A method of detecting fault within a memory device, the method comprising:

detecting, via fault detecting logic for the memory device, a fault along a decoding path
responsive to feedback signals distributed from multiple stages of a memory
decoder of the memory device; and

generating a fault alarm signal responsive to detecting the fault.
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18. The method of claim 17, further comprising receiving the feedback signals

at the fault detecting logic located within a device external to the memory device.

5 19. The method of claim 17, further comprising receiving the feedback signals

at the fault detecting logic located internally to the memory device.

20. The method of claim 17, further comprising generating the feedback signals
within at least one of a row decoder or a column decoder operably coupled to a memory

10 array of the memory device.
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