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SYSTEMS AND METHODS OF GLOBAL IDENTIFICATION

CROSS-REFERENCE

[0001] This application claims priority to U.S. Provisional Patent Application Serial

No. 61/726,518, filed on November 14, 2012, which is entirely incorporated herein by

reference.

FIELD OF THE INVENTION

[0002] The invention relates to network security, the detection of fraudulent

transactions and identity theft, and reputation. More particularly, the invention relates to

one or more consortia of computer networks that identify and share information about

users and/or computing devices.

BACKGROUND OF THE INVENTION

[0003] Many methods and systems have been developed over the years to prevent or

detect Internet fraud. Today, to gain consumer confidence and prevent revenue loss, a

website operator or merchant desires an accurate and trustworthy way of detecting

possible Internet fraud. Merely asking for the user name, address, phone number, and e-

mail address will not suffice to detect and determine a probable fraudulent transaction

because such information can be altered, manipulated, fraudulently obtained, or simply

false.

[0004] Furthermore, a fraudulent user may conduct transactions with numerous

websites or online businesses. One website merely relying on information gathered

during previous transactions with that particular website may limit the scope of fraud

prevention potential.

[0005] Accordingly, what is needed is a method and system that overcomes the

problems associated with a typical verification and fraud prevention system for Internet

transactions by identifying each user and/or user device and sharing that information.

Then, when a user seeks a second fraudulent transaction, whether the transaction is with

the same or different website, the website operator may detect the fraud and take

appropriate action.



SUMMARY OF THE INVENTION

[0006] The invention provides systems and methods that identify users and/or user

devices connecting to a network. Information about a user or user device may be

collected during a transaction between a user device and an online host. In some

embodiments, a device identifier may be derived from the collected information and

assigned to a user device. Optionally, a global identifier can be derived from device

information and/or user information. This information can be used to observe user

behavior and activity, such as an account connecting from many different devices, or

many accounts connecting from the same device. Such information may help validate

devices and the status of the device identifier may be verified as acceptable to the online

business based on the status rules of the online business. In addition, this information can

be used to cross-reference computing devices used by known fraudulent accounts, and

cross-reference other accounts used by specific devices. In some cases, the online hosts

may communicate with an authentication repository, which may also include a centralized

database of gathered information, such as device identifiers or fraud history, that can be

updated and shared.

[0007] Accordingly, computing devices involved in suspicious or fraudulent activity,

or devices associated with accounts involved in suspicious activity can be identified. This

information can be shared with other online hosts and networks within one or more

consortia. In this way, computer devices associated with suspicious or fraudulent activity

on one network may be denied access to other networks.

[0008] The invention may be applied to provide a fraud detection and prevention

system that can significantly reduce the risk associated with Internet transactions and

fraud. By sharing information about potentially fraudulent users or devices, and

identifying user devices as well as their association with certain online activity, the

system may allow businesses to avoid problem customers or devices associated with

fraudulent activity. The system can track device activity and user behavior over selected

periods of time, thereby identifying suspicious activity based on selected parameters

established by online businesses.

[0009] Information shared across a consortium may include a delta of time parameter.

The delta of time parameter may be shared directly and/or may be shared as part of a

device identifier. The delta of time parameter may be calculated as a difference between

a user device clock time and a reference time. A reference time may include an online



business server clock time or a repository server clock time, which may be synchronized

to a time, such as Coordinated Universal Time (UTC). Information shared across a

consortium may also include personal and non-personal identification information, which

may or may not be incorporated as part of a device identifier.

[0010] Device similarity percentages (DSPs) may be used to assist with identifier a

device. Device information sharing the same anchor and collected over time may be

compared. If the device information matches within a predetermined threshold, the

device identifiers formatted from the device information collected at the different points

in time may be determined to belong to the same device. Device identification can be

used in fraud detection and/or determining device reputation.

[001 1] A registry may be provided through which a user may be able to register the

user's devices. Access to a system or permission of transactions may be controlled based

on whether a requesting device has been registered. The device may be identified using

any of the techniques described in embodiments herein in order to determine whether the

device has been registered and/or has been involved in any suspicious behavior.

[0012] Additional aspects and advantages of the present disclosure will become

readily apparent to those skilled in this art from the following detailed description,

wherein only exemplary embodiments of the present disclosure are shown and described,

simply by way of illustration of the best mode contemplated for carrying out the present

disclosure. As will be realized, the present disclosure is capable of other and different

embodiments, and its several details are capable of modifications in various obvious

respects, all without departing from the disclosure. Accordingly, the drawings and

description are to be regarded as illustrative in nature, and not as restrictive.

INCORPORATION BY REFERENCE

[0013] All publications, patents, and patent applications mentioned in this

specification are herein incorporated by reference to the same extent as if each individual

publication, patent, or patent application was specifically and individually indicated to be

incorporated by reference.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The features and advantages of the invention may be further explained by

reference to the following detailed description and accompanying drawings that sets forth

illustrative embodiments.



[0015] FIG. 1 is a diagram illustrating a consortium having one or more user devices

being connected to one or more online businesses that share user device information with

an authentication repository that is part of the consortium in accordance with the

invention.

[0016] FIG. 2 is a diagram illustrating an example of an online institution connected

to one or more user computer in accordance with the invention.

[0017] FIG. 3 shows an implementation of sharing data within a user group.

[0018] FIG. 4 illustrates an implementation of the consortium in a global setting.

[0019] FIG. 5A illustrates an implementation of the consortium with a reference time.

[0020] FIG. 5B shows a table with an example of the use of the consortium with a

reference time.

[0021] FIG. 6A illustrates an additional implementation of the consortium with a

reference time.

[0022] FIG. 6B shows a table with an additional example of the use of the consortium

with a reference time.

[0023] FIG. 7 shows an example of how device identifiers may change over time.

[0024] FIG. 8 shows an example of how a global identifier may be formed.

[0025] FIG. 9A shows an example of information that may be tracked for

identification verification and/or fraud detection.

[0026] FIG. 9B shows another example of tracked information in accordance with an

embodiment of the invention.

[0027] FIG. 10 shows an example of a tracking method in accordance with an

embodiment of the invention.

[0028] FIG. 11 provides an illustration of information that may be stored and used to

track a device and/or user in accordance with an embodiment of the invention.

[0029] FIG. 1 provides an example of a user interacting with multiple devices in

accordance with an embodiment of the invention.

DETAILED DESCRIPTION OF THE INVENTION

[0030] While preferable embodiments of the invention have been shown and

described herein, it will be obvious to those skilled in the art that such embodiments are

provided by way of example only. Numerous variations, changes, and substitutions will

now occur to those skilled in the art without departing from the invention. It should be



understood that various alternatives to the embodiments of the invention described herein

may be employed in practicing the invention.

[0031] The invention provides systems and methods that identify users and/or user

devices connecting to a network. The invention relates to one or more consortia of

communication networks that share information about users or user devices. The

invention is applicable to network security and the detection of fraudulent transactions

and identity theft. It will be appreciated, however, that the systems and methods in

accordance with the invention can have greater utility; for example, the invention may

also be applicable to any system where a user or user device identification may be

relevant. One aspect of the invention is creating associations, tracking behavior over

time, and sharing information with multiple networks or businesses that stand to benefit

from sharing this type of information.

[0032] The invention may be applicable to any type of transaction in which it may be

desirable to identify a user or device. For example, the invention may be used to detect

fraud being carried out by one or more network devices and user accounts over a

communications network, or even detecting and preventing potential fraud or identity

theft by individuals trying to complete a transaction remotely by phone or mail, or even in

person. The invention may be used to build user and/or device reputation, whether good

or bad. One aspect of this system and method is to associate pieces of information about

a transaction, monitor these associations, and share the information about these

associations with other businesses within one or more consortia.

[0033] FIG. 1 is a diagram illustrating a consortium having one or more user devices

being connected to one or more online organizations or hosts that share user device

information with an authentication repository that is part of the consortium in accordance

with one embodiment of the invention. The one or more user devices may include user

computers whether they be a personal computer, server computer, or laptop computer;

personal digital assistants (PDAs) such as a Palm-based device or Windows CE device;

phones such as cellular phones; a wireless device such as a wireless email device or other

device capable of communicating wireless with a computer network; or any other type of

network device that may communicate over a network and handle electronic transactions.

[0034] A user device may have a memory and a processor. The memory may store

non-transitory computer-readable media comprising code, logic, or instructions for

executing one or more step described herein. A processor may execute any of the steps



described herein. A user device may have a user interface. For example, a display may

be provided capable of conveying information to the user. For example, a display may

show a web browser and information relating to an interaction or transaction between a

user device and an online organization. The user device may be able to receive an input

from a user. For example, a user device may have or accept input from a computer,

mouse, joystick, trackball, pointer, pen, microphone, motion sensor, optical sensor,

infrared sensor, capacitive sensor, pressure sensor, camera, touchscreen, or any other

input device. The user may be able to enter information relating to a transaction via any

input device. The user device may have a clock or other timekeeping device. The device

clock may indicate a time for the device, which may or may not correspond to an

objective time for a location of the device. The device clock may or may not be

synchronized with other clocks. The device may have an Internet Protocol (IP) address.

[0035] The online organizations connected to the one or more user devices may be

any sort of host, such as an electronic commerce business, an online merchant, a financial

institution, or any other type of website service provider that may provide a service to a

user or may interact with a user device. An online organization and a user device may

perform an electronic transaction, such as a purchase of a product or service, such as

online banking. In accordance with one aspect of the invention, each electronic

transaction may be susceptible to fraud and each user device or user can be identified to

reduce the risk of fraud. In some instances, a user device reputation or trust score may be

monitored, and less processing or fewer security checks may be required for a user device

with a good reputation than a user device with a bad reputation.

[0036] The connection between a user device and an online organization may be, for

example, a connection between a client computer and a website server over a network.

One or more servers may communicate with one or more client computers across a

network. The network, for example, can include a private network, such as a LAN, or

interconnections to the online organizations over a communications network, such as the

Internet or World Wide Web or any other network that is capable of communicating

digital data, such as a wireless or cellular network. Each user device may connect to any

online organization over the network using data protocols, such as HTTP, HTTPS and the

like.

[0037] When a user device is communicating with the consortium, the device memory

may store an operating system (OS) and a browser application. For example, the



operating system may operate to display a graphical user interface to the user and permit

the user to execute other computer programs, such as the browser application. The

browser application, such as Microsoft Internet Explorer, when executed by the processor,

permits the user to access the World Wide Web as is well known. The user device may

interact with an online organization that is part of the consortium, which may perform

some fraud prevention and detection functions and may generate a device identifier

derived from information gathered about the user and/or user device in accordance with

the invention. The online organization and/or consortium may generate a device

identifier, analyze a device identifier, generate a global identifier, and/or analyze a global

identifier. Any description herein of device identifiers may also be applied to global

identifiers and vice versa.

[0038] In some embodiments, an online organization may have one or more web-

based server computers, such as a web server, an application server, a database server,

etc., that are capable of communicating with a user device over a network, such as the

Internet or a wireless network, and are capable of downloading web pages to the user

device. In some implementations, the online organization may comprise one or more

processors, one or more persistent storage devices and a memory. For the online

organization to interact with the user devices, the memory may store (and the processor(s)

may execute) a server operating system and a transaction processing software system to

facilitate an electronic transaction between the online organization and one or more user

devices. For example, memory may store non-transitory computer readable media

comprising code, logic or instructions for performing one or more step. One or more

programmable processor may be capable of executing the steps. Each online organization

may further comprise a database, such as a database server or a data structure stored in the

memory of the online organization, that stores the electronic transaction data for the

online organization. In some embodiments, a server for an online organization may have

greater computing or processing power than a user device. Similarly, the server may have

more memory than a user device.

[0039] The online organization may control each device and/or each user's access to

the resources of the online organization by, for example, denying access to a user or

device in particular circumstances. For example, if a user device has been implicated in

fraud, an online organization may prevent a transaction with the user device from

occurring. In another example, if a user has a 'bad' or 'low' rating, an online



organization may prevent the user from participating in an electronic sales forum, or may

require further security checks or identity verification. In another example, if a user has a

'good' or 'high' rating, an online organization may permit the user to participate in the

electronic sales forum, perform fewer checks on the user, and/or provide rewards,

discounts, or privileges. A user's rating or reputation may be calculated as a score (e.g.,

numerical value, letter grade, etc.) as described elsewhere herein.

[0040] In a preferable embodiment of the invention, the online organizations may be

connected to an authentication repository. The authentication repository or fraud

detection monitor that is part of a fraud detection consortium may be connected to the

online organizations over a network. If the central repository is connected to the network,

then the data between the online organizations and the authentication repository may be

encrypted or may travel over a virtual private network to ensure privacy and security.

[0041] Thus, the authentication repository may receive user and/or user device

information from each online organization, which may collect user or user device

information from each user device during an online transaction. The repository may store

some or all of the information received. The repository may store information received

in a memory of the repository. In some instances, one or more databases may be provided

for a repository. In some embodiments, a distributed or cloud computing environment

may be used to store information. The repository may have a processor capable of

performing one or more step. The processor may be used to generate a device identifier

and/or access information stored in records. The processor may be used to normalize

information or put information into a desired format.

[0042] In some implementations, the authentication repository may generate a device

identifier that identifies each user device. In some cases, the device identifiers may be

unique identifiers for each user device. In other cases, the device identifiers may not be

unique for each user device, but may be derived from information gathered about a user

and/or user device which may or may not be duplicative in another user device. The

device identifiers may be static, or may change for a device over time. In some cases, a

device identifier may function as a "fingerprint" of a user device, and include various

parameters derived from gathered information about a user and/or user device to be

discussed in greater detail below. In some instances, one or more of the various

parameters for a device may change over time or transactions, and the device identifier

may incorporate such changes. In some implementations, the authentication repository



may generate a global identifier, which may incorporate the device identifier. The global

identifier may have one or more of the characteristics of the device identifier. Any

description of identification information may also include the device identifier and/or

global identifier.

[0043] Using the identification information in accordance with the invention, the

authentication repository may be able to detect fraudulent activities across the consortium.

In particular, the authentication repository may provide a centralized service utilizing this

invention to identify user devices, store user and device information, track end-user

logins, associate an end-user account with one or more specific devices, associate a

device with one or more end-user accounts, associate a device or end-user with fraudulent

activity, and share this information with each online organization of the consortium. The

authentication repository may include a centralized database.

[0044] Any action taken within a fraud detection consortium may be directed by

computer readable media, code, instructions, or logic thereof. These may be stored in a

memory, such as the memory of an authentication repository or the memory for an online

organization.

[0045] In one example, a user computer, such as Al, may request access to the fraud

detection consortium and a particular online business, such as A. To gain access to A,

complete a transaction, or access a particular part of the network, a user may connect

through a user device, which in this case may be user computer A l . The online business

A may receive user and/or user information from the user computer and may then pass the

information to the authentication repository. The online business may or may not store

the information gathered through the user device that is passed onto the authentication

repository.

[0046] In some implementations, the authentication repository may generate a

computer identifier which may be derived from the information gathered. The

authentication repository may generate a global identifier which may be derived from the

information gathered. The global identifier may incorporate the computer identifier. Any

description of the computer identifier may also pertain to the global identifier and vice

versa. In other implementations, a computer identifier may be generated at different

stages. For example, an online business A may gather information from A l and may

generate a computer identifier for Al, and may pass the computer identifier to the

authentication repository. The online business A may only pass the computer identifier,



may only pass the global identifier, may only pass gathered information, or may pass a

combination of any of the three to the authentication repository.

[0047] Information or data, such as a computer identifier, global identifier, anchor,

raw data, data used to make up the computer identifier or the global identifier, or any

combination thereof may be stored in "pairs," or may be "linked" or "associated." Any

type of data may be coupled with the same or different type of data when stored in

memory. The paired data may be linked within memory where they are stored, or may

have some other mechanism that associates them with one another. In one example, an

email address and a computer identifier may be stored as a pair. The email address and

computer identifier may be stored in memory together, as a unit of data. An anchor may

include one or more items of user information. An anchor and a computer identifier may

be stored as a pair. An anchor may be stored with multiple iterations of the computer

identifier collected over time. Alternatively, they need not be stored together but may

include pointers that associate them with one another. Although the term "pair" may be

used, any number of data items may be linked in memory. For example, two, three, four,

five, six, seven, eight, ten, twelve, fifteen, twenty, thirty, forty, fifty, eighty, one hundred,

two hundred, or more items may be linked in memory. As discussed in greater detail

below, any of these linked sets of data may be shared together. In some instances, an

anchor may include information that may be used to access the data item pairs. For

instances, anchor may remain the same for multiple iterations of the computer identifier

collected at different points in time and associate with the anchor. The anchor may serve

as an index, baseline, or reference point to find the related pairs of information. The

system and method may search or organize records by the anchor in order to find

information about related pairs of information.

[0048] In one embodiment, the authentication repository may store some or all of the

information. For example, the authentication repository may store all of the information

gathered by online business A, B, C, D, and any other businesses in the consortium.

Online businesses A, B, C, and D may or may not also store the information that is stored

by the authentication repository. The authentication repository may share some or all of

the information gathered or generated, such as global identifiers, computer identifiers or

detected fraud information, with the online businesses of the consortium.

[0049] In an alternate embodiment, the fraud detection monitor or repository may

facilitate transfer of information between one or more online business without actually



storing the gathered information. For example, information gathered by online business

A may be stored on A's server, and information gathered by online business B may be

stored on B's server. The fraud detection monitor may enable transfer of information

from A to B, C, D, and any other businesses and so forth for the other online businesses.

The fraud detection monitor may also process information, with or without storing it on a

fraud detection monitor server, such as generating global identifiers or computer

identifiers, or detecting fraud from information gathered from one or more online

business, and may share this information with the online businesses of the consortium.

The fraud detection monitor may detect fraud by cross referencing the gathered

information and tracking user and device behavior over time. In some cases, the fraud

detection monitor may only store processed information, such as global identifiers,

computer identifiers, fraud indicators, or reputation scores.

[0050] In some embodiments, each online business may represent different private

network environments operated by independent organizations that do not share end-user

identities. The data storage system, such as a set of databases, used by each online

business may be remotely located at the authentication repository and can be a service

provided by a third party. Alternatively, online businesses may communicate via a

network, such as the Internet, such that end-user identifiers may be shared.

[0051] Another example provides fraud detection and information processing

applications distributed across a plurality of computing devices (with no central

authentication repository and database). The computing devices may be the online

businesses' devices, the user devices, or a combination of the user devices and online

businesses, such that each may perform part of the functions of the fraud detection and

prevention system in accordance with the invention. For instance, the various online

businesses may share information with one another in a peer to peer manner, and may

collectively detect fraud. In one case, online business A may detect an at-risk user device

and share this information with online businesses B, C, D, and so forth. Online

businesses A, B, C, and D may share information in a peer to peer manner such that they

all have access to certain information.

[0052] Those skilled in the art will appreciate that the fraud detection consortium may

be implemented in various different manners that are within the scope of this invention,

such that previous discussions are provided by way of example only and are not limiting.



[0053] One aspect of the invention provides for multiple consortia that may interact

with one another and share information. For example, an authentication repository may

communicate with another authentication repository. In some embodiments, information

gathered from an online business may be shared between one or more authentication

repositories, which may subsequently share the information with the other online

businesses that they are connected to. In some implementations, the information shared

between a first repository and second repository may be stored by both the first and

second repositories before being distributed to connected online businesses.

Alternatively, a repository may merely pass on information it receives from another

repository. The information may be stored or shared in various ways that are known in

the art.

[0054] For instance, any information stored by an authentication repository may be

stored in one or more database of the authentication repository. In one example, the

database may have a database table containing pertinent information. However, the data

may be stored in different databases and may include different database data structures

that are within the scope of this invention. In this example, a database table may include

a host column, a unique user-account name, and a user device identifier column that may

permit the fraud detection system to associate a particular host (or online business) with a

particular user and a particular user device. As described above, the user-account name

may represent end-user accounts that are unique to each host. The user device identifiers

may represent user devices that have connected to at least one host. The individual rows

in the database table may represent unique combinations of host, user-account names and

user device identifiers. The database table may enable the same user connecting to a

different online business with the same user device to be tracked and registered in the

consortium. A great deal of additional information may be maintained such as last

successful login date and time, last unsuccessful login date and time, total successful

logins, total unsuccessful logins, etc. as well as any relevant personal and non-personal

information, to be discussed in greater detail below. Additional information may be

stored in memory, such as information pertaining to global identifiers and/or changes in

device identifiers. Such information may be discussed in greater detail below.

[0055] As previously discussed, information may be stored in "pairs," which may

refer to any number of data items that may be somehow linked or connected together. A

database table, as mentioned previously, may be an implementation of storing data in



pairs. In a consortia or multiple consortia, such information may also be shared in

"pairs." For example, a particular host may always link together a credit card number and

email address. Such information may be stored and shared as a pair. In some

embodiments, each host may have uniform pairs of data that may be shared. For instance,

all of the hosts within an online consortium may store together a credit card number and

an email address. Similarly, any time a credit card number is shared or tracked across a

consortium, an email address may also be shared and tracked with the corresponding

credit card number. In another embodiment of the invention, different hosts may have

different pairs of data that are shared (e.g., one host may always pair an email address

with a username, and another host may always pair an email address with a delta of time

parameter). Any of the data items or types, including global identifiers, anchors,

computer identifiers, delta of time parameters, trust scores, or other items discussed

herein, may be paired.

[0056] When data is stored and tracked as a pair, fraud detection and validation may

be improved. For example, if a pair of identifying data is stored, and then the same pair

appears again, the device or individual can be identified with greater certainty as the same

device or individual. Thus, consortia members may be able to share pairs of information

to track a device or user.

[0057] Based on gathered information, and any information generated by processing

the gathered information, such as a global identifier or computer identifier, to be

described in more detail, the likelihood of fraud being committed by a particular user with

the user computer A l may be determined and an appropriate action can be taken.

Assuming the user computer A l is granted access to the network, the user computer

performs its electronic transaction. If a fraudulent activity occurs during that electronic

transaction, that information may also be conveyed to the authentication repository and

may be stored by the authentication repository. Alternatively, if fraudulent activity

occurs, the information may be conveyed to the other online businesses. In this manner,

the one or more online businesses may share fraud information between each other

selectively so that a fraud committed against one online business, i.e. online business A,

can be logged into and tracked by the authentication repository in accordance with the

invention. Alternatively, information about fraudulent activity can be tracked by the

consortium of online businesses without analysis by an authentication repository. Thus, a

user or user computer that has committed fraudulent activities can be tracked even when



the user or user device logs into a different online business, i.e. online business B.

Therefore, the fraudulent activities of a user or user computer can be tracked across the

consortium.

[0058] Some implementations of using an authentication repository in a consortium

may involve repositories capable of handling various tasks. An authentication repository

may be one or more stand-alone computing resource, such as a server computer, with a

database or storage system, although the functions of the authentication repository and the

information storage may be distributed in any number of ways, such as in examples

described previously. The authentication repository may include one or more processors,

one or more persistent storage devices and a memory. The authentication repository may

further include a database server/manager that may store the data in accordance with the

invention. The structure and operation of the processor, persistent storage device and

memory may be any computing device structure as known in the art. The memory may

store a server operating system, and one or more administrator module that are executed

by the processor to implement the fraud detection and prevention.

[0059] An administrator module may permit an administrator to interact with an

online business. For example, an administrator may determine the threshold for enabling

a user to interact with the online business if the user may be at risk for fraud. An

administrator may also configure items of the system, adjust query items and update

items. An administrator module may also process the data stored or received by the

repository, such as to generate a device identifier or global identifier. An administrator

module may enable an administrator to generate a query of, given a particular user device,

what users have used that network device or a query that asks, given a particular user,

what network devices have been used by the particular user. The administrator may also

configure a query that asks, given a particular user device, what other online businesses

set this network device to associate users/computers a predetermined number of levels

deep or given a particular user, what is that user's current status in the system. An

administrator module may perform additional administrative functions such as generating

reports from the fraud detection and prevention system and its database.

[0060] In some embodiments, hosts, such as online organizations or businesses, may

be able to individually control their interactions with user devices. For example, hosts

may set up any number of device and user status levels, and establish any number of

behavior patterns, each of which might require a different action, such as notify a



particular email address, page a particular number, deny access to the network, allow

access but change the status of the device, etc. In some cases, each host can establish its

own customized rules for every aspect of the present validation method. Because of this,

the same circumstances that result in denied access for an end-user for one host may not

result in denied access for another host.

[0061] Alternatively, an authentication repository may control a host's interaction

with a user device. For example, an authentication repository may determine whether a

user device is at risk for fraud and may deny the user device access to the consortium. In

some cases, the authentication repository's determination for fraud risk may be uniform

for all hosts.

[0062] Identifying information may be used for other applications in addition to fraud

detection and prevention or network security. For example, gathered information may

relate to a user rating, which may or may not relate to fraud. Such information can be

shared across one or more online businesses in a consortium, to track the user or user

computer across the consortium. In another example, gathered identity information may

have applications in national security and law enforcement.

[0063] The information gathered in accordance with the invention may be customized

for different user device types. For example, with a personal computer that connects to an

online business, the information gathered may include an IP address or browser ID and

additional personal or non-personal information to identify the user device. With a

cellular phone, it is typically possible to extract data from the cellular phone, such as its

serial number, so that only non-personal information may be used to identify the cellular

phone network device. For a PDA user device, it may be typically possible to put

data/information onto the PDA only so that the certain parameters only may be used to

identify the PDA. Thus, depending on the user device, different information may be

gathered. In accordance with the invention, information may also be gathered from a

hardware device, such as a smart card or PCMCIA card, which may have its own unique

identifier that may be used to uniquely identify the card. Thus, information gathering in

accordance with the invention may be implemented in a variety of different manners.

[0064] A user device's information, which may include risk for fraudulent activity or

reputation information, may be shared with various hosts at various times or manners. In

some instances a user's information and/or a combination of the user's information and

user device information may be shared. For example, transaction information may be



shared with all hosts whenever a transaction occurs. In another example, transaction

information may be shared with all the hosts at particular times, i.e. updating each host

every ten minutes, or whatever time an individual host may wish to be updated.

Alternatively, transaction information may be provided to a host upon request by the host.

For instance, if the information is stored with an authentication repository, a host may

choose to automatically update and access repository information whenever a transaction

occurs between the host and a user device. In some cases, individual hosts may be able to

determine when or how they receive or send shared information. In other cases,

information sharing may be uniform across a consortium.

[0065] For any of the systems and methods described herein, a consortium may

operate taglessly. One or more consortia may be tagless when they do not require a

program to be downloaded to a user device. For example, an online host and/or

authentication repository may collect information about a user or user device without the

use of cookies, text parcels, or programs sent from a server to a client computer. A fraud

detection consortium may be able to detect fraud without downloading a fraud detection

program to a user device. Rather, a consortium may operate taglessly by collecting

information from a user device without requiring a user device to download additional

applications from any of the hosts or repositories of the consortium. For example, instead

of "pushing" an application or tag onto a user device, a consortium may enable data to be

"pulled" or extracted from the user device.

[0066] FIG. 2 is a diagram illustrating an example of an online institution connected

to one or more user computers or devices in accordance with an embodiment of the

invention. An online institution may gather information from a user computer. As

discussed previously, the information may be gathered during an online transaction and

may be used to identify a user and/or user device. In accordance with the invention, the

consortium may utilize a user or device identifier or combination thereof, or any other

data that may be used to identify a user or device or combination thereof. In some

embodiments, a user may be identified based on a number of parameters. The parameters

from the gathered information include a delta of time parameter, to be discussed further

below. Other information or parameters may also be used to assist in identifying a user

and/or user device. In some situations, it may be impossible to extract data from a user

device so that only a generated device name can be used to identify the user device.



[0067] A delta of time parameter may be determined from information gathered

during a transaction between a user device and an online institution. Such information

may include a local time for a user device according to a clock of the user device. A local

time may include a date, hour, minute, second, millisecond, or any other denomination of

time. In one example, the clock of the user device may be a resident computer clock. In

another example, a clock may be an external clock that determines the time of a user

device. A user device may have one or more clock for determining a time of the user

device. Information from one or more clocks may be collected. Such information

collected may also include relevant time zone information, which may include

information about Daylight Savings Time.

[0068] Other information may be gathered during a transaction between a user device

and an online institution. For instance, upon making a connection, an online website

receives some non-personal identification information from the customer device. In

preferable embodiments, an online website may receive some non-personal information

taglessly. This non-personal information typically includes Common Gateway Interface

(CGI) parameters such as the customer's Internet Protocol (IP) Address and the

computer's Browser ID. While "hackers" can change, disguise, and/or emulate the IP

address to mask a fraudulent transaction, most do not now have the capability nor the idea

to do the same for the Browser ID. While some "hackers" can change the Browser ID, it

is not a trivial tool and if one needs to change it all the time it is not allowing those

thieves to easily steal, hence, they are likely to go to a site that does not check Browser

IDs. In some instances, some or all of the non-personal information may be used as part

of a global identifier.

[0069] In a typical embodiment, when a customer decides to purchase services,

goods, or information from a website, the customer inputs additional, and more personal,

identification information. This personal identification information may commonly

include the customer's name, address, billing and shipping information, phone number,

and/or e-mail address. Any other personal information, such as a customer's driver's

license number, social security number, a personal identification number, retail purchase

location, or any other information that may be captured as part of an online transaction

could be used to identify and minimize transaction fraud and identity theft. In some

instances, some or all of the collected personal information may be used as part of a

global identifier.



[0070] A website server can capture the local time of the customer's computer,

typically through a program such as JavaScript, as well as a reference time. In preferable

embodiments, the local customer computer time may be captured taglessly. The website

may capture customer computer time using a script that may extract information from the

customer computer, without pushing anything onto the customer computer. The script

may be a server side script. The script may extract information by querying the customer

computer. The script may be a time capture script from the website server for execution

by the customer computer. The time capture script may instruct the browser of the

customer computer to obtain selected information about the customer computer during an

online connection, including a local time according to a clock of the customer computer, a

non-personal identification parameter, and/or a personal identification parameter. The

customer computer may accordingly provide selected information in response to the

queries. The selected information collected by the time capture script, such as the local

time of a customer computer clock may be returned to the website server in accordance

with the time capture script. Thus, a clientless capture of information may be

implemented by the server.

[0071] Typically the reference time may be the time of the server's computer. The

time of a server's computer may include the local server time and any relevant time zone

information, or the server may be synchronized to a set time, such as Coordinated

Universal Time (UTC). The reference time may also be an authentication repository

server time. This may be the local time for the authentication repository, or the repository

time may be synchronized with a set time, such as UTC time. More details about

capturing time to calculate a delta of time parameter will follow.

[0072] The server then calculates the time difference (or delta of time) between the

customer's computer clock and the reference time, such as a server's computer clock. At

the server, a delta of time parameter may be calculated based on a difference in time

between the reference time (e.g., local server time, UTC time) and the local time of the

customer computer clock received from the customer computer. This can be recorded in

any desired format such as hours, minutes, seconds, or the like, but corresponds to a delta

of time parameter. The delta of time parameter, the non-personal information, including

but not limited to the preferred usage of the Browser ID, and/or the personal information

are stored by the merchant and used to identify the customer and/or customer computer.



[0073] In accordance with one embodiment of the invention, the relative customer

computer local time according to its resident clock may be captured, typically through a

program such as JavaScript or any other time indicator employed by telecommunications

and networking systems such as timestamps within transmitted data packets (e.g., TCP

timestamps in packets within a data stream wherein each packet includes a header portion

containing a 32-bit timestamp generated by a originating computer according to local

resident time). The local time of a customer computer or client may be captured during

any selected moment of action such as when the customer visits or is logging into a

merchant site, at the time of a purchase or at times during an exchange of information that

can be reflected in timestamp to data packets transmitted across a selected network or the

Internet. Similarly, the time can be captured at multiple times during an online

transaction.

[0074] In some embodiments, a merchant web server may also maintain and measure

a relative website server time according to a server clock. The time difference or delta of

time as between the customer computer clock and the server's computer clock can be

therefore calculated. This approach in determining when to measure a time of action or

event may be characterized as opportunistic in that measurements are taken at selected

moments in time. The delta of time can be measured, calculated and recorded by the

merchant web server or any other computer operating with or connected to the merchant

online system, such as an authentication repository. The delta of time may be measured

in any desired format or increments of time such as days, hours, minutes, seconds,

milliseconds (microseconds) or the like. Over different periods of time, the delta of time

parameters are generally persistent with relatively high degree of accuracy. Accordingly,

the measured time difference between these computer clocks provides a parameter in

accordance with this aspect of the invention that may link or associate a particular

customer computer with transactions. The association of the customer computer with a

transaction may help prevent fraud when a particular transaction may involve fraud.

[0075] The delta of time (Time Diff) parameter provided in accordance with this

aspect of the invention may function alone or combined with other parameters to provide

what may be characterized as a "PC fingerprint." Such devices include personal

computers or any other type of computing devices or computers (hereinafter collectively

PC). Each PC connected to the Internet may be configured slightly differently and may

possess identifiable characteristics distinguishing it from other devices which can be



exploited by the invention. A more accurate PC fingerprint may be generally developed

by considering a greater number of available computer related parameters. Such

computer related parameters may remain the same or may vary over time. Thus, a PC

fingerprint may remain static, or may dynamically change over time. The Time Diff

parameter may serve as part of a PC fingerprint for identifying a device which serves as a

distinctive mark or characteristic about a particular user device. In addition to a Time

Diff parameter, the flow of information exchanged during an Internet session may be

captured and provide significant information about the user PC on the other end. This

type of information exchange considered by the invention is preferably invisible and/or

transparent to users, and does not rely on user action or modification of online behavior.

[0076] The Time Diff parameter may thus link incidents involving fraud, hacking,

phishing etc. by automatically correlating information such as login data, computer data

and customer data. For example, by analyzing data sent from the user device, information

about the device and browser used by an individual may be obtained such as a Browser

ID, the Browser/device IP address and the particular Browser language. By formulating a

more accurate PC fingerprint or global identifier, there is less likelihood of mistakenly

associating a user with a fraudulent transaction (false positive) during e-commerce

transactions, or failing to detect a fraudster. Other applications of the invention include

national security and law enforcement whereby a computer can be uniquely identified in a

manner similar to way thieves can be identified by a physical fingerprint. Accordingly, a

PC fingerprint or global identifier provided by the invention enables the ability to link and

connect different online accounts and activity to a same device.

[0077] A global identifier provided in accordance with an embodiment of the

invention may be captured during selected moments of action during an Internet session,

such as the login step or procedure. The global identifier may be generated at a single

time or multiple times during an online transaction. Flags may be raised if the global

identifier changes in a particular way during an online transaction. The global identifier

may or may not incorporate a Time Diff parameter. The global identifier may be

analyzed in conjunction with a Time Diff parameter.

[0078] The Time Diff parameter provided in accordance with the invention may be

captured or measured during various selected moments of action during an Internet

session such as the login step or procedure. This may include measuring the Time Diff

parameter at multiple times during an online transaction, which may raise flags if the



Time Diff parameter changes noticeably during an online transaction. Many e-commerce

merchants, financial institutions, and Internet Service Providers (ISPs) manage accounts

and user logins on an enormous scale. This aspect of the invention can be applied to

broader applications online to authenticate a user or uniquely identify a computer on the

Internet in addition to e-commerce transactions and fighting fraud or identify theft. For

example, the invention may be applied where a merchant or financial institution (FI)

server resides in California, USA and a valid customer (Customer) who also normally

resides in California, USA. It shall be understood that the following examples below

describe login procedures which could be modified according to the invention for any

other selected moment of action during an Internet session such as logout procedures,

when a user clicks a "submit" button within a user interface, or transmission of any other

information between users online.

[0079] During a "valid" login procedure, the Customer may initiate a login procedure

from a web browser on a computer that registers a time according to its clock as follows:

Time=l 1:00 am/Time Zone: UTC -8 and an IP address from the California region.

Meanwhile, from the perspective of the FI, the recorded time at the FI server according to

its respective clock may be: Time=l 1:01 am/Time Zone: UTC -8 and an IP address from

the California region. It shall be understood that the invention may incorporate IP address

locator tools which determine an identifier for an online device and its location based on

geographic regions within a country or around the world. Upon analysis of this

information from the Customer that may be reflected on a conceptual or actual Score

Card, which can be calculated and stored in memory within the server of the FI or any its

other network computers, the FI can determine whether there is a match indicating a valid

user login. Accordingly, the exchange of information in the above described example

may be reflected as a match on or as a Score Card that measures the validity of the

customer: Time Diff=Match/Time Zone=Match/IP=Match.

[0080] During a "suspect" login procedure, a Customer may initiate a login procedure

from a web browser on a computer that registers a time according to its clock as follows:

Time=10:02 pm/Time Zone: UTC +3 and an IP address from a region in Russia.

Meanwhile, from the perspective of an FI, the recorded time at the FI server according to

its respective clock may be: Time=l 1:01 am/Time Zone: UTC -8 and an IP address again

from its California region. Upon analysis of this information from the Customer in

accordance with the invention, the Time Diff and Time Zone measurements as between



the Customer and the FI are different from prior valid logins and therefore not a match.

Furthermore, the IP address received by the FI indicating a device outside of the

California region would not be a match and further suggest an invalid login attempt by a

fraudster or other unauthorized individual. The Score Card for this login example

measuring the validity of the customer can thus show: Time Diff=No Match/Time

Zone=No Match/IP=No Match. The FI would be thus alerted that the alleged Customer

attempting to login was likely invalid.

[0081] During a "valid" login procedure from a Customer traveling with a computer

and browser in London, the Customer may initiate a login procedure at a registered time

according to its clock as follows: Time=l 1:00 pm/Time Zone: UTC -8 and an IP address

from a region around London. Meanwhile, from the perspective of an FI, the recorded

time at the FI server according to its respective clock may be: Time=l 1:01 am/Time

Zone: UTC -8 and an IP address again from its California region. Upon analysis of this

information from the Customer, the Time Diff and Time Zone measurements as between

the Customer and the FI are the same as prior valid logins and therefore a match. While

the IP address received by the FI indicating a device outside of the California region

would not be a match and suggest an invalid login attempt, the comparison of the Time

Diff and the Time Zone measurements would be a match. Because the Time Diff

parameter provided in accordance with the invention can be used in combination with

other fraud parameters for authentication and identification, a Score Card for this login

example measuring the validity of the customer could still show a match nevertheless:

Time Diff=Match/Time Zone=Match/IP=No Match.

[0082] The Time Diff parameter provides fraud detection tools for online merchants,

financial institutions and other parties providing services on the Web. These tools can be

applied to combat well recognized problems such as reducing the number of false

positives which reduce possible revenue from mistakenly identified valid users. In

addition, Time Diff based tools provide an effective solution to identifying and preventing

fraud during the course of international and overseas transactions where there are

significantly increased risks of fraudulent activity. Accordingly, the Time Diff

parameters herein allow the creation of a more accurate and relevant geo-location or PC

fingerprint for many different types of online transactions around the world.

[0083] It shall be understood that the Time Diff parameters provided in accordance in

this aspect of the invention may be defined as the difference in the registered computer



times as measured in any unit of time (e.g., days, hours, minutes, seconds, milliseconds,

microseconds) between any selected computers either alone, or in combination with the

Time Zone herein or any other temporal characteristics. Furthermore, as with other

embodiments described herein, the concepts of the invention can be preferably applied to

e-commerce transactions to deter or identify fraud but is not limited thereto and are

equally applicable to any other online application to uniquely identify and link a computer

device on the Internet according to a Time Diff parameter. While consideration of Time

Diff parameters alone may not be completely effective as with any solution against fraud,

phishing etc., the global identification and/or PC fingerprinting methods and techniques

provided herein enables effective link analysis between computer devices and

compromised accounts or any other transaction having or associated with a fraudulent

past or history. By following and learning from historical incidents of security breaches

and fraud, the invention can quickly pinpoint repeat offenders and build a stronger

defense against different criminal behavior or schemes now known and those that will be

developed in the future. The global identification and/or PC fingerprinting methods may

also permit the building of reputations for users and/or devices. The historical

information may be gathered and associated to increase, decrease, or maintain a

reputation/trust rating. It may be useful to know whether the user and/or device has a

high or low reputation rating to expedite transactions, provide incentives or offers, assess

likelihood of fraud, and/or prevent attacks.

[0084] A global identifier may be generated for use in detecting fraud related to

online commercial transactions or other commercial transactions. The global identifier

may include or be generated based on a device identifier. Further descriptions relating to

the global identifier are provided elsewhere herein.

[0085] In accordance with some embodiments of the invention, a device identifier,

such as a customer computer identifier may be generated for use in detecting fraud in

connection with online commercial transactions. The customer computer identifier may

be used to identify any user device. For instance, a merchant web server may receive

customer personal information, such as name, address, phone number, etc. A web server

may also receive non-personal information from the customer such as IP address and

Browser ID. The web server may capture the local time and the time zone at the customer

computer. The delta of time parameter may be calculated at one or more times during the

transaction. It should be noted that the delta of time parameter may be calculated at the



time of the customer login, other times during a transaction or at any selected moment of

action. Using the customer information and the delta of time parameters, the customer

computer identifier is determined. In some examples, a customer computer identifier may

include all the data collected as fields, may be a hash of the data, a combination thereof,

or any form of data derived from the collected data. In some instances, a global identifier

may include a customer computer identifier or be generated based on multiple customer

computer identifiers over time. The global identifier may optionally include an anchor.

Any one or more of these steps may be used in combination with each other and in a

different order of operation depending on selected applications. It should be further

understood that processes in accordance with this embodiment of the invention may

provide a delta of time parameter and a computer identifier and/or a global identifier

described elsewhere herein and also used together with other aspects of the invention.

[0086] In another preferable embodiment of the invention, a particular subset of

selected parameters or fields can combined or aggregated to construct a customer

computer identifier. For example, the customer computer identifier can be determined

based on selected customer personal information, customer non-personal information,

including a Browser ID and a delta of time parameter. These selected parameters are not

meant to be limiting and other information or fraud parameters described herein or

otherwise known to those of ordinary skill may be used to create a customer computer

identifier. Specifically, another preferable embodiment of the invention includes a

customer computer identifier consisting of a delta of time parameter plus a Browser ID

alone which can be used to identify or "fingerprint" a user computer. The delta of time

parameters provided in accordance with this and other aspects of the invention herein

offer fingerprinting capabilities that uniquely identify particular computing devices used

in online transactions. Because computer users rarely personally change the internal

clocks within their computers, the delta of time parameter will likely be the same (or

within a range or within predictable limits) for a computer every time that computer is

used to conduct an online transaction with the same merchant even if the user disguises or

changes the IP address. The Browser ID is also not likely to be changed, even by a

consumer seeking to perpetuate a fraudulent transaction. Thus, the delta of time

parameter (the difference between the time of day of the computer user's clock and a

reference time) is an important component of the computer identifier because it, along

with the preferred Browser ID or other personal or non-personal information, is a good



indication of the identity of a subsequent user on the same computer. The delta of time

parameter also allows the merchant to potentially locate the computer in terms of a time

zone, region, or country.

[0087] An online organization or merchant may include, remove, and weigh each

parameter within the computer identifier. For example, the merchant may choose to only

use the delta of time parameter and Browser ID to form the unique computer identifier.

Accordingly, the merchant may set a matching parameter to fit a level of comparison

between a first and subsequent transaction. For example, since deltas of time may slightly

change because of the differences in accuracy between the server and the user computer

clock mechanism, computer clocks and deltas may slightly vary over time. The merchant

may set the matching parameter to include a range of delta of time, such as a few minutes,

instead of an exact match. This way, even if the user computer "loses time," the matching

parameter can still identify the subsequent transaction as a potential fraudulent one based

on other information within the computer identifier.

[0088] FIG. 7 shows an example of how device identifiers may change over time. For

example one or more device identifiers may be generated for the same device. In some

instances, the device identifiers may be generated during each online transaction using the

device. A single device identifier or multiple device identifiers may be generated during

an online transaction. The device identifiers that have been identified as belonging to

the same device may be stored in memory. For example, for a particular device, DID1,

DID2, DID3, DID4, DID5, DID6, and any other device identifiers identified as belonging

to the same device may be stored in memory and/or accessible. The information relating

to a particular device may be aggregated. Thus, a device identifier may have longevity.

The change of a device identifier and/or rate of change of a device identifier over time

may be tracked.

[0089] The device identifiers may or may not change over time. In some instances,

one or more parameters making up a device identifier may change. In some instances, a

certain degree or magnitude or change may be expected for one or more parameters, if

they belong to the same device. Change may be assessed based on which parameters

changed. Also, the degree or magnitude or the types of changes may be analyzed. In

some instances, overall change of the device identifiers may be monitored. The change of

specific parameters used to formulate the device identifiers may be monitored.



[0090] In some instances, one or more device similarity percent (DSP) may be

calculated. In one example, a device similarity percent (e.g., DSP A) may be calculated

between a first device identifier and a second device identifier (e.g., DID1, DID2). The

DSP may be calculated based on numerical or value differences between one or more

parameters involved in the formulation of the device identifier. In some instances,

weighting of the one or more parameters may be involved in calculating the DSP. One or

more qualitative aspect may be taken into consideration when calculating the DSP. In

some instances, if the DSP exceeds a predetermined threshold, the device identifiers may

be determined to belong to the same device. The predetermined threshold may have any

value (e.g., numerical percent value, such as 60%, 70%, 80%, 90%, 95%, or 99%). In

some instances, DSPs may be calculated for various device identifiers that are alleged to

belong to the same device and/or the same user. In other embodiments, DSPs may be

calculated for all device identifiers collected by a merchant or consortium, and used to

determine whether the device identifiers belong to the same device.

[0091] The DSPs may be calculated for the overall device identifier and may have

fixed thresholds. In some instances, similarity percentages can be calculated for

individual parameters of a device identifier and may have the same thresholds for each

parameter, or may have varying thresholds for different parameters (e.g., it may be more

acceptable or expected for certain parameters to change than other parameters). In some

instances, the rate of change of device identifiers may be considered. For example, if a

user for a device regularly makes many changes or updates, then a lower threshold for

those changes may be provided, as long as the changes remain within a threshold rate of

change.

[0092] In one example, a first device identifier (e.g., DID1) and a second device

identifier (e.g., DID2) may be compared to generate a device similarity percent (e.g., DSP

A). The device identifiers may be determined to belong to the same device. A third

device identifier (e.g., DID3) may be compared to determine if the third device identifier

belongs to the same device as the first and second device identifier. In some instances, a

second device similarity percent (e.g., DSP B) may be calculated. DSP B may be

calculated between the third device identifier (e.g., DID3) and the second identifier (e.g.,

DID2). In some instances, device similarity percents may be calculated between the

current device identifier and the immediately previous device identifier to determine if the

current device identifier belongs to the same device as the previous device identifier. In



some other instances, DSP B may be calculated by assessing the similarity between DID3

and multiple previous device identifiers (e.g., DID1 and DID2). The multiple previous

device identifiers may go back to a limited number of previous device identifiers, or may

include all device identifiers analyzed as likely belonging to the same device. The DSP

may be calculated between each of the previous device identifiers and the current device

identifier (e.g., between DID3 and DID2, and between DID3 and DID1). In other

embodiments, the DSP may be calculated between the current device identifier and a

conglomeration or some sort of combination of the previous device identifiers.

[0093] Similarly, when another device identifier (DID4) is generated, the device

identifier may be compared with previous device identifiers (e.g., DID3 and/or others).

The DSP (e.g., DSP C) may be calculated between DID4 and DID3 (or any previous

device identifiers).

[0094] The DSPs may acknowledge that a device identifier may evolve over time.

One or more parameters used in the generation of a device identifier may change. For

example, clock skew may be provided on a device, that may alter the time difference

parameter between the device and a server. In another example, software and/or settings

of the device may be altered or upgraded. A DSP may be used to determine whether the

change is of a type and/or magnitude that makes it likely that the device identifier refers

to the same device as the others.

[0095] In one example, as illustrated in FIG. 7, the device identifiers (e.g., DID1,

DID2, . . .) may provided for one or more device 710a, 710b. The device identifiers may

be provided for the same device or different devices. The device identifiers may be

compared (e.g., DID1 vs. DID2) to determine whether the devices associated with the

identifiers (e.g., 710a, 710b) are the same device, or different devices. The DSP (e.g.,

DSP A) may be a measure of the comparison that may used to determine whether the

devices are the same devices or different devices. The devices may include a memory

712a, 712b, processor 714a, 714b and/or a communication interface 716a, 716b. The

memory may store information and/or non-transitory computer readable media. The

processor may be capable of executing one or more step. For example, the processor may

execute one or more step in accordance with the non-transitory computer readable media.

The communication interface may enable the device to interact directly with an external

device or over a network. A device identifier (e.g., DID1) may be determined based on

one or more characteristics of a device 710a. In some instances, the information stored in



a memory 712a of the device may be used to determine a device identifier. In some

instances, the device may have a clock, and information from the clock may be used to

determine a device identifier.

[0096] FIG. 8 shows an example of how a global identifier may be formed. A global

identifier may be generated based on a device identification component and/or an anchor.

In some embodiments, the global identifier may be generated based on a dynamic portion

and a static portion. Optionally, the device identification component may be a dynamic

portion, and an anchor may be a static portion. The anchor may serve as a baseline or

reference. The anchor may serve as an index by which to access information. The global

identifier may include a portion that is based on device identification, and a portion that is

based on user identification. Optionally, the anchor may be based on user identification.

[0097] A global identifier may be stored in memory. For example, the global

identifier may be stored in a memory of a repository.

[0098] A global identifier may be formulated based on two or more portions. For

example a device identification portion and anchor portion may be provided. Such

portions may be stored separately, or may be combined together. For example, a device

identification portion may be accessed independently of an anchor portion. The device

identification portion and the anchor portion may be associated with one another. Such

portions may be appended, or hashed together. For example, a string representing a

device identification portion may be appended to a string representing an anchor portion.

In another example, a string may be formed representing some combination of the device

identification and anchor portions.

[0099] The device identifier portion may incorporate one or more device identifiers

collected over time. For example, the device identifiers may be formulated based on, or

may include, one or more characteristics of a user's device, such as IP address, Time Diff

Parameter, or other characteristics. In some instances, the device identifiers may

incorporate information relating to a physical feature of the user device or data collected

from a portion of the device. For example, the device identifier may include or be based

on information collected from a clock of the device. The device identifier may or may

not include information that is hard-wired into the device. The device identifier may or

may not include one or more settings of a device which may or may not change over time.

[00100] The device identifiers may be collected at one or more different times. They

may be collected over one or more different transactions. In some instances, one or



multiple device identifiers may be collected during any given transaction. In one

example, a current device identifier DID , a previous device identifier DID _i, and earlier

device identifier DID _2, etc. may be used to formulate a device identification component.

The various device identifiers may be appended to one another and/or hashed together.

Any number of device identifiers may be used to formulate the device identification

component. In some instances, a predetermined number of device identifiers may be used

(e.g., the last one, two, three, four, five, six, seven, eight, nine, ten, fifteen, twenty, thirty,

fifty, one hundred or more device identifiers may be used to formulate the device

identification component). Alternatively, there may be no limit to the number of device

identifiers used to formulate the device identification component. The evolution of a

device identifier may be stored and/or tracked. As additional information about a device

is captured, it may be added to a device identification of a global identifier, which may

historically track the evolution of the device identifier. Alternatively, a global identifier

may have a single device identifier, and global identifiers having device identifiers

determined to belong to the same device may be linked or associated with one another.

They may share the same unique trust insight identifier, as described elsewhere herein.

[00101] In some instances, a device similarity percent (DSP) may be calculated

between device identifiers to determine whether they belong to the same device and

whether the new device identifier should be included in the device identification portion

of the global identifier. For example, a global identifier for Device A may be provided.

The device identification component may be based on DIDN, DIDN-I, DIDN-2, etc. A new

device identifier may be captured and/or formulated from a device DIDN+I . The DSP may

be calculated between DID +i and DID , or between DID +i and each of the device

identifiers individually or in some form of combination. The DSP may be used to

determine if DID +i belongs to Device A and should be included with the other identifiers

as part of the global identifier for Device A. For example, if the DSP exceeds a threshold

value (e.g., 80%, 85%, 90%, 93%, 95%, 97%, or 99%), DID N+i may be added to the

device identifier. Adding a new device identifier may or may not cause an older device

identifier to drop off.

[00102] An anchor portion may include personal information about a user. For

example, the anchor portion may include a user's email address, credit card number,

name, social security number, phone number, other personal information, or combinations

thereof. In some instances, the anchor may include a user's IP address, class C address,



user ID, ABA routing and/or account number, or any combinations thereof. The anchor

portion may be information or combinations of various pieces of information that may be

unique to a user. In some instances, an anchor may be a single piece of information or

may be derived from a single piece of information, such as a user's email address alone.

In some instances, combinations of various pieces of information may form anchor

information that may be appended to one another, and/or hashed together. The anchor

portion may be static and not change over time. In some instances, an anchor may be an

index, baseline, or reference point.

[00103] Optionally, a user may update the user's personal information (e.g., e-mail

address, other contact information). Verified updates may cause certain anchor values to

be equated to one another. For example, if a user's old email address is an anchor value,

the new email address may also be an anchor value. The old and new email addresses

may be associated with or equated to one another for device tracking purposes.

[00104] In some embodiments, anchors may be one-way hashed. Anchors may enable

specific anonymity. For example, analytics may be run on a device's data without

actually receiving the data. For example, the device may send one-way hashed data.

Such data may include user information and/or device information. For example, if a

user's email is johndoe@domain.com, a hashed string may be sent representative of the

email (e.g., 6031 168D5AF405AFF89A50C900423FB9E3231F5B). Analytics maybe

performed on the hashed data and/or the hashed data may be used for identification

without requiring the underlying initial information. In some instances, such initial

information may be collected by a merchant or other host. The merchant or other host

may only send the one-way hashed data to the consortium. Thus, other merchants or

hosts may not have access to the information. Alternatively, the underlying data itself

may be sent for analytics.

[00105] FIG. 9A shows an example of information that may be tracked for

identification verification and/or fraud detection. One or more of the following may be

tracked: device identifier, anchor, age of anchor, global identifier, age of global identifier,

first visit, last visit, visit number, trust score, time difference, device similarity percent

(DSP), and/or processing time. Such information may be collected during a

transaction/communication with a user device and another device (e.g., host server). The

information may be collected at a single time during a transaction/communication, or

multiple times during the transaction/communication. Information may be collected one



or more times during each transaction/communication. The information may be collected

from the user device taglessly or by any other techniques.

[00106] FIG. 9B shows an example of the information that is collected and/or stored.

The anchor may be provided as a string. The anchor may be formulated based on

information about a user. The anchor may be a hash of information collected about the

user. The age of the anchor may be stored in any time value. For example, the age of the

anchor may be stored in years, months, weeks, days, hours, minutes, seconds, or

milliseconds.

[00107] A global identifier may be provided. The global identifier may be based on

the anchor information and/or device identification information. In some instances, a

global identifier is a device identifier. The global identifier may be provided as a string or

hash of the information collected. The age of the global identifier may be provided in any

time value.

[00108] The time that a device having the same global identifier first visited a

particular host, or any host of the consortium may be stored. The last time the device

having the same global identifier visited the particular host, or any host of the consortium

may be stored. The number of visits of a device having the same global identifier has

visited the same host, or any host of the consortium may be stored. The length of time

over which a device having the same global identifier has visited the same host, or any

host of the consortium may be stored. The frequency of visits or currency values

involved in the visits may also optionally be stored. Such information may be useful in

determining a trust score or reputation for the device and/or user.

[00109] A trust score may be provided. The trust score may reflect a reputation of the

device and/or user. In some instances, the trust score may be refiective of information

collected from a device without requiring use of any information pertaining to a user.

Alternatively, the trust score may be reflective of information collected relating to a user

without requiring use of any information pertaining to a device. In some embodiments,

the trust score may be reflective of information collected from both a device and a user of

the device. The trust score may or may not include personally identifiable information of

the user. The trust score may or may not include information pertaining to one or more

user interaction with a host (e.g., currency amounts, types of transactions, etc.).

[00110] Having a higher trust score may provide a higher reputation and/or less

likelihood of fraud. The trust score may be a numerical value (e.g., 1 to 10, 0 to 100), a



letter grade (e.g., A, B, C, . . .) or any other form of rating. Activity by a user (e.g., online

activity, financial information, other detected activity) may be analyzed to determine

whether the activity is likely to be good (i.e. or not bad). Good or 'not bad' activity may

cause an increase in trust score, whereas 'bad' activity may cause a decrease in the trust

score. The trust score may be generated by the consortium based on information

collected at the consortium. In other embodiments, the consortium may provide

information to a host that may generate the trust score. The trust score may be shared

across multiple hosts. In some embodiments, the trust score may be accessible via hosts

in the consortium even if the user and/or device has never accessed the host, or it's the

first time for the user and/or device to access the host. For example, if a user is

interacting (e.g., partaking in a transaction) with a host for the first time, the host may be

able to access a trust score for the user from the consortium without having had any

previous interactions with the user. The user and/or device's historical interactions with

other hosts or members of consortium may be used to determine a trust score and/or

reputation for the user and/or device that can follow the user and/or device to a new host.

Thus, a new host may use the trust score to determine whether a user and/or device is

likely to be trustworthy, even if the user or device has never accessed the site before.

This may advantageously leverage historical information from the consortium and the

members of the consortium.

[00111] The trust score may be useful for determining a likelihood of fraud. For

example, a device or user having a lower trust score may be more likely to engage in

fraudulent activities or be involved in a fraudulent activity. A trust score may assist with

establishing a reputation for a device and/or user. In some instances, information may be

collected over a longer period of time before a trust score can increase to a particular level

(e.g., it may be difficult to determine if a new device or user is 'trustworthy', but

monitoring a device and/or user over an extended period of time may determine with

greater confidence whether the device and/or user is trust worthy). In some instances,

information may be collected over a larger number of visits before a trust score can

increase to a particular level. In some instances, a certain currency (e.g., dollar) amount

may need to be exceeded overall in various transactions before a trust score can increase

to a particular level.

[00112] A trust score may be useful in determining whether to permit the completion

of a transaction. For example, a user may interact with a merchant or other entity. A



request may be made for a financial transaction (e.g., the user purchases an item or

service from the entity, the user provides a donation to the entity). The merchant may

send information about the transaction to one or more third party (e.g., acquiring bank,

global financial services, issuing bank) that may confirm or deny the transaction. One or

more of the third party may access information in a data repository pertaining to the

device and/or user, which may include the trust score. The merchant may also optionally

access information pertaining to the device and/or user, which may include the trust score.

If the trust score meets or exceeds a predetermined threshold, the transaction may be

confirmed; if the trust score falls beneath the predetermined threshold, the transaction

may be denied. The merchant and/or the third party may be provided with an identifier

that may serve as an index to access the information. In some instances, the index may be

a global identifier as described elsewhere herein, or an anchor value. In some instances,

the index may be formed of information that may be sent to the one or more third party in

a usual course of confirming or denying a payment. The index may include a user name,

credit card number, and/or transaction amount. In some instances, the index may be an

anchor value as described elsewhere herein.

[00113] Having a lower reputation may provide an increased likelihood of fraudulent

activity. In some instances, having a higher reputation may provide specialized privileges

and/or treatment. In one example, a denial of service (e.g., DDOS) attack may occur on a

server. Devices or users with high reputation may be identified and allowed to go through

(e.g., perform actions/transactions on the server). Devices with low reputation and/or not

high reputation may be prevented from performing an action with the server, thereby

reducing traffic and the likelihood of a DDOS attack. In some instances, more security

checks or identification verification procedures may be implemented for users and/or

devices with a lower reputation.

[00114] Another example of specialized privileges or treatment for a higher reputation

user or device may be qualifying the user for a special offer or status. The special offer

may include discounts, coupons, rewards, cash, certificates, promotions, or other rewards

for having a high reputation. In some instances having a higher status may allow a user to

receive specialized treatment (e.g., less wait time, accelerated review, easier access to

customer service representatives, receipt of special offers not accessible to others, free

shipping, access to items or multimedia for free or discounted costs for which others

would have to pay full value, higher level of service or credit). In some instances, the



special offer or status may be offered outright to the user who is new to the host based on

their pre-existing reputation at the consortium, which may reduce or eliminate the need

for investigation by the host before providing these offers. This may permit the host or

other hosts to focus review efforts on the higher risk transactions.

[00115] In some instances, more access or privileges may be granted to devices and/or

users with higher trust scores. Trust score information may be useful for account

openings, account login, and/or new and repeat buyers. The use of trust scores may

permit such actions to take place at a sooner time. For example, a user may be relatively

new to a host, but the host may determine that the user has a good reputation based on

information from the consortium and provide the access or privileges. For example, a

user may be opening an account with a host. The host may determine that the user has a

good reputation from the user's pre-existing trust score, and may expedite approval for

the user account and/or provide privileges upfront. For example, the host may permit

more transactions (e.g., interactions, logins and sales) for new or returning customers at

the outset. The host may permit the transactions without requiring the user to go through

additional validation. Alternatively, if the host determines that the user has a bad

reputation from the user's pre-existing trust score, the host may reject the user's account

outright, or may put the user on a probationary period, provide limited access, or require

additional specialized actions by the user. This may save the host time be reducing the

number of manual reviews and may reduce costs of handling reviews. This may also

reduce or eliminate delays for users with good reputations.

[00116] A trust score may evolve over time. The trust score may be associated with a

device, so even if the device identifiers may evolve over time, the trust score may carry

through based on the historical information of the device. Unique trust identifiers may be

generated and/or tracked for each of the identified devices.

[00117] The trust score may be based on collected information. The trust score may be

calculated based on a relationship between a device and an anchor. The relationship may

be calculated based on the number of times the device-anchor pairs have been seen in the

wild (e.g., among transactions at the same host or across multiple hosts of the

consortium), and/or how long the pair has been seen together. This may permit a high

score for digital consumers who repeatedly use their devices and anchors together. It may

also permit the score to be limited for those who want to inflate their score, by limiting

the number or types of interactions used.



[00118] A time difference parameter (e.g., TDL) may be provided. The time

difference parameter may be stored in any time unit. The time difference parameter may

be calculated using any techniques described herein. The time difference parameter may

be stored separately from the global identifier and/or may be incorporated into the global

identifier.

[00119] A device similarity percent (DSP) may be provided in accordance with an

embodiment of the invention. The DSP may have characteristics as described elsewhere

herein. In some instances, the DSP may be calculated for the present device identifier

relative to a previous device identifier. DSPs may be calculated for the present device

identifier relative to multiple previous device identifiers. The various DSPs may be

compared to determine if the present device identifier belongs to a particular device. A

higher DSP may provide a higher likelihood of a match. In some instances, the DSP

value exceeds a threshold value in order for a device identifier to be associated with a

particular device.

[00120] Processing time may be calculated in accordance with an embodiment of the

invention. The processing time may be indicative of the amount of time it takes to

process the other calculated information. The processing time may be stored in any units

of time measurement. In some instances, if a processing time exceeds a particular

threshold, a red flag may be raised as suspicious activity.

[00121] FIG. 10 shows an example of a tracking method in accordance with an

embodiment of the invention. Behavioral analytics may be used to authenticate a user. In

some instances, user identification and/or authentication may include one or more factors

such as what the user knows (e.g., personal information such as the user's email, phone

credit card, etc.), what the user has (e.g., the user's device information), and/or what the

user repeatedly does over time (behavioral analytics). Such information may be

incorporated in a method of tracking information useful for identification and/or

authentication.

[00122] In some embodiments, a tracking method may include one or more steps of:

device identification, associating a device with an anchor, recognizing a returning user,

and/or authenticating a user and/or device to an anchor. Any of the steps may be optional,

and/or may occur in the order presented or any other order. Additional steps may be

included.



[00123] Device identification may occur using one or more techniques described

elsewhere herein. Information about a device may be collected, as described in various

embodiments herein. Examples of such information may include device IP address, time

difference parameter, and/or any other characteristics. The device identification may

occur taglessly. The device identification information may be stored in memory. The

device identification information may be accessible by one or more entities of a

consortium.

[00124] The device identifier may be associated with an anchor. The anchor may have

one or more characteristics as described elsewhere herein. The anchor may be formulated

from personal information of the user. A global identifier may incorporate the device

identifier and/or the anchor. The anchor information and/or global identifier may be

stored in memory, which may be accessible by one or more entities of a consortium.

[00125] A returning user may be recognized. In some instances, the returning user

may be recognized based on the device identifier and/or anchor. For example, a device

identifier may be compared with previously stored device identifier in order to determine

whether the returning device is the same device. A device similarity percentage (DSP)

may be calculated. If the DSP exceeds a certain threshold, the device identifier may be

determined to belong to the same device as the previously stored device identifier. The

anchor may be compared with a previously stored anchor. In some instances, an exact

match may be required for the anchor. Alternatively, the anchor may fall into an

acceptable range of similarity as the previously stored anchor. In some instances, a global

identifier or the combination of a device identifier and anchor may be assessed in

determining whether a user has returned. Further examples of techniques of determining

whether a device and/or user is returning may be described in greater detail elsewhere

herein.

[00126] A user and/or device may be authenticated to an anchor. In some instances, if

it is determined that the same device or user is returning, authentication may be provided.

In some instances, it may be determined whether the returning user and/or device

provides an increased likelihood of fraud. Similarly, the returning user and/or device's

reputation may be assessed. Based on such assessments, a user and/or device may be

authenticated to the anchor.

[00127] FIG. 11 provides an illustration of information that may be stored and used to

track a device and/or user in accordance with an embodiment of the invention. In some



instances, examples of information that may be stored may include a date/time 1110, raw

anchor value 1112, formulated anchor value 1114, device similarity percent (DSP) 1116,

# unique identifier 1118 (e.g., device identifier/global identifier), identifier 1120 (e.g.,

device identifier/global identifier), and/or visit number 1122. Such information may be

stored in a memory. Examples of memories may include one or more databases, which

may be distributed over one or more devices, such as servers. The records may be stored

in a cloud computing environment or in a peer to peer manner.

[00128] The date/time 1110 may include when information was collected from a user

and/or device. The date/time may indicate a time at a transaction when an identifier

and/or anchor were calculated. The date/time may indicate a time that information was

conveyed to a consortium. The date/time may have any format. The month, day, and/or

year may be included. In some instances, the day of the week may be included. The time

may be recorded. The time may have any format, such as military time, or a time plus an

AM or PM indicator. The time may be provided in hours, minutes, seconds, and/or

milliseconds. The times may be in reference a consortium clock or a reference time used

by the consortium. Alternatively, the times may be in reference to a host server, and/or

user device.

[00129] A raw anchor value 1112 may be included. The raw anchor value may or may

not be sent from the device to the host. In some instances a one way hash may be

provided. In another example, the raw anchor value may or may not be sent from a host

to a repository of the consortium, and/or other hosts. In one example, the raw anchor

value may be an email address. In other examples, raw anchor information may be

associated with a user and/or transaction (e.g., combination of the user's name, credit card

number, transaction amount). In the illustrated example, the records having the same

anchor value may be gathered and/or associated with one another.

[00130] A formulated anchor value 1114 may be included. In some instances, the

formulated anchor value may be calculated based on a raw anchor value. The formulated

anchor value may be a hash of the raw anchor value. For example, if the raw anchor

value is ntemp@gmail.com, the formulated anchor value may be a string, such as

5c441aldea399046a5fbld3d881d72dba9ece38f. In some instances, the formulated

anchor value may be a one-way hash of the raw anchor value. In some instances, the

formulated anchor value may be sent from the device to the host. Alternatively, the



formulated anchor value may be sent from the host to a repository of a consortium, or to

another host.

[00131] The example provided in FIG. 11 shows information collected for a particular

anchor. Over multiple transactions (e.g., in the wild), multiple anchors may be collected.

In some instances, the information may be sorted or indexed by anchor. Information

sharing the same anchor may be grouped, linked, associated, or accessible together. In

some instances, one or more anchor may be equated with another. For example, if a user

changes the user's email address (and optionally such change is verified to be accurate

and not fraudulent), the old email address and new email address anchors may be

associated with one another and/or equated to one another. For data entries 1130, 1132

having the same raw anchor value 1130a, 1132a, the formulated anchor values 1130b,

1132b may be the same.

[00132] A device similarity percentage (DSP) 1116 may be calculated. The DSP may

be calculated between one or more device identifier and/or information. In some

instances, characteristics of a device, such as IP address, time difference parameter, or any

other characteristics may be collected. The characteristics of the device may be compared

with previously stored characteristics. In some instances, the characteristics may be used

to formulate a device identifier. The device identifier may be compared with a previously

stored device identifier in order to calculate a device similarity percent. The device

similarity percent may provide a measurement or metric of the similarity between one or

more characteristics of the device. In some instances, device characteristics may change

over time. For example, a time difference parameter may change over time. A device

clock may have an internal clock skew, which may cause the time difference between the

device clock and a reference clock to vary over time. In another example, a device

system or application may be updated with new versions. In some instances one or more

characteristics of the devices may be weighted when calculating the device similarity

percent. A device similarity percent of 100% may indicate that the device characteristics

match exactly. In some instances, when a new device is detected, it may have a default

value of 100% 1130c.

[00133] A # unique identifier 1118 may be provided. For a given record entry, the

number of new devices may be tracked. If the device similarity percent for a device is

below a particular threshold, the device may be determined to be a new device. In some

instances, the device information is compared to any previous devices. For example, the



entry 1134 on 5/05/201 1 at 22:05:33 may have one or more device characteristics that

may be compared with previously stored device characteristics. This may include

comparing a device/global identifier based on one or more device characteristics with

previously device/global identifiers. The device characteristics may be compared against

those associated with Device # 1 (as identified in entry 1130 having the #unique identifier

1 1130d), and/or with Device #2 (as identified in entry 1132 having the # unique

identifier 2 1132d). The DSP 1134c was found to be 49.25%. The DSP may be

calculated against Device #2 only, or both Device # 1 and Device #2. The percentage

49.25% may be the highest DSP found. In this case, the DSP is below a threshold value

(e.g., 95%), which indicates a new device, Device #3 (having the # unique identifier 3

1134d). By contrast, the entry 1136 on 5/01/201 1 at 09:05:17 yielded a DSP 1136c of

99.69% relative to Device #2. This value exceeded the threshold, which indicated that

entry was performed by Device #2 as well.

[00134] An identifier 1120 may be provided. The identifier may be derived from one

or more device characteristics. The identifier may be a device identifier. The identifier

may be a global identifier which may or may not incorporate the anchor. Devices

involved in transactions determined to be performed by the same device may have the

same identifier. For example, all of the Device # 1 entries may have the same identifier

1130e. All of the Device #2 entries may have the same identifier 1132e which may be

different from the Device # 1 identifier. The identifier may be a hashed string. The

hashed string may be a one way hash based on one or more device characteristics. The

device characteristics may or may not be shared with the consortium. In some instances,

only the identifier is shared with the consortium.

[00135] Visit numbers 1122 may be tracked. For example, the visit number for each

device may be tracked. When a new device is detected (e.g., entry 1134 on 5/05/201 1 at

22:05:33), the visit number may be set to 1 1134f. Each subsequent visit from the same

device may increase the visit number 1138f, 1140f. In one example, the entry 1132 on

02/19/201 1 at 07:22:00 shows a low DSP 1132c which indicates a new device (Device #2

1132d), and visit # 1 1132f for that device. The next entry 1142 on 2/20/201 1 at 08: 10: 13

provides a DSP 1142c that exceeds a threshold and is identified to match with Device #1,

and visit #4 1142f for that device.

[00136] Thus, for a given anchor, such as email address 1130a, the various devices

1130d, 1132d, 1134d may be identified and tracked. The presence of new devices and



the number of visits 1122 for the various devices may be tracked. The time that the

devices access the system may also be tracked. The pattern of one or more devices for the

anchor that access the system may be analyzed. As a device (having a # unique identifier,

e.g., trust insight identifier) and anchor pair are tracked over time, the trust score for the

pair may be calculated. The trust score may be useful for detecting fraud, providing a

reputation, or reducing attacks, such as denial of service (DDOS) attacks.

[00137] FIG. 12 provides an example of a user interacting with multiple devices in

accordance with an embodiment of the invention. For instance, a user (NTEMP) 1210

may interact with a system using one or more devices (e.g., Device # 1 1220a, Device #2

1220b, Device #3 1220c, Device #4 1220d). The one or more devices may be identified

through transaction records, as described in FIG. 11. For instance, a raw anchor value

may be the user's email address (e.g., ntemp@gmail.com), or other information useful for

identifying the user. A device identifier may be determined for the one or more devices

based on information collected from the devices. A device similarity percent may be

calculated for the information collected from the devices. If the device similarity percent

is above a predetermined threshold in comparison to a previous record for a device, the

device may be determined to be the same as that device from the previous record. For

example, if the device similarity percent is greater than the threshold (e.g., 97%) when

compared with Device #1, it may be determined that the device from a current transaction

is Device # 1 1220a which had a previous record. If the device similarity percent is less

than 97% when compared to records for Device # 1 and Device #2, but greater than 97%

when compared to records for Device #3, it may be determined that the device from the

current transaction is Device #3 1220c. If the device similarity percent is less than 97%

when compared to all pre-existing records for devices (e.g., Device #1, Device #2, and

Device #3), it may be determined that the device from the current transaction is a new

device, Device #4 1220d.

[00138] The one or more devices 1220a-d that a user may use to interact with the

system may include a memory (M), processor (P) and/or user interface (UI). The memory

may store information, which may include non-transitory computer readable media

comprising code, logic, instructions for performing one or more step. The memory may

include information about the device and the setup of the device. The processor may be

capable of performing one or more step, optionally in accordance with the non-transitory

computer readable media. The user interface may permit the user 1210 to interact with



the device. For instance, the user interface may display data to the user. A user may be

able to use the device to perform a transaction with one or more entity, via the user

interface. For example, a user may perform a financial transaction with a merchant using

the device by using information displayed on the user interface.

[00139] FIG. 3, as previously described, shows an implementation where data may be

shared. A consortium may be provided with one or more entities (e.g., one or more

merchants denoted by Airline 1-6). One or more user devices may interact with the one

or more entities. A data repository (e.g., user management module) may be provided

where the entities may store, access, and/or share information with one another. One or

more users may interact with a plurality of entities. In one example, a user (e.g.,

NTEMP), may interact with one or more online entities (e.g., Airline 5, Airline 2, Airline

1) using one or more devices (e.g., Device # 1 301, Device #2 302, Device #3 303, Device

#4 304). In some instances, the user may interact with multiple online entities (e.g.,

Airline 1 and Airline 5) using the same device (e.g., Device # 1 301). Information about

transactions conducted between the user and the online entities using the various devices

may be collected. In some instances, the information may be stored in a repository (e.g.,

user management module) that may be accessed by the multiple online entities, or may be

stored at the multiple online entities who may communicate with one another. An anchor

value may be provided pertaining to the user. For example, the user's email address (e.g.,

ntemp@gmail.com) may be collected for each transaction. The anchor value may serve

as an index or a way of sorting records relating to the transaction.

[00140] Information from the devices (e.g., Device #1, Device #2, Device #3, Device

#4) may be collected through the multiple transactions. The same device may be used for

multiple transactions with the same online entity or different online entities. A device

identifier may be formulated based on the information from the devices. A device

similarity percent may be calculated based on information from the devices. The device

similarity percent may be used to identify the device as a device from a previous

transaction, or a new device. The number of visits by each of the devices may be tracked.

Activity by each of the devices may be tracked. Such information may be useful for

determining a reputation for a device and/or the user. For example, a particular device

may act in a suspicious manner, while other devices of the user do not raise red flags.

The user may be notified of this activity, and asked to verify the device that is acting in

the suspicious manner. In another example, a user may act suspiciously, regardless of



which device is being used. The various online merchants interacting with the user may

be warned, based on the anchor value. In another example, the number of devices in

themselves may be cause for suspicion (e.g., if a user uses a large number of different

devices in a short period of time). In another example, such information may be useful

for determining a good reputation of a device. For example, if a user has used a particular

device many times without incident, the device may be 'trusted' or less likely to raise a

red flag. If a user is using a new device, the device may have yet to earn the 'trust' and

may be monitored more carefully or strictly for different activity.

[00141] In a consortium with one or more online merchants, each merchant may be

able to autonomously choose how to weigh each parameter of a global identifier or a

computer identifier. Alternatively, in a consortium, a central repository may determine

the weight of each global identifier or computer identifier parameter for each of the online

merchants.

[00142] Accordingly, once a merchant determines that a first fraudulent transaction

may have been made, the merchant can flag the customer computer identifier, i.e. a

Browser ID and delta of time. Thus, a customer computer may be correlated with a

potentially fraudulent transaction based upon the customer computer identifier. In some

embodiments, the computer identifier may include at least its delta of time and Browser

ID, but may also include other personal and/or non-personal information. Then, the

matching parameter can be used to identify a subsequent transaction which reveals a user

or device with an identical set of computer identifiers. The matching is typically

implemented by software, for example, on a hard disk, floppy disk, or other computer-

readable medium. The subsequent transaction may occur with the same merchant or

another merchant in the consortium. In some instances, a trust score may be associated

with the customer computer and a fraudulent transaction can negatively impact the trust

score for that computer.

[00143] In some embodiments, once a merchant web server determines the computer

identifier (CI) for a first transaction, CIi and a subsequent transaction, CI2, a comparison

can be made as between the two identifiers. The two transactions may or may not be with

the same merchant. After the comparison has been made, a computer implemented

software program may continue to execute the next step of assigning a matching

parameter value to the pair of transactions based on the similarities between the first and

subsequent transactions. In some instances, the trust score for a computer of a present



transaction may be provided. The website server running the program to compare

computer identifiers may inform a merchant of the matching parameter value and/or trust

score, which in turn may provide information suggesting to cancel or confirm the

transaction, inform the costumer status order, demand more information, or the like. The

merchant may then choose its desired course of action. It shall be understood that the

memory of a merchant web server may contain software programs with instructions to

perform any combination of these steps to provide these and any other methods described

herein in accordance with the invention.

[00144] Such a method may be used for a standalone merchant with customer

computers or devices. Similarly, the method may be applied to one or more consortia.

Either a merchant web server or an authentication repository may be determining the

computer identifier and either may assign a matching parameter value. For example, the

authentication repository may inform a merchant of a value and suggest confirming or

denying the transaction. In some cases, the repository may determine a merchant's course

of action. In one or more consortia, the matching parameter and/or trust score may be

determined from information gathered from any transactions with any organizations in the

consortia. Also, information gathered or processed by a merchant may be shared with

other merchants in the consortia.

[00145] For instance, a series of computer identifiers, CI1-CI 4, and/or global identifiers

may be matched. Any description herein of a CI may also apply to a global identifier and

vice versa. When a CI is generated by a method or software program by a device to be

identified or associated with a known fraudulent transaction, it can be compared to

another selected CI. These CI's may or may not be from transactions with different

online organizations in a consortium.

[00146] In one embodiment of how fraud detection may be implemented, during a

comparison between two transactions, a matching parameter (MP) may be calculated.

The calculated value of the MP may consist of a raw number or score that is

dimensionless, e.g., 11.5, or some increment of measurement including time, e.g., hours,

minutes, seconds, milliseconds. The matching parameter may be thus compared in a next

step to a preselected reference or baseline Matching Value (MV), e.g., 10.0. A merchant

or anyone trying to identify the computer can variably set the MV relative to anticipated

or measured MP values. Because of slight differences in computer clocks, network

latency, variable Web traffic and bandwidth constraints, the delta of time parameters



provided herein may vary from time to time even for the same selected computer. A

preselected range (delta t) may be therefore defined in accordance with this aspect of the

invention that allows for a certain tolerance setting or range (Range) of MP values relative

to the MV. For example, a lower limit within the Range may allow for a [+/-1] variance

of the MP value relative to the MV, or a higher limit within the Range may allow for a

[+/-5] variance. When the MP value falls within the defined Range relative to the MV,

this can indicate a positive match or identification (ID) of a device for various purposes as

described herein such as linking a computer to known online fraudulent transactions.

When the MP value falls outside of the defined Range relative to the MV, this can

indicate a negative match or identification (ID) of a device. It shall be understood that

these MP values may be alternatively defined as a Score Card value and incorporated with

other corresponding aspects of the invention described elsewhere herein to detect and

prevent online fraud. The matching parameters, values and ranges described in

accordance with this variation of the invention can be modified and defined in a variety of

ways and are not limited to those specifically provided for illustrative purposes. In some

instances, a MP may be used as a DSP or vice versa. The MV may be a threshold for

determining whether the same device has been used, or vice versa. The preceding steps

may be carried out as methods provided herein, or alternatively as a series of software

program instructions and code.

[00147] In identifying a user device, some change in a global identifier, device

identifier or fingerprint may be permitted. For example, "system drift" must be

considered as individual elements that are used to derive a device identifier can change

over time. In one instance, additional elements not present in the original device

identifier, such as a new piece of software or hardware has been installed, are not

worrisome. In these cases, the device identifier is updated, and the changes noted.

However, changes to existing individual device identifier values may be more worrisome.

In accordance with the invention, each online host may establish rules for system drift,

such as which one or more elements of the device identifier the host perceives as critical

and therefore should not be changed without causing an exception/error message. For

example, the serial number of the central processing unit may be considered critical and

therefore will generate an error message while a change in the amount of memory in the

network device alone may not raise a flag. As another example, several non-critical

elements of the network device may be changed without raising any concern. Thus,



depending on rules established and maintained by each online host or authentication

repository, a fraudulent transaction may be detected and not be confirmed.

[00148] Furthermore, in accordance with another example of system drift, the delta of

time parameter may be measured as between different times resulting from inherent

limitations or flaws of the computer clock(s) in a single device as opposed to multiple

devices. In this embodiment of the invention, a device fingerprint or PC fingerprint is

created to identify and link a computer to known fraudulent transactions or behavior by

measuring and tracking an inherent inaccuracy or flaw of a resident clock. In comparison

to other embodiments of the invention, which may be described as an "external" delta of

time as between two different devices (host server/user client), another variation provided

herein provides a device identifier using what may be considered an "internal" delta of

time as between a single device itself (standalone). Over a period of time, computers

clocks as with other ordinary clocks are not perfect and tend to run fast or slow

eventually. The rate at which time is gained or lost for a computer clock may be defined

as "clock skew" and can be measured in microseconds per second (clock skew may be

also defined as the instantaneous difference between readings of any two clocks or the

time what a computer thinks it is as compared to another clock). The clock skew may be

considered when matching delta of time parameters from different transactions, and may

be a way of offsetting a perceived error.

[00149] If the clock has a non-zero skew, not only is the end-to-end delay

measurement off by an amount equal to what can be defined as clock offset, it also

gradually increases or decreases over time depending on whether it is running relatively

faster or slower. Even when there is a constant clock skew, the clock offset values

increases or decreases over time depending on the sign (+/-) of the skew. So any given

computer or device described herein can have a single or multiple clocks (e.g., systems

clock, TCP timestamps options clock) that are unable to remain consistent and accurately

track time. But the clock skew of a particular device may be different from other (even

seemingly identical) computers, and thus serve also as a PC fingerprint linking it to

certain transactions and fraud. It is generally well known that different computer systems

have different and relatively constant clock skews. This imperfection or flaw in the

device can thus be exploited in a way to identify a particular device or computer in

relation to certain transactions and behavior since it is relatively persistent and unique in

accordance with the invention. The internal delta of time provided in accordance with



this embodiment can be therefore applied in the same manner as any other external delta

of time described elsewhere herein to provide a PC fingerprint linked to transactions

carried out on devices involving e-tail or e-commerce fraud, breaches in security and

various types of criminal online behavior.

[00150] The internal delta of time can also be calculated to offset and account for

apparent changes in the external delta of time parameter over time. In other words, clock

skew may also be an example of system drift and may be factored in comparing external

delta of time parameters.

[00151] In this embodiment of the invention, the delta of parameter can be measured in

units of microseconds per second (ms/s, first derivative or rate at which time is gained or

lost) while in other embodiments of the invention the parameter can be measured in

microseconds. This delta of time parameter can therefore be defined as a time difference

measured between a first clock measurement and a second clock measurement over a

selected period of time or time interval. For example, the TCP timestamp of a first packet

of data from a computer may indicate a time t (9:01 am) while a second packet may be

sent at time t2 (9:02 am). The first and second packets may arrive at a server at times t 3

(9:04 am) and (9:07 am), respectively. The clock skew of the computer can be thus

calculated as the rate at which time is lost in this instance: t3 - t i = 3 mins; U - 2 = 5 mins

(may assume time differences are not attributed to network delays, latency etc. beyond

clock skew). The internal delta of time parameter or clock skew in the context of this

embodiment of the invention herein may be calculated as follows: 5 mins-3 mins=2 mins

divided by 3 mins (which is the selected period of time between first and second packets).

In other words, during the 3 mins of time between sending the first and second data

packets, the computer clock lost or ran slow 2 mins (0.666 min/min). While clock skew

in general is instead measured on the order of microseconds rather than minutes, this

example illustrates how these and other embodiments of the invention are not limited to

certain ranges. Other units of measurements are applicable to the delta of time parameters

as mentioned elsewhere herein. It shall be understood that both internal and external

deltas of time can be applied individually or in combination by themselves, or in addition

to other parameters as described herein to provide a distinctive PC fingerprint.

[00152] In accordance with some embodiments of the invention, sharing user and/or

user device information within one or more consortia may result in the collection of

information in different formats. For example, various user devices may store dates and



times in different formats. One device may store a date as July 1, 2006 3:00:00 PM,

while another device may store the date as 07/01/2006 15:00:00. In order to share data

from different devices which may have different formats, consortium may have a data

normalization method which may standardize the data to a common format.

[00153] In some embodiments an online host may standardize the information gathered

from one or more user devices. Furthermore, in some embodiments of the invention, an

authentication repository may standardize the information gathered from one or more

hosts. In other embodiments, the online hosts of a consortium may standardize the

information gathered from user devices in the same manner, such that they are already

standardized with respect to one another.

[00154] Similarly, when one or more consortia are in communication with one another,

the information gathered from user devices may be normalized. This may occur at the

host level, or at the authentication repository level, or any other level. For example, when

multiple authentication repositories are communicating with one another, the repositories

may normalize the collected data in a consortium, and when communicating with another

authentication repository, may convert the data from another authentication repository

into a standard format to share with the hosts of its own consortium. Any data formatting

system or method may be set up or developed in order to accommodate the sharing of

information from multiple sources across one or more consortia.

[00155] FIG. 3 shows an exemplary implementation of the consortium. A plurality of

organizations, such as Airlines 1-6 may be part of a user group, where the members of the

user group may agree to share selected data. For example, each of the airlines of the user

group may agree to share fraud-related data. Each airline of the group may interact with

one or more device. For example, user computers may access a server of an airline. In

some embodiments, the same user computers may interact with multiple airlines. Any

description herein relating to an airline (or figures referring to airlines) may also be

interchangeable with a banking organization, any other financial institution, a merchant,

or any other organization.

[00156] The user group may also include a user management module. The user

management module may allow members of the group (such as the airlines) to agree to

share selected fraud related data. In some embodiments, the user management module

may facilitate the actual sharing of data. For example, the user management module may

store some of the fraud related data. Alternatively, the user management module may



assist with the transfer of data from one airline's server to another airline's server. In

other embodiments, it may assist with running the user group without actually

implementing the data sharing.

[00157] The airlines may be sharing any data with one another. For example, the

airlines may be sharing computer identifiers (CI) and/or global identifier with one

another. A CI can consist of one or more personal and non-personal parameters. An

example of a non-personal parameter may be a delta of time parameter. The airlines may

share any other personal or non-personal data, which may include name, credit card

number, email address, home address, or any other fraud-related data as discussed herein.

[00158] A user management module may obtain data elements that may be shared

across the user group. The shared data elements may include personal in formation, such

as email address, billing address, name, etc., as well as non-personal information, such as

PCPrint information, which may be extracted from a device and be based on a composite

of the information extracted from the device. In some embodiments a PCPrint may be a

hash string based on information collected from the device. In some embodiments, a

delta of time parameter may be obtained separately or in addition to the PCPrint. The

combination of the PCPrint and delta of time parameter may or may not be hashed.

[00159] Preferably, data collected to form a computer identifier, such as a PCPrint may

be extracted from a device. Data may be extracted without downloading an application or

otherwise providing a client to the device. Thus, the system may operate taglessly. A

computer identifier or other parameters may function differently from a tag, in that they

are not a number or value pushed onto a device. Rather, information may be pulled from

the device to form the computer identifier, or any other identifying parameter. The

system may be operating clientlessly.

[00160] FIG. 4 illustrates an implementation of the consortium in a global setting.

When calculating a delta of time parameter for a user device in a consortium where a user

device may interact with one or more online hosts, accommodations may be made to

enable a consistent delta of time calculation between the user device and multiple hosts.

[00161] A challenge may arise when multiple online host servers have different clock

times or are located in different time zones. For example, server A may be located at a

time zone that is UTC -8, server B may be located a time zone that is UTC -5, server C

may be located at a time zone that is UTC, server D may be located at a time zone that is

UTC +5, server E may be located at a time zone that is UTC +8, and server F may be



located at a time zone that is UTC +9. The various online host servers may be located

anywhere in the world, such that some or all of the servers may be in different time zones.

Similarly, various user devices may be located globally as well. For example, client

computers 1-7 are scattered throughout the world. Client computers may be able to

interact with one or more servers, which may or may not be in different time zones.

[00162] Using the previously described embodiment of the invention of calculating a

delta of time parameter by taking the difference between the client computer time and the

host server local time may result in discrepancies within a consortium if a standardized

time is not used. For example, if a server A is located at UTC -8, and a server B is

located at UTC -5, and client computer 1 is located at UTC -7, a delta of time between

client computer 1 and server A may be +1, while a delta of time between client

computer 1 and server B may be -2. If this information is shared within the consortium, it

will appear that client computer 1 has inconsistent delta of times. Various embodiments

of the invention may be used to accommodate calculating a delta of time parameter within

a consortium.

[00163] As discussed previously, a website server can capture the local time of the

client computer, as well as a reference time. In some embodiments of the invention, the

reference time may be the time of the server's computer. The time of a server's computer

may include the local server time and any relevant time zone information, or the server

may be synchronized to a set time, such as the authentication repository time or UTC

time. For example, in some cases, the website servers in a consortium may all

automatically be synchronized to a time. For instance, the authentication repository may

cause the website servers to synchronize to an authentication repository time, which in

some cases may be synchronized to UTC time.

[00164] The synchronization may occur by any methods known in the art. In one

example, the servers may be synchronized via a satellite or satellite network. In another

example, software may be used to synchronize the servers. In some implementations, the

website servers may be synchronized to a reference time, such as UTC time, by asking

them to voluntarily synchronize their clocks to the reference time.

[00165] In other implementations, the website servers may be synchronized such that

they are synchronized to their local time - i.e. when it is precisely 9:00:00 AM in

California, server A may be synchronized to be 9:00:00 AM, while server B may be

synchronized to be precisely 12:00:00 PM. When calculating a delta of time parameter,



the relevant time zone information of the servers may be taken into account. Similarly, in

some other implementations, the website servers may not be synchronized at all, such as

server A may think it's 9:00:00 AM in California, while server B may think it's

12:00:45 PM in New York. The offset between the two servers may be tracked and be

taken into account. In some cases, the authentication repository may keep track of the

difference in times between the various servers.

[00166] In some embodiments of the invention, the reference time may be an

authentication repository time. For example, a delta of time parameter may be

determined by the difference between the client computer and the authentication

repository time. In some cases, the authentication repository time may be synchronized

with a global time, such as UTC, and the delta of time parameter may be the difference

between the client computer and UTC. In some other cases, an authentication repository

time may be an authentication repository local time, or an arbitrary time.

[00167] One implementation of the invention taking relevant time zone information

into account is illustrated in greater detail. For instance, a delta of time parameter may be

calculated between a local client time and local host server time with relevant time zone

information taken into account. Each local time for any client or server connected to the

Internet or other network system can be measured according to the clock for that

particular device. The measured Delta Time parameter for any selected moment of action

in accordance with the invention may be perceived as having two temporal components:

an actual time and a time zone. For example, the measured local time at a client site may

include a Browser Time of Feb. 1, 2005 14:00:00 PM, and a Browser Time Zone of

UTC -8. In one example, a measured local time at a server site may include a Server

Time of Feb. 1, 2005 17:01:13 PM, and a Server Time Zone of UTC -5. The Delta Time

as between the Browser Time and the Server Time, and the Browser Time Zone in

comparison to the Server Time Zone, can be therefore calculated in accordance with the

invention.

[00168] A preferable embodiment of the invention provides a Delta Time or time

differential which takes into consideration daylight saving time (DST) in selected time

zones and countries around the world. In addition to collecting respective local times and

time zones from clients or customer computers and website servers at a current selected

date or moment of action, a website server or any other network computer can also

capture information relating to particular time and time zones for selected (future or even



past) dates. A selected Delta Time during DST (DST Delta Time) can be determined for

a particular customer or client computer when the registered time for such other date is

different than the current selected date. For example, the Delta Time value for such other

date(s) can be +/-one hour ahead or behind. For time zones that do not observe DST, the

Delta Time value will remain unchanged during such dates when DST would be normally

observed. By calculating and identifying values for Delta Time and relevant Time Zones

for multiple dates ahead of time in accordance with the invention, accurate delta of time

values can be provided to assist in uniquely identifying or fingerprinting a client or

customer computer throughout the year regardless of whether DST is observed in the

relevant country or region of the world. Because only certain countries and regions of the

world observe DST while others do not, it may be possible to pinpoint in which location

the device resides based at least in part on the geo-location fingerprints provided by the

invention.

[00169] DST (also called Summer Time) is the portion of the year in which the local

time of a region is usually advanced by one hour from its official standard time. This

system was originally intended to "save" daylight, as opposed to "wasting" time (for

example, by sleeping past sunrise). The official time is adjusted forward during the

spring and summer months, so that the active hours of daily life involving events such as

work and school will better match the hours of daylight in theory. Today approximately

70 countries utilize DST in at least a portion therein—the only major industrialized

country not to have introduced daylight saving is currently Japan. DST begins for most of

the United States of America at 2:00 AM on the first Sunday of April and clocks are

turned (spring) forward one hour. Time reverts to standard time at 2:00 AM on the last

Sunday of October and clocks are turned (fall) back one hour. Each time zone switches to

and from DST at a different time. Furthermore, legislation may be passed by Congress

and other state governmental bodies from time to time on whether to observe, shorten or

lengthen DST. DST for the United States of America and its territories is not observed in

Hawaii, American Samoa, Guam, Puerto Rico, the Virgin Islands, most of the Eastern

Time Zone portion of the State of Indiana, and the state of Arizona (except the Navajo

Indian Reservation which does observe DST). Meanwhile, for all countries in the

European Union except Iceland, Summer Time begins and ends at 1:00 AM Coordinated

Universal Time, UTC which generally starts on the last Sunday in March, and ends the

last Sunday in October. All time zones change at the same moment in the EU. It shall be



understood that observance of DST is controversial and ever changing so the. delta of

time parameter provided in accordance with this embodiment of the invention can be

flexibly adapted to devices all over the world when it changes and whether or not DST is

observed in certain countries or states within particular time zones.

[00170] In this embodiment of the invention, various time zones can be predetermined

such that it is known ahead of time whether or not DST is applicable for that region. For

example, a Delta Time parameter may be calculated for a client computer at some future

date(s) during DST. When the clock of a client computer registers a time of 8:00 PM PST

(Coordinated Universal Time UTC -8) on a selected date during the fall season, its

respective delta of time is changed one hour ahead to 9:00 PM PST (UTC -8) on a

selected date in the spring season to account for DST when applicable. By collecting and

determining times at one or more selected dates in the future, it is possible to determine

whether a device will or will not go into DST from the beginning rather than waiting until

later to see whether the registered time is the same or different. This will also assist in

identifying the country or region for a selected user device. Accordingly, seemingly

unrelated transactions can be linked at least in part from a distinctive timestamp delta of

time (Delta Time) that can be measured from the internal clock or data (TCP, NTP, RTP

etc. timestamps within data packets) sent from the device. It should be understood that

the Delta Time parameter can be calculated according to any selected units of time as

with other embodiments of the invention herein such as days, hours, minutes, seconds, or

milliseconds.

[00171] FIG. 5A illustrates an implementation of the consortium with a reference time.

Server A may be located at a time zone that is UTC -8, and server B may be located a

time zone that is UTC -5. User device 1 may be located at a time zone that is UTC -7 and

user device 2 may be located at a time zone that is UTC -6.

[00172] FIG. 5B shows a table with an example of the use of the consortium with a

reference time. For instance, user devices 1 and 2 may interact with server A. In one

transaction, server A's local time may be 1/1/08 9:00 AM while user device 1's local time

may be 1/1/08 10:00 AM. Additional information about the user computer may be stored

in any format, which in some cases may include a hash string. In some embodiments of

the invention, a delta of time may be calculated as the difference between the user device

local time and the server local time, which in this case would yield an initial delta of time

value of + 1 hours. In another transaction, server A's local time may be 1/1/08 9:05 AM



while user device 2's local time may be 1/1/08 11:05 AM. If calculating the difference

between the user device local time and the server local time, an initial delta of time value

maybe +2 hours.

[00173] However, as previously discussed, when a user device may interact with

multiple servers which may not have the same time, challenges for calculating the delta of

time may arise. For instance, user devices 1 and 2 may also interact with server B. In one

transaction, server B's local time may be 1/1/08 11:00 AM while user device 1' s local

time may be 1/1/08 9:00 AM. If calculating a delta of time as the difference between the

user device local time and the server local time, an initial delta of time value for user

device 1 would be -2 hours. In another transaction, server B's local time may be 1/1/08

11:05 AM while user device 2's local time may be 1/1/08 10:05 AM. If calculating a

delta of time as the difference between the user device local time and the server local

time, an initial delta of time value for user device 2 would be - 1 hours. This shows a

discrepancy may exist in information shared between servers A and B, where for servers

A and B, user device 1 has an initial delta of time value of + 1 hours and -2 hours

respectively, and user device 2 has an initial delta of time value of +2 hours and - 1 hours

respectively.

[00174] In some embodiments, the relevant time zone information is considered and

accounted for in the delta of time parameter. For example, the difference between a

server time and a consortium time may be used to offset the initial delta of time value.

For example, if the consortium time is UTC time, a time difference between server A and

UTC may be -8 hours, and a time difference between server B and UTC may be -5 hours.

The offset may be added to the initial delta of time value, which for both servers A and B

would yield a delta of time parameter of -7 hours for user device 1 with respect to the

consortium time, and a delta of parameter of -6 hours for user device 2 with respect to the

consortium time. Thus, in some embodiments, adding a delta of time between a local

server time and consortium time to a difference between a user device time and a local

server time may yield a delta of time parameter for a user device with respect to the

consortium time.

[00175] In a preferable embodiment, clocks of servers A and B may be synchronized to

a consortium reference time, such as UTC. During a transaction between server A and

user device 1, user device 1's local time may be 10:00 AM while the consortium time

may be 1/1/08 5:00 PM. A delta of time parameter may be calculated as the difference



between user device 1's local time and the consortium time to yield a delta of time of -7

hours for user device 1. During another transaction between server A and user device 2,

user device 2's local time may be 11:05 AM while the consortium time may be 1/1/08

5:05 PM. A delta of time parameter may be calculated as the difference between user

device 2's local time and the consortium time to yield a delta of time of -6 hours for user

device 2 .

[00176] Similarly, during a transaction between server B and user device 1, user

device 1's local time may be 1/1/08 9:00 AM while the consortium time may be 1/1/08

4:00 PM. A delta of time parameter may be calculated as the difference between user

device 1's local time and the consortium time to yield a delta of time of -7 hours for user

device 1. During another transaction between server B and user device 2, user device 2's

local time may be 1/1/08 10:05 AM while the consortium time may be 1/1/08 4:05 PM.

A delta of time parameter may be calculated as the difference between user device 2's

local time and the consortium time to yield a delta of time of -6 hours for user device 2 .

The delta of time parameters of user devices 1 and 2 may be consistent between servers A

and B because servers A and B are synchronized to a consortium time.

[00177] FIG. 6A illustrates an additional implementation of the consortium with a

reference time. Server A may be located at a time zone that is UTC -7, and server B may

be located a time zone that is at UTC time. User device 1 may be located at a time zone

that is UTC -5.

[00178] FIG. 6B shows a table with an additional example of the use of the consortium

with a reference time. For instance, user device 1 may interact with servers A and B. In

one transaction, server A's local time may be 1/1/08 8:00 AM while user device 1's local

time may be 1/1/08 10:00 AM. In some embodiments of the invention, a delta of time

may be calculated as the difference between the user device local time and the server local

time, which in this case would yield an initial delta of time value of +2 hours. In another

transaction, server B's local time may be 1/1/08 4:00 PM while user device 1' s local time

may be 1/1/08 11:00 AM. If calculating a delta of time as the difference between the user

device local time and the server local time, an initial delta of time value for user device 1

would be -5 hours. Again, this shows a discrepancy may exist in the information shared

between servers A and B.

[00179] In some embodiments, the relevant time zone information is corrected and

accounted for in the delta of time parameter. For example, the difference between a



server time and a consortium time may be used to offset the initial delta of time value.

For example, if the consortium time is UTC time, a time difference between server A and

UTC may be -7 hours, and a time difference between server B and UTC may be 0 hours.

The offset may be added to the initial delta of time value, which for both servers A and B

would yield a delta of time parameter of -5 hours for user device 1 with respect to the

consortium time. Thus, in some embodiments, adding a delta of time between a local

server time and consortium time to a difference between a user device time and a local

server time may yield a delta of time parameter for a user device with respect to the

consortium time.

[00180] This principle may apply in any situation where the servers are not

synchronized. For example, server times may be determined by their own clocks, which

may or may not be accurate. Adding a time difference between the server time and

consortium time to the difference between a user device time and server time may yield a

delta of time parameter for a user device with respect to the consortium time, irrespective

of whether a server clock is accurate or not. However, the time difference between the

server time and consortium time must be tracked in order to calculated offsets.

[00181] In a preferable embodiment, clocks of servers A and B may be synchronized to

a consortium reference time, such as UTC. During a transaction between server A and

user device 1, user device 1's local time may be 1/1/08 10:00 AM while the consortium

time may be 1/1/08 3:00 PM. A delta of time parameter may be calculated as the

difference between user device 1's local time and the consortium time to yield a delta of

time of -5 hours for user device 1. Similarly, during a transaction between server B and

user device 1, user device 1's local time may be 1/1/08 11:00 AM while the consortium

time may be 1/1/08 4:00 PM. A delta of time parameter may be calculated as the

difference between user device 1's local time and the consortium time to yield a delta of

time of -5 hours for user device 1. The delta of time parameters of user device 1 may be

consistent between servers A and B because servers A and B are synchronized to a

consortium time.

[00182] In another embodiment of the invention, a delta of time parameter may be

calculated between the user device local time and an authentication repository time. For

instance, the delta of time parameter may be calculated as user device 1's time minus

repository time X. Repository time X may be the consortium reference time, which in

some implementations may be UTC time. However, regardless of what the actual value



of X is, during a first transaction between server A and user device 1, user device 1's

local time may be 1/1/08 10:00 AM while repository time may be X. A delta of time

parameter may be calculated as 1/1/08 10:00 AM - X hours for user device 1. Similarly,

during a second transaction that occurs 1 hours later between server B and user device 1,

user device 1's local time may be 1/1/08 11:00 AM while the repository time may be

X + 1:00 hour. A delta of time parameter may be calculated as 1/1/08 11:00 AM - (X + 1

hour) = 1/1/08 10:00 AM - X hours for user device 1. The delta of time parameters of

user device 1 may be consistent between servers A and B when the delta of time is taken

between the user device and authentication repository.

[00183] As discussed previously, a consortium time may be any reference time, which

in some cases may be the UTC time. Also, any other reference time may be used,

including an arbitrary time, or an authentication repository clock time, which may be the

local time according to an authentication repository clock or which may be synchronized

to another time, such as UTC time.

[00184] Another aspect of the invention provided herein extends to detecting and

preventing fraudulent transaction based on information obtained through "scams" or

deceptive practices developed to gain personal, confidential and/or financial information.

For example, a common technique today known as "phishing" involves gaining personal

information from an individual to commit identify theft by typically using fraudulent e-

mail messages that appear to come from legitimate businesses. "Phishing" can be defined

as the act of sending an e-mail to a user falsely claiming to be an established legitimate

enterprise in an attempt to scam the user into surrendering private information that will be

used for identity theft. The e-mail often directs the user to visit a website where they are

asked to provide or update personal information, such as passwords and credit card, social

security, and bank account numbers, that the legitimate organization already has. But the

website to which the user is directed is phony and established to steal the user information

during a fake session. For example, a widely recognized website, e.g., eBay, can be

targeted in a phishing scam whereby users received e-mails supposedly claiming that the

user account is about to be suspended unless they clicked-on a provided link and updated

the credit card information that the genuine website already had. Because it is relatively

simple to make a website look like a legitimate organizations site by mimicking the

HTML code, people can be tricked into thinking they were actually being contacted by

the website and will subsequently go to the fraudulent site to update or provide their



account information. Moreover, by spamming large groups of people (or spIMming them

which spam sent over Instant Messaging (IM) applications that can include links to fake

sites), the "phisher" could rely on a response from at least some percentage of people who

actually had listed credit card numbers with the website legitimately. The concept of

phishing in general can also referred to as brand spoofing or carding, a variation on the

idea whereby bait is set with the hope that some will bite despite most individuals

knowing better. By way of these seemingly legitimate e-mails, criminals "go fishing" for

information which is in turn later used to gain access to a real account. Such information

includes commonly stolen items in identify theft including a personal identification

number (PIN), user account name, a credit card number, and an account number.

Regardless of how this information is obtained, the fraud detection and prevention

systems provided herein incorporate unique fraud parameters such as delta of time and

clock differential parameters to "phish"-out fraudsters from legitimate users.

[00185] The criminal act that is often committed after information is "phished" can be

ultimately referred to as "account takeover." These scams are commonly committed by e-

mail to users at least partially because millions can be rapidly and efficiently sent to

random or selected individuals, but other techniques can involve transmission of a virus

through attachments to e-mails. In particular, some viruses can be created to replace the

universal resource locator (URL) of a merchant, financial institution or other party

commonly stored in a web browser "Favorites" folder. Instead of being routed to an

intended legitimate website, the user is sent to a fake or spoofed site where user

information is shared unknowingly with a fraudster. Similar in nature to e-mail phishing,

another Internet scam referred to as "pharming" seeks to obtain personal or private

(usually financial related) information through domain spoofing. Rather than being

spammed with malicious and mischievous e-mail requests for you to visit spoof websites

which appear legitimate, pharming can "poison" a DNS server by infusing into it false

information resulting in a user request being redirected elsewhere. A browser however

will indicate the correct website location, which can make pharming a bit more serious

and more difficult to detect. A distinction however is that generally phishing attempts to

scam people one at a time with an e-mail while pharming allows the scammers to target

large groups of people at one time through domain spoofing. Meanwhile, "spoofing"

basically includes a variety of ways in which hardware and software can be fooled into

operating as if there was a legitimate transaction or exchange taking place. "IP spoofing"



more particularly involves trickery that makes a message appear as if it came from an

authorized IP address, e.g., e-mails spoofing. As a result, access can be gained to

computers through IP spoofing when an intruder sends messages to a computer with an IP

address indicating that the message is coming from a trusted host. To engage in IP

spoofing, a hacker must first use a variety of techniques to find an IP address of a trusted

host and then modify the packet headers so that it appears that the packets are coming

from that host.

[00186] Malicious software (aka malware) can be also involuntarily downloaded to a

computer and designed specifically to damage or disrupt a system by means of a virus or

a Trojan horse. A "Trojan horse" is a program that masquerades as a benign application

and unlike many viruses, they do not replicate themselves but can be just as destructive.

One of the most insidious types of Trojan horse is a program that claims to rid your

computer of viruses but instead introduces viruses onto a computer. The concepts relating

to fraud detection and prevention can be applied also to other traditional methods of

stealing personal information also include e-mail or other means that involve a fake

premise or story such as seeking help fleeing from a third world country (e.g., Nigerian

scam) or conducting some type of customer service call or transaction (e.g., "Hello, I am

from your bank . . .").

[00187] The fundamental problem of user authentication is exploited time and time

again in order to commit fraudulent transaction online. Both financial institutions and

merchants face a shared problem and ultimate challenge in properly authenticating who is

really on the opposite end of a transaction. Information such as account user names and

passwords are useless and rendered ineffective as reliable credentials in light of phishing

and other Internet fraud scams. Authentication can be attempted by obtaining various

types of information broadly ranging from any or all of the following: something you

have; something you know; and/or something you are (biometrics). These include

information obtained from tokens (hard, soft, dynamic), shared secret or things not

commonly known such as a mother's maiden, a pet's name or a favorite color. An

evolving system of security certificates (encryption with public key infrastructure (PKI),

secure sockets layer (SSL)) may be relied upon also to verify and authenticate the validity

of a party involved in an Internet transaction. Third party bureaus are also relied upon to

provide information that can be used to authenticate an individual such as D&B reports,

credit histories from Equifax and other agencies, and also Caller ID to identify the



number associated with a person. At the same time, a user may attempt to authenticate a

merchant, bank or other party at the other end of an online transaction also. Various tool

bars may be employed to allow users to verify a website, an IP address or some other

indication that a user is indeed in contact with a merchant, bank or other desired party in a

transaction.

[00188] The information and actions by a party attempting to prevent or detect fraud is

often met with an equally effective and opposite countermeasure by learned fraudsters.

When banks or merchants create user names and passwords, they can be rendered

ineffective by numerous scams and ways of obtaining user information such as phishing

and key-loggers. "Key-loggers" are a type of surveillance software such as spyware that

has the capability to record keystrokes to a log file (usually encrypted) made from instant

messages, e-mail and any information (including e-mail addresses and website URLs

visited) typed using a keyboard which can be later sent to a specified receiver. Key-

loggers, as a surveillance tool, are often used by employers to ensure employees use work

computers for business purposes only. Unfortunately, key-loggers can also be embedded

in spyware allowing your information to be transmitted to an unknown third party.)

Similarly, cookies that are often created to contain selected information used for

identification can be simply deleted, and IP addresses that are associated with fraud can

simply hide behind proxies.

[00189] Furthermore, when tokens are frequently used as a security measure to gain

access to user information, the entire session or exchange can be merely cloned. The term

"session cloning" may be defined as the ability of a third party to duplicate the session ID

of a user and use it to interact with the web-based application at the same time as the

original user. Session cloning is generally more of a threat when session IDs are

predictable or obtainable, or if the site allows IP hopping. IP hopping is permitting the

user to change their IP address mid-session without having to re-authenticate to the

website. To minimize fraud and prevent IP hopping, one alternative is to track the

domain of the source address (remembering domains can have more than two

components) and require re-authentication if the domain changes. This does not prevent

IP hopping within the same ISP but does limit the exposure. Another option to minimize

risk is to consider using an inactivity timeout or terminating a session after a certain

period of inactivity in order to protect people who leave their accounts signed-on and their

systems unattended. Regardless of these preventative measures taken against session



cloning, the risk of fraud remains which provides an opportunity for the invention herein

to detect and prevent such activity when an attempt is made to use information from a

computer.

[00190] Additionally, systems and methods described herein may be used to establish

device and/or user reputation. A trust or reputation score or rating may be generated. In

some instances, reputation scores may be built or evolve over time. Low reputation

scores may be indicators of increased fraud threat, such as those described herein. High

reputation scores may be indicators of decreased fraud threat. In some instances, "denial

of service" (DDOS) attacks, such as distributed denial of service attacks, may occur in an

attempt to make a machine or network resource unavailable to its intended users.

Perpetrators may target sites or services, and saturate the target machine(s) with external

communication requests, such that it cannot respond to legitimate traffic, or responds so

slowly as to be rendered essentially unavailable, which can lead to server overload. The

DDOS attack can force the targeted device(s) to reset, or consume their resources so that

it can no longer provide its intended service or obstruct the communication media

between the intended users and the victim. Establishing a trust or reputation score can

assist with preventing or reducing the effectiveness of DDOS attacks. In some instances,

devices with low reputations can be ignored by the servers or other devices. In some

instances, during an attack, all devices may be ignored, except those that have a high

reputation or trust, which may be permitted to pass through to access the servers or other

devices. Thus, devices with high reputations may be provided access in situations where

other devices are denied access.

[00191] It shall be understood that the description of fraudulent schemes provided

herein is not exhaustive and that additional techniques will be developed in the future to

improperly gain access to user information. Regardless of the means and methods used to

obtain such information, the concepts of the invention can be applied to detect and

prevent fraud by uniquely linking or fingerprinting such criminal activity with devices

based upon selected delta of time parameters, clock differentials and time based

parameters provided elsewhere herein. The sharing of information across one or more

consortia may allow fraud detection systems to benefit from a larger pool of information,

and thereby be more likely to detect and prevent fraud. These solutions can be

implemented with no behavioral modification and have a zero imposition on a user as

new ways are constantly developed to break past security barriers. The onus is not placed



on the consumer to prevent attacks, nor is the consumer asked to change certain behavior

to combat phishing or any other criminal behavior or scheme developed in the future.

[00192] An aspect of the invention may be directed to identifying a device in order to

provide a device with access to a system or enable a device to perform an action with a

system. For example, a device may be attempting to engage in an online transaction. In

some instances, the device may perform an online transaction with an entity via the

entity's system or a third party system. In some instances, the device may be permitted to

access the system (e.g., access information on the system) or perform an action (e.g.,

online transaction), once the device has been verified.

[00193] In some instances, the device may be verified or information about the device

may be accessed by the entity or the third party system. In some examples, the third party

system may be a bank (e.g., acquiring bank, issuing bank) or global financial service (e.g.,

credit card company, debit card company, prepaid card company, gift card company,

bank). In some instances, the third party system may be verifying or confirming a

transaction between the device and the entity. For example, if the entity is a merchant, a

user may participate in a financial transaction with the merchant. The merchant, or a

financial institution involved in verifying the payment on behalf of the merchant, may be

able to use information identifying the device to access records associated with the

device. Such records may assist in determining whether to confirm or deny the

transaction. The records may include reputation information about the device, which may

be used for confirming or denying the transaction.

[00194] In some embodiments, a registry may be provided wherein the device may be

registered. In some instances, the device may be pre-registered via an action by a user of

the device. For example, a consumer for an online merchant or other entity may register

the device with the registry. Such registration may occur by the user manually entering

information about the device and/or user, or by automatically collecting information about

the device and/or user, or any combination thereof. For example, the user may select an

option to register the device, and the device's fingerprint may be collected. Information

used to identify and/or register the device may include any information discussed

elsewhere herein, including but not limited to IP addresses, delta of time parameters, or

any other information. Specific characteristics of the device may be collected alone or in

combination. A registry may have a device identifier for the registered device which may

be derived from information about the device, such as a non-personal parameter and a



delta of time parameter. Optionally, such information may be extracted from the device

in a tagless manner. Such information may be pulled without requiring further

intervention from the user. Alternatively, the user may provide additional information

that may assist with the registration process. The user may provide information that may

connect the user personal information with the user device information.

[00195] A user may be presented with a graphical user interface for registering the

device. In some embodiments, the graphical user interface may be displayed on the

device to be registered. Alternatively, the graphical user interface may be displayed on a

separate device from the device to be registered. The graphical user interface may prompt

a user to provide information about the user and/or the user device. In some

embodiments, information about the device may be collected for registering the device

without requiring any entry of information through the graphical user interface. The user

may be authenticated (e.g., enter a password) prior to registering a device. The registered

device may be associated in the registry with user information.

[00196] In some embodiments, a device may only be permitted to access a system

and/or interact with the system if the device has been registered in the registry.

Information about the device may be collected and compared to information in the

registry to determine if the device has already been registered. For example, a device

fingerprint may be pulled when the device is attempting to access a system and/or

perform an action. The device fingerprint may be compared to one or more device

fingerprint stored in the registry. One or more characteristic of the device (e.g., IP

address, delta of time), alone or in aggregate may be compared with one or more

characteristic of the device stored in the registry. It may be determined whether a device

identifier for the current device matches a device identifier stored in the registry. Strict or

loose tolerances for matching may be provided. In one example, a matching parameter

may be generated between the device information stored in the registry and that is

currently being used. If fewer differences are provided between the current device and a

registered device, the matching parameter may have a lower value, or a higher value. If

the matching parameter falls within an expected range (e.g., indicating a high likelihood

of a match), the current device may be identified as the registered device. In some

embodiments, the match of the characteristics of the devices must be exact in order to

identify a current device as a registered device. In other embodiments, some parameters

may change slightly and still permit a current a device to be identified as a registered



device. Once there is confirmation that the current device is on the registry, the device

may be permitted to access the system and/or perform an action on the system.

[00197] The registry may serve as a gatekeeper to determine whether a device may be

able to access the system and/or perform an action. For example, if a device has not been

registered, the device may be prevented from accessing the system and/or performing an

action on the system. In some instances, the devices may be capable of performing

certain actions on the system without being on the registry, but may require registration

for performing other specific actions (e.g., transactions involving the exchange of funds,

goods, and/or services, or accessing sensitive information).

[00198] In some embodiments, a device may be flagged as engaging in fraudulent or

suspicious behavior. Such information may be tracked by the registry. In some instances,

access may be denied or restricted for such flagged devices. For example devices with

known fraudulent transactions may be prevented from making online transactions.

Devices that have been engaging in suspicious activity may be prevented from making

online transactions. In some embodiments, information about suspicious activity may be

accumulated over time. Such information may be provided to the registry and/or stored at

the registry. In some embodiments, a threshold of suspicious activity may be surpassed

before putting a registered device on a blacklist where the device can not be used to

perform certain online transactions. A registry may track and/or monitor which devices

have permission to access and/or perform actions within a system (which may encompass

a single entity or multiple entities), and which do not.

[00199] The registry may link user information with device information. For example,

users may register specific devices. The users may specify that only registered devices

may be used to access the system and/or perform an action. In one instances, only

registered devices may be used for online transactions that involve the user. If someone

who claims to be the same user tries to access the system using a different device, the

system may deny access. This may provide an additional level of security. The user

may add or remove devices from the registry. The user may be authenticated prior to

adding or removing devices from the registry. Different levels of access and/or actions

may be permitted depending on device identity. For example, the user may specify that a

first device may be able to perform all types of online transactions while a second device

may be used for only particular types of transactions.



[00200] In some embodiments, a registry may be specific to a merchant, online

organization, or other entity. For example, each entity may have its own registry where

the user may register one or more devices. The rules of whether a device can be used for

various levels of access and/or action may be specific to the entity. For example, a user

may have an account at a first website, and may register a first device and a second

device. The user may have an account at a second website and may register the second

account only. The registries may or may not share information. Sharing information may

occur via a consortium, such as those described elsewhere herein. For example, if a

device is found to be fraudulent based on a transaction with a first entity, such

information may be shared among the various entities of the consortium, and registries

may be updated accordingly. For example, if a fraudulent transaction occurs with a first

entity, the registry of a second entity may be flagged for the same device, and that device

may be denied access or may not be permitted to perform an online transaction at the

second entity. Device identification in order to determine if the device is already

registered may occur in accordance with embodiments described elsewhere herein. For

example, a device fingerprint may be taken. One or more characteristic of the device,

such as IP address and/or delta of time parameter may be used to determine whether a

device is one of the devices that the user has registered.

[00201] In some embodiments, a registry may be shared across a consortium. A user

may specify devices that are to be registered with the registry and permitted to access

and/or perform certain actions on behalf of the user. This may be applied universally to

all of the entities within the consortium. For example, the user may access a first website

and a second website. The user may specify a first device and second device that has

been registered with the consortium registry. Thus, the first and second devices may be

used to perform an online transaction on the first and second websites on behalf of the

user. A user may be able to add or remove a device from a registry, and such addition or

removal of the device may be applied to all entities across the consortium. Device

identification in order to determine if the device is already registered may occur in

accordance with embodiments described elsewhere herein. For example, a device

fingerprint may be taken. One or more characteristic of the device, such as IP address

and/or delta of time parameter may be used to determine whether a device is one of the

devices that the user has registered with the consortium registry.



[00202] The registry may be stored in any memory described herein. The registry may

be distributed over a single or multiple databases. In some instances, the registry may be

provided in a distributed manner on a cloud computing infrastructure. The registry may

be provided with an authentication repository or separately from the authentication

repository. The registry may also operate in a peer to peer manner.

[00203] The systems and methods described herein may utilize or be combined with

aspects, components, characteristics, steps, or features of one or more of the following:

U.S. Patent No. 7,853,533 issued Dec. 14, 2010; U.S. Patent Publication No.

2009/0083184 published March 26, 2009; U.S. Patent Application Serial No. 12/732,034

filed March 25, 2010 entitled SYSTEMS AND METHODS OF SHARING

INFORMATION THROUGH A TAG-BASED CONSORTIUM [Attorney Docket No.

31718-712.201]; and PCT Patent Application No. PCT/US20 13/053495 filed August 2,

2013 entitled SYSTEMS AND METHODS FOR ACCESSING RECORDS VIA

DERIVATIVE LOCATORS [Attorney Docket No. 31718-718.601], which are hereby

incorporated by reference in their entirety.

[00204] It should be understood from the foregoing that, while particular

implementations have been illustrated and described, various modifications can be made

thereto and are contemplated herein. It is also not intended that the invention be limited

by the specific examples provided within the specification. While the invention has been

described with reference to the aforementioned specification, the descriptions and

illustrations of the preferable embodiments herein are not meant to be construed in a

limiting sense. Furthermore, it shall be understood that all aspects of the invention are not

limited to the specific depictions, configurations or relative proportions set forth herein

which depend upon a variety of conditions and variables. Various modifications in form

and detail of the embodiments of the invention will be apparent to a person skilled in the

art. It is therefore contemplated that the invention shall also cover any such

modifications, variations and equivalents.



CLAIMS

WHAT IS CLAIMED IS:

1. A method of device identification, comprising:

receiving, at a memory, a first device identifier associated with an anchor value

and formulated based on device information collected during a first transaction;

receiving, at the memory, a second device identifier associated with the same

anchor value and formulated based on device information collected during a second

transaction;

comparing, with aid of a processor, the first device identifier and second device

identifier, and formulating a device similarity percent based on said comparison;

determining, with aid of the processor, whether the device similarity percent

exceeds a predetermined threshold; and

associating, with aid of the processor, a global identifier with the second device

identifier that matches the global identifier associated with the first device identifier when

the device similarity percent exceeds the predetermined threshold.

2 . The method of claim 1wherein the anchor value includes personal information of

a user of a device identified by the first device identifier.

3 . The method of claim 2 wherein the anchor is selected from one or more of the

following: email address, credit card number, name, social security number, phone

number, IP address, class C address, user ID, ABA routing number, or account number.

4 . The method of claim 1 further comprising tracking, in the memory, a number of

visits by a device having the global identifier.

5 . The method of claim 1wherein said comparison includes comparing a first time

difference parameter collected during the first transaction and a second time difference

parameter collected during the second transaction.

6 . The method of claim 5 wherein the first time difference parameter and the second

time difference parameter is a difference in time between a clock of a device and a clock

of an entity participating in the first transaction and the second transaction, respectively.

7 . The method of claim 1 further comprising determining whether a device

associated with the global identifier has a reputation score that exceeds a predetermined

threshold.



8. The method of claim 7 further comprising authorizing a financial transaction

between an entity and a user associated with the device associated with the second

transaction when the reputation score exceeds to the predetermined threshold.

9 . The method of claim 8 wherein reputation score of the device is stored at a

repository accessible by the entity and one or more other entities.

10. The method of claim 9 wherein said authorization is made by the entity after

accessing the reputation score from the repository

11. A method for establishing device reputation, comprising:

receiving, at a memory, a first device identifier formulated based on device

information collected during a first transaction, said first device identifier associated with

a reputation score;

receiving, at the memory, a second device identifier formulated based on device

information collected during a second transaction;

comparing, with aid of a processor, the first device identifier and second device

identifier, and determining whether the first device identifier and second device identifier

belong to the same device based on said comparison;

varying or maintaining, with aid of the processor, the reputation score based on

information associated with the second transaction, when the first device identifier and

second device identifier are determined to belong to the same device; and

associating, with aid of the processor, the varied or maintained reputation score

with the first device identifier and the second device identifier, when the first device

identifier and second device identifier are determined to belong to the same device.

12. The method of claim 11 wherein said comparison including comparing a first time

difference parameter collected during the first transaction and a second time difference

parameter collected during the second transaction.

13. The method of claim 11 further comprising providing a registry having a memory

storing the varied or maintained reputation score, wherein the registry is accessible by a

plurality of online businesses.

14. The method of claim 13 further comprising permitting, with aid of the processor, a

financial transaction to occur between at least one of the plurality of online businesses and

a device, when the device is identified to be the same device and when the varied or

maintained reputation score exceeds a predetermined threshold.



15. The method of claim 11 further comprising increasing the reputation score when

the information associated with the second transaction does not yield an indicator of

fraud.

16. A non-transitory computer readable medium for device identification, comprising:

program instructions for receiving a device identifier associated with an anchor

value and formulated based on device information collected during a transaction;

program instructions for receiving one or more previous device identifiers

associated with the same anchor value and formulated based on device information

collected during one or more previous transactions;

program instructions for comparing, with aid of a processor, the device identifier

with one or more of the previous device identifiers, and formulating a device similarity

percent based on said comparison;

program instructions for determining, with aid of the processor, whether the

device similarity percent exceeds a predetermined threshold; and

program instructions for associating, with aid of the processor, when the device

similarity percent exceeds the predetermined threshold, a global identifier with the device

identifier that matches the global identifier associated with the previous device identifiers.

17. The computer readable medium of claim 16 wherein said comparison occurs

between the device identifier and a plurality of the previous device identifiers.

18. The computer readable medium of claim 16 wherein said comparison occurs

between the device identifier and each of the previous device identifiers.

19. The computer readable medium of claim 16 wherein said comparison occurs

between the device identifier and a conglomeration of the previous device identifiers.

20. The computer readable medium of claim 16 further comprising program

instructions for storing three or more of the following: the anchor value, the age of the

anchor value, the device identifier, the global identifier, and the number of transactions by

a device associated with the global identifier in a repository.

2 1. The computer readable medium of claim 20 further comprising program

instructions for storing a reputation score associated with the global identifier in the

repository, wherein information stored in the repository is accessible by a plurality of

online businesses.
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