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MOBILE TELEPHONE FOR REMOTE 
OPERATION 

RELATED APPLICATION 

0001. This disclosure is a continuation of U.S. patent 
application Ser. No. 12/579.205, filed Oct. 14, 2009, the 
entirety of which is incorporated herein by reference for all 
purposes. 

TECHNICAL FIELD 

0002 The present invention relates to a method, system 
and apparatus for controlling a remote keyless system using a 
mobile telephone. 

BACKGROUND OF THE INVENTION 

Description of Related Art 
0003 Remote keyless entry (RKE) systems are designed 
to permit or deny access by users to automobiles, homes, or 
buildings by engaging or disengaging locking mechanisms, 
but without the user having to physically contact the key with 
the locking mechanism. Remote keyless ignition (RKI) sys 
tems allow users to start the engine of an automobile or other 
motorized vehicle by engaging the vehicle's ignition system 
without the user having to physically contact the key with the 
ignition system. 
0004 FIG. 1 depicts a prior art remote keyless system for 
an automobile. Remote keyless systems operate by using a 
remote controller to broadcast electromagnetic waves which 
are received by the remote keyless system. If the system 
detects electromagnetic waves broadcast on the correct fre 
quency or frequencies, and containing the correct code, 
remote keyless system actuates (engages or disengages) a 
locking mechanism or engages the engine ignition system. 
The electromagnetic waves are broadcast using a remote con 
troller, such as a key fob, or circuitry built into the handle of 
a physical key, when a button on the remote controller is 
pressed. 
0005 Advanced remote keyless systems operate pas 
sively, without the need for physical manipulation of remote 
control buttons. Such systems automatically detect the proX 
imity of a remote controller and interface with it. In the case 
of an automobile, the system detects when an approved 
remote controller is near the vehicle, and when the door 
handle is pulled, the actuator disengages the door lock. Simi 
larly, if the system detects the remote controller within a 
specified range of the vehicle and the ignition button is 
pushed, the actuator starts the automobile's ignition system. 

SUMMARY OF THE INVENTION 

0006. The present invention is directed to a mobile tele 
phone enabled to control a remote keyless system. An execut 
able program is installed on the mobile telephone which 
allows it to control remote keyless systems installed in auto 
mobiles, homes or buildings, among other things, and allow 
users to perform functions similar to those performed using 
previous remote keyless controllers, in addition to other func 
tions. 
0007. In one embodiment, the executable program uses 
the mobile telephone radio frequency transceivers to interact 
directly with and control an existing remote keyless system. 
In a preferred embodiment, the mobile telephone interacts 
with an existing remote keyless system using at least one 

May 28, 2015 

Industrial, Scientific and Medical (ISM) radio frequency, 
such as Bluetooth. In another embodiment, the mobile tele 
phone utilizes an internet connection or cellular connection to 
interact with a remote keyless system. 
0008. In one embodiment, the mobile telephone is capable 
of locking and unlocking doors. In another embodiment, the 
mobile telephone is capable of locking and unlocking a trunk 
or rear door of an automobile. In still another embodiment, 
the mobile telephone is capable of engaging a remote ignition 
system of a motorized vehicle. In another embodiment, the 
mobile telephone interface allows the user to interact with an 
automobile's onboard computer to manipulate other elec 
tronic functions of automobiles, including window move 
ment, door movement, trunk movement, heating and air con 
ditioning systems, interior and exterior lighting, audio 
systems, video systems, and the horn. In another embodi 
ment, for a specific automobile, a first mobile telephone is 
capable of manipulating a first group of functions, and a 
second mobile telephone is capable of manipulating a second 
group of functions. In another embodiment, a single mobile 
telephone is capable of controlling multiple remote keyless 
systems. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0009. The novel features believed characteristic of the 
invention are set forth in the appended claims. The invention 
itself, however, as well as a preferred mode of use, further 
objectives and advantages thereof, will be best understood by 
reference to the following detailed description of illustrative 
embodiments when read in conjunction with the accompany 
ing drawings, wherein: 
0010 FIG. 1 is a depiction of a prior art remote keyless 
system. 
0011 FIG. 2 is a depiction of the interface screen for one 
embodiment of the present invention. 
0012 FIG. 3 is a flow chart depicting the general process 
flow for one embodiment of the present invention. 
0013 FIG. 4 is a flow chart depicting a more detailed 
process flow for one embodiment of the present invention. 

DETAILED DESCRIPTION 

0014. The present invention relates to a method, system 
and apparatus for a mobile telephone to interact with a remote 
keyless system. The remote keyless system is a system that is 
installed in an automobile, a residence, or an office building 
and allows users to remotely control, typically by communi 
cation using radio frequency electromagnetic waves, certain 
functions connected to the remote keyless system. One 
embodiment of the present invention, therefore, is a mobile 
telephone loaded with an executable program that makes it 
backwards compatible with existing remote keyless systems. 
The present invention also relates to a method, system and 
apparatus for a mobile telephone to interact with and control 
the onboard computer of an automobile using its remote 
keyless system. 
0015 The starting point for all embodiments of the present 
invention is a mobile telephone (or mobile phone). As used 
herein, a mobile telephone is a long-range, electronic handset 
device used for mobile telecommunications (mobile tele 
phony, text messaging or data transmission) over a cellular 
network of specialized base stations known as cell sites. A 
mobile phone offers a wide area of service, and should not be 
confused with a cordless telephone, which is also a wireless 
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telephone, but only offers telephony service within a limited 
range (e.g. within a home or an office) and only through a 
fixed line and a base station owned by the subscriber. 
0016. In a preferred embodiment, the mobile telephone is 
a mobile Smartphone, which is a mobile telephone that offers 
advanced functionality similar to a personal computer. Pref 
erably, the Smartphone runs a complete operating system 
Software package that provides a standardized interface and 
platform allowing developers to create applications which 
will run on the Smartphone operating system. An application 
is an executable computer program installed on the Smart 
phone. Smartphones are currently sold under trademarks 
such as iPhone, Palm and Blackberry. Applications are cur 
rently available from the Apple App Store, the Blackberry 
App World, and third party providers. 
0017. The mobile telephone of the present invention is a 
mobile telephone with an application installed on it that 
allows the user of the mobile telephone to interact with a 
remote keyless system, remote ignition system, or other 
remote system that is designed to communicate electronically 
with a remote controller using electromagnetic waves, typi 
cally in the radio frequency (RF) spectrum. The mobile tele 
phone and the remote system must be able to send and receive 
RF signals over the same wavelength(s) or using the same or 
communications systems or protocols. 
0018 Most mobile telephones are able to send and receive 
signals over one or more frequencies in the Industrial, Scien 
tific and Medical (ISM) spectrum band. The ISM band is 
determined by the International Telecommunication Union, 
Radiocommunications Sector (ITU-R). ISM frequency bands 
include those used for wireless local area networks (IEEE 
802.11) and Bluetooth devices. Mobile telephones also uti 
lize various cellular telephone bands, such as Global System 
for Mobile Communication (GSM) bands, among others. 
Some mobile telephones are also able to communicate (usu 
ally one-way) with Global Positioning System (GPS) satel 
lites. 
0019 Many remote keyless systems also communicate 
over ISM frequency bands. In one embodiment of the present 
invention, an executable program is loaded onto a mobile 
telephone which allows it to interface and communicate with 
an existing remote keyless system over a specific ISM fre 
quency band already used by the remote keyless system. In 
this embodiment, the mobile telephone replaces a remote 
controller or key fob that originally came with the remote 
keyless system. FIG. 3 is a basic flow chart depicting the 
command structure of one embodiment of the present inven 
tion, whereby a mobile telephone sends a command to a 
remote keyless system. The command is authenticated by the 
remote keyless system using encryption or other authentica 
tion methods, and if the command is deemed authentic, the 
remote keyless system executes the command. 
0020 Remote keyless systems typically employ at least 
one type of encryption method or encryption algorithm to 
prevent criminals from intercepting the signal and then spoof 
ing it to gain access. One example of this is to use a “rolling 
code' that changes each time the remote keyless system is 
engaged or disengaged. The new code is determined by a 
microchip embedded in the remote controller. In one embodi 
ment of the present invention, the executable program 
installed on the mobile telephone is designed to mimic the 
behavior of the encryption methods already used by the 
remote keyless system to prevent spoofing and theft. In 
another embodiment, the executable program improves on 
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previous remote keyless systems by providing a means for 
“two-way’ authentication and identification, where both the 
remote keyless system and mobile telephone satisfy prede 
termined authentication requirements, rather than the one 
way authentication employed by previous remote keyless 
systems where only the remote controller is authenticated. 
0021. In a preferred embodiment, the remote keyless sys 
tem uses the Bluetooth protocol to communicate with its 
remote controllers. Bluetooth is an open wireless protocol for 
exchanging data over short distances from fixed and mobile 
devices. Bluetooth uses frequency-hopping spread spectrum 
to split up the data being sent into packets, optionally encrypts 
the data using at least one encryption algorithm, and transmits 
the packets on up to 79 frequencies on the 2.4 GHz radio 
frequency bandwidth. Most mobile telephones with Blue 
tooth functionality are Class 2 Bluetooth devices, which gives 
them a range up to approximately 10 meters. In this case, a 
Bluetooth-capable mobile telephone is loaded with an 
executable program that enables the telephone to communi 
cate with and control the remote keyless system. 
0022. In another embodiment, an executable program is 
loaded onto a mobile telephone that allows the telephone to 
wirelessly communicate with and control an automobile's 
onboard computer. In prior art remote keyless systems for 
automobiles, the functionality is generally limited to lock/ 
unlock and remote start capabilities. This limitation is a func 
tion of the number and type of buttons included on the remote 
controller, and the desire to limit the costs of the system. One 
embodiment of the present invention overcomes these limi 
tations by loading an executable program onto a mobile 
Smartphone with a large screen and complex interface capa 
bilities, which is designed to interact with and control many 
of the automobile's functions, including manipulating the 
lights, the air conditioning and heating system, the horn, the 
audio system, the video system (if any), door movement 
systems, window movement systems, or any other electrical 
components that can be controlled by the automobile's 
onboard computer. In another embodiment, the executable 
program allows a mobile telephone having Voice activated 
functionality to communicate with a remote keyless system 
using Voice commands from the user. 
0023. In one embodiment, the executable program com 
prises a number of virtual toggle Switches and slide bars 
which allow the user to manipulate any of the various func 
tions of the automobile. FIG. 2 is a depiction of a preferred 
embodiment of the present invention. Depicted therein is an 
example of a menu screen and interface displayed by an 
executable program loaded onto an Apple iPhone which is 
designed to control the electronic functions of an automobile 
through its onboard computer. Toggle Switches are capable of 
controlling the engine ignition system and the door locks, and 
a slide bar controls the interior temperature of the automobile 
by manipulating the air conditioning and heating system set 
tings. 
0024. In another embodiment, an executable program is 
loaded onto a mobile telephone that is designed to interface 
with an automobile equipped with a subscription-based, cel 
lular equipped communications and vehicle security system 
such as GM's OnStar, BMW Assist, Mercedes-Benz TeleAid, 
Lexus Link, or a similar such system. With the current cellu 
lar-based communications and vehicle security systems, if 
the car owner locks the keys in the car, the vehicle owner can 
call an agent associated with these systems and have the 
vehicle remotely unlocked. In one embodiment of the present 



US 2015/O 148990 A1 

invention, the executable program bypasses the human 
involvement using encryption and/or password technology to 
allow a user to lock and unlock the doors of the vehicle using 
their mobile telephone. In another embodiment, the user logs 
onto a website using the internet browser function of a mobile 
Smartphone, which allows the user to communicate with the 
cellular-based communications and vehicle security system 
directly, bypassing human involvement. In still another 
embodiment, the executable program allows the user to 
manipulate all of the automobile's electronic functions 
through the onboard computer. This embodiment of the 
invention is also useful in the case of stolen vehicles because 
the executable program on the mobile telephone could be 
used to cut off the vehicle's ignition system or perform other 
functions to foil the theft of a vehicle. 

0025. In another embodiment, an executable program is 
loaded onto a mobile telephone that allows it to function as a 
proximity-based hands-free (passive) remote controller. In 
this embodiment, a remote keyless system will detect the 
presence of the mobile telephone using, for example, Blue 
tooth protocols, whereas the embodiments described above 
typically require Some action on the part of the user (e.g., 
pressing a button or touching the mobile phone screen) to 
control the remote keyless system. If the mobile telephone is 
properly equipped with an executable program of the present 
invention that identifies the mobile telephone owner as a 
person authorized to access the system, it will allow said 
owner to manipulate the functions it controls. For example, if 
a remote keyless system recognizes a mobile telephone of the 
present invention, and the owner of the vehicle pulls on a door 
handle of a locked door connected to the system, the remote 
keyless system will unlock the door before the door handle 
has been fully actuated, allowing the mobile telephone owner 
access to the door. 

0026. In another embodiment, the remote keyless system 
is a remote keyless ignition system for an automobile, and the 
mobile telephone is loaded with an executable program that 
allows the telephone to act as a passive ignition key. In one 
embodiment, the executable program and remote ignition 
system are designed to only allow the vehicle's ignition to be 
started from within a certain range of the automobile. In 
another embodiment, security concerns may dictate that the 
vehicle's engine can only be started if the mobile telephone 
owner is actually in the passenger compartment of the 
vehicle. If the executable program is utilizing a cellular-based 
system (such as OnStar or BMW Assist) to control the vehi 
cle's onboard computer, then theoretically the vehicle's 
engine could be started from anywhere in range of a cellular 
signal. Therefore, non-cellular proximity detection method 
must be employed. In one embodiment, the remote keyless 
system employs a Class 2 Bluetooth device, which is able to 
detect the presence of the mobile telephone of the present 
invention within about 10 meters. If a practitioner of the 
present invention wanted to limit the remote ignition func 
tionality to only such times as the telephone is located within 
the passenger compartment, the remote keyless system 
employs a centrally located Class 3 Bluetooth device, which 
will detect the presence of the mobile telephone of the present 
invention within about 1 meter—roughly the size of an auto 
mobile passenger cabin. For larger vehicles, a plurality of 
Class 3 Bluetooth access points can be dispersed throughout 
the vehicle cabin to give full coverage. In another embodi 
ment, a GPS-capable mobile telephone can send its GPS 
coordinates to the remote keyless system to determine 
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whether the mobile telephone is within adequate proximity to 
the vehicle to allow remote start functionality. Other geolo 
cation technology can also be used, such as cellular tower 
triangulation, or triangulation between several Bluetooth 
access points distributed throughout the vehicle. 
0027 FIG. 4 is a flow chart detailing the command struc 
ture for one embodiment of the present invention whereby the 
mobile telephone passively communicates with the remote 
keyless system. The passive signal sent from the mobile tele 
phone is authenticated by the remote keyless system, and then 
responds to either a door handle actuation, or an engine start 
button push, as detailed in the flow chart. 
0028. In another embodiment, a first mobile telephone is 
loaded with a first executable program capable of manipulat 
ing a first group of functions controlled by a remote keyless 
system, and a second mobile telephone is loaded with a sec 
ond executable program capable of manipulating a second 
group of functions controlled by said remote keyless system, 
which is different from said first group of functions. This 
embodiment of the present invention is useful when the owner 
of the remote keyless system wants to limit specific users to 
specific functions of the remote keyless system. For example, 
a mother or father can have an executable program loaded 
onto their mobile telephone which allows them to remotely 
lock and unlock a vehicle's doors, and remotely start the 
vehicle's engine. At the same time, the mother or father can 
allow a child’s mobile telephone to be loaded with an execut 
able program which only allows the child to lock and unlock 
the doors, and does not allow the child to start the vehicle's 
engine. Similar functionality divisions may be useful to cer 
tain businesses that allow employees access to company 
vehicles. The present invention contemplates any number of 
different mobile telephones capable of controlling any num 
ber of different functions of a remote keyless system. 
0029. In another embodiment, a mobile telephone is 
loaded with at least one executable program which allows the 
mobile telephone to control a plurality of remote keyless 
systems. For example, a person’s mobile telephone is pro 
grammed to allow the person access to both his or her vehi 
cle's remote keyless system and their spouse's vehicle's 
remote keyless system. The person's mobile telephone may 
also be programmed to control a remote keyless system for a 
garage door, an office building, or any other remote keyless 
system for which a separate remote control must typically be 
employed. 
0030. In another embodiment, the mobile telephone is 
loaded with an executable program that acts as a car locator. 
Using GPS systems of the telephone and/or automobile, or 
similar technologies such as triangulation, the executable 
program guides the user to the location of the parked auto 
mobile. The executable program can incorporate maps and 
other directional guides, including Voice commands, to 
instruct the user where to find the parked automobile. 
0031. In still another embodiment, the mobile telephone is 
loaded with an executable program that deactivates or dis 
ables at least one function of the mobile telephone. Mobile 
telephones, and especially Smartphones, are adding advanced 
entertainment, communication and productivity capabilities 
at an increasing rate. However, use of these advanced capa 
bilities while driving can be extremely dangerous. Recent 
research in the United States has indicated that sending text 
messages while driving increases the likelihood of injury or 
death. Also, in 2008, almost 6,000 people were killed, and 
more than 500,000 people were injured, due to distracted 
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driving. The present invention can be used to increase the 
safety of driving with a mobile telephone. 
0032. In one embodiment, if the mobile telephone of the 
present invention is used to start the engine of an automobile, 
an executable program is designed to disable one or more 
functions of the mobile telephone. Such as text messaging, 
internet browsing, or telephony. In one embodiment, all func 
tions of the mobile telephone are disabled. In another embodi 
ment, all functions of the mobile telephone are disabled 
except for hands-free calling. In still another embodiment, 
only text messaging and/or internet browsing are disabled. 
0033. The disabling functionality can also be tied to 
motion of the mobile telephone. Many mobile telephones are 
equipped with GPS capability, which can determine when the 
mobile telephone is in motion, and how fast it is traveling. In 
one embodiment, the disabling functionality of the execut 
able program engages only when the mobile telephone used 
to start the automobile engine is in motion, according to its 
GPS or other similar functionality. Importantly, passengers in 
the automobile may also have mobile telephones which con 
tain an executable program of the present invention which is 
able to communicate with the automobile's remote keyless 
system. These passengers should not have any functionality 
impaired, regardless of whether the car is in motion, so long 
as their mobile telephone is not used to start the automobile's 
engine. 
What is claimed is: 
1. A mobile telephone comprising: 
an executable program which enables said mobile tele 

phone to control a remote keyless system and onboard 
computer installed on an automobile, 

wherein said executable program enables said mobile tele 
phone to start the engine of an automobile, and 

wherein said executable program disables at least one func 
tion of said mobile telephone in response to a proximity 
of the executable program being detected by the remote 
keyless system. 

2. The mobile telephone of claim 1 wherein said executable 
program comprises an encryption algorithm. 

3. The mobile telephone of claim 1 further comprising a 
capability of sending and receiving data over a 2.4 GHZ radio 
frequency band using frequency-hopping spread spectrum 
methods, and wherein said remote keyless system operates 
over a 2.4 GHZ radio frequency band using frequency-hop 
ping spread spectrum methods. 

4. The mobile telephone of claim 1 wherein said executable 
program enables said mobile telephone to passively commu 
nicate with said remote keyless system. 

5. The mobile telephone of claim 1 wherein said remote 
keyless system is a cellular equipped communications and 
vehicle security system. 

6. The mobile telephone of claim 1 wherein said at least one 
function is at least one of text messaging, internet browsing, 
and telephony. 

7. A method of controlling a remote keyless system, said 
method comprising: 

loading an executable program onto a mobile telephone, 
wherein said executable program enables said mobile 
telephone to control said remote keyless system, 
wherein said mobile telephone passively communicates 
with said remote keyless system to automatically initiate 
active operation of at least one function associated with 
said remote keyless system when a location of said 
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mobile telephone is wirelessly detected proximate to 
said remote keyless system. 

8. The method of claim 7 wherein said executable program 
encrypts communications between said mobile telephone and 
said remote keyless system. 

9. The method of claim 7 wherein said mobile telephone 
has a capability of sending and receiving data over a 2.4 GHz 
radio frequency band using frequency-hopping spread spec 
trum methods, and wherein said remote keyless system oper 
ates over a 2.4 GHZ radio frequency band using frequency 
hopping spread spectrum methods. 

10. The method of claim 7 wherein said remote keyless 
system is installed on an automobile. 

11. The method of claim 10 wherein said remote keyless 
system is a cellular equipped communications and vehicle 
security system. 

12. The method of claim 10 wherein said automobile com 
prises at least one system controlled by an onboard computer, 
wherein said onboard computer is controlled by said remote 
keyless system, and wherein said executable program com 
prises an interface which allows a user of said mobile tele 
phone to control said at least one function of said at least one 
system. 

13. The method of claim 12 wherein said system is at least 
one of door lock system, air conditioning system, heating 
system, engine ignition system, audio system, video system, 
lighting system and door movement system. 

14. A method for operating a remote keyless system 
installed on an automobile, the method comprising: 

executing a first executable program on a first mobile tele 
phone, the executing of the first executable program 
enabling said first mobile telephone to passively com 
municate with said remote keyless system to control a 
first group of functions of said remote keyless system 
when execution of said first executable program is auto 
matically detected proximate to said remote keyless sys 
tem, and 

executing a second executable program on a second mobile 
telephone different that the first mobile telephone, the 
executing of the second executable program enabling 
said second mobile telephone to passively communicate 
with said remote keyless system to control a second 
group of functions of said remote keyless system when 
execution of said second executable program is auto 
matically detected proximate to said remote keyless sys 
tem, wherein said second group of functions comprises 
one or more, but less than all, of said first group of 
functions. 

15. The method of claim 14 wherein said executable pro 
grams comprise an encryption algorithm. 

16. The method of claim 14 wherein said mobile tele 
phones control said remote keyless system by sending and 
receiving data over a 2.4 GHZ radio frequency band using 
frequency-hopping spread spectrum methods, and wherein 
said remote keyless system operates over a 2.4 GHZ radio 
frequency band using frequency-hopping spread spectrum 
methods. 

17. The method of claim 14 wherein said first group of 
functions comprises door lock, door unlock and remote start, 
and wherein said second group of functions comprises door 
lock and door unlock and not remote start. 

18. The method of claim 14 wherein said executable pro 
gram enables said mobile telephones to passively communi 
cate with said remote keyless system. 
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19. The method of claim 14 wherein said remote keyless 
system is a cellular equipped communications and vehicle 
security system. 

20. The method of claim 14 wherein said automobile com 
prises at least one system controlled by an onboard computer, 
wherein said onboard computer is controlled by said remote 
keyless system, and wherein said executable programs com 
prise an interface which allows a user of said mobile tele 
phones to control said at least one function of said at least one 
system. 

21. The method of claim 33 wherein said system is at least 
one of door lock system, air conditioning system, engine 
ignition system, heating system, audio system, video system, 
interior or exterior lighting system, horn, window movement, 
trunk movement, and door movement system. 

k k k k k 
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