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DESCRIPTION

METHOD OF AND APPARATUS FOR DETECTING AN ERROR IN WRITING

TO PERSISTENT MEMORY
TECHNICAL FIELD

The present invention relates to a method of and an
apparatus for detecting an error in writing to persistent
memory. The invention also relates to a method of and an
apparatus for correcting the result of such an error. Such
techniques may be used in embedded systems and éxamples of
suitable applications include: smart cards such as Java
Cards; digital active storage or security devices such as
smart keys and smart disks; SIMs and USIMs for mobile
telephones; data logging devices; small devices which record
user preferences, store settings or log usage; computer
systems in vehicles; set-top boxes; and internet routers.
Such techniques are useful for persistent or "non-volatile”
memories of the “write-once-erase-in-bulk” type, such as

flash memory, and of the "write-only” type.

BACKGROUND ART
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The term "Persistent Data Item" or "PDI" as used
herein is defined to be a data item having associated with
it a value which changes over time, in particular when updated
by an application program, and which is required to retain
its state between such updates, particularly when the
application is not running and when power is removed
intentionally, when the application is switched off, or
accidentally, for example because of a power failure or

removal from a power source.

Computer programs operate by reading and updating
the values of variables. For variables in RAM, this presents
little difficulty as the values can be rewritten as often
as necessary and reading and writing are fast. When the
program is not running, its state must be stored in more

persistent memory.

Onsmall computer platforms suchas smart cards, there
is little RAM and the persistent memory often takes the form
of EEPROM or Flashmemory. This memory has the property that,
once a bit has been changed, it cannot be changed again until
the whole segment is erased. In EEPROM, the segment size
may be as small as a single byte (8 bits) and the memory

can be treated essentially as very slowRAM. Inflashmemory,
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the segments are generally large (e.g. 64KB) for silicon
area efficiency and the erase operation is slow. Also, the
memory will eventually wear out after some number of erase
cycles (say 100,000 for high quality Flash). The advantage
of flash memory is that it is faster and much more can be
packed into a given chip area so there is more storage space,

but it is harder than EEPROM to use efficiently.

Considerasmart cardapplicationwhichkeepsarecord
of the date and time (obtained from a card reader terminal,
perhaps) on each occasion that it runs and checks the interval
between runs. This could be used for a security function,
such as enforcing a daily withdrawal limit for a cash card.
Every time it runs, it must read the old date, check it and
store the new date. The date is therefore a PDI. If the
date were stored in the same location each time it changes,
the whole 64K block would first have to be erased because
of the physical memory limitations and this would take a

long time and rapidly wear out the flash memory.

Instead, each time the new date is written, it must
be stored in a new area of memory. It is assumed that this
program has to share the flash memory with other programs,

so it is not efficient to pre-allocate a large block of £lash
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memory just for this one application. 1In other words, there
may be many PDIs in the system and they might be updated

at different rates, depending on the applications running.

A known arrangement for storing PDIs builds a linked
chain of values for each PDI as illustrated in Figure 1 of
the accompanying drawings. The first element of the chain
isat aknown address. Forthespecificapplicationmentioned
above, each element of the chain stores a value for the date
record and has a space for a pointer to the next item in
the chain. The last chain element will have a pointer value
equal to the erased memory pattern (FFFF in hexadecimal in
this model where the erased state of each bit is 1 or 0000
in the complementary model where the erased state of each
bit is 0). To read the current date, reading starts at the
beginning of the chain and follows pointers until one is
reachedwithvalueFFFF. To add anewdate, anewchainelement
is created with the new value and an empty pointer. The
address is then stored over the pointer part of the previous

last-element.

When the block is full, only the most recent values
for each PDI need to be copied to a fresh block, after which

the old block is erased. This is referred to as "garbage
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collection”. When garbage collecting, the last value in the
chain is copied to the new block and used as the start of

the new chain.

If power is removed from a £lash memory during awrite
cycle, there is a danger that the operationwill be incomplete
and that an inconsistent state will be available when power
is reapplied. In the case of a contactless smart card having
flash memory, the card itself does not have any power supply
butreliesonreceivingpower fromacardreader whenpresented
thereto. If the card is removed from the reader during a
write operation to the flash memory, the power supply may
be interrupted during thewritecycle sothat the dataactually
stored are different from the data which were intended to

be stored.

For example, in a typical flash memory, the erased
state of each bit is 1 and each bit can be changed to 0 during
a write cycle but the reverse change from 0 to 1 can only
be achieved by erasing a whole page or segment at a time.
Also, if a write cycle is interrupted, each bit which is
to be changed from 1 to 0 will either change to 0 or remain
at 1. Typically, a whole word comprising 16 bits is written

in parallel to the flash memory. When a write operation is
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interruptedbypowerloss,someoralloftherequestedchanges
from 1 to 0 may have occurred but it is impossible to identify
which changes have occurred and which (if any) have not.
When power is appliedagain, the smart card cannot tell whether
the stored data has been corrupted because of power loss

during a write cycle.

In the case of the linked chain as illustrated in
Figure 1 of the accompany drawings and as described
hereinbefore or in the case of the arrangement disclosed
in British patent application no. 0205573.9 (the contents
of which are incorporated herein by reference), which
describes an improved arrangement, the current value of each
data item is the last one in the linked chain or list. If
powerfailswhenthepointertothelastvalueisbeingwritten
into the flash memory, it may not be possible to retrieve
the last value when power is restored. Any application
relying on such a last value will therefore not function

correctly or may not function at all.

DISCLOSURE OF THE INVENTION

According to a first aspect of the invention, there

is provided a method of detecting an error in a persistent
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memory segment in which values of at least one data item
are stored in temporally consecutively allocated memory
locations, each new memory location is added to a first end
of a block of the memory segment having first and second

5 ends, and a pointer to each new memory location is added
to an old memory location in the block containing a preceding
value of the at least one data item, the method comprising
the steps of:

(a) Determining the address to which the last-added

10 pointer points;

(b) Comparing the determined address with an address
range of the memory block including the last new
memory location; and

(c) Performing an action if the determined address

15 is outside the address range.

' The steps (a) to (c) may be performed each time power

is supplied to the memory- segment.
20 The step (a) may comprise determining the addresses
to which all of the pointers point and selecting the highest

or lowest address.

The step (c) may comprise changing the address of
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the last-added pointer to the address of the last new memory

location.

Each new memory location may be added contiguously

to the first end of the block.

Each pointer may point to a highest or lowest address

of the memory location to which it points.

The memory segment may comprise at least part of a

flash memory.

Eachmemory locationmay have space for a single value

of the at least one data item.

Each bit of the memory segment may be individually
switchable only from 1 to 0 and the action may be performed
when the detected address is greater than the highest address
of the address range. As an alternative, each bit of the
memory segment may be individually switchable only f£rom 0O
to 1 and the action may be performed when the detected address

is less than the lowest address of the address range.

The memory segment may contain at least one write
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counter in which a respective flag is set at the end of each
value storing operation and a respective further flag is
set at the end of each pointer adding operation, and the
steps (a) to (c) may be performed only if an odd number of
flags and further flagsisset. Theat leastonewrite counter

may comprise a data item.

The memory segment may contain at least one write
counter in which, when storing a series of one or more data
itemvalues, arespective £lag is set before the first pointer
adding operation in the series and a respective further flag
is set after the final pointer adding operation in the series,
and the steps (a) to (c) may be performed only if an odd

number of flags and further flags is set.

According to a second aspect of the invention, there
is provided a program for controlling a computer to perform

a method according to the first aspect of the invention.

According to a third aspect of the invention, there

is provided a computer programmed by a program according

to the second aspect of the invention.

According to a fourth aspect of the invention, there
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is provided a storage medium containing a program according

to the second aspect of the invention.

According to a fifth aspect of the invention, there
is provided an apparatus comprising a persistent memory
segment, a portion which stores values of at least one data
item in temporally consecutively allocated memory locations
with each new memory location being added to a-first end
of a block of the memory segment having first and second
ends, a portion which adds a pointer pointing to each new
memory location to an old memory location in the block
containing a preceding value of the at least one data item,
aportionwhich determines the address towhich the last-added
pointer points, a portion which compares the determined
address with an address range of the memory block including
the last new memory location, and a portion which performs
an action if the determined address is outside the address

range.

The determining portion, the comparing portion and

the performing portion may be arranged to be actuated each

time power is supplied to the apparatus.

The determining portion may be arranged to determine
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the addresses to which all of the pointers point and to select

the highest or lowest address.

The performing portion may be arranged to change the
address of the last-added pointer to the address of the last

new memory location.

Each new memory location may be added contiguously

to the first end of the block.

Each pointer may point to a highest or lowest address

of the memory location to which it points.

The memory segment may comprise at least part of a

flash memory.

Eachmemory locationmay have space for asinglevalue

of the at least one data item.

Each bit of the memory segment may be individually
switchable only from 1 to 0 and the performing portion may
be arranged to perform the action when the detected address
is greater than the highest address of the address range.

As an alternative, each bit of the memory segment may be
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individually switchable only from 0 to 1 and the performing
portionmay be arranged toperformthe actionwhen the detected

address is less than the lowest address of the address range.

The apparatus may comprise: a portion which sets,
in at least one write counter in the memory segment, a
respective flag at the start of each storing operation and
a respective further flag at the end of each pointer adding
operation; and a portion which assesses whether the number
of set flags and further flags isodd, thedeterminingportion,
the comparing portion and the performing portion being
arranged to be actuable in response to the assessing portion.

The at least one write counter may comprise a data item.

The apparatus may comprise: a portion which sets,
in at least one write counter in the memory segment and when
storing a series of one or more data item values, a respective
flag before the first pointer adding operation in the series
and a respective further flag after the final pointer adding
operation in the series; and a portion which assesses whether
the number of set flags and further flags is odd, the
determiningportion, the comparingportionandthe performing
portion being arranged to be actuable in response to the

assessing portion.
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The apparatus may comprise a smart card.

It is thus possible to provide an arrangement which
allows errors in pointers of linked chains of PDIs and similar
structures to be detected reliably. This technique also
allows such errors to be corrected. Thus, for example, any
application relying on PDIs stored in flash memory or the
like is prevented from inadvertently using incorrect data

read from the memory.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be further described, by way of

example, with reference to the accompanying drawings, in

which:

Figure 1 is a diagram illustrating a known linked

chain of PDI values;

Figure 2 is a diagram illustrating an apparatus

constituting an embodiment of the invention;

Figure 3 is a diagram illustrating operation of the
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apparatus of Figure 2 in accordance with amethod constituting

an embodiment of the invention; and

Figure 4 is a flow diagram illustrating the method.

BEST MODE FOR CARRYING OUT THE INVENTION

Figure2illustratesasmartcardof the "contactless”
type for cooperating with a card reader to transfer data.
The card 1 has embedded in it a computer 2 and a £lash memory
3 shown as comprising several pages or segments. Thecomputer
2 comprises a central processor unit (CPU) 4 provided with
a working random access memory (RAM) 5 and an input/output
interface (I/0) 6 for contactless communication with a card
reader. The card 1 does not have an internal power supply
but instead relies on an external power supply 7 provided
within the card reader (not shown). The computer 2 and the
memory 3 are thus only powered when the card 1 is correctly

inserted in a card reader.

The flash memory segment illustrated in Figure 2 is
configured to act as a non-volatile memory for persistent
data items (PDIs). Thus, whereas data which does not need

to be stored in the absence of power uses the working RAM
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5 which is volatile, PDIs whose values must be preserved

in the absence of power are stored in the flash memory segment.

The flash memory segment illustrated in Figure 2 is

" configuredtostoreapageidentifierandstatus 8, forexample

indicating whether the page is in use or has been erased
and is ready for future use, a PDI table 9 containing a pointer
for each PDI pointing to the location or "node” containing
the first value of the PDI stored in the segment, a critical
writes counter 10, and nodes to which values of the PDIs
have already been written. The segment has free space as
illustrated at 11 and what is currently the last used memory

word (LUM) to have been allocated is indicated at 12.

When thecard 1l is initially configured, the computer
2 enters the page identifier and status 8 and reserves space
in the memory 3 for the PDI table 9 and the critical writes
counter 10. When the first value of the first PDI is written
to the memory 3, space sufficient for the value of the item
and for a pointer to a next value is allocated at the start
of the memory segment at node 15. A pointer associated with
the first PDI is inserted in the table 9 and points to the

last word of the node 15 as illustrated by the arrow 16.
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The flash memory 3 is of the type in which, when the
segment is erased, all of its bits are set to 1. Thus, all
of the bits of the counter 10 are initially set to 1. Also,
the bits of the word at the node 15 reserved for the pointer
to the next value of the PDI are all set to 1 and await

overwriting when the next value arrives.

In the example illustrated in Figure 2, the next value
to be stored in the memory 3 is a second value of the first
PDI. Atthestartofthewritecycle, anewnodel7isallocated
for storing the second PDI value. For example, the final
word of the node, which will subsequently contain a pointer
toanode foralatervalueof thePDI, hasitsleastsignificant
bit set to 0. Because all pointers are to even-numbered
addresses, there is no conflict with the subsequent writing
of a pointer in this word. Enough memory space is provided
between the word for the pointer and the previous node 15
to contain the second data value of the first PDI. The node
may be allocated such that it is contiguous with the node
15, for example so as to maximise the use of memory space,
or a gap may be left, for example to ensure that its pointer
is at an even address when the second data value is oddly
sized. However, control of writing to the memory segment

is such that nodes are always added to the end of the space
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containing previously allocated nodes and are never inserted

between existing nodes.

In the next step of the write cycle, the second data
value of the first PDI is stored in the part of the node
17 available for data storage. The f£irst bit of the counter
10 is set to 0 to indicate the successful completion of the
datawriting operation. Apointer to the address of the last
word of the node 17 assigned to a subsequent pointer is then
written in the pointer field of the word 15. The second bit
of the counter 10 is then set to zero to indicate the completion

of the write cycle.

The next value which is to be stored in the memory
segment of the flash memory 3 is the first value of a second
PDI. At the start of the write cycle, the next available
node 18 is allocated, after which the value is written into
the data value field of the node 18. A pointer to the last
word of the node 18 (i.e. that of highest address) which
will subsequently contain a pointer is stored at the second

location in the PDI table 9.

The fourth value to be stored in the memory 3 is the

second value of the second PDI. As described hereinbefore,
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the next available node 19 is allocated by setting the least
significant bit of its last or highest address word to 0,
the data value is written in the value field of the node
19, the third bit of the counter 10 is set to 0, a pointer
to the last word of the node 19 is written into the pointer
field (the last or highest address word) of the node 18,

and the fourth bit of the counter 10 is set to zero.

This process is repeated each time a new value of
any of the PDIs arrives for writing into the segment of the
memory 3. In particular, each new value is written into a
node which follows (and may be contiguous with) the node
containing the previouslyreceivedvalue for storage. Anext
bit of the counter 10 is set to zero after writing the value
into the new node and another bit of the counter is set to
zero when the pointer to the new word has been written into
the pointer field of the node containing the preceding value

of the same PDI.

In the case where the technique disclosed in British
Patent Application No. 0205573.9 is being used, the pointer
may not be written into the node containing the immediately
preceding value of the same PDI but may instead be written

into a “far field” of a node containing an earlier value
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of the same ’PDI. This patent application also describes
a technigue where the value field of each node is capable
of storing several values of its PDI. Thus, a new node is
allocated for that PDI only when all of the value fields
have been filled. When such a technique is used, it is
unnecessary, for values after the first one which are written
to the node, for a fresh pointer to be written in a preceding
node. Also, itisunnecessaryforthecriticalwritescounter
10 tobeupdated. Thus, theprocedure describedhereinbefore
is only used when the value field of the node has been filled
and it is necessary to allocate a new node for that PDI.
Such an arrangement may be used for storing the counter 10

and may provide more efficient use of memory space.

In practice and as mentioned above, when a new node
is allocated for a new PDI value, enough bytes are allocated
to store the value and the next pointer and this is done
by setting a bit in what is now the new LUM. If each pointer
within the memory segment uses two bytes and words are always
stored at even addresses, then the lowest bit in the pointer
field of the new node may be set to zero. This provides an
indication of the highest address within the memory segment

which has been allocated at any time, because all bits at

~addresses above that of the LUM will be in their reset 1
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state.

When the computer 2 needs to £ind the current value
of any of the PDIs, it follows the path defined by the pointers
stored in the temporally consecutively allocated nodes for
the PDI. Thus, the computer 2 identifies the pointer in the
PDI table 9 to the node containing the first value and checks
whether the pointer in that node points to a valid address.
If so, the computer checks the node to which the pointer
is pointing. When the computer detects that a stored pointer
represents an allocated node but does not contain a pointer,
the value stored at that node is known to be the current

value of the PDI and is used by the computer.

If the power supply is removed from the card 1 while
a pointer is being written in the appropriate word field
of the memory segment, the value of the pointer which is
stored may be incorrect. Because writing to the memory 3
involves switching bits from 1 to 0, an incomplete write
cycle results in the binary value of the stored bit pattern
for the pointer being larger than the intended value because
it has more 1's than it should have. This allows a pointer

write error to be detected and corrected.
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Figure 4 illustrates amethodwhich is performed each
time power is applied to the card 1. The method or routine
is started at 20 and, at 21, the computer 2 searches the
memory segment for the current LUM 12. For example, the
computer 2 starts from the highest address in the memory
segment and works towards the lowest address checking each
word in turn until one is found where not all of the bits
are 1. The address of this word is then the address of the
LUM. The computer 2 then stores the address of the LUM in

the RAM 5.

At a step 22, the computer 4 checks whether the
critical writes counter 10 contains an even number of set
bits. Whenever a new PDI value is written into the flash
memory segment successfully, two bits of the counter 10 are
set to 0. Conversely, whenever a write operation has begun
but is not completed before power is removed from the card
1, only 1 bit is set to 0 so that the counter 10 contains
an odd number of set bits. Accordingly, it is possible to
detect whether a possible writing error occurred by counting

the number of zeros in the counter 10.

If the counter 10 contains an even number of zeros,

no further intervention is necessary and the routine shown
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in Figure 4 finishes at 23. If the count is odd, then the
computer 2 searches, in a step 24, for a pointer in the words
stored in the memory segment having a value which is greater
than the address of the LUM previously stored in the RAM
5 in the step 21. Any pointer having the value FFFF or FFFE
is ignored because, although it is pointing to an address
greater than that of the current LUM, it represents a pointer
which is not yet pointing to an allocated node. Otherwise,
any incorrect pointer must have an address which is greater
than the address of the current LUM. Also, the correct value

for any such pointer is the address of the LUM.

In a step 25, the computer 2 determines whether an
incorrect pointer was found. If not, a step 26 sets the next
bit of the counter 10 to zero and the routine finishes at
23. Ifanerroneouspointervalueis found, astep 27 corrects
the pointer value to the address of the LUM so as to correct
the pointer value. The step 26 is then performed before
finishing at 23 so that the counter 10 contains an even number

of 0's indicating that there is no longer any error.

Figure3illustratesaspecificexample wheré anerror
has occurred, is detected and subsequently corrected. The

first value (value data 0) of a PDI is stored at a PDI node
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30 whose last word or pointer field is at address 0014. A
pointer to the last word of the node 30 is stored in the
PDI table 9. When the next value (value data 1) of the PDI
arrives, the computer 2 finds the pointer for the PDI in
the table 9 and checks the pointer field 31 to discover that
the node 30 contains the immediately preceding value of the
PDI. The next value is wfitten into the value field of the
node 32 and the address 1234 is entered in the pointer field
31 at the node 30 (all pointers are expressed in hexadecimal) .

The counter 10 is updated as described hereinbefore.

When the next value (value data 2) of the same PDI
is to be stored, the computer 2 follows the trail of pointers
and determines that the node 32 contains the immediately
preceding value. The next available space for a node in
the memory segment is located and a node is allocated with
its pointer field at address 2200. Allocation of the node
is performed by changing the lowest bit of the address 2200
to 0, thus leaving FFFE in the pointer field. The value data
2 are stored in the value field of the node 33 and the next
non-zero bit of the counter 10 is set to zero. A pointer
to the node 33 begins to be written into the pointer field
of the node 32 but power is removed, for example by withdrawing

the card 1 from the card reader, before this is completed
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so that an incompletely written pointer 2274 is present in
the pointer field of the word 32. In particular, the binary
value 0010001000000000 should have been written into the
pointer field of the node 32 but, instead, the binary value
0010001001110100 was written because switching of the third,
fifth, sixth and seventh bits from 1 to 0 was not performed

before power was removed.

When power is next applied to the card 1, the routine
shown in Figure 4 is performed. This determines that the
address field of the node 33 is stored at the LUM and that
the address of the pointer stored in the pointer field of
the node 32 has a value higher than the address 2200 of the
LUM. Writing of the correct pointer in the pointer field
of the node 32 is therefore completed py switching the
appropriate bits in this field to represent the correct

address 2200.

It is thus possible todetect and correct incorrectly
written pointers. Theonlyadditional space requiredwithin
the segment of the flash memory 3 is that for the critical
writescounter 10. Thecounter 10requiresrelativelylittle
space in the segment or may be stored in a different segment.

Thus, pointer errors can be detected and corrected with
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minimal penalty in terms of reduced storage space in the

Mmemory.

Inoneembodiment as describedabove, amemory segment
contains a critical write counter in which a flag is set
at the end of each value storing operation and a further
flag is set at the end of each pointer adding operation.
This ensures that, during a critical write to update the
pointer address, the critical write counter is indicating
an odd value. However,jJ:isalsopossiblethat,wherethere
is a set of updates to make to one or more PDIs, a flag may
be set in the critical write counter before the first pointer
adding operation in the set of updates and a further flag
set only after the final pointer adding operation in the
set of updates. If power fails between the setting of the
flag and the setting of the fu'rther flag, a search will occur
at the next power up. The advantage with this approach is
that the critical write counter is written only twice during
the set, thus making the system faster at least in the case

where the power does not fail.

In an alternative embodiment, the critical writes
counter 10 canbeomitted. Inthiscase, thecomputer 2cannot

tell, when power is reapplied, whether any pointer errors
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may have occurred and must therefore compare all of the stored
pointer values with the address of the LUM. If a pointer
value is higher than the address of the LUM, the error is
detected and can be corrected as described hereinbefore.
Thus, in this modified technique, there is no penalty in
terms of reduced memory capacity but more time is required

by the computer 2 to search for any errors.

In the case of a flash memory 3 having more than one
segment for storing PDIs, the same technique may be used
for each segment. In particular, each segment has its own

LUM and is used to store a subset of the PDIs.

It is also possible to split the critical writes
counter 10 in to several parts by partitioning the space
of PDIs with each counter relating to a respective partition.
For example, where there are several pages of memory, a
respective counter may be provided for each active page.
Also, each page may be partitioned with a separate critical
writes counter for eachpartition. Searchingandcorrecting
an error in each partition is quicker but more memory space
is required by several critical writes counters and each
counter must be checked when power is applied to determine

whether an error is present in the respective partition.
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The critical writes counter may also be treated as
a PDI by allocating it in segments. The last item in the
update chain is then the active block of the counter. This
allows a smaller amount of memory to be initially allocated
to the counter and, if the segment subsequently £ills with

a small number of large PDIs, then little space is wasted.

The critical writes counter may be stored in the
segment to which it relates or may be stored in a different
segment. In the former case, it is important to ensure that
new critical write counter segments are not allocated in
the middle of another critical update. Otherwise, the LUM

which the other update is using will have changed. To avoid

this, the new critical write counter segment may be allocated

a few updates earlier than required and not when a critical

update is being performed.

This technique may also be applied to £lash memories
of the type which are reset such that all of their bits are
at 0 and writing to the memory involves changing the value
of abit from 0 to 1. For example, all pointers may be stored
in inverse or complementary form and may be reinverted when

being read. Alternatively, when using such a memory, the
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first value to be stored may be allocated to the node of
highest address with subsequent values being allocated to
and stored at the next lower address. The word of lowest
address at each node is used as the pointer field.' In this
case, 1f a pointer value is incorrectly written, it will
point to an address which is lower than that of the LUM.
Thus, an erroneous pointer can be detected and its value

corrected.

These techniques may also be combined, for example
by using a flash memory of the type where bits are written
from1l to 0, allocating memory from higher to lower addresses

and storing pointers in their inverse or complementary form.
INDUSTRIAL APPLICABILITY

The present invention relates to a method of and an
apparatus for detecting an error in writing to persistent
memory. The invention also relates to a method of and an
apparatus for correcting the result of such an error. Such
techniques may be used in embedded systems and examples of
suitable applications include: smart cards such as Java
Cards; digital active storage or security devices such as

smart keys and smart disks; SIMs and USIMs for mobile
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telephones; data logging devices; small devices which record
user preferences, store settings or log usage; computer
systems in vehicles; set-top boxes; and internet routers.
Such techniques are useful for persistent or "non-volatile”
5 memories of the "write-once-erase-in-bulk” type, such as

flash memory, and of the “write-only” type.
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CLAIMS

1. A method of detecting an error in a persistent memory
segment in which values of at least one data item are stored
intemporaliyconsecutivelyallocatedmemorylocations,each
new memory location is added to a first end of a block of
the memory segment having first and second ends, and a pointer
to each newmemory location is added to an old memory location
in the block containing a preceding value of the at least
one data item, the melthod being characterised by comprising:

(a) determining the address to which the last-added
pointer points;

(b) comparing the determined address with an address
range of the memory block including the last new
memory location (LUM); and

(c) performing an action if the determined address

is outside the address range.
2. A method as claimed in claim 1, characterised in that
the steps (a) to (c) are performed each time power is applied

to the memory segment.

3. A method as claimed in claim 1, characterised in that
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the step (a) comprises determining the addresses to which
all of the pdinters point and selecting the highest or lowest

address.

4. A method as claimed in claim 1, characterised in that
the step (c) comprises changing the address of the last-added

pointer to the address of the last new memory location.

5. A method as claimed in claim 1, characterised in that
each new memory location is added contiguously to the first

end of the block.

6. A method as claimed in claim 1, characterised in that
each pointer points to a highest or lowest address of the

memory location to which it points.

7. A method as claimed in claim 1, characterised in that

the memory segment comprises at least part of a flash memory.
8. A method as claimed in claim 1, characterised in that
each memory location has space for a single value of the

at least one data item.

9. A method as claimed claim 1, characterised in that each
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bit of the memory segment is individually switchable only
from 1 to 0 and the action is performed when the detected
address is greater than the highest address of the address

range.

10. A method as claimed in claim 1, characterised in that
each bit of the memory segment is individually switchable
only from 0 to 1 and the action is performed when the detected

address is less than the lowest address of the address range.

11. A method as claimed in claim 1, characterised in that
the memory segment contains at least one write counter in
which a respective flag is set at the end of each value storing
operation and a respective further flag is set at the end
of each pointer adding operation, and also characterised
in that the steps (a) to (c) are performed only if an odd

number of flags and further flags is set.

12. A method as claimed in claim 11, characterised in that

the at least one write counter comprises a data item.

13. A method as claimed in claim 1, characterised in that
the memory segment contains at least one write counter in

which, when storing a series of one or more data item values .
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é respective flag is set before the first pointer adding
operation in the series and a respective further flag is
set after the final pointer adding operation in the series,
and also characterised in that the steps (a) to (c) are
performed only if an odd number of flags and further flags

is set.

l4. A program for controlling a computer to perform a method

as claimed in claim 1.

15. A computer programmed by a program as claimed in claim

14.

16. A storage mediumcontaining a program as claimed in claim

14.

17. An apparatus comprising a persistent memory segment,
a portion which stores values of at least one data item in
temporally consecutively allocated memory locations with
each new memory location being added to a first end of a
block of the memory segment having first and second ends,
a portion which adds a pointer pointing to each new memory
location to an old memory location in the block containing

a preceding value of the at least one data item, and
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characterised by a portion which determines the address to
whichthelast-addedpointerpoinfs,aportionwhichcompares
the determined address with an address range of the memory
block including the last new memory location (LUM), and a
portion which performs an action if the determined address

is outside the address range.

18. An apparatus as claimed in claim 17, characterised in
that the determining portion, the comparing portion and the
performing portion are arranged to be actuated each time

power is applied to the apparatus.

19. An apparatus as claimed in claim 17, characterised in
that the determining portion is arranged to determine the
addresses to which all of the pointers point and to select

the highest or lowest address.

20. An apparatus as claimed in claim 17, characterised in
thattheperformingportionisarrangedtochangetheaddress
of the last-added pointer to the address of the last new

memory location.

21. An apparatus as claimed in claim 17, characterised in

that each new memory location is added contiguously to the
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first end of the block.

22. An apparatus as claimed in claim 17, characterised in
that each pointer points to a highest or lowest address of

the memory location to which it points.

23. An apparatus as claimed in claim 17, characterised in
that the memory segment comprises at least part of a flash

memory.

24. An apparatus as claimed in claim 17, characterised in
that each memory location has space for a single value of

the at least one data item.

25. An apparatus as claimed in claim 17, characterised in
thateachbitofthememorysegmentisindividuallyswitchable
only from 1 or 0 and the performing portion is arranged to
perform the action when the detected address is greater than

the highest address of the address range.

26. An apparatus as claimed in claim 17, characterised in
that eachbit of thememory segment is individually switchable
only from 0 to 1 and the performing portion is arranged to

perform the action when the detected address is less than
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the lowest address of the address range.

27. An apparatus as claimed in claim 17, characterised by
comprising: aportionwhichsets, inatleast onewrite counter
in the memory segment, a respective flag at the start of
each value storing operation and a respective further flag
at the end of each pointer adding operation; and a portion
which assesses whether the number of set flags and further
flags is odd, the determining portion, the comparing portion
and the performing portion being arranged to be actuable

in response to the assessing portion.

28. An apparatus as claimed in claim 27, characterised in

that the at least one write counter comprises a data item.

29. An apparatus-as claimed in claim 17, characterised by
comprising: aportionwhichsets, inat leastonewrite counter
in the memory segment and when storing a series of one or
more data item values, a respective flag before the first
pointer adding operation in the series and a respective
further flag after the final pointer adding operation in
the series; and a portion which assesses whether the number
of set flags and further flags is odd, the determiningportion,

the comparing portion and the performing portion being



WO 2004/027615 PCT/JP2003/011789

10

15

drranged to be actuable in response to the assessing portion.

30. An apparatus as claimed in claim 17, characterised by

comprising a smart card.

31. An apparatus comprising a flash memory segment, means
for storing values of at least one data item in temporally
consecutivelyallocatedmemory locationswitheachnewmemory
location being added to a £irst end of a block of the memory
segment having first and second ends, means for adding a
pointer pointing to each newlmemory location to an old memory
location in the block containing a preceding value of the
at least one data item, means for determining the address
to which the last-added pointer points, means for comparing
the determined address with an address range of the memory
block including the last new memory location, and means for
performing an action if the determined address is outside

the address range.
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