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<process name="SampleProcess"> 
<sequence name="main"> 

<receive name="receivelnput" 
partnerLink="client" 
portType="pPortType" 
operation="process" 
variable="input" 
Createlnstance="yes" > 

<invoke name="invoke-1" 
partnerLink="partnerLink1" 
portType="SamplePortType1" 
operation="invoke" 
inputVariable="input 1" 
OutputVariable="output1" is 

<invoke name="invoke-2" 
partnerLink="partnerLink2" 
portType="SamplePortType2" 
operation="invoke" 
inputVariable="input2" 
OutputVariable="output2" |> 

<invoke name="invoke-3" 
partnerLink="partnerLink3" 
portType="SamplePortType3" 
operation="invoke" 
inputWariable="input3" 
OutputVariable="output3" |> 

<reply name="replyOutput" 
partnerLink="client" 
portType="pportType" 
operation="process" 
variable="output" is 

<sequence> 
</process.> 
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<process name="SampleProcess"> 
<sequence name="main"> 

<receive name="receivelnput" 
partnerLink="client" 
portType="pportType" 
operation="process" 
variable="input" 
Createnstance="yes" is 

<invoke name="invoke-1" 
partnerLink="partnerLink1" 
portType="SamplePortType1" 
operation="invoke" 
inputVariable="input 1" 
outputVariable="output 1" is 

<invoke name="invokeSubProcess" 
partnerLink="subProcessPartnerLink" 
portType="subProcessPortType" 
operation="process" 
inputWariable="input2" 
OutputVariable="output3" |> 

<reply name="replyOutput" 
partnerLink="client" 
portType="pportType" 
operation="process" 
variable="output" is 

<sequence> 
<process.> 
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<process name="SampleProcess"> 
<sequence name="main"> 

<receive name="receivelnput" 
partnerLink="subProcessPartnerLink" 
portType="subProcessPortType" 
operation="process" 
variable="input2" 
Createlnstance="yes" is 

<invoke name="invoke-2" 
partnerLink="partnerLink2" 
portType="SamplePortType2" 
operation="invoke" 
inputVariable="input2" 
OutputVariable="output2" |> 

<invoke name="invoke-3" 
partnerLink="partnerLink3" 
portType="SamplePortType3" 
operation="invoke" 
inputVariable="input3" 
OutputVariable="output3" is 

<reply name="replyOutput" 
partnerLink="subProcessPartnerLink" 
portType="subProcessPortType" 
operation="process" 
variable="output3" |> 

<sequence> 
<proceSS> 
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METHOD OF EXECUTING SERVICE ON A 
NETWORK, AND FLOW PROCESSING 

APPARATUS 

BACKGROUND OF THE INVENTION 

0001 1. Field of the Invention 
0002 The present invention relates to a method of execut 
ing services on a network and to a flow processing apparatus. 
0003 2. Description of the Related Art 
0004. In cases where a flow processing apparatus causes a 
service execution apparatus to execute a plurality of services 
using a flow description document, the general practice con 
ventionally is to describe the services of the service execution 
apparatus that has been connected to the same network as that 
of the flow processing apparatus. 
0005 For example, the specification of Japanese Patent 
Application Laid-Open No. 2005-173892 discloses a service 
linkage processing system for dividing service linkage pro 
cessing into a plurality of processes and creating Subroutine 
designation documents of the individual processes and a main 
routine designation document in which content for control 
ling the execution of each Subroutine designation document is 
described. 
0006. However, in cases where flow processing that uti 
lizes individual services placed on two networks isolated by a 
firewall is described in a flow description document, the fol 
lowing problem arises: 
0007 For example, if a firewall is set up so as to allow 
communication from a specific address to a specific address 
and the security level is lowered, the flow processing appara 
tus may then send a command directly to the service execu 
tion apparatus. However, since a setting that lowers security 
level must be directed to all services placed on the inner side 
of the firewall, it is necessary to change the firewall settings 
whenever the flow description document is redefined. 
0008. At the time of operation, and in particular, when a 
new flow description document is executed, it is necessary 
that the network environment such as the firewall be config 
ured again. 
0009. Further, although a protocol (e.g., SMTP) that 
makes it possible to pass through a firewall can be utilized in 
communication from the flow processing apparatus to the 
service execution apparatus, the protocol utilized by the ser 
vice generally is HTTP. As a consequence the following prob 
lem arises: 
0010. In a service execution apparatus utilized from a flow 
processing apparatus, it is necessary to perform a change of 
settings in Such a manner that processing will be capable even 
with SMTP. When a flow description diagram is executed 
anew, it is necessary to reconfigure the network environment 
at the time of operation. 

SUMMARY OF THE INVENTION 

0011. Accordingly, an object of the present invention is to 
alleviate the burden involved in configuring a network envi 
rOnment. 

0012. According to one aspect of the present invention, a 
method of executing services on a network, comprises 
0013 generating second and third documents from a first 
document that describes a flow for executing services; 
0014 registering the second document in a first apparatus; 
0015 registering the third document in a second apparatus 
on the network on which the services exist; 
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0016 interpreting, at the first apparatus, the second docu 
ment to call the second apparatus; and 
0017 receiving, at the first apparatus, an execution result 
that the third document has been interpreted by the second 
apparatus called from the first apparatus and the called Ser 
vices have been executed. 
0018. According to another aspect of the present inven 
tion, a flow processing apparatus comprises 
0019 a generation unit adapted to generate second and 
third documents from a first document that describes a flow 
for executing services; 
0020 a first registration unit adapted to register the second 
document in a first apparatus; 
0021 a second registration unit adapted to register the 
third document in a second apparatus on the network on 
which the services exist; 
0022 a calling unit that the first apparatus interprets the 
second document and calls the second apparatus; and 
0023 a reception unit that the first apparatus receives an 
execution result that the third document has been interpreted 
by the second apparatus called from the first apparatus and the 
called services have been executed. 
0024. Further features of the present invention will 
become apparent from the following description of exem 
plary embodiments with reference to the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0025 FIG. 1 is a block diagram illustrating an example of 
the configuration of a flow processing system according to an 
embodiment of the present invention; 
0026 FIG. 2 is a block diagram illustrating an example of 
the structure of a flow processing apparatus; 
0027 FIG. 3 is a diagram schematically illustrating an 
example of a flow description document in this embodiment; 
0028 FIG. 4 is a diagram schematically illustrating an 
example of a case where the flow description document 
shown in FIG. 3 has been divided; 
0029 FIG. 5 is a schematic view illustrating a procedure 
for executing first flow processing: 
0030 FIG. 6 is a schematic view illustrating a procedure 
for executing second flow processing: 
0031 FIG. 7 is a diagram illustrating an example of the 
composition of transfer-destination flow processing appara 
tus information in this embodiment; 
0032 FIG. 8 is a diagram illustrating an example of the 
flow description document; 
0033 FIG. 9 is a diagram illustrating an example of a 
parent document; and 
0034 FIG. 10 is a diagram illustrating an example of a 
partial document. 

DESCRIPTION OF THE EMBODIMENTS 

0035. A mode of practicing the present invention will now 
be described in detail with reference to the drawings. 
0036 First, reference will be made to FIG. 1 to describe 
the configuration of a flow processing system that includes a 
plurality of flow processing apparatuses and a plurality of 
service execution apparatuses. FIG. 1 is a block diagram 
illustrating an example of the configuration of the flow pro 
cessing system according to this embodiment. The units cor 
responding to the respective blocks shown in FIG. 1 may be 
implemented by a single computer or, if necessary, it may be 
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so arranged that the functions are implemented by being 
dispersed among a plurality of computers. 
0037. As shown in FIG. 1, a network is divided into two 
networks, namely networks 101a and 101b, by a firewall 102. 
described later. In this example, it is assumed that the network 
101a is a network external to the firewall 102 and that the 
network 101b is a network on the inner side of the firewall 
102. The firewall 102 controls communication between the 
internal network 101b and external network 101a, and main 
tains the security of the internal network 101b. A detailed 
description of the firewall 102 will not be given here. 
0038 Flow processing apparatuses 103a and 103b inter 
pret and execute a flow description document. A flow descrip 
tion document is a document in which service linkage Such as 
WS-BPEL is described in an executable format. Further, WS 
BPEL is the abbreviation of Web Services Business Process 
Execution Language. 
0039. Service execution apparatuses 104a, 104b and 104c 
execute various services such as printing, storage, image cap 
ture and image conversion as Web services on a network and 
provide the flow processing apparatuses 103a, 103b with the 
results of execution. 
0040. The subscripts “band'c' are appended to the units 
connected to the internal network 101b, the subscript “a” is 
appended to units connected to the external network 101a and 
the flow processing apparatuses 103 and service execution 
apparatuses 104 are distinguished individually. 
0041. In this example, it is assumed that the service execu 
tion apparatus 104a executes a service S1, the service execu 
tion apparatus 104b executes a service S2, and the service 
execution apparatus 104c executes a service S3. 
0042 FIG. 2 is a block diagram illustrating an example of 
the structure of the flow processing apparatuses 103a and 
103b shown in FIG.1. The flow processing apparatuses 103a 
and 103b will be referred to generically as a flow processing 
apparatus 103 below. In FIG. 2, a controller 201, which is 
constituted by a CPU, a ROM, a RAM and peripherals, con 
trols the overall flow processing apparatus 103. An input unit 
202, which includes an interface for connecting a keyboard 
and mouse, and the like, controls commands to the flow 
processing apparatus 103 and various inputs thereto. An out 
put unit 203, which includes an interface for connecting a 
display, and the like, controls output of the status of the flow 
processing apparatus 103 and output of results of processing, 
and the like. 

0043. A communication controller 204, which includes an 
interface for communicating with the network, controls com 
munication with the service execution apparatuses 104a. 
104b and 104c. A storage unit 205 includes an interface that 
controls access to a large-capacity storage device (hard disk). 
A system bus 210 connects these components. 
0044) Next, reference will be made to FIG.3 to describe a 
flow description document 301 interpreted and executed by 
the flow processing apparatus 103a. It should be noted that the 
flow description document may be stored in the storage unit 
205. Such as a hard disk, in the flow processing apparatus 
103a, or may be placed in another device connected on the 
networks 101a, 101b. 
0045 FIG. 3 is a diagram schematically illustrating an 
example of the flow description document 301 in this embodi 
ment. In the example illustrated in FIG.3, the flow description 
document 301 describes a flow in which after the service 1 is 
executed, the service S2 is executed and then the service S3. 
The services S1 to S3 correspond to services executed by the 
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service execution apparatuses 104a to 104c., respectively, 
illustrated in FIG. 1. Further, call-destination addresses of 
each of the services have been written in the services S1 to S3. 

0046. In general, with a firewall 102 of this kind, often 
communication from the external network 101a to the inter 
nal network 101b, which is communication to a specific port 
at a specific address with a specific protocol, in prohibited for 
combinations other than this combination. This means that 
with an ordinary setup, the flow processing apparatus 103a 
connected to the external network 101 a cannot utilize a given 
service in the internal network 101b. 

0047 Accordingly, in order for the flow processing appa 
ratus 103a to utilize a service in the internal network 101b, 
first the firewall 102 is separately configured. That is, the 
firewall 102 is set up separately in such a manner that the 
service execution apparatuses 104b and 104c in the internal 
network 101b can be utilized from the external network 101a. 

0048. This means that the firewall 102 is provided with 
through-ports the number of which is equal to the number of 
service execution apparatuses 104b, 104c in the internal net 
work 101b, as a consequence of which the security of the 
internal network 101b is degraded significantly. Further, 
although there is no problem if all of the services to be utilized 
have been decided in advance, usually it is difficult for all of 
the services described in a flow description document to be 
decided beforehand. 

0049 Consequently, whenever a flow description docu 
ment is described anew, it is necessary to configure the fire 
wall 102 if use is made of the service execution apparatuses 
104b, 104c belonging to the internal network 101b. 
0050 FIG. 4 is a diagram schematically illustrating an 
example of a case where the flow description document 301 
shown in FIG.3 has been divided. As illustrated in FIG.4, first 
the services S2 and S3 executed on the side of the internal 
network 101b are described as apartial flow description docu 
ment 402. A procedure for calling the services provided by 
the partial flow description document 402 are added to an 
overall flow description document 401 resulting from divi 
S1O. 

0051. Thus, according to this embodiment, the flow 
description document 301 is divided into the overall flow 
description document 401 and the partial flow description 
document 402. Further, only the procedure for calling the 
services provided in accordance with the partial flow descrip 
tion document 402 are described in the overall flow descrip 
tion document 401 resulting from division. A separate flow 
processing apparatus is instructed to carry out the actual 
execution of services. 

0.052 Examples of the flow description document 301, 
overall flow description document 401 and partial flow 
description document 402 are illustrated in FIGS. 8, 9 and 10. 
respectively. 
0053. In the flow description document 301 of FIG. 8, 
invoke-2 and invoke-3 of invoke elements are transferred to 
the partial flow description document of FIG. 10. Therefore, 
invoke-2 and invoke-3 vanish from the overall flow descrip 
tion document of FIG. 9 and a new invoke element invoke 
SubProcess is inserted for calling the partial document. Fur 
ther, invoke-2 and invoke-3, which were in the flow 
description document 301, are described in the partial flow 
description document. 
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0054 Next, reference will be made to FIGS. 5 and 6 to 
describe an execution designating method for designating 
execution of a service by a flow description diagram in the 
flow processing system. 
0055 FIG. 5 is a schematic view illustrating a procedure 
for executing first flow processing. First, the flow description 
document 301 is placed in the flow processing apparatus 103a 
beforehand at step 501. Next, when a request to execute flow 
processing described in the flow description document 301 is 
received at step 502, the flow processing apparatus 103a 
executes the service S1 on the network 101a at step 503. Next, 
at step 504, the flow processing apparatus 103a executes the 
service S2 within the firewall 102 and, similarly executes the 
service S3 within the firewall 102 at step 505. The flow 
processing apparatus 103a then transmits the result of execu 
tion at step 506 and terminates execution of this flow process 
1ng. 
0056. In order that the flow processing apparatus 103a 
may communicate with the interior of the firewall 102 at steps 
504 and 505, an environment in which communication can be 
performed at steps 504 and 505 must be configured before 
hand as the setup of the firewall 102. 
0057. Further, in this example, the settings for two ser 
vices (S2 and S3) are made in the firewall 102. Whenever 
services belonging to the internal network are increased, as in 
the manner S4, S5, S6, ..., it is necessary to modify settings 
to allow passage through the firewall 102. 
0058 FIG. 6 is a schematic view illustrating a procedure 
for executing second flow processing. First, at step 601, when 
the flow description document 301 is placed in the flow pro 
cessing apparatus 103a connected to the external network 
101a of the firewall 102, it is compared, in step 602, with 
registered information. More specifically, information that 
has been registered in transfer-destination flow processing 
apparatus information 700 illustrated in FIG. 7 is compared 
with call-destination address information of a service 
described in the flow description document 301. The transfer 
destination flow processing apparatus information 700 has 
been stored in the storage unit 205. It may be so arranged that 
the flow processing apparatus 103a makes reference to trans 
fer-destination flow processing apparatus information 700 
that has been stored in other devices connected to the net 
works 101a, 101b. The transfer-destination flow processing 
apparatus information 700 includes network address infor 
mation 701, a subnet mask 702 and flow processing apparatus 
address information 703. 

0059. It is determined whether the call-destination address 
of the service that has been described in the flow description 
document 301 is included in the network that has been regis 
tered in the transfer-destination flow processing apparatus 
information 700. If the result of this determination is that the 
call-destination address of the service is included in the net 
work (e.g., network 101b) decided by the network address 
information 701 and subnet mask 702 of the transfer-desti 
nation flow processing apparatus information 700, then this 
service is extracted and the partial flow description document 
402 is created in step 603. 
0060. Further, the extracted service is deleted from the 
flow description document 301 and the overall flow descrip 
tion document 401, to which has been added the call descrip 
tion that includes the call-destination address for calling the 
partial flow description document 402, is created. This call 
destination address is used by the flow processing apparatus 
103a to call the transfer-destination flow processing appara 
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tus. The transfer-destination flow processing apparatus called 
by this call-destination address executes the partial flow 
description document 402. Thereafter, in step 604, the overall 
flow description document 401 resulting from division is 
placed in the storage unit 205 of the flow processing apparatus 
103a again. 
0061 Next, in step 605, the partial flow description docu 
ment 402 is transmitted to the flow processing apparatus 
(transfer-destination flow processing apparatus) 103b, which 
has been determined from the network address information 
701 and the subnet mask 702, via the network acquired in 
advance. The protocol for transmitting the partial flow 
description document 402 is SMTP. Further, the document 
may be transmitted to a specific port at a specific address by 
HTTP. The address information 703 of this flow processing 
apparatus 103b has been stored in correspondence with the 
network address information 701 and subnet mask 702. On 
the other hand, when the flow processing apparatus 103b 
receives the partial flow description document 402 from the 
flow processing apparatus 103a, it places this partial flow 
description document 402 in the storage unit 205 at step 606. 
It should be noted that it may be so arranged that the overall 
flow description document 401 and partial flow description 
document 402 are generated by an apparatus other than the 
flow processing apparatus 103a and placed in the flow pro 
cessing apparatuses 103a, 103b. 
0062 Next, in step 607, when a request for actually calling 
a flow is received, the flow processing apparatus 103a 
executes the service S1, which is described in the overall flow 
description document 401, in step 608. This request is 
received from within the network 101.a. Further, the request 
may be received from the input unit 202 of the flow process 
ing apparatus 103a. In order to execute the service S1, the 
flow processing apparatus 103a calls the service execution 
apparatus 104a. The protocol for calling the service execution 
apparatus 104a is HTTP. 
0063) Next, utilizing the port and address that have been 
acquired beforehandby the setup of the firewall 102, the flow 
processing apparatus 103a transmits a request, which calls 
the flow processing apparatus 103b connected to the internal 
network 101b of the firewall 102, in step 609. The destination 
of the transmission of this request is a call-destination 
address, which is for calling the partial flow description docu 
ment 402, described in the overall flow description document 
401. The protocol for transmitting this request is SMTP. Fur 
ther, the request may be transmitted to a specific port at a 
specific address by HTTP. 
0064 On the other hand, when the flow processing appa 
ratus 103b receives the request in step 610, it executes the 
service in accordance with the flow processing described in 
the partial flow description document 402 placed in step 606 
above. First, in step 611, the flow processing apparatus 103b 
calls the service execution apparatus 104b and causes it to 
execute the service S1. Then, in step 612, the flow processing 
apparatus 103b calls the service execution apparatus 104c and 
causes it to execute the service S3. The protocol for calling the 
service execution apparatuses 104b and 104c is HTTP. When 
execution of the services S2, S3 ends, the flow processing 
apparatus 103b transmits the results of executing each of the 
services to the flow processing apparatus 103a. The protocol 
for transmitting the results of execution is HTTP. 
0065. As a result, upon receiving the results of executing 
the services S2, S3 in step 614, the flow processing apparatus 
103a transmits the results of the services S2, S3 along with 



US 2008/02O1400 A1 

the result of service S1 to the request destination as the overall 
result in step 615. The request destination exists in the net 
work 103a. In a case where the flow processing apparatus 
103a itself is the request destination, the results of the ser 
vices are output to the output unit 203. 
0.066. In accordance with this embodiment, even in a case 
where communication is held to communication between 
flow processing apparatuses and there is an increase in called 
services or a change in service calling points, the settings 
prevailing at the time the system is deployed can be utilized as 
is and no burden is imposed at the time of operation. Further, 
from the standpoint of security, since communication is only 
communication between nodes that have been determined, it 
is no longer necessary to create pass-through ports in a fire 
wall whenever a service is added on and, hence, a decline is 
security can be avoided. 
0067. The object of the invention is also attained by Sup 
plying a recording medium storing the program codes of the 
Software for performing the functions of the foregoing 
embodiment to a system oran apparatus, reading the program 
codes, which have been stored on the recording medium, with 
a computer (e.g., a CPU or MPU) of the system or apparatus 
from the storage medium, and then executing the program 
codes. 
0068. In this case, the program codes perse read from the 
recording medium implement the functions of the embodi 
ment and the recording medium storing the program codes 
constitutes the invention. 
0069. Examples of recording media that can be used for 
Supplying the program code are a flexible disk, hard disk, 
optical disk, magneto-optical disk, CD-ROM, CD-R, mag 
netic tape, non-volatile type memory card or ROM, etc. 
0070 Further, not only are the functions of the above 
described embodiment implemented by executing a program 
read that has been read by a computer, the following case is 
included as well: Specifically, an operating system or the like 
running on the computer executes Some or all of the actual 
processing based upon the indications in the program codes, 
and the functions of the above-described embodiment are 
implemented by this processing. 
0071. Furthermore, the following case also is included in 
the present invention. Specifically, program code read from 
recording medium is written to a memory provided on a 
function expansion board inserted into the computer or pro 
vided in a function expansion unit connected to the computer. 
Thereafter, a CPU or the like provided on the function expan 
sion board or function expansion unit performs some or all of 
actual processing based upon the indication in the program 
codes, and the functions of the above embodiment are imple 
mented by this processing. 
0072. While the present invention has been described with 
reference to exemplary embodiments, it is to be understood 
that the invention is not limited to the disclosed exemplary 
embodiments. The scope of the following claims is to be 
accorded the broadest interpretation so as to encompass all 
Such modifications and equivalent structures and functions. 
0073. This application claims the benefit of Japanese 
Patent Application No. 2007-041278, filed Feb. 21, 2007 and 
No. 2008-019588, filed Jan. 30, 2008, which are hereby 
incorporated by reference herein in their entirety. 
What is claimed is: 
1. A method of executing services on a network, compris 

ing: 
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generating second and third documents from a first docu 
ment that describes a flow for executing services; 

registering the second document in a first apparatus; 
registering the third document in a second apparatus on the 

network on which the services exist; 
interpreting, at the first apparatus, the second document to 

call the second apparatus; and 
receiving, at the first apparatus, an execution result that the 

third document has been interpreted by the second appa 
ratus called from the first apparatus and the called ser 
vices have been executed. 

2. The method according to claim 1, wherein in the gener 
ating step, the second and third documents are generated 
based on a network address of an apparatus that executes the 
services described in the first document. 

3. The method according to claim 1, wherein the services 
are described in the third document and a procedure for call 
ing the services is described in the second document. 

4. The method according to claim 1, wherein the generating 
step is executed by the first apparatus. 

5. A flow processing apparatus comprising: 
a generation unit adapted to generate second and third 

documents from a first document that describes a flow 
for executing services; 

a first registration unit adapted to register the second docu 
ment in a first apparatus; 

a second registration unit adapted to register the third docu 
ment in a second apparatus on the network on which the 
services exist; 

a calling unit that the first apparatus interprets the second 
document and calls the second apparatus; and 

a reception unit that the first apparatus receives an execu 
tion result that the third document has been interpreted 
by the second apparatus called from the first apparatus 
and the called services have been executed. 

6. The apparatus according to claim 5, wherein said gen 
erating means generates the second and third documents 
based upon a network address of an apparatus that executes a 
service described in the first document. 

7. The apparatus according to claim 5, wherein the services 
are described in the third document and a procedure for call 
ing the services is described in the second document. 

8. A storage medium storing a computer program compris 
ing the steps of 

generating second and third documents from a first docu 
ment that describes a flow for executing services; 

registering the second document in a first apparatus; 
registering the third document in a second apparatus on the 

network on which the services exist; 
interpreting the second document by the first apparatus and 

calling the second document by the first apparatus; and 
interpreting the third document by the second apparatus, 

which has been called from the first apparatus, and 
receiving result of execution of a called service by the 
first apparatus. 

9. The storage medium according to claim 8, wherein at 
said generating step, the second and third documents are 
generated based upon a network address of an apparatus that 
executes a service described in the first document. 

10. The storage medium according to claim 8, wherein the 
services are described in the third document and a procedure 
for calling the services is described in the second document. 
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