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(57) ABSTRACT

Techniques are disclosed relating to archive operations for
database systems. In some embodiments, a database system
initiates one or more archive operations to archive one or
more data extents for a database maintained by the database
system. The system may halt archive activity for the data-
base, in response to determining that archive operations for
a threshold amount of data extents are initiated but not
completed. The system may cancel at least one of the one or
more archive operations. The system may determine to
resume activity for the database based on determining that a
threshold timer interval has elapsed and determining that a
threshold amount of storage space is available for the
database system. Disclosed embodiments may improve
database availability, relative to traditional techniques.
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ARCHIVE CONTROL TECHNIQUES FOR
DATABASE SYSTEMS

BACKGROUND
Technical Field

This disclosure relates generally to database systems and
more specifically to controlling archive operations to miti-
gate storage space issues.

Description of the Related Art

Database systems may store large data sets and the
integrity of data may be important. Therefore, database
systems typically perform various archive operations to
generate backup versions of database information. This may
include full backups of a database, partial backups, and
database log backups, for example.

Availability of a database is also an important consider-
ation for database system design. In some scenarios, archival
activity can cause issues with storage space, which may
affect the ability of the database system to remain available.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a flow diagram illustrating an example method
for pausing and resuming archiving, according to some
embodiments.

FIG. 2 is a block diagram illustrating a detailed example
database system configured to perform archive operations
for multiple database cells, according to some embodiments.

FIG. 3 is a state diagram illustrating detailed example
states for an archival circuit breaker, according to some
embodiments.

FIG. 4 is a flow diagram illustrating another example
method, according to some embodiments.

FIG. 5 is a block diagram illustrating elements of a
multi-tenant system, according to some embodiments.

FIG. 6 is a block diagram illustrating elements of a
computer system configured to implement various systems
described in the present disclosure, according to some
embodiments.

DETAILED DESCRIPTION

As discussed above, archive operations for a database
system may occasionally cause storage space concerns (e.g.,
due to lack of available disc space when archive operations
generate extra files for archiving). As one example context,
some relational databases use log-structured merge-trees
(LSM trees) as underlying storage. U.S. patent application
Ser. No. 15/884,131, filed Jan. 30, 2018, is incorporated by
reference herein in its entirety and discusses example record
lookup techniques in the LSM data structure context. In
LSM tree implementations, data is typically first written to
a memory component and later transferred to on-disc stor-
age, where it is merged through levels of a data structure.
Each node in the data structure may correspond to a file (also
referred to as an extent) that is used to store records. This
may allow writing to the root level of the disc storage rather
than locating and overwriting previous version(s) of the
data. LSM tree implementations may also generate log files
that track database operations, e.g., for purposes of system
recovery.

In the LSM tree context, archive activity (both for log data
and LSM node extents) may use substantial disc space. For
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example, the database system may copy extents to capture a
snapshot of the extents at a given time (given that extents of
the LSM tree may be subsequently updated by database
activity before the backup completes) and schedule the
copied extents for storage. In some scenarios, this may use
unusual amounts of disc space. For example, when there is
an aborted ticket for log archival or backup slowness the
archival system may hold off too many extents and eventu-
ally crash the database.

In disclosed embodiments discussed in detail below, the
database system is configured to pause and cancel archive
operations in certain scenarios. This may trade point-in-time
recoverability for database availability. The pause/cancel
implementation may be analogized to an archival “circuit
breaker” that trips enter a non-default archive state in which
archive activity is paused, based on various metrics such as
available storage space, the characteristics of extents in-
flight for archiving, etc.

Thus, the disclosure below is directed to the technical
field of database systems and more particularly to archive
activity and increasing database availability. Disclosed
embodiments address the technical problem of disc space
issues related to archive activity which could cause database
unavailability. The disclosed technical solutions track vari-
ous database parameters over time and pause archive activ-
ity in certain scenarios to avoid running out of disc space,
thereby advantageously improving database availability
relative to traditional techniques.

Overview of Archival Circuit Breaker Embodiments

FIG. 1. is a flow diagram illustrating example archive
state transitions, according to some embodiments. In the
illustrated embodiment, the system operates in a default
archive operation state at 110. In this state, the system may
perform periodic backups, on-demand backups, backups of
log files, etc. Speaking generally, various known or future
techniques may be used to store backups in this state. In the
LSM-tree context, backups may involve duplicating extents
and scheduling them for backup to disc storage.

At 120, in the illustrated embodiment, the system deter-
mines whether one or more storage space related thresholds
are met. For example, the system may determine whether
in-flight archive extents meet a threshold data size (where
“in-flight” refers to extents for which storage of which has
been initiated, but not yet completed), other characteristics
of the log extents in-flight, etc. As another example, the
system may determine whether a threshold amount of disc
storage is available. In some embodiments, the system may
logically combine multiple parameters to determine whether
one or more thresholds are met for tripping the circuit
breaker. If the threshold(s) are met, flow proceeds to 130. If
not, flow proceeds back to 110 and the system remains in the
default state.

At 130, in the illustrated embodiment, the system pauses
archiving and cancels one or more pending archive opera-
tions (this may include deleting one or more extents sched-
uled for disc storage). The system remains in the pause state
for archiving until one or more archive-resume conditions
are met, as determined at 140. One the resume condition(s)
are met, flow proceeds to 110 and the system re-enters the
default state (the circuit-breaker is closed). For example, the
system may wait a threshold time interval, check for a
threshold disc space availability before re-entering the
default state, or both. In some embodiments, the system may
logically combine multiple parameters to determine whether
one or more conditions are met for closing the circuit
breaker.
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In some embodiments, there may be one or more transi-
tion states between the yes result at 140 and arriving back at
110, e.g., to perform a full backup, check storage metrics,
etc. before resuming default operation. Example transition
states are discussed below with reference to FIG. 3. Note
that the illustrated operations may be performed on a per-cell
(e.g., per-database) granularity such that some databases
may continue archive activity while others are paused.
Further, different cells may have different thresholds for
tripping/closing the archival circuit breaker.

Example Database System with Archival Circuit Breaker

FIG. 2 is a block diagram illustrating a detailed example
database system that may implement disclosed archive tech-
niques, according to some embodiments. In the illustrated
embodiment, the system includes Salesforce Application
Model (SAM) cluster 210, relational database service (RDS)
220, production cluster 230, restore cluster 240, and storage
service 250. Note that various elements of FIG. 2 may be
maintained at different locations and connected via various
appropriate types of networks. Note that the example of FIG.
2 is included for purposes of illustration to explain one
example Salesforce implementation, but this figure is not
intended to limit the scope of the present disclosure; various
database system architectures are contemplated.

SAM cluster 210, in the illustrated embodiment, main-
tains a plurality of cells A through N. In the illustrated
example, SAM cluster 210 includes a core application
instance 212 for each cell. SAM cluster 210 also implements
an archive service 214, which communicates with RDS 220
and proxy service 216. Proxy service 216 may provide a
transparent data access layer that intelligently routes queries
to the most optimal data source, resulting in SQL offload and
improved response times. For example, proxy service 216
may cache SQL results and track SQL queries so they are
routed to the appropriate database node for fresh data. RDS
220 provides relational database functionality. The archive
service 214 may store metrics using proxy service 216 and
may store scheduling and archival metadata in RDS 220.

Production cluster 230, in the illustrated embodiment,
includes salesforce database (SDB) store 237 (which may be
implemented by book-keeper storage servers), archive copy
workers 238, and the following for each cell: a log archive
agent 232, an SDB (which may be implemented by a
database management server) 234, and an archive agent 236.
In some embodiments, log archive agent 232, archive agent
236, or both implement disclosed archival circuit breaker
techniques. As shown, the log archive agent 232 and archive
agent 236 coordinate with archive service 214 and commu-
nicate with the SDB 234 and determine extents that should
be archived. The archival copy workers 238 then copy/
backup data from SDB store 237 for the production cluster
to storage service 250 (and one or more archival copy
workers 248 may similarly copy/restore data into the SDB
store 246 in the restore cluster 240 based on configuration by
restore agent 244). Storage service 250 may be S3 storage,
for example.

The system may utilize various metadata and metrics
discussed with reference to FIG. 2 to determine when to
open and close the archival circuit breaker, among other
types of information. For example, the system may trigger
opening/closing based on triggers associated with metrics
stored via proxy service 216, scheduling and archival meta-
data stored in RDS 220, log data, information shared
between archival modules, etc.

Production cluster 230 and restore cluster 240 may also
implement respective metadata servers, which are not shown
in FIG. 2. In various embodiments, implementing disclosed
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archival circuit breaker techniques for an archive agent of a
cell may advantageously increase availability of the cell,
relative to traditional techniques.

In some embodiments, the circuit breaker techniques may
use different thresholds for different cells. For example,
some cells may have higher data retention priority than
others. These cells may wait longer to trip their circuit
breaker, e.g., to maintain more point-in-time backup data.
Therefore, the system may use different thresholds for
amounts of extents in-flight, disc space available, time
intervals, etc. for different cells.

Further, the system may dynamically adjust various
thresholds based on historical data. For example, the system
may store various operational state information at different
points in time. This may include the amount of extents
in-flight for backup (e.g., the amount of disc space needed
by in-flight extents, the number of in-flight extents, etc.),
disc space availability, operation conditions specifically
associated with unavailability of the database due to lack of
disc space, etc. The system may implement various logic to
determine when to adjust a threshold. For example, the
system may use one or more machine learning models to
adjust one or more thresholds. For example, a machine
learning module may implement a model using any of
various appropriate topologies, such as, without limitation:
neural network, naive Bayes, decision tree, linear regression,
learning vector quantization, random forest, K-nearest
neighbors, etc. The model may adjust thresholds to attempt
to provide good point-in-time archive characteristics while
avoiding database unavailability due to running out of disc
space.

In some embodiments, some cells may not implement
archival circuit breaker techniques at all. Further, the granu-
larity at which backups may be paused/resumed may vary in
different embodiments. For example, while the examples
discussed above include one or more agents with archival
circuit breaker features per cell, this functionality may be
implemented at the granularity of an entire SAM cluster
instead, for example, or for one or more sub-portions of a
cell.

More Detailed State Diagram

FIG. 3 is a more detailed state diagram for an archival
circuit breaker, according to some embodiments. In the
illustrated embodiment, the system remains in the closed
state 310 for default archival operation until there is a
threshold amount of log extents in flight at 315. This
threshold may be measured in terms of the sum of the sizes
of in-flight extents, for example. In other embodiments, this
threshold may be determined as an estimate, e.g., based on
the number of in-flight extents and a predicted greatest-
possible extent size. In some embodiments, element 315 also
checks whether there is a threshold amount of disc space
available. As discussed above with reference to FIG. 1,
element 315 may consider multiple parameters in conjunc-
tion to determine whether to trip the archival circuit breaker.
If the threshold is met, flow proceeds to 320.

At 320, in the illustrated embodiment, the system deletes
the backup log window (the list of extents to be backed up).
This may allow the system to delete extents from primary
storage to free up disc space. At 325, in the illustrated
embodiment, the system is in the circuit-breaker-open state
and archive operations for the database are paused.

At 330, the systems determines whether it should try to
close the circuit breaker. This may include waiting for a
threshold time interval, checking for a threshold amount of
disc space available, etc., or some combination thereof. If
element 330 determines a positive result, the system tran-
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sitions to half-open state 335. In this state, the system checks
whether a backup log window exists at 340 and triggers a
full backup if so (which will create a backup log window).
The system waits at 350 until the full backup has success-
fully completed and then transitions back to closed state 310.
If the backup fails at 350, the system deletes the backup log
window and transitions back to the open state.

Example Method

FIG. 4 is a flow diagram illustrating an example method,
according to some embodiments. The method shown in FIG.
4 may be used in conjunction with any of the computer
circuitry, systems, devices, elements, or components dis-
closed herein, among others. In various embodiments, some
of the method elements shown may be performed concur-
rently, in a different order than shown, or may be omitted.
Additional method elements may also be performed as
desired.

At 410, in the illustrated embodiment, a database system
initiates one or more archive operations to archive one or
more data extents for a database maintained by the database
system. In some embodiments, the database is maintained by
the database system using a log-structured merge-tree (LSM
tree) and the data extents are elements of the LSM tree that
are duplicated by the database system when generating an
archive snapshot of the database.

At 420, in the illustrated embodiment, a database system
halts archive activity for the database, in response to deter-
mining that archive operations for a threshold amount of
data extents are initiated but not completed. The halting may
be further based on determining that less than a threshold
amount of storage space is available. The amount of data
extents may indicate to the data size of in-flight data extents,
number of in-flight data extents, other characteristics of
in-flight data extents, or some combination thereof.

At 430, in the illustrated embodiment, a database system
cancels at least one of the one or more archive operations.
The database system may also delete one or more duplicate
extents that were generated for one or more canceled archive
operations. More generally, the database system may delete
backup files, metadata, etc. that is not used while archiving
is paused. The system may further delete a backup log
window. The system may, in response to a threshold time
interval elapsing, transitioning to a half-open operating state.
The system may trigger a full backup of the database in the
half-open operating state. The system may, in response to
successful completion of the full backup, transition to a
default operating state. The transition to the half-open state
is may be further based on a determination that a threshold
amount of storage space is available.

At 440, in the illustrated embodiment, a database system
determines to resume archive activity for the database based
on determinations that (A) a threshold timer interval has
elapsed and (B) a threshold amount of storage space is
available for the database system. In other embodiments, the
database system may determine to resume archive activity
based on only one of these determinations or on some
combinations of one or more of these determinations with
one or more other parameters.

In some embodiments, the database system stores differ-
ent halt thresholds for different databases maintained by the
database system. The database system may halt archive
activity for a second database in response to determining
that archive operations for a different threshold amount of
data extents are initiated but not completed. The database
system may cancel one or more archive operations for the
second database. This may advantageously allow customi-
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zation of archival circuit-breaker functionality for different
cells with different data retention priorities, for example.

In some embodiments, the database system stores histori-
cal data that indicates database status information for one or
more prior archive halt operations (e.g., amounts of in-flight
extents at different times, operating state associated with
unavailability of a database, database characteristics at dif-
ferent times, etc.). The system may dynamically adjust one
or more thresholds for halting or resuming archive opera-
tions for the database based on the historical data. For
example, the system may adjust a threshold amount of data
extents in flight, a threshold disc space available, a threshold
time interval, etc. In some embodiments, a machine learning
module performs the dynamic adjustment.

Example Multi-Tenant Database System

Turning now to FIG. 5, an exemplary multi-tenant data-
base system (MTS) 500 in which various techniques of the
present disclosure can be implemented is shown. In FIG. 5,
MTS 500 includes a database platform 510, an application
platform 520, and a network interface 530 connected to a
network 540. Also as shown, database platform 510 includes
a data storage 512 and a set of database servers 514A-N that
interact with data storage 512, and application platform 520
includes a set of application servers 522A-N having respec-
tive environments 524. In the illustrated embodiment, MTS
500 is connected to various user systems 550A-N through
network 540. The disclosed multi-tenant system is included
for illustrative purposes and is not intended to limit the scope
of the present disclosure. In other embodiments, techniques
of'this disclosure are implemented in non-multi-tenant envi-
ronments such as client/server environments, cloud comput-
ing environments, clustered computers, etc.

MTS 500, in various embodiments, is a set of computer
systems that together provide various services to users
(alternatively referred to as “tenants™) that interact with
MTS 500. In some embodiments, MTS 500 implements a
customer relationship management (CRM) system that pro-
vides mechanism for tenants (e.g., companies, government
bodies, etc.) to manage their relationships and interactions
with customers and potential customers. For example, MTS
500 might enable tenants to store customer contact infor-
mation (e.g., a customer’s website, email address, telephone
number, and social media data), identify opportunities,
record service issues, and manage marketing campaigns.
MTS 500 may also enable those tenants to identify how
customers have been communicated with, what the custom-
ers have bought, when the customers last purchased items,
and what the customers paid. To provide the services of a
CRM system and/or other services, as shown, MTS 500
includes a database platform 510 and an application plat-
form 520.

Database platform 510, in various embodiments, is a
combination of hardware elements and software routines
that implement database services for storing and managing
data of MTS 500, including tenant data. As shown, database
platform 510 includes data storage 512. Data storage 512, in
various embodiments, includes a set of storage devices (e.g.,
solid state drives, hard disk drives, etc.) that are connected
together on a network (e.g., a storage attached network
(SAN)) and configured to redundantly store data to prevent
data loss. In various embodiments, data storage 512 is used
to implement a database comprising a collection of infor-
mation that is organized in a way that allows for access,
storage, and manipulation of the information. Data storage
512 may implement a single database, a distributed data-
base, a collection of distributed databases, a database with
redundant online or offline backups or other redundancies,
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etc. As part of implementing the database, data storage 512
may store files that include one or more database records
having respective data payloads (e.g., values for fields of a
database table) and metadata (e.g., a key value, timestamp,
table identifier of the table associated with the record, tenant
identifier of the tenant associated with the record, etc.).

In various embodiments, a database record may corre-
spond to a row of a table. A table generally contains one or
more data categories that are logically arranged as columns
or fields in a viewable schema. Accordingly, each record of
a table may contain an instance of data for each category
defined by the fields. For example, a database may include
a table that describes a customer with fields for basic contact
information such as name, address, phone number, fax
number, etc. A record therefore for that table may include a
value for each of the fields (e.g., a name for the name field)
in the table. Another table might describe a purchase order,
including fields for information such as customer, product,
sale price, date, etc. In various embodiments, standard entity
tables are provided for use by all tenants, such as tables for
account, contact, lead and opportunity data, each containing
pre-defined fields. MTS 500 may store, in the same table,
database records for one or more tenants—that is, tenants
may share a table. Accordingly, database records, in various
embodiments, include a tenant identifier that indicates the
owner of a database record. As a result, the data of one tenant
is kept secure and separate from that of other tenants so that
that one tenant does not have access to another tenant’s data,
unless such data is expressly shared.

In some embodiments, the data stored at data storage 512
is organized as part of a log-structured merge-tree (LSM
tree). An LSM tree normally includes two high-level com-
ponents: an in-memory buffer and a persistent storage. In
operation, a database server 514 may initially write database
records into a local in-memory buffer before later flushing
those records to the persistent storage (e.g., data storage
512). As part of flushing database records, the database
server 514 may write the database records into new files that
are included in a “top” level of the LSM tree. Over time, the
database records may be rewritten by database servers 514
into new files included in lower levels as the database
records are moved down the levels of the LSM tree. In
various implementations, as database records age and are
moved down the LSM tree, they are moved to slower and
slower storage devices (e.g., from a solid state drive to a hard
disk drive) of data storage 512.

When a database server 514 wishes to access a database
record for a particular key, the database server 514 may
traverse the different levels of the LSM tree for files that
potentially include a database record for that particular key.
If the database server 514 determines that a file may include
a relevant database record, the database server 514 may
fetch the file from data storage 512 into a memory of the
database server 514. The database server 514 may then
check the fetched file for a database record having the
particular key. In various embodiments, database records are
immutable once written to data storage 512. Accordingly, if
the database server 514 wishes to modify the value of a row
of a table (which may be identified from the accessed
database record), the database server 514 writes out a new
database record to the top level of the LSM tree. Over time,
that database record is merged down the levels of the LSM
tree. Accordingly, the LSM tree may store various database
records for a database key where the older database records
for that key are located in lower levels of the LSM tree then
newer database records.
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Database servers 514, in various embodiments, are hard-
ware elements, software routines, or a combination thereof
capable of providing database services, such as data storage,
data retrieval, and/or data manipulation. Such database
services may be provided by database servers 514 to com-
ponents (e.g., application servers 522) within MTS 500 and
to components external to MTS 500. As an example, a
database server 514 may receive a database transaction
request from an application server 522 that is requesting data
to be written to or read from data storage 512. The database
transaction request may specify an SQL SELECT command
to select one or more rows from one or more database tables.
The contents of a row may be defined in a database record
and thus database server 514 may locate and return one or
more database records that correspond to the selected one or
more table rows. In various cases, the database transaction
request may instruct database server 514 to write one or
more database records for the LSM tree—database servers
514 maintain the LSM tree implemented on database plat-
form 510. In some embodiments, database servers 514
implement a relational database management system
(RDMS) or object oriented database management system
(OODBMYS) that facilitates storage and retrieval of infor-
mation against data storage 512. In various cases, database
servers 514 may communicate with each other to facilitate
the processing of transactions. For example, database server
514A may communicate with database server 514N to
determine if database server S14N has written a database
record into its in-memory buffer for a particular key.

Application platform 520, in various embodiments, is a
combination of hardware elements and software routines
that implement and execute CRM software applications as
well as provide related data, code, forms, web pages and
other information to and from user systems 550 and store
related data, objects, web page content, and other tenant
information via database platform 510. In order to facilitate
these services, in various embodiments, application platform
520 communicates with database platform 510 to store,
access, and manipulate data. In some instances, application
platform 520 may communicate with database platform 510
via different network connections. For example, one appli-
cation server 522 may be coupled via a local area network
and another application server 522 may be coupled via a
direct network link. Transfer Control Protocol and Internet
Protocol (TCP/IP) are exemplary protocols for communi-
cating between application platform 520 and database plat-
form 510, however, it will be apparent to those skilled in the
art that other transport protocols may be used depending on
the network interconnect used.

Application servers 522, in various embodiments, are
hardware elements, software routines, or a combination
thereof capable of providing services of application platform
520, including processing requests received from tenants of
MTS 500. Application servers 522, in various embodiments,
can spawn environments 524 that are usable for various
purposes, such as providing functionality for developers to
develop, execute, and manage applications (e.g., business
logic). Data may be transferred into an environment 524
from another environment 524 and/or from database plat-
form 510. In some cases, environments 524 cannot access
data from other environments 524 unless such data is
expressly shared. In some embodiments, multiple environ-
ments 524 can be associated with a single tenant.

Application platform 520 may provide user systems 550
access to multiple, different hosted (standard and/or custom)
applications, including a CRM application and/or applica-
tions developed by tenants. In various embodiments, appli-
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cation platform 520 may manage creation of the applica-
tions, testing of the applications, storage of the applications
into database objects at data storage 512, execution of the
applications in an environment 524 (e.g., a virtual machine
of a process space), or any combination thereof. In some
embodiments, application platform 520 may add and
remove application servers 522 from a server pool at any
time for any reason, there may be no server affinity for a user
and/or organization to a specific application server 522. In
some embodiments, an interface system (not shown) imple-
menting a load balancing function (e.g., an F5 Big-IP load
balancer) is located between the application servers 522 and
the user systems 550 and is configured to distribute requests
to the application servers 522. In some embodiments, the
load balancer uses a least connections algorithm to route
user requests to the application servers 522. Other examples
of load balancing algorithms, such as are round robin and
observed response time, also can be used. For example, in
certain embodiments, three consecutive requests from the
same user could hit three different servers 522, and three
requests from different users could hit the same server 522.

In some embodiments, MTS 500 provides security
mechanisms, such as encryption, to keep each tenant’s data
separate unless the data is shared. If more than one server
514 or 522 is used, they may be located in close proximity
to one another (e.g., in a server farm located in a single
building or campus), or they may be distributed at locations
remote from one another (e.g., one or more servers 514
located in city A and one or more servers 522 located in city
B). Accordingly, MTS 500 may include one or more logi-
cally and/or physically connected servers distributed locally
or across one or more geographic locations.

One or more users (e.g., via user systems 550) may
interact with MTS 500 via network 540. User system 550
may correspond to, for example, a tenant of MTS 500, a
provider (e.g., an administrator) of MTS 500, or a third
party. Each user system 550 may be a desktop personal
computer, workstation, laptop, PDA, cell phone, or any
Wireless Access Protocol (WAP) enabled device or any
other computing device capable of interfacing directly or
indirectly to the Internet or other network connection. User
system 550 may include dedicated hardware configured to
interface with MTS 500 over network 540. User system 550
may execute a graphical user interface (GUI) corresponding
to MTS 500, an HTTP client (e.g., a browsing program, such
as Microsoft’s Internet Explorer™ browser, Netscape’s
Navigator™ browser, Opera’s browser, or a WAP-enabled
browser in the case of a cell phone, PDA or other wireless
device, or the like), or both, allowing a user (e.g., subscriber
of'a CRM system) of user system 550 to access, process, and
view information and pages available to it from MTS 500
over network 540. Each user system 550 may include one or
more user interface devices, such as a keyboard, a mouse,
touch screen, pen or the like, for interacting with a graphical
user interface (GUI) provided by the browser on a display
monitor screen, LCD display, etc. in conjunction with pages,
forms and other information provided by MTS 500 or other
systems or servers. As discussed above, disclosed embodi-
ments are suitable for use with the Internet, which refers to
a specific global internetwork of networks. It should be
understood, however, that other networks may be used
instead of the Internet, such as an intranet, an extranet, a
virtual private network (VPN), a non-TCP/IP based net-
work, any LAN or WAN or the like.

Because the users of user systems 550 may be users in
differing capacities, the capacity of a particular user system
550 might be determined one or more permission levels
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associated with the current user. For example, when a user
is using a particular user system 550 to interact with MTS
500, that user system 550 may have capacities (e.g., user
privileges) allotted to that user. But when an administrator is
using the same user system 550 to interact with MTS 500,
the user system 550 may have capacities (e.g., administra-
tive privileges) allotted to that administrator. In systems with
a hierarchical role model, users at one permission level may
have access to applications, data, and database information
accessible by a lower permission level user, but may not
have access to certain applications, database information,
and data accessible by a user at a higher permission level.
Thus, different users may have different capabilities with
regard to accessing and modifying application and database
information, depending on a user’s security or permission
level. There may also be some data structures managed by
MTS 500 that are allocated at the tenant level while other
data structures are managed at the user level.

In some embodiments, a user system 550 and its compo-
nents are configurable using applications, such as a browser,
that include computer code executable on one or more
processing elements. Similarly, in some embodiments, MTS
500 (and additional instances of MTSs, where more than one
is present) and their components are operator configurable
using application(s) that include computer code executable
on processing elements. Thus, various operations described
herein may be performed by executing program instructions
stored on a non-transitory computer-readable medium and
executed by processing elements. The program instructions
may be stored on a non-volatile medium such as a hard disk,
or may be stored in any other volatile or non-volatile
memory medium or device as is well known, such as a ROM
or RAM, or provided on any media capable of staring
program code, such as a compact disk (CD) medium, digital
versatile disk (DVD) medium, a floppy disk, and the like.
Additionally, the entire program code, or portions thereof,
may be transmitted and downloaded from a software source,
e.g., over the Internet, or from another server, as is well
known, or transmitted over any other conventional network
connection as is well known (e.g., extranet, VPN, LAN; etc.)
using any communication medium and protocols (e.g., TCP/
1P, HTTP, HTTPS, Ethernet, etc.) as are well known. It will
also be appreciated that computer code for implementing
aspects of the disclosed embodiments can be implemented in
any programming language that can be executed on a server
or server system such as, for example, in C, C+, HTML,
Java, JavaScript, or any other scripting language, such as
VBSecript.

Network 540 may be a LAN (local area network), WAN
(wide area network), wireless network, point-to-point net-
work, star network, token ring network, hub network, or any
other appropriate configuration. The global internetwork of
networks, often referred to as the “Internet” with a capital
“1,” is one example of a TCP/IP (Transter Control Protocol
and Internet Protocol) network. It should be understood,
however, that the disclosed embodiments may utilize any of
various other types of networks.

User systems 550 may communicate with MTS 500 using
TCP/IP and, at a higher network level, use other common
Internet protocols to communicate, such as HTTP, FTP,
AFS, WAP, etc. For example, where HTTP is used, user
system 550 might include an HTTP client commonly
referred to as a “browser” for sending and receiving HTTP
messages from an HTTP server at MTS 500. Such a server
might be implemented as the sole network interface between
MTS 500 and network 540, but other techniques might be
used as well or instead. In some implementations, the
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interface between MTS 500 and network 540 includes load
sharing functionality, such as round-robin HTTP request
distributors to balance loads and distribute incoming HTTP
requests evenly over a plurality of servers.

In various embodiments, user systems 550 communicate
with application servers 522 to request and update system-
level and tenant-level data from MTS 500 that may require
one or more queries to data storage 512. In some embodi-
ments, MTS 500 automatically generates one or more SQL
statements (the SQL query) designed to access the desired
information. In some cases, user systems 550 may generate
requests having a specific format corresponding to at least a
portion of MTS 500. As an example, user systems 550 may
request to move data objects into a particular environment
524 using an object notation that describes an object rela-
tionship mapping (e.g., a JavaScript object notation map-
ping) of the specified plurality of objects.

Example Computer System

Turning now to FIG. 6, a block diagram of an exemplary
computer system 600, which may implement various ele-
ments discussed herein, including MTS 500, and/or user
system 550, is depicted. Computer system 600 includes a
processor subsystem 680 that is coupled to a system memory
620 and I/O interfaces(s) 640 via an interconnect 660 (e.g.,
a system bus). I/O interface(s) 640 is coupled to one or more
1/0 devices 650. Although a single computer system 600 is
shown in FIG. 6 for convenience, system 600 may also be
implemented as two or more computer systems operating
together.

Processor subsystem 680 may include one or more pro-
cessors or processing units. In various embodiments of
computer system 600, multiple instances of processor sub-
system 680 may be coupled to interconnect 660. In various
embodiments, processor subsystem 680 (or each processor
unit within 680) may contain a cache or other form of
on-board memory.

System memory 620 is usable store program instructions
executable by processor subsystem 680 to cause system 600
perform various operations described herein. System
memory 620 may be implemented using different physical
memory media, such as hard disk storage, floppy disk
storage, removable disk storage, flash memory, random
access memory (RAM-SRAM, EDO RAM, SDRAM, DDR
SDRAM, RAMBUS RAM, etc.), read only memory
(PROM, EEPROM, etc.), and so on. Memory in computer
system 600 is not limited to primary storage such as memory
620. Rather, computer system 600 may also include other
forms of storage such as cache memory in processor sub-
system 680 and secondary storage on 1/O Devices 650 (e.g.,
a hard drive, storage array, etc.). In some embodiments,
these other forms of storage may also store program instruc-
tions executable by processor subsystem 680.

1/O interfaces 640 may be any of various types of inter-
faces configured to couple to and communicate with other
devices, according to various embodiments. In one embodi-
ment, I/O interface 640 is a bridge chip (e.g., Southbridge)
from a front-side to one or more back-side buses. I/O
interfaces 640 may be coupled to one or more /O devices
650 via one or more corresponding buses or other interfaces.
Examples of /O devices 650 include storage devices (hard
drive, optical drive, removable flash drive, storage array,
SAN, or their associated controller), network interface
devices (e.g., to a local or wide-area network), or other
devices (e.g., graphics, user interface devices, etc.). In one
embodiment, computer system 600 is coupled to a network
via a network interface device 650 (e.g., configured to
communicate over WiFi, Bluetooth, Ethernet, etc.).
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The present disclosure includes references to “embodi-
ments,” which are non-limiting implementations of the
disclosed concepts. References to “an embodiment,” “one
embodiment,” “a particular embodiment,” “some embodi-
ments,” “various embodiments,” and the like do not neces-
sarily refer to the same embodiment. A large number of
possible embodiments are contemplated, including specific
embodiments described in detail, as well as modifications or
alternatives that fall within the spirit or scope of the disclo-
sure. Not all embodiments will necessarily manifest any or
all of the potential advantages described herein.

This disclosure may discuss potential advantages that may
arise from the disclosed embodiments. Not all implementa-
tions of these embodiments will necessarily manifest any or
all of the potential advantages. Whether an advantage is
realized for a particular implementation depends on many
factors, some of which are outside the scope of this disclo-
sure. In fact, there are a number of reasons why an imple-
mentation that falls within the scope of the claims might not
exhibit some or all of any disclosed advantages. For
example, a particular implementation might include other
circuitry outside the scope of the disclosure that, in con-
junction with one of the disclosed embodiments, negates or
diminishes one or more the disclosed advantages. Further-
more, suboptimal design execution of a particular imple-
mentation (e.g., implementation techniques or tools) could
also negate or diminish disclosed advantages. Even assum-
ing a skilled implementation, realization of advantages may
still depend upon other factors such as the environmental
circumstances in which the implementation is deployed. For
example, inputs supplied to a particular implementation may
prevent one or more problems addressed in this disclosure
from arising on a particular occasion, with the result that the
benefit of its solution may not be realized. Given the
existence of possible factors external to this disclosure, it is
expressly intended that any potential advantages described
herein are not to be construed as claim limitations that must
be met to demonstrate infringement. Rather, identification of
such potential advantages is intended to illustrate the type(s)
of improvement available to designers having the benefit of
this disclosure. That such advantages are described permis-
sively (e.g., stating that a particular advantage “may arise”)
is not intended to convey doubt about whether such advan-
tages can in fact be realized, but rather to recognize the
technical reality that realization of such advantages often
depends on additional factors.

Unless stated otherwise, embodiments are non-limiting.
That is, the disclosed embodiments are not intended to limit
the scope of claims that are drafted based on this disclosure,
even where only a single example is described with respect
to a particular feature. The disclosed embodiments are
intended to be illustrative rather than restrictive, absent any
statements in the disclosure to the contrary. The application
is thus intended to permit claims covering disclosed embodi-
ments, as well as such alternatives, modifications, and
equivalents that would be apparent to a person skilled in the
art having the benefit of this disclosure.

For example, features in this application may be com-
bined in any suitable manner. Accordingly, new claims may
be formulated during prosecution of this application (or an
application claiming priority thereto) to any such combina-
tion of features. In particular, with reference to the appended
claims, features from dependent claims may be combined
with those of other dependent claims where appropriate,
including claims that depend from other independent claims.
Similarly, features from respective independent claims may
be combined where appropriate.

2 <
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Accordingly, while the appended dependent claims may
be drafted such that each depends on a single other claim,
additional dependencies are also contemplated. Any combi-
nations of features in the dependent that are consistent with
this disclosure are contemplated and may be claimed in this
or another application. In short, combinations are not limited
to those specifically enumerated in the appended claims.

Where appropriate, it is also contemplated that claims
drafted in one format or statutory type (e.g., apparatus) are
intended to support corresponding claims of another format
or statutory type (e.g., method).

Because this disclosure is a legal document, various terms
and phrases may be subject to administrative and judicial
interpretation. Public notice is hereby given that the follow-
ing paragraphs, as well as definitions provided throughout
the disclosure, are to be used in determining how to interpret
claims that are drafted based on this disclosure.

References to a singular form of an item (i.e., a noun or
noun phrase preceded by “a,” “an,” or “the”) are, unless
context clearly dictates otherwise, intended to mean “one or
more.” Reference to “an item” in a claim thus does not,
without accompanying context, preclude additional
instances of the item. A “plurality” of items refers to a set of
two or more of the items.

The word “may” is used herein in a permissive sense (i.e.,
having the potential to, being able to) and not in a mandatory
sense (i.e., must).

The terms “comprising” and “including,” and forms
thereof, are open-ended and mean “including, but not lim-
ited to.”

When the term “or” is used in this disclosure with respect
to a list of options, it will generally be understood to be used
in the inclusive sense unless the context provides otherwise.
Thus, a recitation of “x or y” is equivalent to “x or y, or
both,” and thus covers 1) x but not y, 2) y but not X, and 3)
both x and y. On the other hand, a phrase such as “either x
or y, but not both” makes clear that “or” is being used in the
exclusive sense.

A recitation of “w, X, y, or z, or any combination thereof”
or “at least one of . . . w, X, y, and 7” is intended to cover all
possibilities involving a single element up to the total
number of elements in the set. For example, given the set [w,
X, ¥, Z], these phrasings cover any single element of the set
(e.g., w but not x, y, or z), any two elements (e.g., w and X,
but not y or z), any three elements (e.g., w, X, and y, but not
7), and all four elements. The phrase “at least one of . . . w,
X, y, and z” thus refers to at least one element of the set [w,
X, V, Z], thereby covering all possible combinations in this
list of elements. This phrase is not to be interpreted to
require that there is at least one instance of w, at least one
instance of x, at least one instance of y, and at least one
instance of z.

Various “labels” may precede nouns or noun phrases in
this disclosure. Unless context provides otherwise, different
labels used for a feature (e.g., “first circuit,” “second cir-
cuit,” “particular circuit,” “given circuit,” etc.) refer to
different instances of the feature. Additionally, the labels
“first,” “second,” and “third” when applied to a feature do
not imply any type of ordering (e.g., spatial, temporal,
logical, etc.), unless stated otherwise.

The phrase “based on” or is used to describe one or more
factors that affect a determination. This term does not
foreclose the possibility that additional factors may affect
the determination. That is, a determination may be solely
based on specified factors or based on the specified factors
as well as other, unspecified factors. Consider the phrase
“determine A based on B.” This phrase specifies that B is a
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factor that is used to determine A or that affects the deter-
mination of A. This phrase does not foreclose that the
determination of A may also be based on some other factor,
such as C. This phrase is also intended to cover an embodi-
ment in which A is determined based solely on B. As used
herein, the phrase “based on” is synonymous with the phrase
“based at least in part on.”

The phrases “in response to” and “responsive to” describe
one or more factors that trigger an effect. This phrase does
not foreclose the possibility that additional factors may
affect or otherwise trigger the effect, either jointly with the
specified factors or independent from the specified factors.
That is, an effect may be solely in response to those factors,
or may be in response to the specified factors as well as
other, unspecified factors. Consider the phrase “perform A in
response to B.” This phrase specifies that B is a factor that
triggers the performance of A, or that triggers a particular
result for A. This phrase does not foreclose that performing
A may also be in response to some other factor, such as C.
This phrase also does not foreclose that performing A may
be jointly in response to B and C. This phrase is also
intended to cover an embodiment in which A is performed
solely in response to B. As used herein, the phrase “respon-
sive t0” is synonymous with the phrase “responsive at least
in part to.” Similarly, the phrase “in response to” is synony-
mous with the phrase “at least in part in response to.”

Within this disclosure, different entities (which may vari-
ously be referred to as “units,” “circuits,” other components,
etc.) may be described or claimed as “configured” to per-
form one or more tasks or operations. This formulation—
[entity] configured to [perform one or more tasks]—is used
herein to refer to structure (i.e., something physical). More
specifically, this formulation is used to indicate that this
structure is arranged to perform the one or more tasks during
operation. A structure can be said to be “configured to”
perform some task even if the structure is not currently being
operated. Thus, an entity described or recited as being
“configured to” perform some task refers to something
physical, such as a device, circuit, a system having a
processor unit and a memory storing program instructions
executable to implement the task, etc. This phrase is not used
herein to refer to something intangible.

In some cases, various units/circuits/components may be
described herein as performing a set of task or operations. It
is understood that those entities are “configured to” perform
those tasks/operations, even if not specifically noted.

The term “configured to” is not intended to mean “con-
figurable to.” An unprogrammed FPGA, for example, would
not be considered to be “configured to” perform a particular
function. This unprogrammed FPGA may be “configurable
to” perform that function, however. After appropriate pro-
gramming, the FPGA may then be said to be “configured to”
perform the particular function.

For purposes of United States patent applications based
on this disclosure, reciting in a claim that a structure is
“configured to” perform one or more tasks is expressly
intended not to invoke 35 U.S.C. § 112(f) for that claim
element. Should Applicant wish to invoke Section 112(f)
during prosecution of a United States patent application
based on this disclosure, it will recite claim elements using
the “means for” [performing a function]| construct.

Different “circuits” may be described in this disclosure.
These circuits or “circuitry” constitute hardware that
includes various types of circuit elements, such as combi-
natorial logic, clocked storage devices (e.g., flip-flops, reg-
isters, latches, etc.), finite state machines, memory (e.g.,
random-access memory, embedded dynamic random-access
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memory), programmable logic arrays, and so on. Circuitry
may be custom designed, or taken from standard libraries. In
various implementations, circuitry can, as appropriate,
include digital components, analog components, or a com-
bination of both. Certain types of circuits may be commonly
referred to as “units” (e.g., a decode unit, an arithmetic logic
unit (ALU), functional unit, memory management unit
(MMU), etc.). Such units also refer to circuits or circuitry.

The disclosed circuits/units/components and other ele-
ments illustrated in the drawings and described herein thus
include hardware elements such as those described in the
preceding paragraph. In many instances, the internal
arrangement of hardware elements within a particular circuit
may be specified by describing the function of that circuit.
For example, a particular “decode unit” may be described as
performing the function of “processing an opcode of an
instruction and routing that instruction to one or more of a
plurality of functional units,” which means that the decode
unit is “configured to” perform this function. This specifi-
cation of function is sufficient, to those skilled in the
computer arts, to connote a set of possible structures for the
circuit.

In various embodiments, as discussed in the preceding
paragraph, circuits, units, and other elements may be defined
by the functions or operations that they are configured to
implement. The arrangement and such circuits/units/com-
ponents with respect to each other and the manner in which
they interact form a microarchitectural definition of the
hardware that is ultimately manufactured in an integrated
circuit or programmed into an FPGA to form a physical
implementation of the microarchitectural definition. Thus,
the microarchitectural definition is recognized by those of
skill in the art as structure from which many physical
implementations may be derived, all of which fall into the
broader structure described by the microarchitectural defi-
nition. That is, a skilled artisan presented with the micro-
architectural definition supplied in accordance with this
disclosure may, without undue experimentation and with the
application of ordinary skill, implement the structure by
coding the description of the circuits/units/components in a
hardware description language (HDL) such as Verilog or
VHDL. The HDL description is often expressed in a fashion
that may appear to be functional. But to those of skill in the
art in this field, this HDL description is the manner that is
used transform the structure of a circuit, unit, or component
to the next level of implementational detail. Such an HDL
description may take the form of behavioral code (which is
typically not synthesizable), register transfer language
(RTL) code (which, in contrast to behavioral code, is typi-
cally synthesizable), or structural code (e.g., a netlist speci-
fying logic gates and their connectivity). The HDL descrip-
tion may subsequently be synthesized against a library of
cells designed for a given integrated circuit fabrication
technology, and may be modified for timing, power, and
other reasons to result in a final design database that is
transmitted to a foundry to generate masks and ultimately
produce the integrated circuit. Some hardware circuits or
portions thereof may also be custom-designed in a schematic
editor and captured into the integrated circuit design along
with synthesized circuitry. The integrated circuits may
include transistors and other circuit elements (e.g. passive
elements such as capacitors, resistors, inductors, etc.) and
interconnect between the transistors and circuit elements.
Some embodiments may implement multiple integrated cir-
cuits coupled together to implement the hardware circuits,
and/or discrete elements may be used in some embodiments.
Alternatively, the HDL design may be synthesized to a
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programmable logic array such as a field programmable gate
array (FPGA) and may be implemented in the FPGA. This
decoupling between the design of a group of circuits and the
subsequent low-level implementation of these circuits com-
monly results in the scenario in which the circuit or logic
designer never specifies a particular set of structures for the
low-level implementation beyond a description of what the
circuit is configured to do, as this process is performed at a
different stage of the circuit implementation process.

The fact that many different low-level combinations of
circuit elements may be used to implement the same speci-
fication of a circuit results in a large number of equivalent
structures for that circuit. As noted, these low-level circuit
implementations may vary according to changes in the
fabrication technology, the foundry selected to manufacture
the integrated circuit, the library of cells provided for a
particular project, etc. In many cases, the choices made by
different design tools or methodologies to produce these
different implementations may be arbitrary.

Moreover, it is common for a single implementation of a
particular functional specification of a circuit to include, for
a given embodiment, a large number of devices (e.g.,
millions of transistors). Accordingly, the sheer volume of
this information makes it impractical to provide a full
recitation of the low-level structure used to implement a
single embodiment, let alone the vast array of equivalent
possible implementations. For this reason, the present dis-
closure describes structure of circuits using the functional
shorthand commonly employed in the industry.

What is claimed is:

1. A method, comprising:

initiating, by a database system, one or more backup

operations to backup multiple data extents for a data-
base maintained by the database system;

halting backup activity for the database, by the database

system, in response to determining that backup opera-
tions for a threshold amount of data extents are in a first
state in which a backup operation has been initiated for
the data extent but not completed;

canceling, by the database system, at least one of the one

or more backup operations; and

determining, by the database system, to resume backup

activity for the database based on:

determining that a threshold timer interval has elapsed;
and

determining that a threshold amount of storage space is
available for the database system.

2. The method of claim 1, wherein the database is
maintained by the database system using a log-structured
merge-tree (LSM tree) and the data extents are elements of
the LSM tree that are duplicated by the database system
when generating a backup snapshot of the database.

3. The method of claim 2, further comprising:

deleting one or more duplicate extents that were generated

for one or more canceled backup operations.

4. The method of claim 1, further comprising:

storing, by the database system, different halt thresholds

for different databases maintained by the database
system,

halting backup activity for a second database, by the

database system, in response to determining that
backup operations for a different threshold amount of
data extents are in the first state, wherein the second
database has a different retention priority than the
database; and

canceling, by the database system, one or more backup

operations for the second database.
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5. The method of claim 1, further comprising, in response
to the determining that backup operations for the threshold
amount of data extents are in the first state:

deleting, by the database system, a backup log window;

in response to a threshold time interval elapsing, the

database system, transitioning to a half-open operating
state;

triggering, by the database system, a full backup of the

database in the half-open operating state; and

in response to successful completion of the full backup,

the database system transitioning to a default operating
state.

6. The method of claim 5, wherein the transitioning to the
half-open state is further based on a determination that a
threshold amount of storage space is available.

7. The method of claim 1, wherein the halting is further
based on determining that less than a threshold amount of
storage space is available.

8. The method of claim 1, further comprising:

storing, by the database system, historical data that indi-

cates database status information for one or more prior
backup halt operations; and

dynamically adjusting, by the database system, the thresh-

old amount of data extents for halting backup opera-
tions for the database, based on the historical data.

9. The method of claim 8, wherein the dynamically
adjusting is performed by a machine learning module.

10. A non-transitory computer-readable medium having
computer instructions stored thereon that are capable of
being executed by a computer system to cause operations
comprising:

initiating one or more backup operations to backup mul-

tiple data extents for a database maintained by a
database system;

halting backup activity for the database, in response to

determining that backup operations for a threshold
amount of data extents are in a first state in which a
backup operation has been initiated for the data extent
but not completed;

canceling at least one of the one or more backup opera-

tions; and

determining to resume backup activity for the database

based on:

determining that a threshold timer interval has elapsed;
and

determining that a threshold amount of storage space is
available for the database system.

11. The non-transitory computer-readable medium of
claim 10, wherein the database is maintained by the database
system using a log-structured merge-tree (LSM tree) and the
data extents are elements of the LSM tree that are duplicated
when generating a backup snapshot of the database.

12. The non-transitory computer-readable medium of
claim 11, wherein the operations further comprise:

deleting one or more duplicate extents that were generated

for one or more canceled backup operations.

13. The non-transitory computer-readable medium of
claim 10, wherein the operations further comprise:

storing different halt thresholds for different databases

maintained by the database system;

halting backup activity for a second database in response

to determining that backup operations for a different
threshold amount of data extents are in the first state,
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wherein the second database has a different retention
priority than the database; and

canceling one or more backup operations for the second

database.

14. The non-transitory computer-readable medium of
claim 10, wherein the operations further comprise:

deleting a backup log window;

in response to a threshold time interval elapsing, transi-

tioning to a half-open operating state;

triggering a full backup of the database in the half-open

operating state; and

in response to successful completion of the full backup,

transitioning to a default operating state.

15. The non-transitory computer-readable medium of
claim 10, wherein the halting is further based on determining
that less than a threshold amount of storage space is avail-
able.

16. The non-transitory computer-readable medium of
claim 10, wherein the operations further comprise:

storing historical data that indicates database status infor-

mation for one or more prior backup halt operations;
and

dynamically adjusting the threshold amount of data

extents for halting backup operations for the database,
based on the historical data.

17. A system, comprising:

one or more processors; and

one or more memories having program instructions stored

thereon that are capable of being executed by the one
Or more processors to:
initiate one or more backup operations to backup
multiple data extents for a database maintained by
the system;
halt backup activity for the database, in response to
determining that backup operations for a threshold
amount of data extents are in a first state in which a
backup operation has been initiated for the data
extent but not completed;
cancel at least one of the one or more backup opera-
tions; and
determine to resume backup activity for the database
based on:
a determination that a threshold timer interval has
elapsed; and
a determination that a threshold amount of storage
space is available for the system.

18. The system of claim 17, wherein the database is
maintained by the system using a log-structured merge-tree
(LSM tree) and the data extents are elements of the LSM tree
that the system is configured to duplicate when generating a
backup snapshot of the database.

19. The system of claim 17, wherein the system is
configured to store different backup halt thresholds for
different databases maintained by the database system.

20. The system of claim 17, wherein the instructions are
further capable of being executed to:

delete a backup log window;

in response to a threshold time interval elapsing, transi-

tion to a half-open operating state;

trigger a full backup of the database in the half-open

operating state; and

in response to successful completion of the full backup,

transition to a default operating state.
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