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METHOD AND DEVICE FOR DYNAMICALLY SELECTING A DHCP SERVER

FOR A CLIENT TERMINAL DEVICE

BACKGROUND

[0001 ] Dynamic Host Configuration Protocol (DHCP) is used for

dynamically allocating network configuration parameters, such as IP addresses,

to network devices. DHCP adopts a client terminal device/server communication

mode. That is, a DHCP client terminal device sends a configuration request to a

DHCP server, and the DHCP server returns configuration information, such as

an IP address, requested by the DHCP client terminal device, to implement the

dynamic configuration of the configuration information.



BRIEF DESCRIPTION OF THE DRAWINGS

[0002] Features of the present disclosure are illustrated by way of example

and not limited in the following figure(s), in which like numerals indicate like

elements, in which:

[0003] Figure 1 is a flow chart illustrating a method for a DHCP client

terminal device dynamically obtaining an IP address;

[0004] Figure 2 is a network application diagram of a DHCP relay agent;

[0005] Figure 3 is a flow chart illustrating a method for dynamically

obtaining an IP address using a DHCP relay;

[0006] Figure 4 is a flow chart illustrating a method in accordance with an

example of the present disclosure;

[0007] Figure 5 is a diagram illustrating an identity of a DHCP server

encapsulated in option 221 ;

[0008] Figure 6 is a schematic diagram illustrating structure of a network

device in accordance with an example of the present disclosure; and

[0009] Figure 7 is a schematic diagram illustrating structure of an

authentication server in accordance with an example of the present disclosure.



DETAILED DESCRIPTION

[001 0] For simplicity and illustrative purposes, the present disclosure is

described by referring mainly to an example thereof. In the following

description, numerous specific details are set forth in order to provide a

thorough understanding of the present disclosure. It will be readily apparent

however, that the present disclosure may be practiced without limitation to these

specific details. In other instances, some methods and structures have not

been described in detail so as not to unnecessarily obscure the present

disclosure. As used throughout the present disclosure, the term "includes"

means includes but not limited to, the term "including" means including but not

limited to. The term "based on" means based at least in part on. In addition,

the terms "a" and "an" are intended to denote at least one of a particular

element.

[001 1] A method in which a DHCP client terminal device dynamically

obtains a configuration parameter is described hereafter, in which a method of

obtaining an IP address is taken as an example. The method for dynamically

obtaining other configuration parameters is similar to that for dynamically

obtaining the IP address.

[001 2] Referring to figure 1, there is shown a flow chart that illustrates a

method for a DHCP client terminal device dynamically obtaining an IP address.

The method is mainly implemented through four stages:

[001 3] DHCP-DISCOVER: A stage in which the DHCP client terminal

device finds DHCP servers. The DHCP client terminal device finds the DHCP

servers by broadcasting DHCP-DISCOVER packets.

[001 4] DHCP-OFFER: A stage in which the DHCP servers provide IP

addresses. After receiving the DHCP-DISCOVER packets from the DHCP client

terminal device, each DHCP server selects an IP address according to a priority

for allocating IP addresses, and sends the IP address and other parameters

carried in a DHCP-OFFER packet to the DHCP client terminal device.



[001 5] DHCP-REQUEST: A stage in which the DHCP client terminal device

selects an IP address. If multiple DHCP servers send the DHCP-OFFER

packets to the DHCP client terminal device, the DHCP client terminal device

selectively receives one of the DHCP-OFFER packets according to a protocol,

for example, the first received DHCP-OFFER packet, and broadcasts

DHCP-REQUEST packets, each of which includes the IP address carried in the

DHCP-OFFER packet selectively received by the DHCP client terminal device.

[001 6] DHCP-ACK: A stage in which the DHCP server makes an

acknowledgement of allocating the IP address. After receiving the

DHCP-REQUEST packet sent from the DHCP client terminal device, the DHCP

server (i.e., the DHCP server sending the DHCP-OFFER packet selectively

received by the DHCP client terminal device) selected by the DHCP client

terminal device proceeds as follows: send a DHCP-ACK packet to the DHCP

client terminal device if a determination is made to allocate the IP address to the

DHCP client terminal device; otherwise, return a DHCP-NAK packet, indicating

that the IP address cannot be allocated to the DHCP client terminal device.

[001 7] Thus, the method through which the DHCP client terminal device

dynamically obtains the IP address may be implemented through the above four

stages.

[001 8] It can be seen from the flow shown in figure 1 that the DHCP client

terminal device sends the packet in a broadcast mode in the process in which

the DHCP client terminal device dynamically obtains the IP address. This mode

for sending the packet indicates that the flow shown in figure 1 applies to the

situation in which the DHCP client terminal device and the DHCP server are

located in the same sub-network. Thus, each network segment needs to be

configured with a DHCP server for dynamic host configuration, which is

obviously uneconomical. A DHCP relay function is introduced to solve this

problem.

[001 9] Actually, the DHCP relay function means that the DHCP client

terminal device communicates with the DHCP servers of other network



segments using a network device with the DHCP relay function (called the

DHCP relay agent for short. The DHCP relay agent may be suitable with a

device with a DHCP relay function, for example a network device such as a

switch, router with this functionality. In this way the dynamic configuration is

eventually implemented. Thus, DHCP client terminal devices of multiple network

segments may use the same DHCP server, as shown in figure 2, which saves

on costs and is convenient for central management. The methods used by the

DHCP client terminal device and DHCP server are basically the same as those

used by the DHCP client terminal device and DHCP server without the DHCP

relay agent in the process of completing the dynamic configuration of the DHCP

client terminal device through the DHCP relay agent, such as in the process of

dynamically obtaining the IP address. The present disclosure is described

hereafter taking the method for the DHCP client terminal device dynamically

obtaining the IP address, for example, and the method for dynamically obtaining

other configuration parameters are similar to that for dynamically obtaining the

IP address.

[0020] Referring to figure 3, there is shown a flow chart illustrating a

method for dynamically obtaining an IP address using a DHCP relay. As shown

in figure 3, the method includes establishing a DHCP server group

corresponding to a user side interface on the DHCP relay agent and connected

with the DHCP client terminal device. After receiving the DHCP-DISCOVER

packets broadcast by the DHCP client terminal device through the user side

interface, the DHCP relay agent fills each gateway IP address (giaddr) field of

the received DHCP-DISCOVER packets with the IP address of the DHCP relay

agent, and forwards the DHCP-DISCOVER packets to all of the DHCP servers

in the DHCP server group corresponding to the user side interface. After

receiving the DHCP-DISCOVER packets forwarded by the DHCP relay agent,

the DHCP servers allocate the IP addresses for the DHCP client terminal device

according to the giaddr fields, and forward the allocated IP addresses to the

DHCP client terminal device through the DHCP relay agent. The DHCP client

terminal device selects one of the IP addresses, such as the first received IP

address, and broadcasts DHCP-REQUEST packets including the selected IP



address. When receiving the DHCP-REQUEST packets broadcast by the DHCP

client terminal device through its user side interface, the DHCP relay agent fills

each giaddr filed of the received DHCP-REQUEST packets with the IP address

of the DHCP relay agent, and forwards the DHCP-REQUEST packets to all of

the DHCP servers in the DHCP server group corresponding to the user side

interface. The receiving servers execute the above DHCP-ACK. At this point,

the dynamic configuration of the DHCP client terminal device is finished.

[0021 ] Further, the DHCP relay agent supports a function to identify a

DHCP client terminal device (e.g. a function of Option 82 which records location

information of the DHCP client terminal device). On the basis of this, the DHCP

client terminal device may be located with Option 82, so that the security and

charging control may be performed on the DHCP client terminal device.

[0022] It can be seen from the method of figure 3 that after establishing the

DHCP server group corresponding to the user side interface on the DHCP relay

agent and connecting with the DHCP client terminal device, the DHCP relay

agent forwards the DHCP-DISCOVER packets to all of the DHCP servers in the

DHCP server group corresponding to the user side interface when receiving the

DHCP-DISCOVER packets broadcast by the DHCP client terminal device

through the user side interface, and all of the DHCP servers send the

DHCP-OFFER packets as acknowledgements to the DHCP client terminal

device. Actually, the DHCP client terminal device selects one acknowledgement,

such as the first received acknowledgement. Thus, on the one hand, most IP

addresses allocated to the DHCP client terminal device by the DHCP servers

are unavailable. This wastes the resources of the DHCP servers. On the other

hand, it cannot be guaranteed that the DHCP client terminal device may obtain

the configuration parameter from the same DHCP server each time, resulting in

frequent change of the configuration parameter, which affects the network

communication.

[0023] Examples of the present disclosure are further described in detail

hereinafter with reference to the accompanying drawings.



[0024] In a method provided by the present disclosure, an authentication

server instructs a network device with a DHCP relay function to fixedly forward a

DHCP packet sent from a DHCP client terminal device to a same DHCP server.

The network device may be a gateway device or any other network device. The

present disclosure does not make a limitation on the network device.

[0025] An example of a method provided by the present disclosure is

described with respect to figure 4 .

[0026] Referring to figure 4, there is shown a flow chart illustrating a

method in accordance with an example of the present disclosure. As shown in

figure 4, the method includes the following blocks.

[0027] Block 401 : When receiving a DHCP packet for requesting a

configuration parameter sent from the DHCP client terminal device, the network

device with the DHCP relay function triggers the authentication performed by an

authentication server on the DHCP client terminal device. The configuration

parameter may be an IP address, a Domain Name System (DNS), a gateway or

a domain, etc. This example is described hereafter with the configuration

parameter taken as the IP address and the DHCP packet for requesting the

configuration parameter taken as the DHCP packet for requesting the IP

address.

[0028] In block 401 , the DHCP packet may be a packet sent by the DHCP

client terminal device for the first time when requesting the IP address, i.e., the

DHCP-DISCOVER packet. Certainly, as an extension of this disclosure, the

DHCP packet may be the DHCP-REQUEST packet. The present disclosure

does not make a limitation on the DHCP packet.

[0029] Block 402: The network device receives an identity of the DHCP

server designated by the authentication server when the DHCP client terminal

device passes the authentication, and establishes an entry for user information

of the DHCP client terminal device user and the identity of the designated

DHCP server.



[0030] The identity of the DHCP server may be the IP address of the

DHCP server, etc. The present disclosure does not make a limitation on the

identity of the DHCP server.

[0031 ] Further, in block 402, the method for the authentication server

designating the DHCP server for the DHCP client terminal device may include

the following.

[0032] The authentication server identifies a privilege of the DHCP client

terminal device user, searches for the DHCP servers corresponding to the

privilege of the DHCP client terminal device user in preset corresponding

relationships between user privileges and DHCP servers, and designates one of

the found DHCP servers for the DHCP client terminal device. The method for

designating one of the DHCP servers for the DHCP client terminal device user

includes: designating any one of the DHCP servers for the DHCP client terminal

device user if the number of the found DHCP servers is larger than one; or

designating the DHCP server with the highest priority in the found DHCP

servers; and designating the found DHCP server for the DHCP client terminal

device user if one DHCP server is found.

[0033] That is, in the present disclosure, the authentication server

designates the DHCP server for the DHCP client terminal device user according

to the privilege of the DHCP client terminal device user, which insures that the

DHCP client terminal device eventually communicates with the appropriate

DHCP server.

[0034] It should be noted that the above authentication server may be a

server supporting a Remote Authentication Dial-In User Service (RADIUS),

called the RADIUS server for short. On the basis of this, in the above block 402,

the authentication server may authenticate the DHCP client terminal device

based on the existing RADIUS authentication. Accordingly, in block 402, the

authentication server may encapsulate the identity of the designated DHCP

server in an unused option in the Request for Comments (RFC) of the RADIUS,

and sends the identity of the designated DHCP server to the network device.



The unused option in the RFC of the RADIUS is option 221 . Figure 5 is a

diagram illustrating the IP address of the designated DHCP server encapsulated

in option 221 , in an example in which the identity of the designated DHCP

server is the IP address of the designated DHCP server.

[0035] Block 403: When receiving packets subsequently sent from the

DHCP client terminal device, the network device matches the user information

carried in the packet with established entries after subsequently receiving the

packet sent from the DHCP client terminal device, and forwards the packet

using the identity of the DHCP server in an entry matching the user information.

[0036] For instance, after receiving the request packet, such as a renewal

packet subsequently sent from the DHCP client terminal device, the network

device directly matches the user information carried in the packet with the

established entries, and forwards the received packet using the identity of the

DHCP server included in the entry matching the user information, i.e., forwards

the packet to the DHCP server corresponding to the identity of the DHCP server

included in the entry matching the user information. The established entries

include an entry established for the user information of the DHCP client terminal

device user and the identity of the designated DHCP server, and entries

established for user information of other DHCP client terminal device users and

identities of DHCP servers designated for the DHCP client terminal device

users.

[0037] At this point, the flow shown in figure 4 is finished.

[0038] It can be seen from the flow shown in figure 4 that after receiving

the packet sent from the DHCP client terminal device, the network device

matches the user information carried in the packet with the established entries,

directly forwards the packet using the identity of the DHCP server in the entry

matching the user information, i.e., forwards the packet to the DHCP server

corresponding to the identity of the DHCP server in the entry matching the user

information, which ensures that the packet of the same client terminal device

may be processed with the same DHCP server,



[0039] In the above descriptions, the user information mainly includes

Media Access Control (MAC) addresses of the DHCP client terminal device user

and/or interface used by the DHCP client terminal device for accessing the

network device, etc.

[0040] An example of a method of the present disclosure is described

above. An example of a device of the present disclosure is described hereafter.

[0041 ] First, a description of a network device for dynamically selecting a

DHCP server for the DHCP client terminal device is provided. The network

device has a DHCP relay function, specifically shown in figure 6 .

[0042] Referring to figure 6, there is shown a schematic diagram illustrating

the structure of a network device in accordance with an example of the present

disclosure. As shown in figure 6, the network device includes a processor 6 1

and a memory 62.

[0043] The memory 62 is a computer readable storage medium storing

computer readable instructions. The processor 6 1 executes the computer

readable instructions stored in the memory 62. The memory 62 includes

triggering instruction 621 , receiving instruction 622, and matching instruction

623.

[0044] The triggering instruction 621 is executed to trigger the

authentication performed by an authentication server on the DHCP client

terminal device when receiving a DHCP packet for requesting a configuration

parameter sent from the DHCP client terminal device. The configuration

parameter may be an IP address, DNS, gateway and domain, etc. This example

is described with the configuration parameter taken as the IP address and the

DHCP packet for requesting the configuration parameter taken as the DHCP

packet for requesting the IP address.

[0045] The receiving instruction 622 is executed to receive an identity of a

DHCP server designated by the authentication server for the DHCP client

terminal device when the DHCP client terminal device passes the authentication,



and establish an entry for user information of the DHCP client terminal device

user and the identity of the designated DHCP server.

[0046] The matching instruction 623 is executed to match the user

information carried in the packet with established entries after receiving the

packet subsequently sent from the DHCP client terminal device, and forward the

packet using the identity of the DHCP server in the entry matching the user

information.

[0047] Further, a description of an authentication server for dynamically

selecting a DHCP server for a DHCP client terminal device is provided, as

shown in figure 7 .

[0048] Referring to figure 7, there is shown a schematic diagram illustrating

the structure of an authentication server in accordance with an example of the

present disclosure. As shown in figure 7, the authentication server includes: a

processor 7 1 and a memory 72.

[0049] The memory 72 is a computer readable storage medium storing

computer readable instructions. The processor 7 1 executes the computer

readable instructions stored in the memory 72. The memory 72 includes

authentication instruction 721 , designating instruction 722 and sending

instruction 723. The designating instruction 722 further includes identifying

sub-instruction 7221 and designating sub-instruction 7222.

[0050] The authentication instruction 721 is executed to authenticate the

DHCP client terminal device user under the trigger of the network device with

the DHCP relay function. The authentication instruction 721 is triggered to

authenticate the DHCP client terminal device user when the network device

receives a DHCP packet for requesting a configuration parameter sent from the

DHCP client terminal device. The configuration parameter may be an IP address,

DNS, gateway or domain, etc. The present disclosure is described hereafter

with the configuration parameter taken as the IP address, and the DHCP packet

for requesting the configuration parameter taken as the DHCP packet for



requesting the IP address.

[0051 ] The designating instruction 722 is executed to designate the DHCP

server for the DHCP client terminal device when the DHCP client terminal

device user passes the authentication.

[0052] The sending instruction 723 is executed to notify the network device

of the identity of the designated DHCP server, so that the network device

establishes an entry for the user information of the DHCP client terminal device

user and the identity of the designated DHCP server, and matches the user

information carried in the packet with established entries when receiving the

packet subsequently sent from the DHCP client terminal device, and forwards

the packet using the identity of the DHCP server in the entry matching the user

information.

[0053] The DHCP packet is the DHCP-DISCOVER packet.

[0054] The identifying sub-instruction 7221 is executed to identify a

privilege of the DHCP client terminal device user, and to search for the DHCP

servers corresponding to the identified privilege in preset corresponding

relationships between user privileges and DHCP servers.

[0055] The designating sub-instruction 7222 is executed to designate one

of the found DHCP servers for the DHCP client terminal device user.

[0056] In this disclosure, the authentication server supports a Remote

Authentication Dial-In User Service (RADIUS). When the sending instruction

723 is executed, the identity of the designated DHCP server is encapsulated in

an unused option in the RADIUS RFC and sent to the network device.

[0057] Further disclosed herein is a system for dynamically selecting a

DHCP server for a DHCP client terminal device. The system includes: a DHCP

client terminal device, a network device with a DHCP relay function, and an

authentication server.

[0058] The DHCP client terminal device is to send a DHCP packet for



requesting a configuration parameter to the network device, and to

subsequently send a packet to the network device. The configuration parameter

may be an IP address, a Domain Name System (DNS), a gateway or a domain,

etc. This example is described with the configuration parameter taken as the IP

address and the DHCP packet for requesting the configuration parameter taken

as the DHCP packet for requesting the IP address.

[0059] The network device is to trigger the authentication performed by the

authentication server on the DHCP client terminal device user after receiving the

DHCP packet for requesting the IP address sent from the DHCP client terminal

device, to receive an identity of the DHCP server designated by the

authentication server for the DHCP client terminal device user, to establish an

entry for the user information of the DHCP client terminal device user and the

identity of the designated DHCP server, to match the user information carried in

the packet with established entries after receiving the packet subsequently sent

from the DHCP client terminal device, and to forward the packet using the

identity of the DHCP server in the entry matching the user information.

[0060] The authentication server is to authenticate the DHCP client

terminal device user under the trigger of the network device, and designate the

DHCP server for the DHCP client terminal device user if the DHCP client

terminal device user passes the authentication, and to notify the network device

of the identity of the designated DHCP server.

[0061 ] In a specific application, the authentication server is further to

identify the privilege of the DHCP client terminal device user, search for the

DHCP servers corresponding to the identified privilege in preset corresponding

relationships between user privileges and DHCP servers, and designate one of

the found DHCP servers for the DHCP client terminal device user.

[0062] In one example, the DHCP packet is the DHCP-DISCOVER packet.

[0063] In a specific application, the authentication server is a RADIUS

server, configured to encapsulate the identity of the designated DHCP server in

an unused option in the RADIUS RFC, and is to send the identity of the



designated DHCP server to the network device.

[0064] It can be seen from the above examples that in this disclosure, the

authentication server designates a DHCP server for the DHCP client terminal

device user when the DHCP client terminal device user applies for the IP

address and notifies the network device with the DHCP relay function of the

identity of the designated DHCP server. Thus, the network device establishes

an entry for the user information of the DHCP client terminal device user and the

identity of the DHCP server designated for the DHCP client terminal device

(these entries may for example be stored in a memory or non-transitory

computer readable storage medium of the network device). The network device

matches the user information carried in the received packet with the established

entries (e.g. those stored in memory), and forwards the packet using the identity

of the DHCP server in the entry matching the user information. Thus, the DHCP

client terminal device may fixedly communicate with the same DHCP server

each time, which saves the resources of the server.

[0065] What has been described and illustrated herein are examples of the

disclosure along with some variations. The terms, descriptions and figures

used herein are set forth by way of illustration only and are not meant as

limitations. Many variations are possible within the scope of the disclosure,

which is intended to be defined by the following claims -- and their equivalents -

in which all terms are meant in their broadest reasonable sense unless

otherwise indicated.



WHAT IS CLAIMED IS:

1. A method for dynamically selecting a Dynamic Host Configuration Protocol

(DHCP) server for a DHCP client terminal device, comprising:

triggering, by a network device with a DHCP relay function, an authentication

performed by an authentication server on a DHCP client terminal device user

when receiving a DHCP packet for requesting a configuration parameter sent

from a DHCP client terminal device;

receiving, by the network device, an identity of a DHCP server designated by

the authentication server for the DHCP client terminal device user when the

DHCP client terminal device user passes the authentication, and establishing an

entry for user information of the DHCP client terminal device user and the identity

of the DHCP server designated for that DHCP client terminal device.

2 . The method of claim 1, wherein the DHCP packet is a DHCP-DISCOVER

packet; and the method further comprises:

matching, by the network device, the user information carried in a packet

with established entries when receiving the packet subsequently sent from the

DHCP client terminal device, and forwarding the packet using the identity of the

DHCP server in the entry matching the user information.

3 . The method of claim 1, wherein the authentication server is to designate

the DHCP server for the DHCP client terminal device by:

identifying, by the authentication server, a privilege of the DHCP client

terminal device user, searching for DHCP servers corresponding to the identified

privilege in preset corresponding relationships between user privileges and

DHCP servers, and designating one of the found DHCP servers for the DHCP

client terminal device user.

4 . The method of claim 1, wherein the authentication server is a Remote

Authentication Dial-In User Service, RADIUS, server, wherein receiving, by the

network device, the identity of the DHCP server designated by the authentication

server for the DHCP client terminal device user when the DHCP client terminal



device user passes the authentication comprises:

obtaining, by the network device, the identity of the DHCP server

encapsulated in an option from the option of Request for Comments, RFC, of the

RADIUS sent from the RADIUS server.

5 . The method of claim 1, wherein the configuration parameter comprises: an

IP address, a Domain Name System, a gateway, and a domain.

6 . A network device for dynamically selecting a Dynamic Host Configuration

Protocol, DHCP, server for a DHCP client terminal device comprising: a

processor and a memory; wherein

the processor communicates with the memory and executes machine

readable instructions stored in the memory; and

the memory comprises:

a triggering instruction to be executed to receive a DHCP packet for

requesting a configuration parameter sent from a DHCP client terminal device

and to trigger an authentication performed by an authentication server on a

DHCP client terminal device user;

a receiving instruction to be executed to receive an identity of a DHCP server

designated by the authentication server for the DHCP client terminal user when

the DHCP client terminal device user passes the authentication and to establish

an entry for user information of the DHCP client terminal user and the identity of

the DHCP server designated for that DHCP client terminal device.

7 . The network device of claim 6, wherein the configuration parameter

comprises: an IP address, a Domain Name System, a gateway, and a domain;

and the memory further comprises:

a matching instruction to be executed to receive a packet subsequently sent

from the DHCP client terminal device, to match the user information carried in the

packet with established entries, and to forward the packet using the identity of the

DHCP server in the entry matching the user information.

8 . An authentication server comprising: a processor and a memory, wherein



the processor communicates with the memory and executes instructions

stored by the memory;

the memory comprises:

an authentication instruction to be executed to authenticate a Dynamic Host

Configuration Protocol, DHCP, client terminal device user under a trigger of a

network device with a DHCP relay function, wherein the network device triggers

an authentication executed by the authentication instruction on the DHCP client

terminal device user when receiving a DHCP packet for requesting a

configuration parameter sent from a DHCP client terminal device;

a designating instruction to be executed to designate a DHCP server for the

DHCP client terminal device user when the DHCP client terminal device user

pass the authentication; and

a sending instruction to be executed to notify the network device of an

identity of the designated DHCP server, wherein

the network device establishes an entry for user information of the DHCP

client terminal device user and the identity of the designated DHCP server.

9 . The authentication server of claim 8, wherein the DHCP packet is a

DHCP-DISCOVER packet and the network device further matches the user

information carried in a packet with established entries when receiving the packet

subsequently sent from the DHCP client terminal device, and forwards the packet

using the identity of the DHCP server in the entry matching the user information.

10 . The authentication server of claim 8, wherein the designating instruction

comprises:

an identifying sub-instruction to be executed to identify a privilege of the

DHCP client terminal device user, search for the DHCP servers corresponding to

the identified privilege in preset corresponding relationships between user

privileges and DHCP servers; and

a designating sub-instruction to be executed to designate one of the found

DHCP servers for the DHCP client terminal device user.

1 1 . The authentication server of claim 8, wherein the authentication server



supports a Remote Authentication Dial-In User Service, RADIUS;

the sending instruction is further to be executed to encapsulate the identity of

the designated DHCP server in an unused option of the RADIUS RFC and to

forward the identity of the designated DHCP server to the network device.

12 . The authentication server of claim 8, wherein the configuration parameter

comprises: an IP address, a Domain Name System, a gateway, and a domain.

13 . A system for dynamically selecting a Dynamic Host Configuration

Protocol, DHCP, server for a DHCP client terminal device comprising: a DHCP

client terminal device, a network device with a DHCP relay function and an

authentication server; wherein

the DHCP client terminal device is to send a DHCP packet for requesting a

configuration parameter to the network device and subsequently send a packet to

the network device;

the network device is to trigger an authentication performed by the

authentication server on a DHCP client terminal device user after receiving the

DHCP packet for requesting the configuration parameter sent from the DHCP

client terminal device, to receive an identity of a DHCP server designated by the

authentication server for the DHCP client terminal device user, and to establish

an entry for user information of the DHCP client terminal device user and the

identity of the designated DHCP server; and

the authentication server is to authenticate the DHCP client terminal device

user under a trigger of the network device and to designate the DHCP server for

the DHCP client terminal device user if the DHCP client terminal device user

passes the authentication, and notify the network device of the identity of the

DHCP server.

14. The system of claim 13, wherein

the authentication server is further to identify a privilege of the DHCP client

terminal device user, to search for DHCP servers corresponding to the identified

privilege in preset corresponding relationships between user privileges and

DHCP severs, and to designate one of the found DHCP servers for the DHCP



client terminal device user.

15 . The system of claim 13, wherein the configuration parameter comprises:

an IP address, a Domain Name System, a gateway, and a domain; and the

network device is further to match the user information carried in the packet with

established entries after receiving the packet subsequently sent from the DHCP

client terminal device, and to forward the packet using the identity of the DHCP

server in the entry matching the user information.
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