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(57) Abstract: A key exchange system according to one embodiment has: a key generation unit that generates a first
short-term private key and a first short-term public key of a quantum-resistant first key encapsulation mechanism, and a
second short-term private key and a second short-term public key of a second key encapsulation mechanism, said second
key encapsulation mechanism being traditional compared to the first key encapsulation mechanism, and generates a third
short-term private key in which the first short-term private key and the second short-term private key are linked, and a
third short-term public key in which the first short-term public key and the second short-term public key are linked; an
encryption unit that uses the third short-term public key to generate a first ciphertext and a first shared key of the first key
encapsulation mechanism, and a second ciphertext and a second shared key of the second key encapsulation mechanism,
and generates a third shared key using a key generation function that treats the first shared key, the second shared key,
the third short-term public key, the first ciphertext, and the second ciphertext as inputs; and a decryption unit that uses the
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third short-term private key to decrypt each of the first ciphertext and the second ciphertext and generate the first shared
key and the second shared key, and generates the third shared key using the key generation function that treats the first
shared key, the second shared key, the third short-term public key, the first ciphertext, and the second ciphertext as inputs.
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[0064]

[0065]

[0066]

[0067]

[0068]

BIZIE, ANEBESO T RUVRREEBEIO2D >0 & —H%2EL
TWERLTH L,

HEB 1 S F 303k EHRIEEI03 aBZOAMEBEDI VYT —2R
THd, #3101, AB1 F303%&NL T, ECEIHAE3 03 adDFH
BYPEZAAFEZITOIENTED, 40H, DBEEAER3 03 a & LT
HlzZiE., CD (Compact Disc) ., DV D (Digital Versatile Disk) . SD
XE!)H—FK (Secure Digital memory card) ., US B (Universal Serial
Bus) XEUA—RENEIFLNS,

BIEI /F3041k #HE10ZBERXRY MNI—INICERTZLODA
VHITI—RTHD, Oy H 3051, FlZiE, CPUFOERBEEE
BTHZ, XEYEE306}. FfIAIEX HDD®SSD, 75vLaxXxE
). RAM (Random Access Memory) . ROM (Read Only Memory) ZEMD&
BEREETH .

AERHEICHEIBET ORV201, HSIKRTN—RIZTHERES
THIEILY, BRUARTMNIBERITT LI ENTES, 4b. B3
WWRTN— RO THERIE—HITH> T, BETORT20E. HIAIEE &
Bo7otyHeBELTWEY, BHROXEVEBEEZBELTWEYLTEL
< BRABN=ROZ7HEBEREELTWTHE LW,

AFERF, BANICHATIINCLEOEREEICREINDSEDTIEARL
. EBROBEOREHNSERMT D&, BLOERPER. BRROXM
EDHAEHLEEFENTRETH S,

=5 DA
1 BT 2T I
10 e
20 e

101 $ 4 R ER
102 EEER
103 SCIBER
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[55KIA1]

[553K1R2]

sR K D&

MEFHEERFOE1 ORI TN EA DX LOHE 1 ORI EE
RUOE1OEBELARMEE. RIRE 1 0RITEIMEXAAZZXLIIHL
THHEMABE2DEA TN EA AT LOE2 DRBEWEERVE
2DEHANRABEEZERL. AIEEE 1 ORHMWEHE & AIEEE 2 DR
MERE 2B LB 3ORBMWERE. FIRHE 1 ORBAREEA
EE2OEHARBE A B LAESOEHARBEAERT 28E
ARER &

RIS S DRI AFHABERWT, RIEEE1ORATENMEXH=X
LOBE1OBESXRUETOHERE, AIECE20D8N TEILEX S
“ALDB2OESXRUCB2OHEREEZERL. AIEEE 1 OHEA
BRERGHE2OHEREFGEEIDOEHLFHEBEAIEE 1 OBESXE
AR 2 DB X Z ANE T 2REMBIEICLYESOHBREZEN
T HEESEER S

AIEEEE S DEHMBREZ AW T, AIEEH 1 DS X & RIGEEH 2 DB
EXEEETNTNES L CRIE 1 OREGREFIGCE2OHEHE - %
L. BIGEE 1 OHRBREFIECE2 OHBEHR S FIECE 3 DEHAR
SBEAIECE 1 ORERSXERIGEE 2 DIBEX A AN E T 2RIEEHEEKE
BICLYRIGEEIOHAREZENT HESERE.

TR ORTILL AT b

AUECAE S b BRI,

AIECEE 1 ORARERIERE 2 OHAR EFIECE 3 DRBLARE A
BE 1 DIESXERIEEE 2 DS X & % & L EZRIEts £ KA
ICANTBHIET, RIGCESOHBREEZ4EML.

RIECRS BRI,

AIECEE 1 ORARERIERE 2 OHAR EFIECE 3 DRBLARE A
BE 1 DIESXERIEEE 2 DS X & % & L EZRIEts £ KA
WKANT B ET, AIESHEIOHAREZENRT 5. HKRIE1ICKEEHOD
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[553KIR3]

[55K1R4]

[E53KIR5]

B AT I

MEFHEERFOE1 ORI TN EA DX LOHE 1 ORI EE
RUOE1OEBELARMEE. RIRE 1 0RITEIMEXAAZZXLIIHL
THHEMABE2DEA TN EA AT LOE2 DRBEWEERVE
2DEHANRABEEZERL. AIEEE 1 ORHMWEHE & AIEEE 2 DR
MERE 2B LB 3ORBMWERE. FIRHE 1 ORBAREEA
EE2OEHARBE A B LAESOEHARBEAERT 28E
ARER &

BERY NT7—JZN L TEEINIMOBERICN LT, RIGEES
DOREHANFEEZIXEET 5EEER &,

AIEEEE S DAEHMEBRE AW T, RIMOKENOZELALEBSX
HESLTCRIRE 1 DA TEIMEAADZILDET OHEHF EFIE
B2ORNTENEANZILDE2DOHBEHEEEERL. FIGEE1
OHEREREE2DOHAREAEEIDRBLARE EAEEES %
ANETZRMERBRICEY . AIREMOKEBE OB THEINSES
DHEREERT DESEBE.

=BT D3R,

BERY NT—0ZN L TEGEINIMOBENOZELALEHRA
FEEZRAVWT, METHEFO>ET1DORATEIMEAD=ZZILDE
OESXRUVE1OHRBEREE. FIEE 1 ORH TEIMEX AZX LIS
XU THANRE2DED TENEANZILDOE2 DBESIRTE
2OHEHEEFZERL. RIEEE 1 ORBGHEEAIRE 2 DEEH# &I
FHHNRBERIEE 1 OBESXERIRHE2DBEX 2 ANET H5EE
RERICL Y., RIGEMOBERE DB TREINSESOHBREZENR
T HEESLER.

=BT D3R,

MEFHEERFOE1 ORI TN EA DX LOHE 1 ORI EE
RUOE1OEBELARMEE. RIRE 1 0RITEIMEXAAZZXLIIHL
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[E53KIR6]

THHEMABE2DEA TN EA AT LOE2 DRBEWEERVE
2DEEAEBEEERL. RISE 1 OEPREE RIS 2 DEH
MBS B LB 3 0EMMEREE., AIkE 1 ORPARE SR
RE2OEPLARE A ER LEI0RIEARBEEERT 28E
RFIR &

RIS 3 DEHAEREEZRAWVWT, MIRE1 0EH T XH=X
LODE1DOESIXRTE1 OHERE, AIRE208D T XD
—XLDE2OEEXRVE2OHEREEEMR L. AIE1 OHE
RERIEEE2OHEREAIDESOERALFHEBEAITLE 1 OBEESX &
AR 2 DB X Z ANE T 2REMBIEICLYESOHBREZEN
TERESIEFIRE.

RIS 3 ORPMERE AV T, FIEKEE 1 OBS X ERIEE 2 O
EXEEETNTNES L CRIE 1 OREGREFIGCE2OHEHE - %
L. BIGEE 1 OHRBREFIECE2 OHBEHR S FIECE 3 DEHAR
BERIECHE 1 OBESXEREE20EE XA AN E T DRICEERE
BICLYRIREBIOHBEREENT 2ESFIRE.

ZEAVE1—9NETTIRIMAE,

AVvEa1—4%%, BRKIE1 XIS 2ICEHOBRXMI AT LE L TH
BIt2s270735 4,
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