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1. 

METHOD AND SYSTEM FOR SCRIPTING 
COMMANDS AND DATA FOR USE BY A 

PERSONAL SECURITY DEVICE 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

The present application is related to co-pending U.S. 
patent application Ser. No. 09/844,246 entitled, “METHOD 
AND SYSTEM FORESTABLISHING AREMOTE CON 
NECTION TO APERSONAL SECURITY DEVICE, filed 
on Apr. 30, 2001, and assigned to the assignee of the present 
invention. Applicant hereby incorporates by reference the 
above-mentioned co-pending application, which is not 
admitted to be prior art with respect to the present invention 
by its mention here or in the background section that 
follows. 

FIELD OF INVENTION 

The present invention relates to a data processing method 
and system for improving communications through a com 
munications pipe employed over a network between a 
Personal Security Device (PSD) and a Remote Computer 
System. 

BACKGROUND OF INVENTION 

The current art involving the management of information 
and data contained in a personal security devices (PSD), for 
example, smart cards, subscriber identity modules (SIM), 
wireless identification modules (WIM), biometric devices, 
or combinations thereof, requires discrete low-level com 
mands known in that art as application protocol data units 
(APDUs) to be sent to a PSD. 
The PSD is a reactive device in which a returned response 

is generated after completion of each command executed or 
upon encountering an error in execution. The majority of the 
responses returned by the PSD are simple “processing 
complete' or equivalent messages. In a networked environ 
ment, awaiting the return of Such responses unnecessarily 
ties up network bandwidth and server resources due to the 
latency of the transactions and relatively slow execution 
speeds of the PSDs. 
A second limitation is due to the relatively low-level 

nature of the PSD operating environment, which typically 
requires several sequential APDU commands to be executed 
in order to accomplish an operation within a PSD. This could 
be particularly troublesome when a large number of PSDs 
are being managed from a central server. 

Co-pending U.S. patent application Ser. No. 09/844,246, 
entitled “Method and System for Establishing a Remote 
Connection to a PSD, and assigned to the assignee of the 
present invention, describes a communication pipe, which 
allows a remote server to maintain communications with one 
or more PSD's over a network which could be susceptible to 
the foregoing limitations. As such, a means to minimize the 
potential latency effects imposed on a network is highly 
desirable. 

SUMMARY OF INVENTION 

The present invention is directed to a method and system, 
which resolves the potential latency problems associated 
with maintaining communications pipes over a network. 

To practice this invention, a stack of APDU commands is 
generated and stored in a command script on the remote 
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2 
computer system. The command script is then sent over a 
network to a client to be executed locally by a pipe client 
program. As described in the co-pending U.S. patent appli 
cation Ser. No. 09/844,246, the pipe client is an API level 
program which extracts APDUs from incoming message 
packets and encapsulates APDUS into outgoing message 
packets. 
Upon receiving the command Script, the pipe client tem 

porarily stores the command stack in either a memory 
location or disk file and sequentially sends the APDU 
commands to the PSD for processing. Sequencing of the 
APDU commands is accomplished by receipt of an APDU 
response, which causes the next APDU command to be 
issued. The APDU responses are likewise temporarily stored 
in either a memory location or disk file for later transmission 
to the remote computer system. This process continues until 
the last APDU command is sent and its complementary 
APDU response is received and stored in a response script. 
Once completed, the response Script is sent to the remote 
computer system for processing. 
By recording APDU commands in a script and locally 

capturing the resulting APDU responses, the handshaking 
between the PSD and remote computer system is signifi 
cantly reduced thus freeing networking and server resources. 

In one embodiment of the invention the accumulated 
responses are stored as generated by the PSD. In a second 
embodiment of the invention, the APDUs are compressed to 
optimize storage and transmission throughput between the 
PSD and Remote Computer System. The file compression 
may be performed on the fly by using the file compression 
options included in Microsoft WindowsTM 2000 or NT. An 
advantage in using the operating system to perform the data 
compression is the ability to add encryption to the stored and 
compressed data, which is transparent to the end user. 
Additional hardware or Software data compression tech 
niques may be employed during network communications to 
further reduce the size and number of packets exchanged 
between the remote computer system and the PSD. 

BRIEF DESCRIPTION OF DRAWINGS 

A more complete understanding of the present invention 
may be accomplished by referring to the following Detailed 
Description and Claims, when viewed in conjunction with 
the following drawings: 
FIG.1—is a system block diagram depicting a version of 

the present invention where APDU commands are accumu 
lated in the form of a command script (CMD Script); 

FIG. 2 is a system block diagram depicting a version of 
the present invention where the command Script is trans 
ferred to a client for processing: 

FIG. 3 is a system block diagram depicting a version of 
the present invention where command APDUs contained in 
a command Script are processed by a pipe client program and 
sent to a PSD for execution; 

FIG. 4 is a system block diagram depicting a version of 
the present invention where response APDUs are returned 
from a PSD, processed by a pipe client program and 
accumulated in a response script (RSP Script); 

FIG. 5 is a system block diagram depicting a version of 
the present invention where the response Script containing 
the accumulated APDUs is returned to a remote computer 
system for processing: 

FIG. 6 is a system block diagram depicting a version of 
the present invention where response APDUs are processed 
by a pipe server program installed in a remote computer 
system. 
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DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENT 

This invention provides a method and system for improv 
ing communications through a communications pipe over a 
network. In this invention, APDU commands are generated 
and accumulated in the form of a command Script on a 
remote computer system. Once the command Script has been 
generated, it is then transmitted to a local client for process 
ing and execution by an associated PSD. The resulting 
APDU responses are likewise accumulated and stored in a 
response Script, which is then returned to the remote com 
puter system following completion of the command Script or 
upon detection of an error condition. By consolidating 
APDU commands and responses in Scripts, significantly less 
network traffic is generated thus optimizing the use of 
networking resources and simplifying management of large 
numbers of PSDs. 

Referring to FIG. 1, a block diagram of a local client 10 
and a remote computer system 50 are depicted. Remote 
computer system 50 contains API level programs 100 for 
generating and interpreting high level commands. High 
level commands are translated into the low-level APDU 
messaging protocol required by a PSD 40 using a special 
ized API level program called an APDU Interface 55. The 
APDU Interface 55 also serves to translate incoming APDU 
messages into higher-level messages for use by the API 
Programs 100. 
A second specialized program contained within the API 

Level of the Remote Computer System 50 and referred to as 
a Pipe Server 70, interacts with Communications Programs 
105 S contained within the communications layer. The Pipe 
Server 70 functions to separate encapsulated APDU 
Responses 90 from incoming messaging packets received 
from a network 45 for processing by the APDU Interface 55. 

Alternately, outbound APDU commands are translated by 
the APDU Interface 55 and processed by the Pipe Server 70 
for accumulation 135 in a Command Script (CMD Script) 
125. The Command Script 125 is then encapsulated into an 
agreed upon communications protocol by the Pipe Server 70 
and sent to the Communications Programs 105 S for trans 
mission. The Command Script 125 may be temporarily 
stored before transmission. Optionally, file compression and 
cryptographic protection techniques may be employed to 
improve networking performance and transaction security. 
The Communications Programs 105 S communicates 
through the hardware I/O device interface 130 S, which 
connects the pipe 75 to a network 45 for communicating 
with at least the Client 10. 

The Client 10 likewise communicates using internal Com 
munications Programs 105 C through its hardware I/O 
device interface 130 C, which connects 75 to the network 45 
for communicating with at least the Remote Computer 
System 50. A third specialized API level program referred to 
as a Pipe Client 15, interacts with the Communications 
Programs 105 C. The Pipe Client 15 functions to separate 
encapsulated Command Scripts 125 from incoming messag 
ing packets received from the network 45. If employed, the 
Command Scripts 125 are decompressed and/or unen 
crypted by the Communications Programs 105 C and cryp 
tographic services programs before being processed by the 
Pipe Client 15. Once the Pipe Client has completed pro 
cessing, the Command Scripts 85 are temporarily stored. As 
before, optional file compression and cryptographic protec 
tion techniques may be employed to improve local file 
storage utilization and transaction security. 
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4 
Alternately, outbound APDU response messages gener 

ated by a locally connected PSD 40 are processed by the 
Pipe Client 15 and temporarily stored in a Response Script 
(RSP Script) 90. The response APDUs are generated by the 
PSD 40 following sequential processing of each APDU 
command contained in the Command Script 85. The APDU 
responses are communicated through the PSD Hardware 
Device Interface 25, into the Client 10 via the I/O Device 
Port 5 and subsequently directed to the Pipe Client 15 by a 
software driver. The APDU responses are accumulated in the 
Response Script 90 until the last APDU command is pro 
cessed and the final APDU response message received and 
stored. The completed Response Script 90 is then encapsu 
lated into an agreed upon communications protocol by the 
Pipe Client 15 and transmitted by the Communications 
Programs 105 C through the pipe 75 and over the network 
45. Again, optional file compression and cryptographic 
protection techniques may be employed to improve net 
working performance and transaction security. 

Referring to FIG. 2, the completed Command Script 125 
is retrieved 220 and encapsulated into an agreed upon 
communications protocol by the Pipe Server 70, routed 225 
to the Communications Programs 105 S, incorporated into 
an outbound Message 230, sent through the Pipe 75, across 
the Network 45, and received by the Client 10. The Com 
munications Programs 105 C processes the incoming Mes 
sage 240 and the resulting Packets 250 are routed to the Pipe 
Client 15 for processing. The Pipe Client 15 extracts 255 and 
temporarily stores the Command Script 85. 

Referring to FIG. 3, the Pipe Client 15 retrieves 360 and 
sequentially processes the command APDUS contained in 
the Command Script 85. The first APDU command 
(APDU1) is directed 365 through the I/O Device Port 5 by 
the Software driver and routed 370 to the PSD Interface 25. 
The PSD Interface 25 directs 30 the APDU command to the 
PSD 40 and into the processing domain 35. 

Referring to FIG. 4, the PSD 40 upon completing pro 
cessing of the APDU command (APDU1), generates a 
response APDU (APDU1r) that is sent 30 to the PSD 
Interface 25 where it is routed 470 through the I/O Device 
Port and directed 465 to the Pipe Client 15 by the software 
driver. The APDU response message (APDU1r) is then 
processed by the Pipe Client and temporarily stored 460 in 
a Response Script 95. The receipt and storage of the APDU 
response message (APDU1r) causes the Pipe Client 15 to 
issue the next APDU command (APDU2). This process 
continues until the final APDU command (APDU3) is sent 
to the PSD 40 and an APDU response message (APDU3r) 
is received and stored in the Response Script 95. Again, 
optional file compression and cryptographic protection tech 
niques may be employed to improve networking perfor 
mance and transaction security. 

Referring to FIG. 5, the completed Response Script 95 is 
retrieved 560 and processed by the Pipe Client and encap 
Sulated into an agreed upon communications protocol, 
routed 550 to the Communications Programs 105 C, incor 
porated into an outbound Message 540, sent through the 
Pipe 75, across the Network 45, and received by the Remote 
Computer System 50. The Communications Programs 105 S 
processes the incoming Message 530 and the resulting 
packets 525 are routed 510 to the Pipe Server 70 for 
processing. The Pipe Server 70 extracts 520 and temporarily 
stores the Response Script 525. 

Referring to FIG. 6, the Pipe Server 70 retrieves 635 and 
sequentially processes the APDU response messages, which 
are sent to the APDU Interface 55 through the Communi 
cations Programs 105 S and the API Programs for process 
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ing. The processed messages are then sent back to the API 
Programs 100 for translation into higher-level messages. 
What is claimed: 
1. A system for optimizing communications through at 

least one communications pipe over at least one network, 
comprising at least one client, a PSD, at least one remote 
computer system, and at least one network, wherein: 

said at least one network includes means for functionally 
connecting and communicating with said at least one 
client and said at least one remote computer system; 

said at least one client comprises means for functionally 
connecting to a PSD interface and said at least one 
network, means for functionally communicating over 
said network with said at least one remote computer 
system and means for establishing a communications 
pipe; said means for establishing a communications 
pipe further comprising: 
client communications means for transmitting and 

receiving message packets over said at least one 
network using a packet based communications pro 
tocol, and for transmitting and receiving APDUs 
through said PSD Interface; 

first client data processing means for receiving incom 
ing message packets from said at least one remote 
computer system using said client communications 
means, separating encapsulated APDUs from said 
incoming message packets thus generating desen 
capsulated APDUs and routing said desencapsulated 
APDUs to said PSD through said PSD Interface 
independently of the origin and integrity of said 
incoming message packets; and 

second client data processing means for receiving 
incoming APDUs from said personal security device 
interface, encapsulating said incoming APDUS into 
outgoing message packets and routing said outgoing 
message packets to said at least one remote computer 
system through said client communications means; 

said at least one client further comprises data storage 
means, wherein: 
said data storage means includes means for storing at 

least one command Script received from said at least 
one remote computer system, wherein said at least 
one command script includes one or more APDU 
formatted commands for execution by said PSD: 

said first client data processing means includes means 
for sequentially routing said one or more APDU 
formatted commands included in said at least one 
command script to said PSD: 

said PSD further comprises data processing means and 
communications means, wherein said PSD is function 
ally connected to said at least one client and in pro 
cessing communications with said at least one remote 
computer system through said at least one communi 
cations pipe over said at least one network; 

said at least one remote computer system comprises data 
processing means, data storage means and communi 
cations means, wherein: 
said at least one remote computer system is in process 

ing communications with said at least one client over 
said at least one network; 

said at least one remote computer system is in process 
ing communications with said PSD through said at 
least one communications pipe over said at least one 
network; 

said data processing means includes means for gener 
ating said at least one command Script, wherein said 
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6 
at least one command Script includes one or more 
APDU formatted commands for data processing by 
said PSD: 

said data storage means includes means for storing said 
at least one command Script; and 

said communications means includes means for send 
ing said at least one command script to said at least 
one client over said at least one network. 

2. The system according to claim 1, wherein said PSD 
data processing means includes means for generating APDU 
responses to said one or more APDU formatted commands 
included in said at least one command Script. 

3. The system according to claim 2, wherein said PSD 
communications means includes means for sending said 
APDU responses to said at least one client. 

4. The system according to claim 1, wherein said at least 
one command Script is compressed during transmission. 

5. The system according to claim 1 or 4, wherein said at 
least one command Script is cryptographically protected. 

6. The system according to claim 1, wherein said at least 
one client's data storage means includes means for storing 
said APDU responses received from said PSD in at least one 
response Script. 

7. The system according to claim 6, wherein said at least 
one response Script is cryptographically protected. 

8. The system according to claim 6 or 7 wherein said at 
least one response Script is sent to said at least one remote 
computer system over said at least one network. 

9. The system according to claim 8, wherein said at least 
one response Script is compressed during transmission. 

10. The system according to claim 1, wherein said at least 
one remote computer system’s data processing means 
includes means for analyzing said APDU responses sent by 
said at least one client. 

11. A method for optimizing communications through at 
least one communications pipe over at least one network 
comprising: 

establishing a communications pipe between a PSD and at 
least one remote computer system over at least one 
network and using at least one client as a communica 
tions host for said PSD, wherein said at least one client 
and said at least one remote computer system are in 
functional communication using a packet based com 
munications protocol over said at least one network, 
and wherein transmitting a first message from said at 
least one remote computer system to said PSD through 
said communications pipe comprises: 
generating said first message on said at least one remote 

computer system, wherein said first message is in a 
non-native protocol for communicating with said 
PSD and said first message is generated by an API 
Level Program, 

converting on said at least one remote computer system 
said first message from said nonnative protocol into 
a first APDU format message using a first server data 
processing means, 

encapsulating on said at least one remote computer 
system said first APDU format message into said 
packet based communications protocol producing a 
first encapsulated message, using a second server 
data processing means, 

transmitting said first encapsulated message over said 
at least one network using said packet based com 
munications protocol, 

receiving by said at least one client said first encapsu 
lated message sent over said at least one network, 
processing said first encapsulated message using a 
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first data processing means to separate said first 
APDU format message from said first encapsulated 
message, 

routing on said at least one client said first APDU 
format message through a hardware device port 
assigned to a PSD Interface independently of the 
origin and integrity of said first encapsulated mes 
sage, wherein said PSD Interface is in processing 
communication with said PSD: 

and wherein transmitting a second message from said 
PSD to said at least one remote computer system 
through said communications pipe comprises: 
generating said second message in APDU format by 

said PSD using a second internal PSD data process 
ing means and transmitting said second APDU for 
mat message through said PSD Interface, 

receiving by said at least one client said second APDU 
format message through said PSD Interface and 
encapsulating said second APDU format message 
into said packet based communications protocol pro 
ducing a second encapsulated message, using a sec 
ond data processing means, 

transmitting said second encapsulated message over 
said at least one network using said packet based 
communications protocol, 

receiving said second encapsulated message sent over 
said at least one network by said at least one remote 
computer system, processing said second encapsu 
lated message using a third server data processing 
means to separate said second APDU message from 
said second encapsulated message thus generating a 
second desencapsulated APDU message, 

converting by said at least one remote computer system 
said second desencapsulated APDU message into a 
second message in a non-native protocol using a 
forth server data processing means, and forwarding 
said second message to at least one API Level 
Program; 

generating one or more commands on said at least one 
remote computer system; 

transmitting said one or more commands from said at 
least one remote computer system to said PSD through 
said communications pipe by further: 
converting said one or more commands into one or 

more APDU format commands, 
generating at least one command Script including said 

one or more APDU format commands, 
encapsulating said at least one command Script instead 

of each of said one or more APDU format commands 
in order to transmit said at least one encapsulated 
command Script to said at least one client, 

receiving said at least one command Script by said at 
least one client; 

temporarily storing said at least one command Script by 
said at least one client, 

sequentially routing by said at least one client said one 
or more APDU formatted commands included in said 
at least one command script to said PSD, 

receiving said one or more APDU formatted commands 
by said PSD, 

processing said one or more APDU formatted commands 
by said PSD, 

generating one or more APDU responses in response to 
each said one or more APDU formatted commands by 
said PSD, 
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8 
transmitting said one or more APDU responses from said 
PSD to said at least one remote computer system 
through said communications pipe by further: 
sending said one or more APDU responses to said at 

least one client, 
receiving said one or more APDU responses by said at 

least one client, 
storing said one or more APDU responses by said at 

least one client in at least one response Script, 
encapsulating said at least one response script instead 

of each of said one or more APDU responses in order 
to transmit said et least one encapsulated response 
Script to said at least one remote computer system, 

transmitting said at least one response Script by said at 
least one client over said at least one network to said 
at least one remote computer system; 

storing said at least one response Script by said at least one 
remote computer system, and 

processing said at least one response script by said at least 
one remote computer system. 

12. The method according to claim 11, wherein said at 
least one command Script is sent compressed. 

13. The method according to claim 11, wherein said at 
least one command Script is sent cryptographically pro 
tected. 

14. The method according to claim 11, wherein said at 
least one response Script is sent compressed. 

15. The method according to claim 11, wherein said at 
least one response Script is sent cryptographically protected. 

16. A method for optimizing communications through at 
least one communications pipe over at least one network 
comprising: 

establishing a communications pipe between a PSD and at 
least one remote computer system over at least one 
network and using at least one client as a communica 
tions host for said PSD, wherein: 
said at least one client and said at least one remote 

computer system are in functional communication 
using a packet based communications protocol over 
said at least one network, said method comprising 
the local client transmitting and receiving message 
packets respectively to and from said remote com 
puter system over said network using a packet based 
communications protocol, and transmitting and 
receiving APDUs through said PSD interface, 

transmitting a first message from said at least one 
remote computer system to said PSD through said 
communications pipe comprises the local client 
receiving incoming message packets from said 
remote computer system, separating encapsulated 
APDUs from said incoming message packets thus 
generating desencapsulated APDUs and routing said 
desencapsulated APDUs to said PSD through said 
PSD Interface, and 

transmitting a second message from said PSD to said at 
least one remote computer system through said com 
munications pipe comprises the local client receiving 
incoming APDUs from said PSD interface, encap 
Sulating said incoming APDUS into outgoing mes 
Sage packets and routing said outgoing message 
packets to said remote computer system generating 
one or more commands on said at least one remote 
computer system; 

transmitting said one or more commands from said at 
least one remote computer system to said PSD through 
said communications pipe by further: 
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converting said one or more commands into one or 
more APDU format commands, 

generating at least one command Script including said 
one or more APDU format commands, 

encapsulating said at least one command Script in order 
to transmit said at least one encapsulated command 
Script to said at least one client, 

receiving said at least one command Script by said at 
least one client; 

temporarily storing said at least one command Script by 
said at least one client, 

sequentially routing by said at least one client said one 
or more APDU formatted commands included in said 
at least one command script to said PSD, 

receiving said one or more APDU formatted commands 
by said PSD, 

processing said one or more APDU formatted commands 
by said PSD, 

generating one or more APDU responses in response to 
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10 
transmitting said one or more APDU responses from said 
PSD to said at least one remote computer system 
through said communications pipe by further: 
sending said one or more APDU responses to said at 

least one client, 
receiving said one or more APDU responses by said at 

least one client, 
storing said one or more APDU responses by said at least 

one client in at least one response Script, 
encapsulating said at least one response Script in order to 

transmit said et least one encapsulated response script 
to said at least one remote computer system, 
transmitting said at least one response Script by said at 

least one client over said at least one network to said 
at least one remote computer system; 

storing said at least one response Script by said at least one 
remote computer system, and 

processing said at least one response script by said at least 
one remote computer system. 
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