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(57) ABSTRACT 

Systems and methods of executing an application in an appli 
cation specific runtime environment are disclosed. The appli 
cation specific runtime environment is defined by an applica 
tion environment specification to include a minimal or 
reduced set of software resources required for execution of 
the application. The application environment is generated by 
determining Software resource dependencies and is used to 
provision the application specific runtime environment in 
real-time in response to a request to execute the application. 
Use of the application specific runtime environment allows 
the application to be executed using fewer computing 
resources, e.g., memory. 
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APPLICATION SPECIFIC RUNTIME 
ENVIRONMENTS 

CROSS REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims benefit of earlier-filed 
copending U.S. patent application Ser. No. 1 1/746,546, filed 
May 9, 2007 and entitled, “Application Environment Speci 
fications For Provisioning Application Specific Runtime 
Environments Using Undefined Symbols” which in turn 
claims benefit of and priority from U.S. Provisional Patent 
Application No. 60/798,897, filed May 9, 2006 and entitled 
“Systems and Methods for Precise Environments for Soft 
ware Applications; and U.S. Provisional Patent Application 
No. 60/830,866, filed Jul. 14, 2006 and entitled “Systems and 
Methods for Determining a Software Application's Precise 
Software Resource Requirements.” The disclosures of the 
above patent applications are hereby incorporated herein by 
reference. 

BACKGROUND 

0002 1. Field of the Invention 
0003. The present application relates to software applica 
tions and their environments and more specifically to reduced 
environments for applications. 
0004 2. Related Art 
0005. Currently, applications require specific environ 
ments in which to execute. For example, applications are 
usually constructed with a specific operating system environ 
ment in mind, and migrating to a different operating system 
environment requires a different version of the application. In 
addition to operating system environments, there are also 
specific hardware requirements associated with applications. 
At the base level, an application compiled for use on a specific 
instruction set architecture (ISA) will be unable to execute on 
a machine with a different ISA. 

0006 Commonly used routines are frequently encapsu 
lated in libraries configured to be accessed by applications. 
These libraries are generally shared among many different 
applications, allowing the Software developer to leverage 
common functionality and reduce the application's file size. 
This approach is advantageous when a number of different 
applications make use of the same commonly used routines. 
The libraries that an application uses, but are not included 
with the distribution of the application, need to be present in 
the application's executing environment to execute the appli 
cation as intended. 

0007. It is common practice to provide a wide variety of 
libraries and/or individual helper routines in an operating 
environment in order to support a wide variety of applica 
tions. Together these Supporting elements comprise a general 
runtime environment that provides software services for pro 
cesses or programs while a computer is running. The general 
runtime environment may further include an operating sys 
tem, an associated kernel, and Software that runs beneath the 
operating system, such as hardware and/or device drivers. 
0008. A general runtime environment may include many 
components that are not required by those applications that 
are actually executed. This may be a disadvantage in circum 
stances that include limits on available memory or other 
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resources consumed by the unused components, or when the 
extra components conflict with each other. 

SUMMARY 

0009 Various embodiments of the invention include sys 
tems and methods of generating an application specific runt 
ime environment for execution of an application, and execut 
ing the application within this environment. An application 
specific runtime environment includes Software functionality 
required for executing a specific application. For example, the 
application specific runtime environment may include an 
executable application, an operating system, libraries, hard 
ware drivers, configuration files, data, and any other Software 
functionality required to execute the application. 
0010. The application specific runtime environment is 
typically a Subset of a general runtime environment. As such, 
the application specific runtime environment is a reduced 
environment that requires fewer resources than a general 
runtime environment. For example, an application specific 
runtime environment may require less memory during appli 
cation execution and/or less storage. 
0011. In various embodiments, an application specific 
runtime environment for a particular application is defined by 
an application environment specification. As is further 
described herein, some embodiments of the invention include 
systems and methods of determining an application environ 
ment specification. An application environment specification 
is optionally used to create an application specific runtime 
environment on-demand in response to a request to execute 
the related application. An application environment specifi 
cation is optionally specific to a certain set of hardware. 
0012. In some embodiments, an application environment 
specification is used to generate an application specific runt 
ime environment within a virtual machine. This virtual 
machine may be configured specifically in response to the 
application environment specification. For example, the Vir 
tual machine may be allocated resources, such as memory and 
Software, as specified by the application specific runtime 
environment. This allocation may occur in response to a 
request to run the associated application. In some embodi 
ments, a single hardware device may be configured to Support 
more than one virtual machine. 
0013 Various embodiments of the invention include a sys 
tem comprising a resource repository configured to store 
resources, the resources comprising a software library con 
figured to be used by two or more executable applications, a 
parser configured to identify a first undefined symbol in an 
executable application, to identify a first member of the 
resources including a definition of the first undefined symbol, 
and to add an identity of the first member to an application 
environment specification, and an application environment 
specification storage configured to store the application envi 
ronment specification. 
0014 Various embodiments of the invention include a 
method comprising identifying a first unresolved symbol in 
an executable application, identifying a first resource com 
prising a definition of the first unresolved symbol, adding a 
first identifier of the first resource to an application environ 
ment specification, the application environment specification 
comprising a specification of an application specific runtime 
environment configured for executing the executable appli 
cation, determining if the first resource includes a second 
unresolved symbol, if the first resource includes a second 
unresolved symbol, identifying a second resource comprising 
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a definition of the second unresolved symbol and adding a 
second identifier of the second resource to the application 
environment specification, and associating the executable 
application with the application environment specification. 
0.015 Various embodiments of the invention include a 
computer readable media having stored thereupon an appli 
cation environment specification configured for provisioning 
of an application specific runtime environment and compris 
ing one or more identifiers of resources required for execution 
of an executable application, a first of the resources including 
a definition of an undefined symbol within the executable 
application and a second of the resources including a defini 
tion of an undefined symbol within the first of the resources. 
0016 Various embodiments of the invention include a sys 
tem comprising an external interface configured for a user to 
request execution of an executable application, a repository 
configured to store the executable application, resources and 
an application environment specification, the application 
environment specification including identification of those 
members of the resources on which execution of the execut 
able application is dependent, a processing node configured 
for execution of the executable application in an application 
specific runtime environment, and a provisioning server con 
figured to use the application environment specification to 
locate members of the resources and to uses these members to 
provision the application specific runtime environment. 
0017 Various embodiments of the invention include a 
method comprising receiving a request for execution of a first 
executable application, identifying an application environ 
ment specification associated with the first executable appli 
cation, the application environment specification including 
the identity of resources on which the first executable appli 
cation is dependent, locating the resources on which the first 
executable application is dependent, in a repository including 
resources on which a plurality of executable applications are 
dependent, provisioning an application specific runtime envi 
ronment on a processing node, the application specific runt 
ime environment including the resources on which the first 
executable application is dependent, and executing the first 
executable application on the processing node in response to 
the request. 
0.018 Various embodiments of the invention include a 
computer readable media having stored thereupon an appli 
cation specific runtime environment comprising a first 
executable application, a plurality of resources on which the 
first executable application depends, the plurality of 
resources identified using an application environment speci 
fication generated by parsing the executable application and 
at least one ofthe plurality of resources prior to executing the 
first executable application. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0019 FIG. 1 is a block diagram illustrating a general runt 
ime environment of the prior art. 
0020 FIG. 2 is a block diagram illustrating an application 
specific runtime environment, according to various embodi 
ments of the invention. 
0021 FIG. 3 includes a file dependency tree illustrating 
exemplary file dependencies, according to various embodi 
ments of the invention. 

0022 FIG. 4 illustrates further details of the file depen 
dency tree of FIG.3, according to various embodiments of the 
invention. 
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0023 FIG. 5 is a block diagram of a computing system 
configured for generation of an application runtime specifi 
cation, according to various embodiments of the invention. 
0024 FIG. 6 is a flowchart illustrating a method of gener 
ating an application environment specification, according to 
various embodiments of the invention. 
0025 FIG. 7 includes an illustration of compiled code 
with annotations, according to various embodiments of the 
invention. 
0026 FIG. 8 is a flowchart illustrating sub-steps of a step 
of FIG. 6, according to various embodiments. 
0027 FIG. 9 is a block diagram illustrating details of an 
exemplary server configured for dynamically determining an 
application environment specification, according to various 
embodiments of the invention. 
0028 FIG. 10 is a flowchart of methods for dynamically 
modifying an application environment specification, accord 
ing to various embodiments of the invention. 
0029 FIG. 11 illustrates an application provisioning sys 
tem, according to various embodiments of the invention. 
0030 FIG. 12 illustrates method of executing an execut 
able application using the application provisioning system 
illustrated in FIG. 11, according to various embodiments. 

DETAILED DESCRIPTION 

0031. Various embodiments of the invention include an 
application environment specification associated with a spe 
cific executable application and optionally associated with a 
specific hardware environment. The application environment 
specification is developed by examining the executable appli 
cation and identifying the resources required for execution of 
that executable application. These resources may include for 
example, symbol definitions, operating system elements, 
drivers, and/or memory. Identified resources are optionally 
examined, themselves, to identify further required resources. 
Typically, the resources specified in an application environ 
ment specification are a Subset of those resources that would 
be found in a general runtime environment. The executable 
application can, therefore, be executed using a reduced envi 
ronment relative to the prior art. 
0032. Optionally, the application environment specifica 
tion is developed and stored for later use. For example, the 
application environment specification can be developed prior 
to receiving a request for execution of the associated appli 
cation. Alternatively, the application environment specifica 
tion may be developed in response to receiving a first request 
for execution of the associated application, and then stored 
for use in response to further requests. 
0033. When a request to run an executable application is 
received, the associated application environment specifica 
tion is used to dynamically create (e.g., provision) the 
required application specific runtime environment. This 
application specific runtime environment is typically created 
in real-time. Provisioning of the application specific runtime 
environment optionally includes transferring resources from 
a storage location to a separate device where the application 
will be executed. The separate device may be a separate 
computing device, a separate server, a virtual machine, and/or 
the like. The executable application can then be executed in 
the application specific runtime environment. 
0034 FIG. 1 is a block diagram illustrating a General 
Runtime Environment 100 of the prior art. The General Runt 
ime Environment 100 includes an Application Layer 160 
including a variety of separate Executable Applications 
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162A-162D, which may be executed within the General 
Runtime Environment 100. The General Runtime Environ 
ment 100 also includes a Library Layer 140, a Kernel Layer 
130, a Driver Layer 120, and a Hardware Layer 110. These 
layers include, respectively, various Libraries 142A-142I, a 
Kernel 132, Drivers 122A-122E, and Hardware 115 config 
ured for executing computing instructions included in the 
other layers. 
0035 Hardware 115 includes, for example, integrated cir 
cuits, network devices, input and output devices, storage 
devices, display devices, memory, processor(s), and/or the 
like. 

0036. The Driver Layer 120 includes Drivers 122A-122E 
configured to provide the lowest level of software control over 
Hardware 115 as required by Executable Applications 162A 
162D. For example, the Drivers 122A-122E may include 
drivers for audio devices, disk drives; video cards, processors, 
network interface cards, mice, universal serial bus controllers 
or any potential hardware that may be used by any of the 
applications in the Application Layer 160. Device Drivers 
122A-122E may include drivers configured for controlling 
additional hardware other than the Hardware 115 included in 
Hardware Layer 110. Further, device Drivers 122A-122E 
may be configured to perform additional actions other than 
those that may be required by applications 162-162D. For 
example, some of device Drivers 112 may be received as part 
of an operating system and be included so that the operating 
system supports a wide variety of Hardware 115. Likewise, 
device Drivers 112 may be configured to perform tasks as 
may be required by a wide variety of applications. 
0037. The Kernel Layer 130 comprises the Kernel 132, 
which is the central logic of an operating system. For 
example, the Kernel 132 may be involved in management of 
memory and execution threads. The Kernel 132 coordinates 
access to Hardware 115 through device Drivers 122A-122E 
in order to accomplish tasks of required by the Executable 
Applications 162A-162D. The Kernel 132 may be accessed 
directly by the Executable Applications 162A-162D or by 
Libraries 142A-142I including in the Library Layer 140. 
0038. The Library Layer 140 includes Libraries 142A 
142I, which may be provided as part of an operating system or 
provided separately to support specific members of Execut 
able Applications 162A-162D. Each of Libraries 142A-142I 
can include Sub- components, such as Sub-libraries or indi 
vidual modules. For example, Components 152, 154 and 156 
maybe included within Libraries 142A, 142E and 142H 
respectively. Libraries 142A-142I are configured to access 
Kernel 132 and support operations of Executable Applica 
tions 162A-162D. This access and support can be either direct 
or indirect. For example, library 142A may access Kernel 132 
directly or via Libraries 142E and 142H. 
0039. These Executable Applications 162A-162D are dif 
ferentiated from source code and object files in that they are 
executable directly from a command line. Executable Appli 
cations 162A-162D are ready to be executed without further 
compiling and typically include file names ending in .exe, 
.com, bat, jS. php...Scrpt., as, or the like. For example, the 
executable application may include a database, accounting, 
presentation, CAD, imaging, multimedia, Scientific, math 
ematical, web-based, communication, Vertical market-based, 
or other Software application. 
0040. During normal execution, Executable Application 
162B makes calls to the Components 152 within library 
142A. Components 152, in turn, makes calls to Components 
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154, and Components 154 makes calls to Components 156. 
Further, Components 156 makes calls to Kernel 132, Kernel 
132 makes calls to Drivers 122A-122E, and Drivers 122A 
122E control Hardware 115 to complete the task requested by 
Executable Application 162B. Executable Application 162B 
may also make calls directly to Kernel 132, Drivers 122A 
122E. Components 142H, andlor the like. Executable Appli 
cation 162B may also make calls to Library 142C, which 
returns resulting information to Executable Application 
162B. 

0041 FIG. 2 is a block diagram illustrating an Application 
Specific Runtime Environment 200 configured for execution 
of Executable Application 162B, according to various 
embodiments of the invention. As illustrated, much of the 
resources included in the General Runtime Environment 100 
are not included in the Application Specific Runtime Envi 
ronment 200. Specifically, to the extent practical, in some 
embodiments only those resources required for the execution 
of Executable Application 162B are included in Application 
Specific Runtime Environment 200. 
0042 Typically, the Application Specific Runtime Envi 
ronment 200 is generated on-demand according to an appli 
cation environment specification associated with Executable 
Application 162B, and optionally associated with Hardware 
115. For example, as illustrated in FIG. 1, Executable Appli 
cation 162B does not require library 142C. Library 142C is, 
therefore, not specified by the application environment speci 
fication for inclusion in Application Specific Runtime Envi 
ronment 200. Likewise, because library 142B is required by 
Executable Application 162B, library 142B is specified as 
being included in Application Specific Runtime Environment 
200 by the associated application environment specification. 
0043. In some cases, a specific library component can be 
separated from the remainder of a library for inclusion in 
Application Specific Runtime Environment 200. For 
example, FIG. 2 shows Components 152 separated from the 
remainder of Library 142A. In some cases, a specific library 
component cannot be separated from the remainder ofa 
library. For example, Components 154 cannot be separated 
from Library 142E. As such, all of library 142E is included in 
Application Specific Runtime Environment 200. 
0044) The Application Level 160 illustrated in FIG. 2 con 
tains fewer applications than the Application Level 160 illus 
trated in FIG. 1. The Application Layer 160 of Application 
Specific Runtime Environment 200 contains the Executable 
Application 162B, and may contain one or more helper appli 
cations that a user may want to use in combination with 
Executable Application 162B. A helper application is exter 
nal to a host application for which functionality is added to the 
host application. For example, Windows Media PlayerTM is a 
helper application for playing streaming content in a browser 
application. 
0045. The Library Layer 140 of Application Specific 
Runtime Environment 200 typically comprises fewer compo 
nents than the Library Layer 140 of General Runtime Envi 
ronment 100. In Application Specific Runtime Environment 
200, the library environment contains components required 
by Executable Application 162B during execution, such as 
the Components 152, 154, and 156. Some components may 
be extracted from their respected libraries while other com 
ponents can only be added to Application Specific Runtime 
Environment 200 as part of a full library. For example, as 
illustrated in FIG. 2, Components 152 has been extracted 
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from library 142A while Components 154 is added along 
with other, unused parts, of library 142E. 
0046. The same Kernel 132 is optionally included in each 
of the Application Specific Runtime Environment 200 and the 
General Runtime Environment 100. The same Kernel 132 is 
used because kernels are typically difficult to divide into 
separate parts. In addition, the use ofthe same Kernel 132 
results in the same deterministic behavior in each of General 
Runtime Environment 100 and the Application Specific 
Runtime Environment 200. 
0047. The Driver Layer 120 of Application Specific Runt 
ime Environment 200 contains device drivers, such as Driver 
122B, used by Executable Application 162B during execu 
tion. The Driver Layer 120 included in Application Specific 
Runtime Environment 200 typically has fewer drivers than 
the Driver Layer 120 of application runtime environment 100. 
The Hardware 115 may be the same for both the runtime 
environment 100 and the Application Specific Runtime Envi 
ronment 200. 
0048. The components and libraries included in Applica 
tion Specific Runtime Environment 200 are a function of 
dependencies between these various elements. These depen 
dencies arise when Executable Application 162B makes use 
of a symbol or other data that is defined in one of the other 
components. For example, Executable Application 162B may 
be dependent on Component 152 and library 142B for proper 
execution. 
0049 Symbols may include identifiers of functions, pro 
cedures, variables, types, or the like, that are used by an 
application. For example, a symbol called “print may be a 
handle to a function used for printing. A symbol may be used 
in an executable application, a library, a kernel or a driver, and 
may be defined in the same file that it is used or in another file. 
If the definition of a symbol is in a file other than the file in 
which it is used, then the definition must be available in the 
other file at the time of execution. As such, any references to 
“print” must be resolvable using the definition of “print.” This 
definition typically includes computing instructions to be 
performed by the function. At runtime, if the definition of 
“print” is not within the file in which the symbol is used, then 
the definition is looked for by the operating system or com 
piler. For example, a dynamic runtime linker may be used to 
find the definition of “print” when it is required by the appli 
cation. 
0050 FIG.3 includes File Dependency Tree 300 illustrat 
ing exemplary file dependencies for Executable Application 
162B, according to various embodiments of the invention. 
For illustrative purposes, these dependencies are different 
from those illustrated in FIG. 2. The block diagram 300 
comprises library Libm 310, library Glib 320, library Libc 
330 and library Libg 340, which are embodiments of Librar 
ies 142A-142I. The Executable Application 162B is depen 
dent directly on the library Libm 310, the library Glib 320, 
and the library Libg 340. These libraries are, in turn, depen 
dent on Libc 330, Kernel 132 and Driver 122A-122E. 
0051 Given the dependencies illustrated in FIG. 3, an 
application environment specification for the Executable 
Application 162B will include data identifying library Libm. 
310, library Glib 320, library Libc330, library Libg340, and 
Kernel 132. If the application environment specification is 
specific to a particular hardware environment, then the appli 
cation environment specification may also include data iden 
tifying Driver 122B. As is described further herein, the appli 
cation environment specification optionally also includes 
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meta information Such as the number of bytes required to 
store the required resources and the amount of working 
memory required to execute Executable Application 162B. 
This meta information may include a large variety of infor 
mation Such as an authorized user identifier, licensing infor 
mation, executable applications that can be jointly provi 
sioned, and/or the like. The resulting embodiment of 
Application Specific Runtime Environment 200 or 300 
includes the Executable Application 162B, library Libm310, 
library Glib 320, library Libc 330, library Libg 340, Kernel 
132 and Driver 122B. 

0052 FIG. 4 illustrates further details of the File Depen 
dency Tree 300 illustrated in FIG. 3, according to various 
embodiments of the invention. As illustrated in FIG. 4, the 
dependency tree 300 may comprise symbols or other depen 
dencies, indicated by Squares, which are defined outside of 
the particular files in which they are used. For example, Sym 
bol 410 is defined by, at least in part, by a Definition 415 
within Libm 310. Symbol 410 maybe used more than one 
time within Executable Application 162B. For example, 
Symbol 410 may be a handle to a function used twice in 
executable application, and definition 415 may include the 
logic, e.g. computing instructions, of the function. In FIG. 4. 
Arrows 420, some of which are labeled, are used to illustrate 
dependencies. 
0053 A symbol definition may include further symbols 
that are defined in other definitions. For example, a Definition 
430 within Libm 310 includes three Symbols 445 defined in 
a Definition 435 of Kernel 132 Likewise, Definition 435 
includes symbols 450 defined by a Definition 480 within 
Driver 122B. 
0054 An application runtime specification is developed 
by identifying these dependencies and a minimal set of com 
ponents required to execute an application. As is discussed 
further herein, the identification of dependencies is accom 
plished using a top down approach starting with Executable 
Application 162B. The application runtime specification is 
optionally developed without executing the executable appli 
cation. 
0055 FIG. 5 is a block diagram of a Computing System 
510 configured for generation of an application runtime 
specification, according to various embodiments of the inven 
tion. Computing System 510 is configured to receive one or 
more of executable application, e.g., Executable Application 
162B, and a set of resources such as Libraries 142A-142I, 
Kernel 130, and Drivers 122B. As is discussed further herein, 
Computing System 510 uses these inputs to identify the set of 
resources required by the executable application and to 
include identification of the set as part of an application 
environment specification. The set of resources required by 
the executable application is typically a subset of the total 
resources available. Computing System 510 comprises a 
Parser 520, a Resource Repository 530, a Dependency Stor 
age 540, an optional Target Data Storage 580, and an Appli 
cation Environment Specification Storage 560. 
0056 Parser 520 is configured to parse the executable 
application. This parsing includes, for example, identifying 
grammatical structures, variables, data, symbols, and symbol 
definitions within the executable application. Parser 520 is 
configured to receive the executable application as compiled 
computing instructions and/or as a script In some embodi 
ments, Parser 520 is configured to generate a tree data struc 
ture that reflects the grammatical structure of the executable 
application. For example, Parser 520 may operate in two 
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stages, a first stage including identifying meaningful ele 
ments in the input, and a second stage including building a 
parse tree from those elements. 
0057 Parser 520 is configured to identify those symbols 
within the executable application that are defined by a defi 
nition within the executable application and those symbols 
that are not defined by a definition within the executable 
application. For those symbols that are not defined by a defi 
nition within the executable application, Parser 520 is con 
figured to search other resources for a definition. These 
resources may include Libraries 142A-142I, Kernel 132 and/ 
or Drivers 122A-122E. 

0058. The Libraries 142A-142I, Kernel 132 and/or Driv 
ers 122A-122E may be stored along with other resources in a 
Resource Repository 530. Resource Repository 530 includes 
storage such as a hard drive or an optical drive. In some 
embodiments, Resource Repository 530 is distributed among 
several storage devices. 
0059. In some embodiments, Resource Repository 530 
includes an image, or part thereof, of an application specific 
runtime environment. For example, if a set of resources are 
commonly used in combination, then these resources may be 
stored as a unit In some embodiments, Resource Repository 
530 includes an image of an entire application specific runt 
ime environment. In these embodiments, the application 
environment specification may merely include a reference to 
this image. Provisioning of the application specific runtime 
environment may then include copying the image or compo 
nents of the image of the application specific runtime envi 
ronment to a location for execution of the executable appli 
cation. 

0060. As is further described elsewhere herein, when a 
resource such as Library 142B is identified as including a 
definition of a symbol within the executable application, and 
a definition is not found in the executable application, then the 
executable application is considered dependent on the 
resource. Optionally, data representative of this dependence 
is stored in a Dependency Storage 540. The data may include 
an identifier of the resource or of an extractable component of 
the resource. After the executable application has been pro 
cessed by Parser 520, Dependency Storage 540 may include 
identification of several resources on which the executable 
application is dependent. 
0061 Some of the resources included in Resource Reposi 
tory 530 and identified in Dependency Storage may them 
selves include undefined symbols. These symbols are identi 
fied by processing the resource using Parser 520 in a manner 
similar to the processing that is applied to the executable 
application. The identification of dependencies may be per 
formed as an iterative process. As such, a hierarchy of depen 
dencies can be identified. 

0062. A list of resources required for the execution of the 
executable application is stored as an application environ 
ment specification in an Application Environment Specifica 
tion Storage 560. Application Environment Specification 
Storage 560 includes one or more hard drive, optical drive, or 
the like. The application environment specification may 
include records 570 comprising data identifying each of the 
resources indicated as being required for the execution of the 
executable application. This data may be retrieved from 
Dependency Storage 540 after the processing of the execut 
able application and required resources using Parser 520, and 
can also include additional configuration files, etc. In alter 
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native embodiments, Dependency Storage 540 and Applica 
tion Environment Specification Storage 560 are combined 
into a single storage. 
0063. In some embodiments, the application environment 
specification stored in Application Environment Specifica 
tion Storage 560 is specific to a predetermined hardware 
target. Information about this hardware target is optionally 
stored in a Target Data Storage 580. For example, if the target 
includes a specific display device and a specific processor 
type, this information is stored in Target Data Storage 580 and 
used by Computing System 510 for the selection of appropri 
ate members of Drivers 122A-122E. 
0064. In some embodiments, Parser 520 is configured to 
generate a multiple application environment specification. A 
multiple application environment specification is an applica 
tion environment specification configured for provisioning 
the resources required by two or more executable applications 
in combination. For example, if a user wishes to execute a 
database and accounting application at the same time, it may 
be desirable to provision both of these executable applica 
tions in the same application specific runtime environment. 
0065. A multiple application environment specification 
can be generated by merging two previously existing appli 
cation specific environment specifications, e.g., combining 
their lists of required resources and removing duplicates. 
Alternatively, a multiple application environment specifica 
tion can be generated by processing both executable applica 
tions using Parser 520 to generate a multiple application 
environment directly. 
0.066 FIG. 6 is a flowchart illustrating a method of gener 
ating an application environment specification, according to 
various embodiments of the invention. This method may be 
applied to executable applications that include compiled 
computer code or a script. The method includes iterative steps 
in which a hierarchy of dependent files are processed. 
0067. In a Receive Step 605, Computing System 510 
receives an executable application, e.g., Executable Applica 
tion 162B, for which an application environment specifica 
tion is to be generated. The received executable application 
can include compiled computer code, a script, and/or any 
other executable file. Receive Step 605 may also include 
receiving target data that characterized a specific target hard 
ware environment to be associated with the application envi 
ronment specification. 
0068. In an Identify Step 610, symbols and symbol defi 
nitions are identified within the received executable applica 
tion using Parser 520. The identification is optionally per 
formed without executing the executable application. If the 
executable application includes a symbol import table that 
lists symbols whose definitions need to be imported, then this 
table may be used to identify some or all of the symbols 
required by the executable application. The symbol import 
table may be generated by a compiler. The executable appli 
cation is optionally fully parsed in order to identify undefined 
symbols. As discussed elsewhere herein, this parsing can 
include identification of symbols, definitions, data and other 
parts of the executable application. Unidentified symbols are 
stored in Dependency Storage 540. 
0069. If the executable application includes a script, then 
Identify Step 610 may include converting the script into a 
series oftokens and interpreting these tokens. Processing of a 
script is described in further detail elsewhere herein. 
(0070. In an Any Undefined Step 615 it is determined if any 
undefined symbols were identified in Identify Symbols Step 
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610. If no undefined symbols were found, then the method 
proceeds to an optional Add Other Requirements Step 620. If 
undefined symbols were found, then the method proceeds to 
an optional Store Undefined Symbols Step 625. 
(0071. In Store Undefined Symbols Step 625, any unde 
fined symbols are stored in Dependency Storage 540. These 
symbols are optionally stored in a tree data structure. 
0072. In an Examine Resource Step 630 one or more of the 
resources within Resource Repository 530 is examined in 
order to find definitions for the undefined symbols stored in 
Dependency Storage 540. This examination may be per 
formed one resource at a time or several resources at a time. 
The examined resources may include Libraries 142A-142I. 
Kernel 132, and/or Drivers 122A-122E. Sometimes, these 
resources will include export tables having a list of symbols 
defined in the resource and pointers to those definitions. 
When this is the case, examination of the resource typically 
includes examination of these tables. 
0073. In a Definition Found Step 635, it is determined 
whether a definition for an undefined resource was found. If 
not, then Examine Resource Step 630 is optionally repeated 
until a definition is found. If no definition is found for an 
undefined symbol after examining all or Resource Repository 
530, then Computing System 510 may be configured to seek 
additional resources. 
0074. If a definition is found in Examiner Resource Step 
630 then an identifier of the resource is added to Dependency 
Storage 540 in an Add Resource Step 640. For example, the 
identifier may include a file name, version, distribution, 
license information, user information, directory, and/or the 
like. In some embodiments, a definition of a symbol can be 
extractable from a resource. If this is possible, then the iden 
tifier stored in Add Resource Step 640 may include both an 
identification of the resource and an identification of the 
extractable component within the resource. 
0075 Inan Identify Symbols Step 645, the resource whose 
identifier is added to Dependency Storage 540 in Add 
Resource Step 640 is processed to identify any undefined 
symbols within the resource. Identify Symbols Step 645 is 
similar to Identify Symbols Step 610 except that the data 
parsed is a resource rather than the executable application. 
0076. In an Identify Definitions Step 650, the resource 
whose identifier was added to Dependency Storage 540 in 
Add Resource 640 is examined to identify any additional 
definitions within the resource. For example, the resource 
may include several definitions, one of which was identified 
as being for an undefined symbol in Examiner Resource Step 
630. 

0077. In a Match Step 655, the other definitions found in 
Examine Resource Step 630 and identified in Identify Defi 
nitions Step 650 are compared with the undefined symbols 
stored in Dependency Storage 540. These definitions may be 
for one or more of the undefined symbols. If a match is found 
between any of the undefined symbols and the definitions 
then the state of the symbol is changed from undefined to 
defined, and an identification of the resource and/or compo 
nent thereof is added to the Dependency Storage in associa 
tion with the match symbol. Any Undefined Step 615 is then 
repeated as part of a next iteration. In this iteration the unde 
fined symbols stored in Store Undefined Symbols may 
include symbols used by a resource found in a previous itera 
tion. 
0078 If no other symbols are undefined, then the method 
proceeds to an optional Add Other Requirements Step 620. In 
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Add Other Requirements Step 620, additional information 
may be added to Dependency Storage 540. This additional 
information may include memory requirements, known data, 
and/or configuration information. 
(0079. In a Store Step 660, the dependency information 
developed using the method of FIG. 6 and stored in Depen 
dency Storage 540 is stored as an application environment 
specification in Application Environment Specification Stor 
age 560. Store Step 660 may further include storage of target 
information from Target Data Storage 580 in Application 
Environment Specification Storage 560. The stored applica 
tion environment may be kept for later use and/or used imme 
diately. Store Step 660 optionally includes combining more 
than one application environment specification to generate a 
multi-application environment specification. 
0080 Each stored application environment specification 

is associated with an executable application, Such as Execut 
able Application 162B, and optionally a specific hardware 
target. In some embodiments, the executable application is 
associated with the application environment specification by 
using a name and version of the executable application as an 
index within the Application Environment Specification Stor 
age 560. In some embodiments, the executable application 
and application environment specification are associated 
using a table. 
I0081 FIG. 7 includes an illustration of compiled code 
with annotations, according to various embodiments of the 
invention. Two code Segments 710 and 720 are shown. Code 
segment 710 may be included in Library 142B while code 
Segment 720 is included in Executable Application 162B. In 
each code segment, a hexadecimal representation of execut 
able instructions is shown to the left and annotations of the 
instructions are shown to the right. For example, the instruc 
tion at hexadecimal address 804840e will be interpreted by a 
processor as the instruction “call.” The instruction “call is 
configured to use an operand that is a label to a function. This 
label may be an absolute reference to a memory location or 
may be a symbol. Specifically, in the example shown the 
instruction "call will operate using the operand 80485d8. 
which is an address of a function"print.” When an unresolved 
symbolis resolved, it can be replaced by an address or similar. 
Parser 520 is configured to differentiate between symbols that 
have been replaced by an address (e.g., resolved symbols) and 
symbols that have yet to be replaced by addresses (e.g., unre 
solved symbols). 
I0082 FIG. 8 is a flowchart illustrating sub-steps of the 
Identify Symbols Step 610 of FIG. 6, according to various 
embodiments. These Sub-steps may be used, for example, 
when the executable application includes a binary file, Script, 
text, and/or similar grammatical structure. For example, this 
method may be used to identify text that includes file names 
and/or directory paths. These elements, like undefined sym 
bols, create dependencies between an executable application 
and other resources. As such, they are handled in various 
embodiments in manners similar to undefined symbols. 
I0083. In a Step 810, the executable application is token 
ized. Tokenization includes demarcating and optionally clas 
Sifying sections of a string of input characters. For example, 
the beginning and ending of an operator or a symbol may be 
demarcated. The tokenization process allows the Parser 520 
to identify individual symbols and, thus, interpreta binary file 
or script correctly. 
I0084. In Interpret Tokens Step 820 Parser 520 is used to 
examine the executable application one token at a time. For 
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each token within the executable application, an Is Token 
Symbol Step 830 is used to determine if the token is a symbol. 
If the token is a symbol, then it is added to a list of symbols. 
The method then returns to Interpret Tokens Step 820. 
0085. If the token is not a symbol, then an Is Token Path 
Step 850 is used to determine if the token is a path and/or file 
name. The file name may be the name of a file including a 
Script, an application, a library, or a device driver. The path 
may include an absolute file system path, e.g., c\lib\rnylibl, a 
relative file system path, e.g., \lib\rnylibl, or a network 
address, e.g., www.fastScale.com\lib. If the file is a path then 
the pathis added to a list of paths in an Add Path Step 860. The 
method then returns to Interpret Tokens Step 820. 
I0086 Steps 820 thru 860 are repeated for each token until 
it is determined that the last token has been processed in a Last 
Token Step 870. 
I0087. The methods illustrated by FIG. 6 typically do not 
require execution of Executable Application 162B. However, 
in some embodiments, an application environment specifica 
tion is generated or modified while executing Executable 
Application 162B. In these embodiments, the generation of 
the application environment specification is dynamic. For 
example, a dependency may be found during execution rather 
than prior to execution. When found, this dependency is 
added to the application environment specification and the 
required resource is located and added to the application 
specific runtime environment in real-time. 
0088 FIG. 9 is a block diagram illustrating details of an 
exemplary Server 910 configured for dynamically determin 
ing an application environment specification, according to 
various embodiments of the invention. The Server 910 may 
include a physical computing device or a virtual machine, and 
comprises a Test Environment 920 and an Interface Layer 
930. 

I0089. The Test Environment 920 is either a general runt 
ime environment or an application specific runtime environ 
ment. For example, the Test Environment 920 may comprise 
a general runtime environment including Red Hat Enterprise 
3.0 with a full set of standard libraries installed. Alternatively, 
the Test Environment 920 may include an application specific 
runtime environment provisioned using an application envi 
ronment specification previously generated using the meth 
ods of FIG. 6, or the like. 
0090. When the Test Environment 920 is a general runtime 
environment, the application environment specification is 
generated by monitoring which resources within the general 
runtime environment are actually used in the execution of 
Executable Application 162B. When a resource is used, it is 
added to the application environment specification. 
Resources within the general runtime environment that are 
not used are not added to the application environment speci 
fication. After running ExecutableApplication 162B for some 
time or completely, the application environment specification 
is saved in Application Environment Specification Storage 
560. 

0091. When the Test Environment 920 is an application 
specific runtime environment, the execution of the Execut 
able Application 162B is monitored and if a required resource 
is found not to be in the application specific runtime environ 
ment, then the application environment specification used to 
provision the application specific runtime environment is 
modified to include the required resource. Optionally, the 
required resource is located and added to the application 
specific runtime environment in real-time. 
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0092. In various embodiments, several approaches are 
used to generate and modify an application specific runtime 
environment. For example, in some embodiments, an Execut 
able Application 162B is first executed in a general runtime 
environment in order to generate a first version of an appli 
cation environment specification. Executable Application 
162B is then executed in an application specific runtime 
environment in order to modify the first version of the appli 
cation environment specification. In other embodiments, a 
first version of an application environment specification is 
generated using the methods illustrated in FIG. 6, and this first 
version is then modified by executing Executable Application 
162B within an application specific runtime environment. 
(0093. The Interface Layer 930 is configured to monitor 
communications between the Executable Application 162B 
and the Test Environment 920. If the communication involves 
a use of resources, then these resources are identified as being 
required for the execution of the Executable Application 
162B. Interface Layer 930 is optionally configured to monitor 
communications by monitoring activity of a file system 
within the Test Environment 920. For example, Interface 
Layer 930 may be configured to intercept requests to open a 
file. In some embodiments, Interface Layer 930 is configured 
to operate between the Executable Application 162B and an 
operating system of Test Environment 920. 
(0094 FIG. 10 is a flowchart of methods for dynamically 
modifying an application environment specification, accord 
ing to various embodiments of the invention. In these meth 
ods, it is assumed that at least a version of an application 
environment specification already exists. This application 
environment specification is used to generate a Test Environ 
ment 920 in which Executable Application 162B is executed. 
Interface Layer 930 is used to monitor the execution and 
modify the application environment specification as needed. 
(0095 Specifically, in a Receive Application Step 1010, the 
Executable Application 162B is received by Server 910. This 
receipt may be in response to an end user requesting use of 
Executable Application 162B or in response to an adminis 
trator requesting execution of Executable Application 162B 
for the purpose of generating/modifying an application envi 
ronment specification. As is described elsewhere herein, the 
Executable Application 162B may be received from a storage 
location. 
0096. In a Provision Environment Step 1020, an applica 
tion specific runtime environment, such as Application Spe 
cific Runtime Environment 200, is provided with the 
resources required to execute Executable Application 162B 
according to the application environment specification asso 
ciated with the Executable Application 162B. As is further 
described elsewhere herein, these resources may be retrieved 
from Resource Repository 530. In some embodiments, Pro 
vision Environment Step 1020 includes establishing a virtual 
machine on which Executable Application 162B is to 
eXecute. 

(0097. In a Prepare Interface Layer Step 1030, the Interface 
Layer 930 is added to the provisioned application specific 
runtime environment. This step may include, for example, 
adding software hooks to the Executable Application 162B 
such that Interface Layer 930 can monitor communications 
between Executable Application 162 and the operating sys 
tem 

(0098. In Execute Application Step 1040, the Executable 
Application 162B is executed. This execution will optionally 
include communications between the Executable Application 
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162B and a user or administrator. For example, if the Execut 
able Application is a database or accounting application, 
execution may involve communication of queries or data 
from the user or administrator to the Executable Application 
162B. These communications may cause various compo 
nents, which require various resources, within the Executable 
Application 162B to be executed. 
0099 Ina Monitor Step 1050, the execution of Executable 
Application 162B is monitored using Interface Layer 930 in 
order to determine resources requested and/or used by 
Executable Application 162B. 
0100 Ina Resource Requested Step 1055, it is determined 
whether a resource has been requested by Executable Appli 
cation 162B. If a resource has not been requested, then the 
method continues with Monitor Step 1050. 
0101 If a resource has been requested, then in a Resource 
Available Step 1060, Interface Layer 930 is used to determine 
if the requested resource is included in the application envi 
ronment specification associated with the Executable Appli 
cation 162B. If the resource is included in the application 
environment specification, then it should have been made 
available as part of Provisional Environment Step 1020. 
0102) If the resource is not available, then in an Add 
Resource Step 1065 the resource is added to the application 
environment specification. The resource is typically then 
added to the application specific runtime environment in a 
Provision Resource Step 1070. Provision Resource Step 1070 
may include, for example, copying the resource from 
Resource Repository 530 to the application specific runtime 
environment. 
(0103) If, in Resource Available Step 1060 it is determined 
that the resource is available, then the method returns to a 
Completed Step 1075 in which it is determined whether or not 
the execution of the Executable Application 162B is com 
pleted. If the execution is not completed then the method 
returns to Monitor Step 1050. Steps 1050 through 1075 may 
be repeated until the execution of Executable Application 
163B is completed. 
0104. If the execution is completed then the method pro 
ceeds to a Store Step 1080. In Store Step 1080, the modified 
application environment specification is stored, for example, 
in Application Environment Specification Storage 560. 
0105 FIG. 11 illustrates an Application Provisioning Sys 
tem 1100, according to various embodiments of the inven 
tion. The Application Provisioning System 100 is configured 
for supporting a plurality of Executable Applications 162 
each in a possibly different application specific runtime envi 
ronment. Application Provisioning System 100 may be used, 
for example, to provide executable applications to an enter 
prise or other group of users. When Application Provisioning 
System 100 is used to provide multiple executable applica 
tions, the advantages of using application specific runtime 
environments rather than general runtime environments are 
achieved for each executable application. 
0106 The Application Provisioning System 1100 com 
prises an External Interface 1110, a Provisioning Server, 
1120, a Repository 1130, and a Processor Array 1140. The 
Provisioning Server 1120 is in communication with the 
External Interface 1110, the Repository 1130, and the Pro 
cessor Array 1140. 
0107 External Interface 1110 is configured for an end user 
or an administrator to request execution of one or more of 
Executable Applications 162. For example, in some embodi 
ments, External Interface 1110 includes a network interface 
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configured to receive commands from remote user clients, 
and an administrative terminal configured for use by an 
administrator of Application Provisioning System 1100. 
Typically, Application Provisioning System 1100 is config 
ured to support a variety of different Executable Applications 
162 and to execute these Executable Applications 162 in 
parallel. 
0.108 Repository 1130 is configured to store a plurality of 
application environment specifications and resources 
required by Executable Applications 162 according to these 
specifications. A single copy of a resource stored in Reposi 
tory 1130 may be used by several different Executable Appli 
cations 162. Repository 1130 may include hard drives, optical 
drives, and/or other types of memory. Repository 1130 is 
optionally distributed among more than one device. Reposi 
tory 1130 is optionally includes embodiments of Resource 
Repository 530 and Application Environment Specification 
Storage 560. In some embodiments, Repository 1130 is con 
figured to further store executable applications, e.g., Execut 
able Applications 162. 
0109 Provisioning Server 1120 is configured to execute 
Executable Applications 162 in response to commands 
received from External Interface 1110. For example, Provi 
sioning Server 1120 is configured to receive a request for 
execution of Executable Application 162B, to provision an 
application specific runtime environment for Executable 
Application 162B according to an associated application 
environment specification, and to execute Executable Appli 
cation 162B in the provisioned application specific runtime 
environment. The execution of Executable Application 162B 
typically occurs on Processor Array 1140. Provisioning 
Server 1120 optionally includes an embodiment of Comput 
ing System 510. Provisioning Server 1120 is optionally dis 
tributed among more than one device. 
0110 Processor Array 1140 includes one or more Proces 
sor Nodes 1150, each configured to support execution of at 
least one application specific runtime environment. Processor 
Array 1140 is optionally distributed among more than one 
device. In some embodiments, Processor Array1140 includes 
a rack and a plurality of processing blades. In alternative 
embodiments, Provisioning Server 1120 is configured to pro 
vision an application specific runtime environment on a Pro 
cessor Node 1150 that is not part of a processor array. This 
Processor Node 1150 may include, for example, a single 
application server. In these embodiments, Processor Array 
1140 is optional. 
0111. In some embodiments, Provisioning Server 1120 is 
configured to provision a virtual machine within Processor 
Array 1140. In these embodiments, the virtual machine may 
be defined using information included in the application envi 
ronment specification. For example, the application environ 
ment specification my include information regarding the 
memory needed to store required resources during execution 
and the memory required for the allocation of variables and 
the like during execution. Use of this information allows 
creation of a virtual machine that includes characteristics that 
are tuned for a specific executable application. The tuned 
virtual machine is more resource efficient than would be 
possible without this information. In some embodiments, the 
virtual machine is provisioned. 
0112. During execution of the Executable Application 
162B, communication between External Interface 1110 and 
the Executable Application 162B may occur through Provi 
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sioning Server 1120 or directly between External Interface 
1110 and Processor Array 1140. 
0113 FIG. 12 illustrates method of executing Executable 
Application 162B using the Application Provisioning System 
1100 illustrated in FIG. 11, according to various embodi 
ments. In these methods, an application specific runtime envi 
ronment is provisioned in response to a request to execute one 
or more of Executable Applications 162. The requested 
Executable Application 162 is executed within the applica 
tion specific runtime environment. Optionally, the applica 
tion specific runtime environment is modified in response to 
information learned by executing the requested Executable 
Application 162. The steps illustrated in FIG. 12 are option 
ally performed in real-time. For example, in some embodi 
ments, an end user can request execution of one of Executable 
Applications 162 and be using the Executable Application 
162 without an unreasonable delay. 
0114 Specifically, in a Receive Request Step 1210, a 
request is received from an end user or an administrator for 
the execution of Executable Application 162B. This request is 
received by Provisioning Server 1120 via External Interface 
1110. The user may make the request by clicking an icon 
associated with Executable Application 162B or by entering 
a name of Executable Application 162B on a command line. 
0115. In an Identify Specification Step 1220. Provisioning 
Server 1120 is used to identify an application environment 
specification associated with Executable Application 162B. 
The application environment specification may be stored in 
Repository 1130 or elsewhere accessible to Provisioning 
Server 1120. If an application environment specification is 
not found, Computing System 510 is optionally used togen 
erate the application environment in real-time. 
0116. In a Locate Resources Step 1230, Provisioning 
Server 1120 uses the information within the application envi 
ronment specification to identify and locate the resources 
required by Executable Application 162B. Typically, Provi 
sioning Server 1120 is first configured to look for these 
resources in Repository 1130. 
0117. In an optional Create Virtual Machine Step 1240, a 
virtual machine is created within one of Nodes 1150. Char 
acteristics of the virtual machine are optionally selected 
based on information within the application environment 
specification. For example, resources included within the Vir 
tual machine may be selected to optimally meet the require 
ments of Executable Application 162B. Create Virtual 
Machine Step 1240 is optional when the application specific 
runtime environment is provisioned on a physical rather than 
a virtual machine. 
0118. In a Provision Step 1250, the application specific 
runtime environment is provisioned within one of Nodes 
1150. Typically, provisioning includes copying Executable 
Application 162B and the resources specified in the applica 
tion environment specification from Repository 1130 to the 
provisioned node. 
0119. In an Execute Step 1260, Executable Application 
162B is executed within the provisioned application specific 
runtime environment. This execution typically includes com 
munication of commands and data between Executable 
Application 162B and the end user via External Interface 
1110. These commands and data may pass through Provision 
ing Server 1120 or may pass from Node 1150 to External 
Interface without passing through Provisioning Server 1120. 
0120 Steps 1240 through 1260 are typically performed 
using Provisioning Server 1120. 
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I0121. As illustrated in FIG. 12, Monitor Step 1050 
through Store Step 1080 as illustrated in FIG. 10 are option 
ally performed during the execution of Executable Applica 
tion 162B. These steps include Steps 1055, 1060, 1065, 1070 
and 1075. Monitor Step 150 through Store Step 1080 are 
optionally performed by Provisioning Server 1120 or by an 
embodiment of Interface Layer 930 included within Proces 
sor Array 1140. 
I0122) A log of events relating to the execution of Execut 
able Application 162B is optionally generated by Provision 
ing Server 1120 and/or Node 1150. This log may be stored in 
Repository 1130. 
I0123 Several embodiments are specifically illustrated 
and/or described herein. However, it will be appreciated that 
modifications and variations are covered by the above teach 
ings and within the scope of the appended claims without 
departing from the spirit and intended scope thereof. For 
example, the methods disclosed herein may be accomplished 
using computing instructions stored on computer readable 
media. 
0.124. The embodiments discussed herein are illustrative 
of the present invention. As these embodiments of the present 
invention are described with reference to illustrations, various 
modifications or adaptations of the methods and or specific 
structures described may become apparent to those skilled in 
the art. All Such modifications, adaptations, or variations that 
rely upon the teachings of the present invention, and through 
which these teachings have advanced the art, are considered 
to be within the spirit and scope of the present invention. 
Hence, these descriptions and drawings should not be con 
sidered in a limiting sense, as it is understood that the present 
invention is in no way limited to only the embodiments illus 
trated. 

What is claimed is: 
1. A method comprising: 
executing an application on a computer system within an 

application specific runtime environment, the applica 
tion specific runtime environment including a Subset of 
resources from a distribution of a general purpose runt 
ime environment, the Subset of resources including files 
required by the application to run on the computer sys 
tem; 

receiving a request associated with the application for a 
missing resource, the missing resource being needed in 
order to execute the application in the application spe 
cific runtime environment, the missing resource being 
absent from the application specific runtime environ 
ment; 

accessing a repository to search for the missing resource, 
the repository including all resources provided by the 
distribution; and 

identifying, in a message, the missing resource for addition 
to the application specific runtime environment. 

2. The method of claim 1, further comprising dynamically 
adding the missing resource to the application specific runt 
ime environment during execution of the application. 

3. The method of claim 2, wherein dynamically adding the 
missing resource comprises: 

extracting a component of the missing resource; and 
adding the component to the application specific runtime 

environment. 
4. The method of claim 1, wherein identifying comprises 

identifying the missing resource for addition to an application 
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environment specification that is used to generate the appli 
cation specific runtime environment. 

5. The method of claim 4, further comprising adding an 
identifier for the missing resource to the application environ 
ment specification. 

6. The method of claim 1, wherein the request for the 
missing resource comprises a request for an undefined sym 
bol associated with the missing resource. 

7. The method of claim 6, further comprising adding a 
definition for the undefined symbol to the application specific 
runtime environment, the definition determined from the 
repository. 

8. The method of claim 1, wherein prior to executing the 
application in the application specific runtime environment, 
the method further comprising: 

executing the application in the general runtime environ 
ment; 

monitoring resources used by the application; and 
when a resource is used, identifying the resource for inclu 

sion in the application specific runtime environment. 
9. The method of claim 1, further comprising storing an 

image of the application specific runtime environment in the 
repository, the application specification runtime environment 
including the missing resource. 

10. The method of claim 1, wherein the missing resource 
comprises a resource needed by an operating system environ 
ment in which the application is executing. 

11. A non-transitory computer-readable storage medium 
containing instructions for controlling a computer system to 
be operable to: 

execute an application on a computer system within an 
application specific runtime environment, the applica 
tion specific runtime environment including a Subset of 
resources from a distribution of a general purpose runt 
ime environment, the Subset of resources including files 
required by the application to run on the computer sys 
tem; 

receive a request associated with the application for a miss 
ingresource, the missing resource being needed in order 
to execute the application in the application specific 
runtime environment, the missing resource being absent 
from the application specific runtime environment; 

access a repository to search for the missing resource, the 
repository including all resources provided by the dis 
tribution; and 

identify, in a message, the missing resource for addition to 
the application specific runtime environment. 

12. The non-transitory computer-readable storage medium 
of claim 11, further operable to dynamically add the missing 
resource to the application specific runtime environment dur 
ing execution of the application. 

13. The non-transitory computer-readable storage medium 
of claim 12, wherein dynamically add the missing resource 
comprises: 
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extract a component of the missing resource; and 
add the component to the application specific runtime envi 

rOnment. 
14. The non-transitory computer-readable storage medium 

of claim 11, wherein identify comprises identify the missing 
resource for addition to an application environment specifi 
cation that is used to generate the application specific runtime 
environment. 

15. The non-transitory computer-readable storage medium 
of claim 11, further operable to add an identifier for the 
missing resource to the application environment specifica 
tion. 

16. The non-transitory computer-readable storage medium 
of claim 11, wherein the request for the missing resource 
comprises a request for an undefined symbol associated with 
the missing resource. 

17. The non-transitory computer-readable storage medium 
of claim 11, wherein prior to executing the application in the 
application specific runtime environment, the instructions are 
further operable: 

execute the application in the general runtime environ 
ment; 

monitor resources used by the application; and 
when a resource is used, identify the resource for inclusion 

in the application specific runtime environment. 
18. The non-transitory computer-readable storage medium 

of claim 11, further operable to store an image of the appli 
cation specific runtime environment in the repository, the 
application specification runtime environment including the 
missing resource. 

19. The non-transitory computer-readable storage medium 
of claim 11, wherein the missing resource comprises a 
resource needed by an operating system environment in 
which the application is executing. 

20. An apparatus comprising: 
one or more computer processors; and 
a computer-readable storage medium comprising instruc 

tions for controlling the one or more computer proces 
sors to be operable to: 

execute an application on a computer system within an 
application specific runtime environment, the applica 
tion specific runtime environment including a Subset of 
resources from a distribution of a general purpose runt 
ime environment, the Subset of resources including files 
required by the application to run on the computer sys 
tem; 

receive a request associated with the application for a miss 
ingresource, the missing resource being needed in order 
to execute the application in the application specific 
runtime environment, the missing resource being absent 
from the application specific runtime environment; 

access a repository to search for the missing resource, the 
repository including all resources provided by the dis 
tribution; and 

identify, in a message, the missing resource for addition to 
the application specific runtime environment. 
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