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Administration and utilization of private keys in a networked environment.

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to methods and systems utilizing private keys in a
networked environment, and more particularly to administration of private keys of users in a
manner that private keys are not retained permanently at user equipment.

2. Description of the Related Art

Public key cryptosystems in which a pair of a corresponding public key and a
private (or secret) key is assigned for each user can be used in a variety of applications in a
networked environment. In such applications, a private key can be used for encryption or for
decryption solely by or on behalf of the assigned user. One use of a private key for encryption
is to produce a digital signature of a digital document (for all purposes in this application the
term "document" is intended to include any message, file, program or other data) on behalf of
a user to manifest the user's modification, or review, and approval of the modified and/or
reviewed document or otherwise indicate that the user is the source of the document (hereafter
"approved document").

In accordance with such digital signature methods and systems, after the
document is modified or reviewed, at the user's end a secure hash function (such as SHA-1 or
RIPEMD) is applied to the document to extract a relatively short string, termed a "hash" or
"hash result", which may be thought of as a "fingerprint" of the approved document, which
hash, after encryption with an asymmetric algorithm (such as RSA or El Gamal) using the
private key of the user, is sent to the recipient or server over the network along with or
forming part of the document. At the receiving end the hash is calculated in two ways: (1) the
encrypted hash of the document is decrypted with the asymmetric algorithm using the user's
public key corresponding to the user's private key and (2) the same secure hash function is
applied to the document; the signature is considered verified if the hashes calculated in these
two ways match.

In such methods and systems, the user's private key may be maintained at the
user's end stored in the user's personal workstation or mobile computer, e.g. notebook or

handheld, or may be entered in some fashion by the user into shared equipment. In either
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case, the personal or shared equipment used is vulnerable to access or theft by a person of
malevolent intent. Consequently, there is a significant risk that the user's private key could be
extracted by such a person from the user equipment. On the other hand, using a token such as
a smartcard to secure the private key at the user's end would necessitate the expense of
equipping each user equipment with a reader for such a token.

One solution to this security problem is described in U.S. Patent No. 5,208,858
wherein the private key is never extant at the user equipment. Therein, a hash of the approved
document is sent from the user equipment to a central server which stores and administers
users' private keys. At the server, the received hash is encrypted with the user's private key
available at the server to form a digital signature which is combined with the user's public key
and further data to form a so-called certificate which is transmitted to the user equipment for
checking after the signature is decrypted at the user equipment using the user's public key. If
the result of the user's checking is positive, the document and the signature-containing
certificate may be sent directly from the user equipment to the desired recipients.

The method of U.S. Patent No. 5,208,858 has the drawback of the need to send
the digital signature back to the originator for checking and also that the server must be
located in a highly secure place because the private keys are stored therein in the clear (or at
least in a form from which they can be derived by the server). It should be noted that the
consequences of a person of malevolent intent compromising the server and obtaining the
stored private keys would be catastrophic, rendering unreliable all digital signatures made with
the system at any time. Further, in this known method it appears that the server could be
tricked by a block-replay attack or a man-in-the-middle attack into signing a document which
did not originate from the user on behalf of whom the signature is made, or signing duplicates
of documents that did originate from the user.

' Other systems where the users do not permanently retain keys are known in
which temporary keys, €.g. for symmetric encryption/decryption, are distributed to or agreed

upon between users specifically for use only in a current session.

SUMMARY OF THE INVENTION

It is an object of the present invention to provide a method of administering and
using private keys in which private keys of users are not retained on user equipment, but rather
are transmitted to the user equipment in encrypted form via the network when needed.

It is a further object of the present invention to provide a method of and system

for maintaining private keys of users at a centralized location, such as at a storage means
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acceséible by a server, and for distributing keys to user equipment in a manner which is highly
secure from extraction due to the form in which the keys are stored and transmitted.

Briefly, these and other objects are satisfied by methods and systems in which
there is associated .with each user a respective set of a private key, public key corresponding to
the private key, ID, and a unique user identifying key which is obtainable only through
interaction with a user that is physically present at the user equipment. The user identifying
key may be a hash of user identifying information which is a fanciful but easily memorized
series of words termed a "passphrase" entered by the user at the user equipment, or biometric
information (e.g. fingerprint, voiceprint, retina scan, face scan) which is obtained from the
user by suitable measurement or scanning at the user equipment. The private keys of users, as
encrypted using the respective user identifying keys, are maintained in a storage means
accessible to the server along with the users' respective public keys, indexed or addressable by
user ID. The storage means and the network are extremely immune from extraction of private
keys by unauthorized persons because the private keys are stored at the storage means and are
transmitted over the network only in encrypted form. Further, the user identifying keys
needed to decrypt them are not available at the storage means or at the server.

The operation of the systems and methods of the present invention generally
begin with the transmission from user equipment, i.e. a station or terminal, of a user's ID via
the network to the server. The server receives the transmitted ID and uses it to read from the
storage means the user's encrypted private key and the user's public key. The encrypted
private key is then transmitted via the network to the user equipment. When the When the
private keys are to be utilized for producing digital signatures, a document to be approved by
the user after modification and/or review is also transmitted along with the encrypted private
key.

Locally at the user equipment, the received encrypted private key is decrypted
with the user identifying key which is obtained by hashing the user's passphrase, entered by
the user, or hashing the user's biometric information, obtained by measurement or scanning of
the user. The received document is modified, such as by filling in blanks, or merely reviewed,
and a digital signature is formed to signify the user's approval of the modified and/or reviewed
document, which signature represents a computed hash of the approved document encrypted
using the user's private key. At least the encrypted hash constituting the digital signature of
the approved document is transmitted to the server; the approved document is also transmitted

in cases where it has been modified, rather than merely reviewed.
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At the server the digital signature and the document, if sent, are received. A
hash of the document is computed and compared with the result of decrypting the digital
signature using the user's public key, and the received digital signature is verified if these
items match each other.

From the point of view of the server, the present invention involves a novel
method for administering private keys for use by a plurality of users via a network,
comprising:

receiving via the network a user's ID;

reading from a storage means data corresponding to the user having the
received ID, which data comprises the user's private key encrypted using a user identifying
key determinable only from interaction with a physically present user, and the user's public
key; and

sending via the network the encrypted private key, whereby the first data can be
decrypted at the location of the user using a user identifying key determined from interaction
with the physically present user.

This method also comprises receiving a digital signature manifesting the user's
approval of a document, which digital signature represents a computed hash of the approved
document encrypted with the user's private key, and

verifying the received digital signature by decrypting the digital signature using
the user's public key and comparing the result of this decrypting with an independently

- computed hash of the document.

From the point of view of the user equipment, the present invention involves a
novel method for obtaining and using a private key via a network, comprising:

transmitting from the user equipment an ID of a user;

receiving a private key of the user encrypted with a user identifying key; and

decrypting the encrypted private key using a user identifying key determined
from interaction with the physically present user; and

using the encrypted private key; and

destroying or avoiding making any non-volatile record of the private key at the
location of the user.

This method also involves:

computing a hash of a document to manifest the user's approval of the
document;

encrypting the hash using the user's private key; and
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The present invention is also directed to a novel system for administering
private keys for a plurality of users comprising computer readable storage means,
characterized in that there is stored therein respective IDs and encrypted private keys for the
respective users which private keys have been encrypted using respective user identifying keys
determined from interaction with physically present users. The novel system additionally
comprises a server for accessing the storage means, characterized in that the server is
configured for reading from the storage means an encrypted private key and corresponding
public key associated with an ID corresponding to a particular user, for transmitting the
encrypted private key to the particular user. and. This novel system is additionally
characterized in that the server is further configured for applying decryption to a digital
signature received from the user using the public key, computing a hash of a document, and
comparing the computed hash with the result of the decryption. Further, the novel system
comprises at least one user terminal interconnected via a network to the server and is
characterized in that the user terminal is configured for transmitting to the server via the
network an ID entered by the user, and for receiving and decrypting an encrypted private key
received via the network from the server using a user identifying key determined as a result of
the presence of the user at the user equipment.

Other objects, features and advantages of the present invention will become
apparent upon perusal of the following detailed description when taken in conjunction with the

appended drawing, wherein:

BRIEF DESCRIPTION OF THE DRAWING

Figure 1 is a schematic diagram of an exemplary system in accordance with the
present invention for administering private keys for a plurality of users used for digitally
signing documents, which system includes user equipment and a server; and

Figure 2 is a data flow chart which indicates in separate columns the method
steps performed by the user, the user equipment, and the server in operation of the system of

Figure 2.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
It should be understood that while the present invention is discussed hereinafter
in terms of an exemplary system and method for obtaining digitally signed documents of a

plurality of users in a networked environment, the principles of the present invention are
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equally applicable to obtaining and verifying digital signatures of a variety of data, files,
programs or other "documents", whether originated, modified or reviewed by users. In any
event, the digital signature may be thought of as manifesting an approval by the user of a
document. The principles of the invention are also equally applicable to various systems and
methods requiring the administration of private keys for a plurality of users in a networked
environment.

An important aspect of the present invention is that it employs user identifying
keys for each user, for securing private keys. The user identifying keys can only be derived
from user identifying information obtain by interaction with the user physically present at the
user equipment. The user identifying information may be either a fanciful series of words,
termed a passphrase, entered by a user or biometric information, such as a fingerprint,
voiceprint, retina scan or face scan, obtained by measurement or scanning of the user.

It is very difficult to guess passphrases as opposed to passwords as there are
many possible phrases. For example, a particularly good passphrase may concatenate two
phrases-which are in different languages. Guessing such a passphrase would be extremely
difficult using normally available computer power. Also, biometric information is particularly
unique and immune to a guessing attack.

Referring first to Figure 1 of the drawing, there is shown a networked system
10 comprised of a plurality of computer stations, terminals or other user computing and/or
communication equipment 12 and a server 16 interconnected or capable of communicating via
a wired or wireless network 14. A store 18, which may be or include RAM, ROM, a hard
disk, or other memory or media, is coupled to or forms part of server 16, and contains
respective sections 18a-e, or fields in a data structure, for storing user IDs, encrypted private
keys, public keys, documents, and digital signatures, respectively, for all users, which are
indexed or otherwise addressable or retrievable by ID. Networked system 10 may take a
variety of forms but is preferably an intranet, the network 14 supporting TCP/IP, the user
equipment 14 employing web browsers, and the server 18 acting as a web server.

The public/private key pair for each user is preferably RSA, although these key
pairs may be implemented pursuant to any public key cryptosystem including El Gamal, and
those based on elliptic curve cryptography. The encryption/ decryption algorithms employed
in such systems are referred to as asymmetric, because different keys are employed for
encryption and decryption.

The encrypted private keys stored in section or field 18b of the store 18 have been encrypted
with a symmetric encryption/decryption algorithm (employing the same key for encryption
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and decryption) such as IDEA or DES using a user identifying key derived from the user's
passphrase or biometric information. In order to construct the dataset of encrypted private
keys, the user identifying keys have previously been obtained in an extremely secure way as a
result of the presence of the respective users at secure equipment 20 coupled to store 18 or
server 16. Secure equipment 20 comprises a user interaction means 20a and a hashing means
20b of the same form as the user interaction means 12a and hashing means 12b, respectively,
of user equipment 12 (which will be described hereinafter), a key generator 20c for generating
public key/private key pairs, and an encryption means for encrypting a generated private key
with a user identifying key.

At the secure equipment 20, using the user interaction means 20a each
passphrase was entered by the respective user or biometric information obtained by measuring
or scanning the respective user in front of the system administrator (to confirm the user's
identity) when the user was assigned a private key generated by key generator 20c, but any
passphrase entered or biometric information obtained was not viewed by or accessible to the
administrator. The entered passphrase or obtained biometric information was then
immediately hashed by hashing means 20b with a secure hash function (SHA-1 or RIPEMD)
to form a fixed length user identifying key, of suitable length such as 160 bits if SHA-1 is
used, which was immediately used by encryption means 20c to encrypt the assigned private
key with the symmetric algorithm, after which all traces of the entered passphrase or obtained
biometric information, and the hash thereof were cleaned from the secure equipment 20. Also,
the IDs and public keys for each user in sections or fields 18a and 18c, respectively have been
obtained or assigned at the same time.

User equipment 12 includes: input interaction means 12a such as a mouse
and/or keyboard, handwriting recognition, voice recognition or other input means for
obtaining an ID and, if used, a passphrase from a user, and for a user to fill in a document, and
for biometric measurement or scanning, if used, to obtain biometric information (fingerprint,
voiceprint, retina scan, face scan) from a user; a hashing means for applying a secure hash
function (SHA-1 or RIPEMD) to an entered passphrase or obtained biometric information, and
to an approved document; a symmetric decryption means 12¢ for decrypting an encrypted
private key received from server 16 using the hashed passphrase or biometric information as a
user identifying key; and an asymmetric encryption means 12d for encrypting a hash of the
approved document using the secret key to form a digital signature. The various hashing,
encryption, and decryption means may be implemented by software running on a CPU (not

shown) of user equipment 12 or by special purpose hardware.
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Server 16 comprises: means 16a for reading from and writing to the store 18;
means 16b for performing an asymmetric decryption of a digital signature received from a
user using the public key of the user read from section or field 18c; hashing means 16¢ for
performing a secure hash function to form a hash of a received approved document; and
comparison means 16d for comparing the result of decrypting the digital signature with the
result of hashing the approved document. The decryption, hash, and comparison means 16b -
16d together form a verification means and may also be implemented by software running on a
CPU (not shown) of server 16, or by specialized hardware.

The operation of the networked system 10 in obtaining digital signatures of
documents will be best understood with reference to Figure 2, which shows the operations
performed by user interaction, by the user equipment 12, and by the server 16 in different
columns. In this Figure, it is assumed that the user has already requested access to the
document system (home page) and the server 16 has sent a sign-in page to the user equipment
12. Thereafter at step 20, the user enters his ID in the sign-in page via input means 12a, e.g.
the initials of the user, providing the IDs of all users are unique, and at step 40 the sign-in page
including the entered ID is transmitted to the server, which receives it at step 80. In response,
at step 82 the server 16, using the received ID as an index, reads from store 18 the
corresponding encrypted secret key, public key, and a blank (or already partially or completely
filled-in) document; the latter may contain information specific to the user, such as the user's
full name. The document and encrypted secret key are transmitted by server 16 at step 84 to
user equipment 12, where they are received at step 42 and presented to the user for example as
a form constructed by a Java applet. In order to prevent a man-in-the-middle attack on user
equipment 12, the applet should be signed in a known manner by server 16 and verified at the
user equipment using a public key of the server which is certified by a certificate of a trusted
authority.

If not previously entered in the current session, the user enters his passphrase or
his biometric information is measured or scanned at step 22 via user interaction means 12a, to
obtain user identifying information which is hashed at step 44 to a fixed length, e.g. 160 bits if
SHA-1 is used, by hashing means 12b to form the user identifying key, and at step 46 the user
identifying key is used by decryption means 12¢ to decrypt the received encrypted private key.
Also, at step 24 (which may precede or succeed step 22) the user fills in the document via
user interaction means 12a, and at step 48, the filled-in document is hashed by hashing means
12b to a fixed length, e.g. 160 bits.
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Then, at step 50, the hash of the filled-in document is encrypted by encryption
means 12d using the recovered private key to form a digital signature, and at step 52, the
filled-in document and digital signature are sent to server 16. Lastly, at user equipment 12, in
step 54, any record.of the recovered secret key, the entered passphrase or obtained biometric
information, or its hash, are all erased or destroyed (or, alternatively, a non-volatile record is
never made) so they cannot be obtained from the user equipment.

At step 86 the server receives the filled-in document and the digital signature
and goes through steps 88, 90 and 92 to verify the digital signature in a known manner before
executing step 94, wherein the filled-in document and digital signature are stored in sections or
fields 18d, 18e of store 18 as a substantially permanent record. The verification steps include
step 88 invoking decryption means 16b to decrypt the digital signature using the public key of
the user, and step 90 invoking the hashing means 16c¢ to form a hash of the received filled-in
document using the same secure hash function as used by the user equipment in step 48. In
step 92 the comparison means 16d is invoked to compare the results of steps 88 and 90. It
should be apparent that verification occurs if the hash of the document obtained by decrypting
the digital signature agrees with an independently computed or available hash of the
document.

It should also be appreciated that the objects of the present invention have been
satisfied and that the present invention provides a moderately secure protocol for digital
signatures in a networked environment such as an intranet system which can only be
compromised by a passphrase or biometric information guessing attack, which is fairly hard,
or by failure of a major enéryption algorithm (e.g. RSA, IDEA).

While the present invention has been described in particular detail, it should
also be appreciated that numerous modifications are possible within the intended spirit and
scope of the invention. For example, the present invention is equally applicable to systems
where IDs do not have to be entered by users because they may be retained at user equipment,
to systems where documents are originated at user equipment, and to systems where
documents transmitted from the server are merely reviewed and not modified or completed at
the user equipment. In the latter, the documents or their hashes may be independently

available to the server, without the necessity to transmit them from the user equipment.
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CLAIMS:

1. A method of administration of private keys for a plurality of users for use to
encrypt or decrypt items transmitted via a network (14), there being for each user a respective
set of an ID, user identifying information, private key, and public key corresponding to the
private key, said method comprising:
receiving (80) via the network (14) a user's ID;

reading (82) from a storage means (18) data corresponding to the user having
the received ID, which data (18b) comprises the user's private key encrypted using a key
determined from identifying information of the user; and

sending (84) via the network (14) the encrypted private key, whereby the
encrypted private key (18b) can be received (42) and decrypted (46) at the location of the user

using the user's identifying information.

2. A method as claimed in Claim 1, wherein the user identifying information
comprises a passphrase entered (22) by the user at the user equipment (12), or biometric
information which is obtained from the user by suitable measurement or scanning (22) at the

user equipment (12).

3. A method as claimed in Claims 1 or 2, wherein the data read (82) from said
storage means (18) further comprises the user's public key (18c), and the method further
comprises receiving (86) a digital signature manifesting the user's approval of a document,
which digital signature represents a hash (48) computed from the approved document and
encrypted (50) using the user's private key, and verifying the received digital signature by
decrypting (88) the digital signature using the user's public key (18c) and comparing (92) the
result of this decrypting (88) with an independently computed hash (50) of the document.

4. A method for obtaining and using a private key at user equipment (12) via a
network (14), said method comprising:

transmitting (40) from the user equipment (12) an ID of a user;
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receiving (42) a private key of the user encrypted with a user identifying key
associated with the user; and

decrypting (46) the encrypted private key using a user identifying key
determined (22) from interaction with the user at the user equipment (12);

using (50) the decrypted private key; and

destroying (54) or avoiding making any non-volatile record of the private key at

the location of the user.

5. A method as claimed in Claim 4, wherein the user identifying key determined
(22) by interaction with the user at the user equipment is determined from a passphrase entered
by the user at the user equipment (12) or biometric information which is obtained from the

user by suitable measurement or scanning at the user equipment (12).

6. A method as claimed in Claims 4 or 5, wherein the decrypted private key is
used by:

computing (48) a hash of a document to manifest the user's approval of the
document;

encrypting (50) the hash using the user's private key; and

transmitting (52) the encrypted hash.
7. A system for administering private keys for a plurality of users comprising

computer readable storage means (18) characterized in that there is stored therein respective
IDs (18a) and encrypted private keys (18b) for the respective users which private keys have

been encrypted using respective keys determined from respective user identifying information.

8. A system as claimed in Claim 7, wherein the user identifying information

comprises a passphrase or biometric information.

9. A system as claimed in Claims 7 or 8, characterized in that there is further

stored in the storage means (18) respective public keys (18c) corresponding to the private keys

for the respective users.

10. A system as claimed in Claims 7 or 8, further comprising a server (16) for
accessing the storage means (18), characterized in that the server (16) is configured for reading

(82) from the storage means (18) an encrypted private key (18b) and corresponding public key



10

15

WO 99/33219 PCT/IB98/02031
12

(18c)~ associated with an ID (18a) corresponding to a particular user, for transmitting (84) the
encrypted private key to the particular user, and for decrypting (88) data received from the
user using the public key (18c).

11. A system as claimed in Claim 10, characterized in that the server (16) is further
configured for computing (90) a hash of a document and comparing (92) the computed hash

with the decrypted data.

12. A system as claimed in Claims 10, further comprising at least one user terminal
(12) interconnected via a network (14) to the server (16), characterized in that the user
terminal (12) is configured for transmitting (40) to the server (16) via the network (14) an ID
entered by the user, and for receiving (42) and decrypting (48) an encrypted private key
received via the network (14) from the server (16) using a user identifying key determined
(44) from a passphrase entered by the user or biometric information obtained by measuring the

user.



WO 99/33219

PCT/1B98/02031

1/2
/ /10
16a 16b
12 12b A\ [
N
- — 12
/12d 16 — 16c\ 16d\
120\
168
R 14
/12 > y
18a 18b
~18d
18¢c
/12d 186 —
120\
/
0 —=—<— 7y
: 20a 20d
20¢ f
\

FIG. 1




WO 99/33219 PCT/1B98/02031

2/2
- >
/ \ 80 v
80—
42 *
~ B4~
22 A4 -
S
Ba—
v v
2< _— 46
|, =
I X,
50—
v v
v N
52—
v 90—"]
Y
= 921
54 I I

FIG. 2 o4~




1
INTERNATIONAL SEARCH REPORT

International application No.

PCT/IB 98/02031

A.

CLASSIFICATION OF SUBJECY MATTER

IPC6: HO4L 9/30

According to International Patent Classification (IPC) or to both national classification and 1PC

B.

FIELDS SEARCHED

IPC6: HOAL

Minimum documentation searched (classification system followed by classification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

SE,DK,FI,NO classes as above

WPI

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

P,A

claim 1, abstract

abstract

(01.09.92), column 12, Tine 41 - line 45, figure 4,

GB 2318486 A (INTERNATIONAL BUSINESS MACHINES
CORPORATION), 22 April 1998 (22.04.98),

C. DOCUMENTS CONSIDERED 10 BE RELEVANT
Category* | Gitation of document, with indication, where appropriate, of the refevant passages Relevant to claitn No.
X EP 0725512 A2 (INTERNATIONAL BUSINESS MACHINES 1,7
CORPORATION), 7 August 1996 (07.08.96), claim 1,
abstract
A US 5144665 A (KAZUO TAKARAGI ET AL), 1 Sept 1992 1-12

1-12
claim 1,

Further documents are listed in the continuation of Box

C.

See patent family annex.

*
“A”
3:4

L

oK

npe

Special categories of cited documents:

document defining the general state of the art which is not considered
to be of particular relevance

erlier document but puhlished on or after the international filing date
document which may throw doubts on priority claim(s) or which is

cited to establish the publication date of another citation or other
special reason (as specified)

document referring to an oral disclosure, use, exhibition or other
means

document published prior to the intemational filing date hut later than
the priority date claimed

e

0'd
7

v

&

later document published afler the international filing date or priority
date and not in conflict with the application but cited to understand
the principle or theory underlying the invention

document of particular relevance: the claimed invention cannot be
cansidered novel or cannot he considered to involve an inventive
slep when the document is taken alone

documnent of particular relevance: the claimed invention cannot he
considered to involve an inventive step when the document is
combined with one or more other such documents, such combination
heing obvious to a person skilled in the art

document member of the same patent family

Date of the actual completion of the international search

27 May

1999

Date of mailing of the international search report

2 9 -05- 1933

Name and mailing address of the ISA/
Swedish Patent Office
Box 5055, S-102 42 STOCKHOLM

Facsimile No.

+46 8 666 02 86

Authorized officer

Rune Bengtsson/MN

T'elephone No.

+46 8 782 25 00

Form PCT/ISA/210 (second sheet) (July 1992)




2

INTERNATIONAL SEARCH REPORT

International application No.

PCT/IB 98/02031

C (Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Gitation of docurnent, with indication, where appropriate, of the relevant passages

Relevant to claim No.

A

EP 0440914 A2 (SIEMENS AKTIENGESELLSCHAFT),
14 August 1991 (14.08.91), figure 1,
abstract

1-12

Form PCT/ISA/210 (continuation of second sheet) (July 1992)




INTERNATIONAL SEARCH REPORT

International application No.
Information on patent family members

03/05/99 | PCT/IB 98/02031

Patent document Publication Patent family Publication

cited in search report date member(s) date
EP 0725512 A2 07/08/96 JP 8340330 A 24/12/96
US 5604801 A 18/02/97
US 5144665 A 01/09/92 JP 3243035 A 30/10/91
GB 2318486 A 22/04/98 GB 9621601 D 00/00/00
JP 10135942 A 22/05/98

EP 0440914 A2 14/08/91 SE 0440914 T3
AT 129369 T 15/11/95
DE 4003386 C 23/05/91
DE 59009799 D 00/00/00
ES 2077621 T 01/12/95
US 5208858 A 04/05/93

e o 0 (0 o e 0 £ 0 1 (. 4 Gt o e e i e e i e o G e v o 8 ot S S S G P o B S e v B o S o St o A e S o . o o o v

Form PCT/ISA/210 (patent family annex) (July 1992)



	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

