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AUTHORIZING A TRANSACTION BETWEEN A CLIENT DEVICE AND A SERVER
USING A SCANNABLE CODE

[0001] This application claims priority to United States Provisional Application number
61/657,303 filed on June §, 2012 by James Ioannidis and titled “Scan-Based Universal Shopping
Cart and Checkout” and United States Patent Application number 13/544,424 filed on July 9,
2012 titled “A System, Computer Program Product and Computer Implemented Method for

Purchasing Items From A Merchant.”

Field of Invention
[0002] Embodiments described herein relate to the authentication of a transaction between
devices and to a point-of-sale system, computer program product, and computer-implemented

method for using a mobile device as a point of sale system.

Background of the Invention

[0003] Traditionally, to purchase an item at a merchant, a consumer user would have to
select the item and request the merchant to process payment for the item at a checkout location.
This process could be time consuming for the consumer user, i.e., the checkout location may
have several people waiting for the merchant to process payment for their purchases. To handle
such issues, many merchants began employing self-serve check out stands in their stores. Such
systems allowed a consumer user to scan their own purchases using merchant equipment and
then provide payment for the purchases via, e.g., credit card. Such systems had the promise of
being a convenient solution to long lines at checkout locations, but have several problems. First,
consumer users have difficulty locating and scanning traditional product bar codes. Second,
many consumer users are not adept at processing coupons to receive discounts for their
purchases. Finally, many consumer users are impatient with the system causing system crashes
and requiring attendants to assist in checkout. Accordingly, these self-serve kiosks are not widely
adopted in stores for the purchase of items.

[0004] Moreover, for some items, many consumer users want to see the items before
purchase, e.g., house wares, clothing, electronics, furniture, etc. However, when the consumer
user is in the store, they are only able to comparison shop for the same item by connecting to the
internet on, e.g., a mobile device and searching for the product. This can be time consuming, and
frustrating for a merchant that may be helping the consumer user. Moreover, if a consumer user

finds a cheaper price for the product online, many merchants may be willing to match the online
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price, but are unable to because the consumer user does not inform the merchant of the reason
for their non-purchase from the merchant. In other instances, the merchant may have discounts
on similar products to those being considered by the consumer user, or may be aware of
manufacturer discounts for the item. In such instances, because the merchant is unaware of the
reason for the consumer user's non-purchase of an item, it may not make those coupons or
discounts available to the consumer user.

[0005] A need exists for a method and system that solves the issues identified above.

Summary of Invention

[0006] Exemplary methods, apparatuses, and systems include a first server transmitting, to a
first client device, a scannable code for display on the first client device, e.g., in response to a
request from the first client device to initiate a transaction. The scannable code encodes a session
identifier for a session between the first client device and the first server. A second client device
(e.g., a mobile device) scans and decodes the scannable code displayed on the first client device
to obtain the session identifier. The second client device transmits stored user data and the
decoded session identifier to an authentication server. In one embodiment, the scannable code
further encodes a payment amount or other data associated with the transaction, which is also
decoded by the second client device and transmitted to the authentication server.

[0007] The authentication server generates a transaction identifier using the received user
data (and other decoded data if received) to authenticate a transaction within the session between
the first client device and the first server. The authentication server transmits the transaction
identifier to the first server (e.g., via the first client device or directly). The first server transmits
an indication of a successful authentication to the first client device in response receiving the
transaction identifier.

[0008] In one embodiment, the first server optionally transmits an executable script to the
first client device along with the scannable code. The executable script causes the first client
device to open a communication channel with the authentication server. In response to receiving
the session ID from the second client device and generating a transaction identifier, the
authentication server looks up the communication channel using the received session identifier.
The authentication server transmits the transaction identifier to the first client device via the
established communication channel. The first client device forwards the received transaction
identifier to the first server.

[0009] In an embodiment in which the transaction identifier is forwarded by the first client

device to the first server, the first server optionally establishes a confirmation communication
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channel with the second server. The first server transmits a request to the authentication server
via the confirmation communication channel to confirm the received transaction identifier. The
first server receives confirmation of the transaction identifier from the authentication server via
the confirmation communication channel. The indication of the successful authentication is
transmitted further in response to receiving the confirmation of the transaction identifier. Upon
confirming the transaction identifier, the authentication server marks the transaction associated
with the session identifier as being complete.

[0010] In an alternate embodiment, the first server opens a communication channel with the
authentication server. The first server receives a transaction identifier and the session identifier
from the authentication server directly via the communication channel.

[0011] Embodiments of the invention further include a system for allowing a user to
purchase one or more products from a merchant. Such a system comprises a mobile device
associated with the user that includes a tangible, non-transitory memory having stored thereon
computer instructions for performing a process of receiving product information associated with
a product and a merchant identifier associated with the merchant from a code and a process of
using the code to facilitate purchasing the product. In some embodiments, the computer
instructions execute the steps of prompting the user to scan the code using the mobile device;
translating the code to determine at least a product price and merchant identifier; creating a
product purchase prompt on a display associated with the mobile device, the product purchase
prompt including at least the product price and a checkout tab for selection by the user;
responsive to the selection of the checkout tab by the user, transmitting a mobile device identifier
associated with the mobile device, product price and merchant identifier to a processing server to
thereby facilitate an approval of a transaction between the user and the merchant for the product;
and creating a payment approved prompt on the display, responsive to the receipt of approval of
the transaction by the processing server.

[0012] Embodiments of the invention also include a computer program product comprised of
a series of instructions executable on a computer. As such, the computer program product
performs a process of receiving product information associated with a product and a merchant
identifier associated with the merchant from a code and a process of using the code to facilitate
purchasing the product. In some embodiments, the computer program product implementing the
steps of prompting the user to scan the code using a mobile device; translating the code to
determine at least a product price and merchant identifier; creating a product purchase prompt on
a display associated with the mobile device, the product purchase prompt including at least the

product price and a checkout tab for selection by the user; responsive to the selection of the
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checkout tab by the user, transmitting a mobile device identifier associated with the mobile
device, product price and merchant identifier to a processing server to thereby facilitate an
approval of a transaction between the user and the merchant for the product; and creating a
payment approved prompt on the display, responsive to the receipt of approval of the transaction
by the processing server.

[0013] Embodiments of the invention include a system that allows a user to purchase one or
more products from a merchant. Such a system comprises a computer associated with the user
and a mobile device that includes a tangible, non-transitory memory having stored thereon
computer instructions for performing a process of receiving a product price associated with a
product and merchant identifier associated with the merchant from the mobile device and a
process of using a mobile device identifier associated with the mobile device to facilitate
purchasing the product. In some embodiments, the computer instructions execute the steps of
creating an enrollee prompt to allow the user to connect the mobile device to the system, the
enrollee prompt obtaining from the user a username, a credit card number associated with a user
credit card and the mobile device identifier; linking the mobile device identifier to a system user
identifier; matching, responsive to receiving from the mobile device the mobile device identifier,
the product price and the merchant identifier, the mobile device with the user identifier; debiting
the product price from the user credit card associated with the user identifier; and crediting a
merchant account associated with the merchant identifier the purchase price.

[0014] Other features and advantages will be apparent from the accompanying drawings and
from the detailed description. Additionally, the claims of the present application, as filed, are

hereby incorporated by reference.

Brief Description of the Drawings

[0015] So that the features and advantages of the invention may be understood in more
detail, a more particular description of the invention briefly summarized above may be had by
reference to the appended drawings, which form a part of this specification. It is to be noted,
however, that the drawings illustrate only various embodiments of the invention and are
therefore not to be considered limiting of the invention's scope as it may include other effective
embodiments as well.

[0016] FIG. 1 is a network diagram of a payment processing system including a user mobile
device, a communications network and purchasing server according to an embodiment of the

invention;
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[0017] FIG. 2 is an electronic block diagram of a purchasing server for providing access to
the system according to an embodiment of the invention;

[0018] FIG. 3 is a software block diagram of a purchasing server having a program product
in memory thereon including several operation modules according to an embodiment of the
invention;

[0019] FIG. 4A is an electronic block diagram of a purchasing server of the system
according to an embodiment of the invention;

[0020] FIG. 4B is a software block diagram of a purchasing server having a program
product in memory thereon including several operation modules according to an embodiment of
the invention

[0021] FIG. 5A is a software flow diagram for obtaining consumer user account information
and preferences according to an embodiment of the invention;

[0022] FIG. 5B is a software flow diagram for processing payments related to a purchase
using a payment network according to an embodiment of the invention;

[0023] FIG. 5C is a software flow diagram for providing product and coupon suggestions
for product purchases according to an embodiment of the invention;

[0024] FIG. 5D is a software flow diagram for securing the payment network and providing
administrative access to consumer user accounts according to an embodiment of the invention;
[0025] FIG. 6A is a software flow diagram for scanning a code according to an embodiment
of the invention;

[0026] FIG. 6B is a software flow diagram for displaying a cart, coupons, discounts, and
merchants according to an embodiment of the invention;

[0027] FIG. 6C is a software flow diagram for making a purchase from an electronic cart
according to an embodiment of the invention;

[0028] FIG. 7 is a system database diagram for data stored in the memory of purchasing
server according to an embodiment of the invention;

[0029] FIG. 8A is a graphical user interface ("GUI") displaying a shopping cart according to
an embodiment of the present invention;

[0030] FIG. 8B is a GUI displaying a shopping cart according to an embodiment of the
invention;

[0031] FIG. 8C is a GUI displaying a shopping cart according to an embodiment of the
invention;

[0032] FIG. 9 illustrates, in block diagram form, an exemplary system to authenticate a

transaction between a client device and a server using a scannable code; and
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[0033] FIG. 10 is a flow chart illustrating an exemplary method of authenticating a

transaction between a client device and a server using a scannable code.

Detailed Description

[0034] To address the need set forth above, according to one aspect, the invention includes a
communications network interface, e.g., a web server and firewall, for interacting with a
plurality of users, a database for storing user account data, merchant data, and credit card data,
and purchasing server for implementing the functionality of some embodiments of the instant
invention.

[0035] More specifically, as can be seen in FIG. 1, the system 100 of the instant invention
includes mobile device 102 associated with a consumer user 101, a communications network
104, a purchasing server 106 connected to a database 108; a merchant or manufacturer computer
110; and a payment network 112. The merchant or manufacturer computer 110 can be any
computing device e.g. a desktop, laptop, PDA, smartphone, computer tablet, networked
computer display, computer server, as well as any other electronic device capable of connecting
to the communications network 104 and receiving data from same to enable system interaction
with a merchant or manufacturer (not shown) to e.g., receive payment for merchandise, upload
coupons and discounts, receiving metrics concerning consumer user purchasing habits, etc. As
one skilled in the art will also appreciate, the payment network 112 may be any traditional
payment network, e.g., Visa®, MasterCard®, Discover®, etc., and may be networked with the
purchasing server 106 as e.g., a VPN.

[0036] Though in a preferred embodiment, mobile device 102 is a smartphone, mobile
device 102 is not limited to a smartphone, and can be any type of computing device, e.g. a
laptop, PDA, computer tablet, as well as any other electronic device capable of scanning a code
on a product, connecting to the communications network 104 and receiving data from same to
enable system interaction with user 10. As such, the mobile device 102 is connected to the
purchasing server 106 via communications network 104, which may be a single communications
network or comprised of several different communications networks. The communications
network 104 can be a combination of a public or private network, which can include e.g., any
combination of the internet and intranet systems, that allow a plurality of system users to access
the purchasing server 106. For example, communications network 104 can connect all of the
system components using the internet, a local area network ("LAN"), e.g., Ethernet or WI-FI, or
wide area network ("WAN"), e.g., LAN to LAN via internet tunneling, or a combination thereof,

and using electrical cable e.g., HomePNA or power line communication, optical fiber, and radio
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waves, e.g., wireless LAN, to transmit data. As one skilled in the art will appreciate, in some
embodiments, mobile device 102 may be connected to the communications network using a
wireless LAN, but other users may be to the purchasing server 106 via a wired connect to the
internet to, e.g., to set up an account from a desktop or laptop computer. In other instances, a
consumer user may connect to the purchasing server 106 using, e.g., wireless LAN and the
internet to set up an account. Moreover, the term "communications network" is not limited to a
single communications network system, but may also refer to several separate, individual
communications networks used to connect the mobile device 102 to purchasing server 106.
Accordingly, though each of the mobile device 102 and purchasing server 106 are depicted as
connected to a single communications network, such as the internet, an implementation of the
communications network 104 using a combination of communications networks is within the
scope of the invention.

[0037] As one skilled in the art will appreciate, the communications network interfaces with
purchasing server 106, preferably via a firewall (not shown) and web server (not shown) to
provide a secure access point for consumer users 101 and to prevent consumer users 101 from
accessing the various protected databases in the system. In some embodiments, the firewall may
be a network layer firewall i.e., packet filters, application level firewalls, or proxy servers. In
other words, in some embodiments, a packet filter firewall can be used to block traffic from
particular source IP addresses, source ports, destination IP addresses or ports, or destination
service like www or FTP, though a packet filter in this instance would most likely block certain
source [P addresses. In other embodiments, an application layer firewall may be used to intercept
all packets traveling to or from the system, and may be used to prevent certain users, i.e., users
restricted or blocked from system access, from accessing the system. Still, in other embodiments,
a proxy server may act as a firewall by responding to some input packets and blocking other
packets.

[0038] Returning to the figures, database 108 communicates with and uploads data to the
mobile device 102 via the purchasing server 106 and communications network 104. As such,
database 108 may be, for example, one or more computers, file servers or database servers
implemented as network attached storage (NAS), storage area networks (SAN), or direct access
storage (DAS), or any combination thereof or of other systems, comprising, e.g., multiple hard
disk drives. In some embodiments, the file servers or database servers defining the database 108
may also allow various merchant/manufacturer computers to directly access, and display data
stored thereon. Moreover, each of these file servers or database servers may allow consumer

users, merchant users or manufacturer users to upload data to the database. For example, a
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consumer user may upload a username, password, address, credit card information, shipping
address information, etc., and a merchant user may upload address data, product price data,
discount data, etc., to be stored in, e.g., separate file servers or the same file server, in a plurality
of databases, tables, or fields in separate portions of the file server memory. Accordingly, as is
known in the art, the computer-implementing database 108 may have stored thereon database
management system, €.g., a set of software programs that controls the organization, storage,
management, and retrieval of data in the databases. As one skilled in the art will appreciate, in
some embodiments, database 108 may be stored in the purchasing server memory (to be
discussed below). As one skilled in the art will also appreciate, though database 108 is depicted
connected to, or as a part of, the purchasing server 106, not the communications network 104,
the database 108 may be, e.g., remote storage or connected to the purchasing server 106 via a
privately networked system.

[0039] Purchasing server 106 will now be described with reference to FIG. 2. As one skilled
in the art will appreciate, purchasing server 106 can be any type of computer, e.g., an application
server, or a plurality of computers, comprising a memory 206, a program product 208, a
processor 204 and an input/output device ("I/O device") 202. I/O device 202 connects the
purchasing server 106 to a signal from the communications network 104, and can be any I/O
device including, but not limited to a network card/controller connected by a PCI bus to the
motherboard, or hardware built into the motherboard to connect the purchasing server 106 to
various file servers or database servers implementing database 108.

[0040] As can be seen, the I/O device 202 is connected to the processor 204. Processor 204
is the "brains" of the purchasing server 106, and as such executes program product 208 and
works in conjunction with the I/O device 202 to direct data to memory 206 and to send data from
memory 206 to the various file servers and communications network. Processor 204 can be, e.g.,
any commercially available processor, or plurality of processors, adapted for use in purchasing
server 106, e.g., Intel® Xeon® multicore processors, Intel® micro-architecture Nehalem, AMD
OpteronTM multicore processors, etc. As one skilled in the art will appreciate, processor 204
may also include components that allow the purchasing server 106 to be connected to a display
[not shown] and keyboard that would allow, for example, an administrative user direct access to
the processor 204 and memory 206.

[0041] Memory 206 may store the algorithms forming the computer instructions of the
instant invention and data, and such memory 206 may consist of both non-volatile memory, e.g.,
hard disks, flash memory, optical disks, and the like, and volatile memory, e.g., SRAM, DRAM,

SDRAM, etc., as required by embodiments of the instant invention. As one skilled in the art will
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appreciate, though memory 206 is depicted on, e.g., the motherboard, of the purchasing server
106, memory 206 may also be a separate component or device, €.g., FLASH memory or other
storage, connected to the purchasing server 106.

[0042] As shown in FIGS. 2 and 3, an embodiment for computer instructions implementing
some of the functionality of the instant invention is stored in memory 206, e.g., as a plurality of
programming modules. The programming modules for the program product include an account
set-up module 302, a payment processing module 304, a suggestions/coupon module 306, and a
security/administration module 308. The account set-up module 302 includes, e.g., instructions
for setting up a user account, including, e.g., a username, password, credit card information,
merchant preferences, billing address, and one or more shipping addresses. As one skilled in the
art will appreciate, the account set-up module 302 may include options for the types of coupons,
discounts, or other merchant information the user wishes to receive. For example, the user may
only wish to see merchant discounts for other merchants if the discounts exceed a certain
percentage of the price for the item in the user's cart, in other instances, a consumer user may
only want to see discount or merchant information from a preferred set of vendors. Accordingly,
the account set-up module can include prompts that enable to user to set such preferences. The
account set-up module 302 may also include a link to a mobile device application (discussed
below) for the user to download to their device. Alternatively, in some embodiments, the user
may initiate the application and program set-up through an application store or database of
applications for purchase.

[0043] The payment processing module 304 can include instructions for processing a
payment from the user to the merchant. As such, the payment processing module 304 may
operate in conjunction with, e.g., a traditional payment network (not shown) such as VISA ® or
MasterCard® to process payment to the merchant. In some embodiments, the user will be
charged for the use of the payment network, e.g., 50¢; in other embodiments, the payment
processing computer or the payment network may deduct from a merchant payment for the item
the amount it is charged to use the payment network (not shown). The payment processing
module 304 may also include instructions for charging the consumer user for the use of the
system to process the transaction, e.g., 10% of the savings value is credited to the payment
service. In such embodiments, for example, the consumer user may have received a 10% total
discount for cart purchases, then the system would be credited a payment of 10% of the savings
or 1 % of the total sales value. In other embodiments, the payment processing module may

include instructions where merchants pay the system to have discounts and suggestions
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presented to the consumer user. For example, merchants may pay to have products or stores
appear higher in a suggestion ranking than other merchants do.

[0044] Returning to FIG. 3, the suggestions/coupon module 306 may include, e.g.,
instructions to search and select discounts for the items in the consumer user's shopping cart. In
some embodiments, the suggestion/coupon module can be initiated when the user requests
coupons, merchant information or product suggestions from the mobile device 102. In other
embodiments, the suggestion/coupon module can be initiated whenever the user asks to purchase
a product. In each case, in some embodiments, if the purchasing server 106 determines a coupon
or a discount is available, the purchasing server sends all available coupons or discounts to the
user for the user to select a coupon or discount to apply to the user's purchase. If the user has
requested a list of merchants selling an item in the user's shopping cart, the purchasing server in
some embodiments send all preferred merchants selling the item to the user. In other
embodiments, the purchasing server may send only merchants that list the item at a lower price,
e.g., with shipping costs if necessary, and/or send a list of merchants that have a lower price by a
user specified percentage, e.g., 10%, so the user can filter out less attractive offers.

[0045] Finally, the security/administration module 308 ensures the connection between the
mobile device 102 and the purchasing server is secure. As such, the security/administration
module 308 may include instructions to send an "electronic handshake", e.g., a unique code to
the mobile device that must be transmitted back to the purchasing computer before a payment is
processed, and/or use GPS to locate and verify the mobile device placing the purchase is
associated with the consumer user.

[0046] An exemplary embodiment of the computer program flow for processes
implementing the account set-up module 302, the payment processing module 304, the
suggestions/coupon module 306 and security/administration module 308 will now be discussed
with reference to FIGS 5A-5D. As one skilled in the art will appreciate, though the flow
diagrams are shown as implemented in a serial configuration, such flow is for simplicity only
and should be understood to include various loops and processes that may be run concurrently
and/or used to implement each of the instructions, or a plurality of the instruction, therein.
[0047] To implement the account set-up module 302, the process starts at step 500. At step
502, the consumer user is prompted for, e.g., one or more of a name, address, credit card
information, mobile phone number, email address, password, IMEI number, username, etc. In
some embodiments, the consumer user may also be prompted to provide preferred merchant
names, e.g., GAP®, Amazon®, Target®, Best Buy®, etc., preferred product brands, e.g., Proctor

& Gamble®, Sony®, Nike®, etc., and preferred minimum discount amounts, e.g., 10%. As one

10
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skilled in the art will appreciate, the merchant names, product brands and discounts can be used
to tailor coupons, competing merchant data, and product suggestions to the consumer user. For
example, a consumer user that prefers Proctor & Gamble products could have a suggestion for a
new cleaning product that has a 10% off coupon associated with it when the consumer user
decides to purchase a cart that includes a cleaning product. As one skilled in the art will also
appreciate, the consumer user account set-up prompt can be revisited by a registered consumer
user to change preferences, e.g., password, credit card information, and merchant, product and
discount preferences, etc.

[0048] In some embodiments, the user can be a merchant user, a consumer user or a product
manufacturer. In such embodiments, e.g., the merchant user may upload a database of items that
are discounted in its store, or storewide discounts; and the product manufacturer may download
coupons and other discounts. The merchants and manufacturers, in some embodiments, may also
be able to connect to information regarding the coupons and discounts used by consumer users,
and track the number of times competing merchants and products were sold, and accordingly can
set-up a consumer user analytic page that includes such information as coupon downloads,
product preferences, sales completed based on discount, carts abandoned for other brands, etc.
Once such a user provides account information to the account set-up prompt, the consumer user
information is added to the database in step 504. As one skilled in the art will appreciate, the user
data can be stored in separate portions of the database depending on the type of user, e.g., a
merchant user or manufacturer user information would be stored in separate tables, databases,
etc. In step 506, in some embodiments, the user is able to download an application to a user
computer or mobile device, e.g., a consumer user can download an application to its mobile
device, or a merchant/manufacturer user can download a desktop or mobile application. As one
skilled in the art will appreciate, in some embodiments, the manufacturer and merchant can
download a software application to its computer, and in other embodiments, the merchant or
manufacturer can access the purchasing server through a web interface. In step 508, the process
ends.

[0049] Turning to FIG. 5B, the payment processing module will be described in more detail.
The process starts in step 510, and in step 512, the purchasing server receives, for example,
merchant, product, price and payment information from the mobile device. As one skilled in the
art will appreciate, the merchant information could be a merchant identifier code, e.g., an
alphanumeric code, for use in a traditional payment network, and not other merchant identifier
information such as the merchant name and address. In addition, in some embodiments, the

product information may be a numeric product identifier, and in other embodiments, the
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consumer user may be able to enter manually a new credit card into the system or transmit a
credit card stored in the mobile device for use by the purchasing server. Once the purchasing
server has received merchant, price and/or product information, the mobile device number
sending the same is matched to a consumer user account number in step 514. The consumer user
account number is unique for each consumer user, and may be only known to the purchasing
server so that consumer user information is secure. Once the consumer user number is matched
to the consumer user account, in step 516, the credit card associated with the consumer user is
charged using, for example, a traditional payment network. As one skilled in the art will
appreciate, the payment network is a pre-existing network to process credit transactions, e.g.,
Visa®, MasterCard®, Discover®, etc. As such, in some embodiments, the purchasing server
may determine whether the merchant is associated with the payment network used by the
consumer user's credit card, e.g., whether or not the merchant takes Visa®. In step 518, the
consumer user may be charged a convenience fee for the use of the service. Alternatively, in
some embodiments, the merchant may be accessed a fee for using the service. In step 520, the
process ends.

[0050] Turning to FIG. 5C, the suggestion/coupon module 306 will be described. The
process starts at step 522. In step 524, the purchasing server receives a request for other
merchant or coupons related to the item(s) in the consumer user's shopping cart. The purchasing
server searches the database for system discounts and merchants, and, e.g., the internet for other
discounts and merchants in response to the request in step 526. In step 528, the merchant sends
the merchant, discount and product suggestions to the consumer user. As one skilled in the art
will understand, and as described above, the purchasing server may tailor the merchants,
suggestions and discounts to the user preferences saved by the consumer user so the consumer
user only receives the suggestions, merchants and discounts it prefers. In step 530, the
purchasing server tracks the discounts, suggestions and merchant information sent to produce
merchant and manufacturer metrics. For example, merchant and manufacturer users may pay for
discounts and product suggestions to be included in the database so it can track the popularity of
its products, or induce the consumer user to try new brands or product items. In such
embodiments, the system may produce consumer metrics so that the merchant and manufacturer
users can access the volume of sales and types of consumers using their system and buying their
products. The process ends in step 532.

[0051] Turning now to FIG 5D, the security/administrative module 308 will be described.
The process starts in step 534, and in step 536, a unique code is sent to the consumer user's

mobile device when the consumer user requests a checkout, and the purchasing server clears the
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transaction. Once the consumer user confirms the unique code, e.g., by sending back to the
purchasing server the unique code in a confirmatory message, the purchasing server process
payment for the items in the cart in step 538. In some embodiments, if the code transmitted back
to the purchasing server is not a match, the purchasing server will send the mobile device an
error code. In other embodiments, any time the purchasing server is unable to maintain a
connection with the mobile device, e.g., to send a payment confirmation, an error message will
be transmitted to the mobile device indicating that a purchase was not processed. In such
instances, the purchasing server may cancel the transaction for all transactions that are processed
with an error, while in other embodiments, the purchasing server may temporarily store a partial
transaction to determine whether the mobile device can be reconnected to the network. In
embodiments where the partial transaction is stored temporarily, the purchasing server may
attempt to reconfirm the purchase by transmitting another code. In some such embodiments, the
purchasing server may only attempt to complete the transaction by transmitting a new code a
limited number of times, e.g., three. In step 540, the purchasing server confirms payment using
the mobile device's GPS signal. As one skilled in the art will appreciate, steps 538 and 540 can
be run concurrently or alternatively in some embodiments. In step 542, the process ends.

[0052] Mobile device 102 will now be described with reference to FIG. 4A. As one skilled
in the art will appreciate, mobile device 102 can be any type of computer, e.g., an application
server, or a plurality of computers, comprising a memory 404, a program product 406, a
processor 402 and an input/output device ("I/O device") 401. I/O device 401 connects the mobile
device 102 to a signal from the communications network 104, and can be any I/O device
including, but not limited to a network card/controller connected by a PCI bus to the
motherboard.

[0053] As can be seen, the I/O device 401 is connected to the processor 402. Processor 402
is the "brains" of the mobile device 102, and as such executes program product 406 and works in
conjunction with the I/0 device 401 to direct data to memory 404 and to send data from memory
404 to the various file servers and communications network. Processor 402 can be, e.g., any
commercially available processor for mobile devices, e.g., Intel® Core 15 or AMD Turion
microprocessors. As one skilled in the art will appreciate, processor 402 may also include
components that allow the mobile device 102 to be connected to a computer via, e.g. a USB port.
[0054] Memory 404 may store the algorithms forming the computer instructions for an
application ("app") stored therein to enable system functionality, and such memory 404 may
consist of e.g., internal FLASH memory, which may be NAND and/or NOR type, as required by

embodiments of the instant invention. As one skilled in the art will appreciate, though memory
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206 is depicted on, e.g., the motherboard, of the mobile device 102, memory 404 may also be a
separate component or device, e.g., additional FLASH memory, SD card, or other storage,
connected to the mobile device 102.

[0055] As shown in FIGS. 4A and 4B, an embodiment for computer program 406
implementing some of the functionality of the instant invention is stored in memory 404, e.g., as
a plurality of programming modules. The programming modules for the program product 406
include a scan module 408; a display module 410; and a checkout module 412. As one skilled in
the art will appreciate, the scan module 408, display module 410 and checkout module 412 may
be uploaded to the mobile device as an application ("app") for the mobile device for use in
conjunction with the website associated with the purchasing server 106.

[0056] The scan module 408, for example, enables the consumer user to scan a product
code, such as an audio signal, Quick Response (QR) code, or bar code. In a preferred
embodiment, the mobile device scans a QR code, which can be used to store the product name,
price, manufacturer, merchant, discounts etc. As one skilled in the art will appreciate, the QR
code can be supplied on the product packaging, printed on labels that are adhered to the product,
or appear on a display screen generated by a website. As such, the app downloaded to the
consumer user's mobile device includes software that enables the mobile device to read QR
codes, e.g., using the pixels associated with the digital camera to determine the aligning squares,
etc., as known in the art. In other embodiments, the code can represent a bundle of products and
a combined price for these products, which will also be called a "product price." Once the
product code is scanned, the mobile device stores information related to the product, such as, but
not limited to, the product name, product price, and merchant into memory. The display module
410 can read the product name, product price and merchant name from memory and format the
information into a mobile device cart display, e.g., showing a list of products the consumer user
wishes to purchase. In some embodiments, the mobile device may use GPS and merchant data to
determine the sales tax for the product, and add such tax to the purchase price so the consumer
user can see the true cost of the product for purchase. In some embodiments, the mobile device
may include any discounts that are available for the product, e.g., if the QR code indicates the
product is 40% off. In other embodiments, the consumer user may indicate a discount amount to
determine a product discount on the display, e.g., when a merchant has certain goods marked
40% off, where the discount is reflected at the register. In other embodiments, the product added
to the cart may be transmitted to the purchasing server 106, which in tum sends applicable
discounts to the mobile device. In any such instance, the display module can format the cart

display with the applicable price, including tax and discounts. The display module also may
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allow the consumer user to initiate a checkout sequence, such as that executed by checkout
module 412. Checkout module 412 transmits the consumer user's cart to the purchasing server
(as discussed above) and receives payment confirmation or a numeric code to re-transmit to the
purchasing server at the consumer user's request. As one skilled in the art will recognize, the
checkout module and display module may be combined in some embodiments, e.g., the checkout
module can initiate the checkout sequence, etc.

[0057] An exemplary embodiment of the computer program flow for processes
implementing the scan module 408, the display module 410, and the checkout module 412 will
now be discussed with reference to FIGS. 6A-6C. As one skilled in the art will appreciate,
though the flow diagrams are shown as implemented in a serial configuration, such flow is for
simplicity only and should be understood to include various loops and processes that may be run
concurrently and/or used to implement each of the instructions, or a plurality of the instructions,
therein.

[0058] Turning to FIG. 6A, the module starts in step 600. At step 602, the consumer user
scans an item for purchase. In such instances, the consumer user can initiate the app on their
mobile device and scan via a screen showing the product code. Once the product code has been
scanned, in step 604, the computer program decodes the product code to determine the merchant
name, product and product price. As those skilled in the art will recognize, a QR code is decoded
by the app using known methods, e.g., locating, in a digital image of the code, the three
distinctive squares at the comers of the image; normalizing image size, orientation, and angle of
viewing, with the aid of a smaller square near the fourth comer; converting the small dots in the
code to binary numbers; and checking the validity of the conversion with an error-correcting
code. Once, in some embodiments, the product, product price and merchant may be determined,
this data is saved in the mobile device memory in step 606. In some embodiments, the QR code
includes a unique identifier for the purchasing server database, and as such, one or more of the
merchant name, product or product price may not be decoded in lieu of the unique identifier. The
process end in step 608.

[0059] Turning now to FIG. 6B, the display module 410 starts in step 610. In step 612, the
product and price are retrieved from memory and displayed to the consumer user, e.g., in an
electronic shopping cart. As one skilled in the art will recognize, the shopping cart may not
display the merchant associated with the product to the consumer user in some embodiments.
Once the shopping cart is displayed to the consumer user, the display enables the consumer user
to add a note or additional items to the shopping cart in step 614. In some embodiments, the

consumer user may add a note to each item, e.g., notation of who the product is for, the discount
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price for the product, etc. In other embodiments, the consumer user may add a note to an entire
cart of products to, e.g., save a preferred shopping list. As one skilled in the art will recognize, a
shopping cart in such embodiments may also be sent to other system users, €.g., a spouse,
relative or friend, with the note so that person can purchase similar items in the future, not
duplicate a shopping trip, or give opinions or advice regarding the purchase. For example, a
consumer user may add a note to a cart including milk, bread, cheese, beer, green beans, and
potato chips from a shopping trip, and transmit the same to a spouse so duplicate items are not
purchased. In another example, a consumer user may save a note such as "how does this look?"
to a shopping cart including, e.g., electronics, and transmit same to a friend to get an opinion on
same. Accordingly, though not all variations are described herein, all may be considered part of
this disclosure. As previously mentioned, the app may include instructions that allow the
consumer user to add more items to the shopping cart, e.g., scan more QR codes. In such
embodiments, the consumer user may select to add additional items to the shopping thereby
initiating the mobile device's camera. In other embodiments, the consumer user may select to use
credit card information stored, e.g., in the mobile device to conduct any transaction. In such an
embodiment, the consumer user may select from a plurality of credit cards stored on the phone,
or may choose to enter new credit card information into a display prompt located in the display.
As one skilled in the art will recognize, the app on the mobile device may also include software
to encrypt any credit card information stored in memory, €.g., in case the mobile device is stolen
or lost.

[0060] Returning to FIG. 6B, in step 616, the display screen may also allow the consumer
user to determine whether or not they would like to receive discounts, competing merchant
information and/or item suggestions for products displayed. In some embodiments, the consumer
user may select each product for which the consumer user would like to have a discount,
competing merchant information and/or item suggestions. In other embodiments, the consumer
user may select to receive discounts, competing merchant information and/or item suggestions
on their entire cart, and in other embodiments, the consumer user may select whether it wants to
see discounts, competing merchant information or item suggestions for each item or the entire
shopping cart. After the consumer user has selected to receive discounts, the shopping cart is sent
to the purchasing server in step 618. In step 620, the mobile device downloads any available
discounts, competing merchant information and/or item suggestions for the products selected by
the consumer user to receive same, and in step 622 displays discounts, competing merchant
information and/or item suggestions to the consumer user. As such, the consumer user can select

which of the discounts, competing merchant information and/or item suggestions to apply to the
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shopping cart. For example, the consumer user may select to purchase an item at a suggested
merchant, so the application creates a new shopping cart with the suggested merchant and
removes the item from the original shopping cart. In such embodiments, the shopping carts may
appear on the same display, i.e., one purchasing display may facilitate a transaction at multiple
merchants. In other examples, the consumer may select to add a different product having a
bigger discount associated, and the mobile device may remove the original item from the
shopping cart. In some embodiments, the mobile device may instruct the consumer user to scan
the code for the new item to complete the transaction for the new item, e.g., to prevent the
consumer user from applying a discount for the suggested item to the original item. In step 624,
the process ends.

[0061] As one skilled in the art will appreciate, other computer program steps may be added
to those described above to implement other features, e.g., a prompt may be displayed for the
consumer to login, e.g., provide a user login id and password, and a prompt may be displayed so
the consumer user can determine which products they purchase frequently, e.g., so those
products are automatically provided to the consumer user for purchase at pre-determined
intervals and/or a purchase schedule for the products is saved in the consumer user's mobile
device calendar. For example, the consumer user may purchase shampoo, soap and paper towels
every six weeks, in which case the application would allow the consumer user to add such a
shopping list to the consumer user's mobile device calendar with a link to the shopping cart.
Accordingly, though not all such instructions are described herein, all variations in
implementation should be considered within the scope of the invention.

[0062] Turning to FIG. 6C, the processes comprising the checkout module start in step 626.
The steps include transmitting the shopping cart to the payment server in step 628, e.g., when the
consumer selects a checkout tab on the shopping cart display; receiving payment confirmation
from the payment server in step 630; confirming the purchase in step 632, e.g., by sending a
confirmation code to the purchasing server in response to the consumer user selecting to finalize
purchase; and transmitting the payment purchase confirmation to server in step 634. The process
ends in step 636. In some embodiments, if the code transmitted back to the purchasing server is
not a match, the purchasing server will send the mobile device an error code. In other
embodiments, any time the purchasing server is unable to maintain a connection with the mobile
device, e.g., to send a payment confirmation, an error message is displayed on the mobile device
that a purchase was not processed. In such instances, the purchasing server may cancel the
transaction as discussed above. As one skilled in the art will appreciate, the confirmation of the

purchase step and transmitting the confirmation to the purchasing server may facilitate an
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electronic handshake to confirm the transaction. In other embodiments, however, the GPS
system of the mobile device may be used to confirm a purchase as discussed above. Moreover, in
some embodiments where the user scans a code rendered in a web browser (for example, a QR
code), when the payment is processed by the purchasing server, the purchasing server or the
mobile device may transmit a signal to the browser that rendered the code to update the
browser's current page or forward the user to a receipt page indicating that the transaction has
been processed. In one embodiment this is achieved by javascript code running in the user's web
browser that renders the QR code, which listens on a unique web socket. An identifier specific to
that browser's session, such as a session id, can be embedded in the code and subsequently used
by the processing server or mobile device to look up the appropriate socket and send a message
to the browser. In a specific example relating to a purchase from a website, the user loads the
checkout page on a first computer. The server generates a QR code that includes a session id, a
price for the product, and the merchant information. The user uses his mobile device to scan the
QR code. The user's mobile device can then transmit the information obtained from the QR code
(i.e., including the price and merchant information), as well as credit card information, customer
information, and GPS information (for fraud protection) to the server. After verification, the
server can tell the browser on the first computer that the transaction is successful by using the
session id. The merchant can allow one transaction per id. Accordingly, though not all such
instructions are described herein, all variations in implementation should be considered within
the scope of the invention.

[0063] For example, FIG. 9 illustrates, in block diagram form, an exemplary system to
authenticate a transaction between a client device and a server using a scannable code. The
system illustrated in FIG. 9 includes common features as those described with reference to FIG.
1. Additional features will be described with reference to FIG. 10.

[0064] FIG. 10 is a flow chart illustrating an exemplary method 1000 of authenticating a
transaction between a client device and a server using a scannable code. While method 1000 is
described from a system perspective, portions of method 1000 may be performed separately or
omitted. For example, in one embodiment, merchant server 110 and authentication server 106
may be combined into a single server, thereby eliminating one or more blocks of method 1000.
Additionally, some features are illustrated in broken line to emphasis the optional nature of those
features.

[0065] Method 1000 is described with reference to actions performed by merchant server
110, client device 905, mobile device 102 (which may also be referred to as another client

device), and authentication server 106. Client device 905 may be a personal computer, tablet-
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style device, a personal digital assistant (PDA), a cellular telephone with PDA-like functionality,
a Wi-Fi based telephone, a handheld computer which includes a cellular telephone, a media
player, an entertainment system, or devices which combine aspects or functions of these devices,
such as a media player combined with a PDA and a cellular telephone in one device. In other
embodiments, client device 905 may be a network computer, server, or an embedded processing
device within another device or consumer electronic product. Similar to the description of
mobile device 102 with reference to FIG. 4A, client device 905 includes a processor 402,
memory 404 storing executable instructions to perform the features described herein, and I/0
device 401. I/O device 401 may include a display device, or a controller to cause a display
device to display data.

[0066] At block 1005, merchant server 110 receives input from client device 905 to initiate a
transaction during a session between client device 905 and the merchant server 110. As used
herein, a session refers to a semi-permanent interactive information interchange/dialogue
between client device 905 and merchant server 110. As described above, an exemplary
transaction includes payment for goods or services as initiated by a checkout process.
Alternatively, a transaction may include another form of authentication between merchant server
110 and client device 905. For example, the authentication may a part of a log in process or
other confirmation of the identity/permission of a user, device, program, etc.

[0067] At block 1004, the merchant server 110 transmits a scannable code to client device
905, e.g., to be displayed in a webpage via a browser. The scannable code may be a barcode,
matrix barcode (e.g., a QR code), or another visual and/or audio code encoding data that be
scanned by another device. The scannable code encodes a session identifier (ID) for the session
between the client device 905 and merchant server 110. In one embodiment, the scannable code
encodes additional data for the authentication, e.g., an amount of payment due, merchant
identifier, permission/access request details, etc. At block 1004, the merchant server 110
optionally transmits an executable script, €.g., as a part of the webpage, to client device 905.
[0068] At block 1006, client device 905 receives the scannable code and, if included, the
executable script from merchant server 110. At block 1008, client device 905 displays (or, if
audio, plays) the scannable code. If an executable script is received, client device 905 executes
the received script, causing client device 905 to establish a communication channel with
authentication server 106. For example, the script may cause client device 905 to send a request
to authentication server 106 to establish the communication channel according to WebSocket or

a similar protocol. At block 1010, authentication server 106 responds to the request to establish
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the communication channel. One or both of client device 905 and authentication server 106 may
associate the established communication channel with the session ID.

[0069] At block 1012, mobile device 102 scans the scannable code displayed (or played) by
client device 905. For example, in response to a QR code displayed on client device 905, user
101 may use an application on mobile device 102 to scan the QR code. In response to scanning
the scannable code, mobile device 102 decodes the scannable code to obtain the session ID and
any other encoded data related to the transaction.

[0070] At block 1014, mobile device 102 transmits the decoded transaction data, including at
least the session 1D, along with user data stored by mobile device 102 to authentication server
106. Exemplary user data includes a user identifier, mobile device identifier (e.g., a data link
layer/hardware address for mobile device 102), payment information (e.g., payment account
information), etc.

[0071] At block 1016, authentication server 110 receives session ID, user data, and any other
transaction data from mobile device 102. At block 1018, authentication server generates a
transaction identifier (ID) to authentication the transaction. For example, if the transaction
includes payment for goods/services, authentication server may use received payment
information and payment amount to process payment via payment network 112 and generate a
transaction ID representing a successful payment. Alternatively, authentication server 106 may
utilize a received user identifier or device identifier to look up permissions stored in database
108 to confirm that client device 905 has permission to proceed with the transaction with
merchant server 110. The generated transaction ID represents that authentication server 106 has
authenticated that client device 905 may proceed with the transaction with merchant server 110.
[0072] In an embodiment in which client device 905 and authentication server 106 establish
a communication channel, at block 1020, authentication server selects the established
communication channel using the received session ID. For example, authentication server 106
may associate each of one or more communication channels with session ID’s corresponding to
the respective client device 905 that requested to establish the respective communication
channel.

[0073] At block 1022, authentication server 106 transmits the transaction ID to merchant
server 110. In one embodiment, the transaction ID is transmitted directly to merchant server 110
via a communication channel established between authentication server 106 and merchant server
110. Alternatively, the transaction ID is transmitted to client device 905 via the communication

channel selected in block 1020.
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[0074] If the transaction is transmitted to client device 905, at block 1024, client device 905
forwards the transaction ID to merchant server. For example, the executable script may cause
client device 905 to forward the transaction ID to merchant server 110 in response to receipt of
the transaction ID from authentication server 106.

[0075] At block 1026, merchant server 110 receives the transaction ID from authentication
server 106. If merchant server 110 received the transaction ID via client device 905, at blocks
1028 and 130, merchant server 110 and authentication server 106 optionally establish a
confirmation communication channel to confirm the transaction ID. For example, merchant
server 110 may transmit a request to confirm the transaction ID over a secure/encrypted channel
to authentication server 106. In response, authentication server 106 transmits a confirmation to
merchant server 110 over the confirmation channel. In one embodiment, at block 1032,
authentication server 106 marks a stored version of the transaction ID as complete to prevent the
transaction ID from being used again or otherwise misused.

[0076] At block 1034, merchant server transmits an indication of a successful transaction to
client device 905 in response to the (confirmed) transaction ID. At block 1036, client device 905
receives and displays the indication of successful transaction. For example, for a purchase of
goods/services, the indication may include the display of a receipt or other record/confirmation
of the transaction. Alternatively, for another form of authentication, the indication may be the
display of secure data/resources or provide access to secure data/resources.

[0077] Turning to FIG. 7, an exemplary database 700, is organized into several tables for
each of the steps described in FIGS. 4A-4D, including, for example, a user table 702; a login
table 704; a user information table 706; a credit card table 708; a merchant table 710; a
manufacturing table 712; a preferences table 714; an address table 716; a merchant address table
718; a products table 720; a discounts table 722; a history table 724 and a reports table 726. In an
exemplary embodiment, user table 702 may include, e.g., a user name as the primary key, and a
mobile device number and user type, e.g., consumer user, merchant user or manufacturer user,
stored as separate rows in the table. For the login table 704, the primary key may be the user
name, and the rows may be defined by the user password. For the consumer user information
table 706, the primary key may be a user identifier ("user ID"), and the rows may be defined by
the consumer user's name, birth date and primary address. For the credit card table 708, the
primary key may be the user ID, and the credit card number, verification code, and expiration
date may define the rows. For the merchant table 710, the primary key may be the merchant ID
and the rows may be defined by the merchant name, discount, and corporate address. For the

manufacturer table 712, the primary key may be the manufacturer ID, and the rows may be
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defined by the manufacture name, manufacturer discount, and corporate address. For the
preferences table 714, the primary key may be the user ID, and the rows may be defined by
indicators for "one click" purchasing, preferred merchants, preferred products, etc. For the
address table 716, the primary key may be the user ID, and the rows may be defined by a
shipping address; for the merchant address table 718, the primary key may be the merchant ID,
and the rows may be defined by the stores; product IDs; and store discounts; the products table
720 may include a product ID as the primary key, and the rows may be defined by price, related
products, discounts; and shipping charges; the discount able 722 may include the manufacturer
ID as a primary key and a product ID and discount as rows; the history table 724 may include the
user ID as a primary key, and discounts, money spent, money saved, cart, and notes as rows; and
the reports table 726 may include the merchant ID as a primary key and a product ID, sales
volume and total sales as rows.

[0078] As one skilled in the art will appreciate, each of the relational tables may be used to
construct GUIs as described for the program product above that allow a consumer user to interact
with the computer program of the instant invention, and exemplary GUIs and their functions will
be described with reference to FIGS §A-8C.

[0079] FIG. 8A is a graphical user interface ("GUI") displaying a mobile device scanning
display 800 according to an embodiment of the invention. As can be seen, the GUI includes a
product identifier 802, e.g., the product name, and the product price 804. Under the product
price, product description 806 may also be included, all of which will enable a consumer user to
determine if the code has been properly scanned. The product scan page may also include a
prompt to add a note 808 to the product before adding the product to the consumer user's cart
using the add tab 810. Alternatively, the consumer user may select the express checkout option
811, which will enable to consumer user to transmit immediately the item, etc., to the purchasing
server for processing payment. Finally, on this exemplary GUI, the consumer user may cancel
the scan using the cancel tab 812. If the consumer user chooses to add the item to their shopping
cart, in an exemplary embodiment, the shopping cart GUI 801 shown in FIG 8B is initiated. As
can be seen, the shopping cart GUI 801 includes a merchant name 814, the product identifier
802, the price 804, the price of the product with tax 816, an order tab 818 and an indicator for the
total amount a credit card will be charged 820.

[0080] In FIG. 8C, the settings GUI 822 used in the invention is displayed. As can be seen,
the settings display can include the user credit card information 824, including the user name
826, the user credit card number 828, the user verification code 830, and the credit card

expiration date 8§32. The consumer user may choose to delete credit card information by
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selecting tab 834 on this GUI, or may view the consumer user's order history 836, receipts 838,
and additional settings 840, e.g., shipping addresses, multiple credit cards, suggestion
preferences, etc.

[0081] As one skilled in the art will further appreciate, the display pages of FIGS. 8A -8C
are exemplary of the GUIs that may be initiated by the computer program of the instant
invention to perform the inventive functions herein. Other GUIs may be created that will help
with efficiency of data entry, add additional features, or further enable the purchase of products
using a mobile device, and accordingly not all embodiments of such GUIs have been described
herein, but will be apparent to one of skill in the art. Accordingly, various GUIs may be used
instead of or in addition to the GUIs described herein, and the GUIs are in no way to be
considered limiting to the specification and claims, but are used for a descriptive sense only.
[0082] Moreover, in the drawings and specification, there have been disclosed a typical
preferred embodiment of the invention, and although specific terms are employed, the terms are
used in a descriptive sense only and not for purposes of limitation. The invention has been
described in considerable detail with specific reference to these illustrated embodiments. It will
be apparent, however, that various modifications and changes can be made within the spirit and
scope of the invention as described in the foregoing specification, and such modifications and

changes are to be considered equivalents and part of this disclosure.
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CLAIMS

What is claimed is:

1. A computer-implemented method comprising:

transmitting, by a first server to a first client device, a scannable code for display on the
first client device, the scannable code encoding a session identifier for a session between the first
client device and the first server;

receiving, by the first server, a transaction identifier to authenticate a transaction within
the session between the first client device and the first server, wherein the transaction identifier
is transmitted to the first server in response to a second client device scanning and decoding the
scannable code displayed on the first client device to obtain the session identifier; and

transmitting, by the first server, an indication of a successful authentication to the first

client device in response to the received transaction identifier.

2. The computer-implemented method of claim 1, further comprising:

transmitting, by the first server to the first client device, an executable script to cause the
first client device to open a communication channel with a second server, wherein the
transmission of the transaction identifier to the first server includes the second client device
transmitting to the second server the session identifier decoded from the scannable code and user
data stored on the second client device, the second server looking up the communication channel
using the session identifier, the second server generating the transaction identifier using the
received user data, the second server transmitting the transaction identifier to the first client

device, and the first client device forwarding the transaction identifier to the first server.

3. The computer-implemented method of claim 2, further comprising:

establishing, by the first server, a communication channel with the second server;

transmitting, by the first server to the second server via the communication channel, a
request to confirm the received transaction identifier; and

receiving, by the first server from the second server via the communication channel,
confirmation of the transaction identifier, wherein the indication of the successful authentication

is transmitted further in response to receiving the confirmation of the transaction identifier.

24



WO 2013/185147 PCT/US2013/045042

4. The computer-implemented method of claim 3, wherein the second server, upon
confirming the transaction identifier, marks the transaction associated with the session identifier

as being complete.

5. The computer-implemented method of claim 1, further comprising:
establishing, by the first server, a communication channel with the second server,
wherein the transaction identifier is received by the first server from the second server via the

established communication channel, and the transaction identifier includes the session identifier.

6. A non-transitory computer readable storage medium storing executable program
instructions which when executed cause a first server device to perform the method of any of

claims 1-5.

7. A first server comprising:
a processing device, wherein the processing device executes instructions that cause the

first server to perform the method of any of claims 1-5.

8. A computer-implemented method comprising:

receiving, by a first server from a first client device, user data stored on the first client
device and a session identifier for a session between a second client device and a second server,
wherein the second client device displays a scannable code encoding the session identifier, and
wherein the first client device transmits the user data and session identifier to the first server in
response to the first client device scanning and decoding the scannable code displayed on the
first client device; and

transmitting, by the first server in response to the received user data and session
identifier, a transaction identifier to authenticate a transaction within the session between the
second client device and the second server, wherein the second server transmits an indication of
a successful authentication to the first client device in response to receiving the transaction

identifier.

0. The computer-implemented method of claim 8, further comprising:
opening, by the first server, a communication channel between the first server and the
second client device, wherein the second client device requests the opening of the

communication channel in response to an executable script received from the second server; and
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selecting, by the first server, the communication channel based upon the received session
identifier for transmission of the transaction identifier, wherein the first server transmits the
transaction identifier to the first client device via the communication channel and the first client

device forwards the transaction identifier to the second server.

10. The computer-implemented method of claim 8, further comprising:

establishing, by the first server, a communication channel with the second server;

receiving, by the first server from the second server via the communication channel, a
request to confirm the transaction identifier; and

transmitting, by the first server from the second server via the communication channel,
confirmation of the transaction identifier, wherein the indication of the successful authentication

is transmitted further in response to receiving the confirmation of the transaction identifier.

11. The computer-implemented method of claim 10, further comprising:
marking, by the first server, the transaction associated with the session identifier as being

complete upon confirming the transaction identifier with the second server.

12. The computer-implemented method of claim 8, establishing, by the first server, a
communication channel with the second server, wherein the transaction identifier is transmitted
by the first server to the second server via the established communication channel, and the

transaction identifier includes the session identifier.

13. The computer-implemented method of claim 8, wherein the transaction includes a
payment and the scannable code encodes an amount of the payment, the method further
comprising:
receiving, by the first server from the first client device, the amount of the payment,
wherein the first client device also transmits the amount of the payment in response to the first
client device scanning and decoding the scannable code displayed on the first client device; and
processing, by the first server, the payment in the received amount using the received

user data.

14. A non-transitory computer readable storage medium storing executable program
instructions which when executed cause a first server device to perform the method of any of

claims 8-13.
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15. A first server comprising:
a processing device, wherein the processing device executes instructions that cause the

first server to perform the method of any of claims 8-13.

27



PCT/US2013/045042

WO 2013/185147

113

10}

¢0l

l "Old

v0l

MHOMI3AN

NOILVOINNWNOD

A

3ASvav1iva

801

T
~

901

d3AY3S
ONISYHOdNd

A
A

MHOMLAN
INJNAVYd /\\)MFF

] d3FANLOVANNYA

0Ll

[INVHOH3W

\




WO 2013/185147

204

2/13

PCT/US2013/045042

PROCESSOR

MEMORY

e

PROGRAM H

/

/0

106

206

208

™\ 202

104

FIG. 2

108



WO 2013/185147 PCT/US2013/045042

313
106
COMPUTER
204
MEMORY A
PROGRAM p | 20
302
ACCOUNT ~|_
SET-UP
PAYMENT NP
PROCESSING
SUGGESTIONS/ [~ >
COUPONS
308
SECURITYAND [N~
ADMIN

FIG. 3



PCT/US2013/045042

WO 2013/185147

4/13

av ‘Old

a 1NOMO3HD
1434

—a AV1dSId
1147

e NVOS
80¥

'S NWVHO04d
90v

] AHON3N
v0vy

/ d31NdNOD

¢0l

V¥ "Old
¥0l
4w o]]

L0¥

Z~TH Wvdo0dd
90¥

N -
Ob ¥0SS300Yd 0%

AYOWAN
=

¢0)



WO 2013/185147 PCT/US2013/045042

5/13

500
' START ' ~

A 4

302

PROMPT USER FOR NAME, ADDRESS, CREDIT CARD 502
INFORMATION. MOBILE PHONE NUMBER, EMAIL, ~
PASSWORD, IMEI NUMBER AND USER NAME
Y 504
ADD CUSTOMER INFORMATION TO DATABASE ~
506
ENABLE THE USER TO DOWNLOAD APPLICATION Y,
TO MOBILE DEVICE, INCLUDING GPS TRACKING
SOFTWARE
v
508
END
510
( staRT >~
¥ 512
RECEIVE MERCHANT, PRICE AND PAYMENT INFORMATION b~_>/
FROM MOBILE DEVICE
\ 4
MATCH MOBILE DEVICE NUMBER TO CUSTOMER ACCOUNT |~
NUMBER IN DATABASE
\ 4
PROCESS PAYMENT USING CUSTOMER CREDIT CARD | %16
ASSOCIATED WITH CUSTOMER ACCOUNT USING
PAYMENT NETWORK
A\ 4
518
PROCESS FEE FOR TRANSACTION ~—/

520
END

FIG. 5B



WO 2013/185147 PCT/US2013/045042

6/13

522
START
524

RECEIVE REQUEST FOR OTHER MERCHANTS OR L~/
COUPONS RELATED TO ITEM(S) IN SHOPPING CART

l 526

SEARCH DATABASE FOR SYSTEM DISCOUNTS AND ~/
MERCHANTS; AND INTERNET FOR OTHER DISCOUNTS
AND MERCHANTS

L 528

SEND MERCHANT, DISCOUNTS AND/OR PRODUCT —~/
SUGGESTIONS TO USER

v

530
TRACK DISCOUNTS SENT AND USED FOR METHOD AND |~/
MANUFACTURER METRICS
532
END
534
' START ' ~
v
536

SEND CODE TO MOBILE DEVICE WHEN PURCHASE IS | ~_~
INITIATED

v
538

PROCESS PAYMENT WHEN CONFIRMATORY CODE L~
RECEIVED FROM MOBILE DEVICE

v
540

CONFIRM MOBILE DEVICE USER USING GPS -/

542
END

FIG. 5D



WO 2013/185147

PCT/US2013/045042

7113

610
' START ' e

A 4

DISPLAY ITEM TYPE AND PRICE IN SHOPPING CART

v

ALLOW USER TO ADD NOTE, TO SAVE AND TO ADD
ADDITIONAL ITEMS TO SHOPPING CART

\ 4

ALLOW USER TO SELECT TO RECEIVE DISCOUNT,
COMPETING MERCHANT INFORMATION, AND/OR
SUGGESTIONS

\ 4

TRANSMIT SHOPPING CART OR ITEM TO PURCHASING
SERVER IF DISCOUNT, COMPETING MERCHANT
INFORMATION, AND/OR SUGGESTION IS SELECTED BY
USER

A 4

DOWNLOAD DISCOUNT, COMPETING MERCHANT
INFORMATION, AND/OR SUGGESTIONS FROM
PURCHASING SERVER

h 4

DISPLAY DISCOUNTS, COMPETING MERCHANT
INFORMATION, AND/OR SUGGESTIONS FOR EACH ITEM
REQUESTED

v

END

624

FIG. 6B

612

614

616

618

620

622



WO 2013/185147 PCT/US2013/045042

8/13

626
START

628
TRANSMIT SHOPPING CART TO PAYMENT SERVER [
l 630
RECEIVE PAYMENT CONFIRMATION FROM PAYMENT ~ f~_/
SERVER
l 632
CONFIRM PURCHASE B
l 634
TRANSMIT PAYMENT PURCHASE CONFIRMATION TO I~/
SERVER
636
FIG. 6C
600
START
602

SCAN ITEM el

v

604
EXTRACT FROM CODE MERCHANT NAME, ITEM TYPE ~—/
AND PRICE
l 606
SAVE MERCHANT NAME, ITEM TYPE AND PRICE IN ~—/
MEMORY
A
608
END

FIG. 6A



PCT/US2013/045042

WO 2013/185147

9/13

IRTR)
. WIOL a3anvs $
L Old SRS IN3dS $
00. JNYN 1ONA0Yd SINNOJSIa
Jﬁv al"HOMAW  [Md ar¥3asn [ yd
S140d3Y AYO1SIH
9z.” T vz’
2L 02L < 8L~
ONIdIHS
INNODSIa 1INNODSIA 'S
1INNOJSIa ao¥d a31v13y al 1oNaoyd ss3yaav SINVHOY3IN
109Na0¥d I014d S3Y0IS ONIdIHS MOI10 ANO
alNVIN [ Xd al'qo¥d | Md INVHOYIW [ Md aryasn | yd ary3asn | dd
1NNODSIA $10Na0Yd SS3¥aav ‘w ss3yaav ERENERERE
J J
_|« _|« I 9L/ _|+ | +|_ vl
SSIYAAY "d¥0D 5S3¥AAY 'dy¥0D 31va dx3 aav AYVININd
1INNODSIa 1INNOJSIa 3009 J1VaH1IYIg
JNVYN JINYN Y3IGNNN > JNYN
al'NYIN [ Md al INVHOY3AW | Md ar¥3sn [ Md alr¥3sn [Md
HIANLOVANNYIN INVHOY3IW 18v0 11a34D 04Nl ¥3sN
AV q \WEd 80, 90, q
_ _
J IdAL
a4OMSSYd # INOHd
JNYN ¥3SN | Md JNYNY3SN | Md
NI9OT ¥3sn
0. 20,7



WO 2013/185147

PCT/US2013/045042

o _|com

812 — /|

814

802

10/13
mll 3G 3:21 AM @ @
r )
Product 800
-~
802 — - Papadums
—$1.99 \/810
Crispy lentil wafers ’\\/806
[ Add a note > N\ 803
Express Checkout A0 811
FIG. 8A
all 3G 3:22 AM @ o
# )
Confirm order %
) ) 804
-F Bombay Bite s
7
J[Papadums $1.99
Subtotal: $1.99 + $0.20 (tax) —~— o'
818
|

Order %\

Your card will be charged $2.19 (incl. tax)

820 )

FIG. 8B



WO 2013/185147

PCT/US2013/045042
11/13
all 3G 3:23 AM @ O
f Y
i 822
Settings .y’
i —] 824
Credit card \
idi — 826
Name James loannidis N\
000000000000 - 828
Number 456256 \\/
CVC 466 N 830
N~
ot — 832
Expiration 01/2012 N

Your credit card information is stored safely on
your device, it is only shared when payments
are made and is not stored by Paystik

[ Delete information ,}

(

((ﬁ: @epts [ el

Settings )

836 838

FIG. 8C

834

(

840



PCT/US2013/045042

WO 2013/185147

12/13

10}

¢0)

J0IA3d
IN3IT0

\)l\

G06

Y

3Svaviva

o0
L
~

01
901
MHOMLAN YIAY3S
NOILYDINNWINOD NOILYDILNIHLNY

MHOMLAN
ININAYd /\/N:

0Ll

d3AY3S
INVHOH3IW

\




PCT/US2013/045042

WO 2013/185147

13/13

_
I CE0b I
“om_m_._l_\,_oowg_zo_5<wz<m§m<_>_“

0E0F

QI NOILOVSNVL >

_
I
_
“ WHIANOD ANV d3AY3S INVHOHIW HLIM “
1 TANNYHO NOILYOINNWIOD HSIAYLS3

0l
d3AE3S INVHOYWADIAIC
IN3I10 OL INOILOYSNYHL LINSNYHL

1

_ al

m NOISS3S ONISN 30130 INITO HLIM
1 TANNYHO NOILYJINNWINOJ LI3T3S

1 o
8101 H3IAYAS NOILYOILNZHLNY 01 Y1¥d
QI NOILOVSNYYL 3LYHANTD H3SN ANV QINOISS3S LINSNYHL
0 -
30IA30 37190 WOHA
Y1 ¥3SN ANV QINOISS3S FAIF0T 3000 a5 30003 ON N¥DS

L) !

_
I
! FOIA3A INAMO HLIM i
I
1

TANNYHO NOLLYOINNINNOO HSIaYLS3
1

d3AY3S NOILYJILNIHLNY

30130 3110N

e 000}

9e0)

h

¥E0

NOILIYSNYYL 1N455320NS
4O NOILYOIANI A¥1dSI ONY JAI03

3OIA3Q IN3MO OL NOILOVSNVYL
N455390NS 40 NOILYIIANI LINSN¥HL

_
3NS5 INVHOUIN OL QvMeOd

|
|
|
L ONY 43NS NOLLYOLINBHINY
| WO QINOLLOYSNYAL 3303y

800}
dINE3S NOILYOIINIHLAY HLIM
TINNYHO NOILYIINNWOD HSIavLS3
(NY 3009 F18¥NNYIS Av1dSIC

%

900}
dINS
INVHOY3W WO¥S 1dI9OS 318v1N33X3
(Nv 3009 F18¥NNYIS FAIF03Y

> QINOILOYSNYYL WHIANOD

|
|
|
ONY 3043 NOLLYOLINZHLNY HLIM !
|

43NS NOILYOIINIHLNY/ADIAA
IN3I10 WO dI NOILOWSNVYL FAIFI3Y

y00b
3OIA3Q INAMD OL 1diIS 318vLN93X3
(NY 3000 F1G¥NNYIS LINSNYHL

%

<00k
NOILIVSNYYHL 3LYILINIOL
FOIA3A INAMD WOYS LNdNI A0

FOIA3Q LN3ID

d3INY3S INVHOYAN



	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - description
	Page 20 - description
	Page 21 - description
	Page 22 - description
	Page 23 - description
	Page 24 - description
	Page 25 - claims
	Page 26 - claims
	Page 27 - claims
	Page 28 - claims
	Page 29 - drawings
	Page 30 - drawings
	Page 31 - drawings
	Page 32 - drawings
	Page 33 - drawings
	Page 34 - drawings
	Page 35 - drawings
	Page 36 - drawings
	Page 37 - drawings
	Page 38 - drawings
	Page 39 - drawings
	Page 40 - drawings
	Page 41 - drawings

