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Portable Memory Device with Authentication and Authentication Method and System

Technical Field
This invention relates to a portable memory device with authentication and an authentication
method and system; and relates particularly, though not exclusively, to such a device,

method and system to secure an authentication process.

Definitions
Throughout this specification a reference to encryption and its grammatical equivalents is to
be taken as including a reference to hashing and its grammatical equivalents; and vice

versa.

Background

When using a portable memory device able to be used with a host computer by a USB
connection, authentication of the user may be required when secure data is involved.
Security of the authentication process may be required if there is a possibility of a “sniffing”

of the password and/or a replay attack.

Summary

According to a first exemplary aspect there is provided a method to secure an authentication
process for a portable memory device operatively connected to a host computer. The method
includes an encryption module of the portable memory device generating a unique code and
sending it to a login software module of the host computer. The login software module encrypts
the unique code and sends the encrypted unique code and a password to the encryption module.
The encryption module decrypts the encrypted code to obtain the code for validation, and
authenticates the password.

According to a second aspect there is provided a system to secure-an authentication process for
a portable memory device operatively connectable to a host computer. The portable memory
device comprises an encryption module and the host computer comprising a login software
module. The encryption module is configured to generate a unique code and send it to the login
software module. The login software module is configured to encrypt the unique code and send
the encrypted unique code and a password to the encryption module. The encryption module is
further configured to decrypt the encrypted code to obtain the code for validation, and to
authenticate the password.
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According to a third aspect there is provided a portable memory device configured to be
operatively connected to a host computer. The portable memory device comprises an encryption
module configured to generate a unique code and send the unigue code to a login software
module of the host computer. The encryption module is further configured to receive from the
login software module an encryption of the unique code and a password, and to decrypt the

encrypted code to obtain the code for validation, and also to authenticate the password

For all aspects the password may be encrypted or hashed by the login software module before
being sent to the encryption module. The encryption or hashing of the password may be by use
of the code or a derivative of the code. The login software module may establish a secure
communication channel between the login software module and the encryption module before
the encryption module generates the unique code. All communication between the login software
module and the encryption module may be over the secure communication channel. The unique
code may be selected from: a number, a series of letters, a series of numbers, characters, or any
combination of them. The unique code may be used for the one communication session. A
different unique code may be generated for each communication session. Encryption may

comprise hashing and decryption may comprise unhashing.

Brief Description of the Drawings
In order that the invention may be fully understood and readily put into practical effect there shall
now be described by way of non-limitative example only exemplary embodiments, the description

being with reference to the accompanying illustrative drawings.

In the drawings:

Figure 1 is a schematic view of an exemplary system of a portable memory device connectable
to a host apparatus to enable authentication of a user;

Figure 2 is a block diagram illustrating the exemplary portable memory device and a part of the
host apparatus of Figure 1;

Figure 3 is flow chart for the operation of the exemplary embodiment of Figures 1 and 2; and
Figure 4 is a flow chart illustrating an additional process to that of Figure 3.

Detailed Description of the Exemplary Embodiments
To refer to Figures 1 and 2 there is shown a host computer 100 to which is operatively
connectable a portable memory device 200.
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The host computer 100 may be of any suitable form such as, for example, desktop computer,

'personal computer, laptop computer, notebook computer, server, tablet computer, personal
_digital assistant, digital diary, or mobile/cellular telephone.

The connection of the portable memory device 200 with the host computer 100 may be direct or
indirect. If direct it may be by the USB connector 208 of the portable memory device 200
engaging with a USB port 108 of the host computer 100. If indirect, it may be by any suitable
wireless connection such as Bluetooth or WiFi; or by use of a cable (not shown).

The portable memory device 200 has the USB connector 208 and a USB interface 212
operatively connected to a controller 204. A memory module 202 is also operatively connected to
the controller 204. The memory module 202 may, for example, be a flash memory module.

However, it may be of any suitable form of non-volatile memory.
Also operatively connected to, or integral with, the controller 204 is a firmware module 206.
Also operatively connected to, or integral with, the controlier 204 is an encryption module 210.

The operation is shown in Figures 3 and 4. When the portable memory device 200 is operatively
connected with host computer 100 (301), a login software module 110 in the host computer 100
establishes a secure channel 300 with the encryption module 210 of the portable memory device
200 (302). This may be by any suitable and known secure channel communication system. The
secure channel 300 provides a first level of protection against “sniffing” of the password over the
communication channel, and thus the possibility of a replay attack as all communication between
the login software module 110 and the encryption module 210 is over the secure
communications channel 300.

To further secure the user authentication process a one-time password challenge is used. For
this the encryption module 210 generates a unique challenge code (303). The code may be a
number, a series of letters, a series of numbers, characters, or any combination of them. The

code is used for the one communication session. A different code is generated for each

communication session.

The code is sent by the encryption module 210 to the login software module 110 of the host
computer 100 over the secure communications channel 300. Upon receiving the code the login

software module 110 encrypts or hashes the code to obtain an encrypted or hashed code (304).
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The login software module 110 of the host computer 100 uses the secure communication
channel 300 to send the encrypted or hashed code and the password of a user of the host
computer 100 to the encryption module 210 (305).

When the encryption module 210 receives the encrypted or hashed code and the password, it
decrypts or unhashes the encrypted or hashed code to obtain the code to thus provide validation
(306), and authenticates the password (307). This prevents a replay attack. If the validation is not
successful (i.e. the code after decryption or unhashing is not the same as the code before
encryption) and/or if the password is not authenticated, the secure communication channel 300

is closed and the session ends.

Figure 4 shows a variation where following (304) the login software module 110 also hashes or
encrypts the password (405) with the code or a derivative of the code. The hashed or encrypted
password is then sent with the encrypted or hashed code to the encryption module 210 over the
secure channel 300 (406). The encryption module 210 then decrypts the code and the password
(407), validates the code and authenticates the password (409). This provides an additional layer

of protection against a replay attack.

Whilst the foregoing description has described exemplary embodiments, it will be understood by
those skilled in the technology concerned that many variations in details of design, construction

and/or operation may be made without departing from the present invention.
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The Claims:

10.

A method to secure an authentication process for a portable memory device operatively
connected to a host computer, the method comprising:

an encryption module of the portable memory device generating a unique code

and sending it to a login software module of the host computer;

the login software module encrypts the unique code and sends the encrypted
unique code and a password to the encryption module;

the encryption module decrypts the encrypted code to obtain the code for
validation; and |

the encryption module authenticates the password.
A method as claimed in claim 1, wherein the password is encrypted or hashed by the login
software module before being sent to the encryption module.
A method as claimed in claim 2, wherein the encryption or hashing of the password is by
use of the code or a derivative of the code.
A method as claimed in any one of claims 1 to 3, wherein the login software module
establishes a secure communication channel between the login software module and the
encryption module before the encryption module generates the unique code.
A method as claimed in claim 4, wherein all communication between the login software
module and the encryption module is over the secure communication channel.
A method as claimed in any one of claims 1 to 5, wherein the unique code is selected from
the group consisting of: a number, a series of letters, a series of numbers, characters, or
any combination of them.
A method as claimed in any one of claims 1 to 6, wherein the unique code is used for the
one communication session.
A method as claimed in any one of claims 1 to 7, wherein a different unique code is
generated for each communication session.
A method as claimed in any one of claims 1 to 8, wherein encryption comprises hashing,
and decryption comprises unhashing. -
A system to secure an authentication process for a portable memory device operatively
connectable to a host computer, the portable memory device comprising an encryption
module and the host computer comprising a login software module; the encryption module
being configured to generate a unique code and send it to the Ibgin software module; the
login software module being configured to encrypt the unique code and send the encrypted
unique code and a password to the encryption module; the encryption module being
configured to decrypt the encrypted code to obtain the code for validation and to
authenticate the password.
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A system as claimed in claim 10, wherein the Vlogin software module is configured to
encrypt the password or obtain a hash of the password before being sent to the encryption
moduie.
A system method as claimed in claim 11, wherein the encryption or hashing of the
password is by use of the code or a derivative of the code. '
A system as claimed in any one of claims 10 to 12, wherein the login software module is
configured to establish a secure communication channel between the login software
module and the encryption module before the encryption module generates the unique
code.
A system as claimed in claim 13, wherein all communication between the login software
module and the encryption module is over the secure communication channel.
A system as claimed in any one of claims 10 to 14, wherein the unique code is selected
from the group consisting of: a number, a series of letters, a series of numbers, characters,
or any combination of them.
A system as claimed in any one of claims 10 to 15, wherein the unique code is used for the
one communication session.
A system as claimed in any one of claims 10 to 16, wherein a different unique code is
generated for each communication session.
A system as claimed in any one of claims 10 to 17, wherein encryption comprises hashing,
and decryption comprises unhashing.
A portable memory device configured to be operatively connected to a host computer, the
portable memory device comprising:

an encryption module configured to generate a unique code and send the unique
code 1o a login software module of the host computer;

the encryption module being further configured to receive from the login software
module an encryption of the unique code and a password, and to decrypt the encrypted
code to obtain the code for validation and also to authenticate the password.
A portable memory device as claimed in claim 19, wherein the unique code is selected
from the group consisting of: a number, a series of letters, a series of numbers, characters,
or any combination of them.
A portable memory device as claimed in claim 19 or claim 20, wherein the unique code is
used for the one communication session.
A portable memory device as claimed in any one of claims 19 to Zi, wherein a different
unique code is generated for each communication session.
A portable memory device as claimed in any one of claims 19 to 22, wherein encryption

comprises hashing, and decryption comprises unhashing.
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