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(57) Abstract: A transition detection circuit (20) and method of operation of such a circuit are provided, the transition detection cir-
cuit (20) having pulse generation circuitry (25) to receive an input signal (10) and to generate a pulse signal in response to a trans-
ition in the input signal, and pulse detection circuitry (30) to assert an error signal on detection of the pulse signal generated by the
pulse generation circuitry. The pulse generation circuitry has pulse control circuitry (35) to control a property of the pulse signal de -
pendent on a timing window indication signal (40). In particular, when the pulse signal is generated at least partly whilst the timing
window indication signal is set, the pulse control circuitry (35) controls the property of the pulse signal such that generated pulse
signal is detected by the pulse detection circuitry (20). In contrast, when the pulse signal is entirely generated whilst the timing win -
dow indication signal (40) is cleared, the pulse control circuitry (35) controls the property of the pulse signal such that the generated
pulse signal is undetected by the pulse detection circuitry (20). This gives rise to significant area and energy consumption savings,
whilst still allowing reliable detection of timing errors.
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TRANSITION DETECTION CIRCUITRY AND METHOD OF DETECTING A

TRANSITION OF A SIGNAL OCCURRING WITHIN A TIMING WINDOW

BACKGROUND

The present technique relates to transition detection circuitry, and to a method of
detecting a transition of a signal occurring within a timing window.

Transition detection circuits can be used for a variety of reasons within modern data
processing systems. A transition detection circuit is used to detect a transition in an input signal
to the transition detection circuit that occurs within a predetermined timing window, and in the
event of detecting such a transition the transition detection circuit typically issues an error signal.
The transition detection circuit may be arranged to detect a rising edge transition (a logic zero to
logic one level transition), a falling edge transition (a logic one to logic zero level transition), or
both.

It 1s known to employ margining methods during the timing analysis and sign off of a
data processing system design in order to account for variations such as process, voltage and
temperature (PVT) variations. However, whilst such margining methods make the data
processing system design robust against timing failures, they can have a significant impact on
performance and energy consumption. Accordingly, there has been much interest in developing
adaptive techniques that seek to eliminate a significant portion of safety margins by dynamically
adjusting system parameters such as supply voltage, body bias and operating frequency to
account for variation in environmental conditions and silicon grade.

To seek to eliminate worst-case safety margins, ARM Limited developed a voltage and
frequency management technique for Dynamic Voltage and Frequency Scaled (DVES)
processors, based on in-situ error detection and correction, called Razor. The in-situ error
detection circuitry within Razor can be arranged to use the earlier-mentioned transition detection
circuitry in order to identify when data signals are transitioning too close to a clock edge
identified by the timing window, indicating a timing error. In such instances, an error signal can
be issued, and corrective actions can then be taken. Significant energy savings can be realised
using such techniques, by removing the margins traditionally provided for PVT variations, and
even by deliberating tolerating a targeted error rate, allowing for example the supply voltage to
be scaled even lower to provide additional energy savings.

Transition detection circuitry can also be used in other situations. For example, such a

transition detector can be used to monitor ageing of a data processing system. In particular, as
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the device ages, certain components will operate more slowly, which may result in late

transitions in signals, that can then be detected by such transition detection circuits. Such
transition detection circuitry can also be used for example to detect transient event upsets, that
may cause a late transition in a data signal.

Transition detection circuits typically operate by generating a pulse from a rising or
falling transition in an input signal, and an error signal is then flagged when that pulse is detected
within a predetermined timing window. In known transition detection circuits, the pulse
generator components are suitably sized to generate a wide pulse from a transition in the input
signal being monitored. A wide pulse ensures that robust error detection can be achieved even
under pessimistic PVT variation conditions and when the monitored node glitches. However, the
use of such wide devices incurs power (both leakage and dynamic) and area overheads within the
data processing apparatus including the transition detection circuit. These overheads can limit
the energy-efficiency gains achievable through adaptive technique such as Razor, and will
ultimately limit the total number of signals that can be monitored using such transition detection
circuitry, especially in a balanced pipeline design. In addition, the wide pulse can cause early
transitions (that would in fact not be problematic) to be flagged as timing errors (this early
detection of timing errors being referred to as the set-up pessimism of the transition detector).

Accordingly, it would be desirable to provide an improved transition detection circuitry

that enables the above problems to be alleviated.

SUMMARY

In accordance with one example configuration, there is provided transition detection
circuitry comprising: pulse generation circuitry to receive an input signal and to generate a pulse
signal in response to a transition in the input signal; and pulse detection circuitry to assert an error
signal on detection of the pulse signal generated by the pulse generation circuitry; the pulse
generation circuitry having pulse control circuitry to control a property of the pulse signal dependent
on a timing window indication signal; the pulse control circuitry being arranged, when the pulse
signal is generated at least partly whilst the timing window indication signal is set, to control the
property of the pulse signal such that the pulse signal generated by the pulse generation circuitry is
detected by the pulse detection circuitry; and the pulse control circuitry being arranged, when the
pulse signal is entirely generated whilst the timing window indication signal is cleared, to control
the property of the pulse signal such that the pulse signal generated by the pulse generation circuitry

is undetected by the pulse detection circuitry.
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In accordance with another example configuration, there is provided a data processing

apparatus comprising: processing circuitry to perform data processing operations; and transition
detection circuitry in accordance with the above mentioned example configuration, arranged to
receive, as an input signal, a data signal generated by the processing circuitry.

In accordance with a yet further example configuration, there is provided a method of
generating an error signal indicating detection of a transition in an input signal occurring within a
timing window, comprising: generating a pulse signal in response to a transition in the input signal;
asserting an error signal on detection of the pulse signal; controlling a property of the pulse signal
dependent on a timing window indication signal; when the pulse signal is generated at least partly
whilst the timing window indication signal is set, controlling the property of the pulse signal such
that the pulse signal is detected; and when the pulse signal is entirely generated whilst the timing
window indication signal is cleared, controlling the property of the pulse signal such that the pulse
signal is undetected.

In accordance with an additional example configuration, there is provided transition
detection circuitry comprising: pulse generation means for receiving an input signal and for
generating a pulse signal in response to a transition in the input signal; and pulse detection means
for asserting an error signal on detection of the pulse signal generated by the pulse generation
means; the pulse generation means having pulse control means for controlling a property of the
pulse signal dependent on a timing window indication signal; the pulse control means, when the
pulse signal is generated at least partly whilst the timing window indication signal is set, for
controlling the property of the pulse signal such that the pulse signal generated by the pulse
generation means is detected by the pulse detection means; and the pulse control means, when the
pulse signal is entirely generated whilst the timing window indication signal is cleared, for
controlling the property of the pulse signal such that the pulse signal generated by the pulse
generation means is undetected by the pulse detection means.

BRIEF DESCRIPTION OF THE DRAWINGS

The present technique will be described further, by way of example only, with reference
to embodiments thereof as illustrated in the accompanying drawings, in which:

Figure 1 is a block diagram of a data processing system including a transition detection
circuit in accordance with one embodiment;

Figure 2 is a diagram schematically illustrating a reference implementation of a transition
detection circuit;

Figure 3 is a timing diagram illustrating the operation of the circuitry of Figure 2;
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Figure 4 is a diagram illustrating a transition detection circuit in accordance with one

embodiment;

Figures 5A and 5B are timing diagrams illustrating the operation of the circuitry of
Figure 4 in accordance with one embodiment;

Figure 6 is a table illustrating the savings achievable when using the circuitry of Figure 4,
when compared with the reference design of Figure 2;

Figure 7 is a diagram illustrating transition detection circuitry in accordance with an
alternative embodiment;

Figures 8A and 8B are timing diagrams illustrating the differences in operation between
the embodiment of Figure 4 and the embodiment of Figure 7;

Figure 9A is a diagram of transition detection circuitry in accordance with an alternative
embodiment to that discussed earlier with reference to Figure 4;

Figure 9B is a diagram of transition detection circuitry in accordance with an alternative
embodiment to that discussed earlier with reference to Figure 7; and

Figures 10A and 10B are diagrams of transition detection circuitry in accordance with yet

further alternative embodiments to that discussed earlier with reference to Figure 7.

DESCRIPTION OF EMBODIMENTS

Before discussing the embodiments with reference to the accompanying figures, the
following description of embodiments is provided.

In accordance with one embodiment, transition detection circuitry is provided that
comprises pulse generation circuitry arranged to receive an input signal and to generate a pulse
signal in response to a transition in the input signal, and pulse detection circuitry that is arranged
to assert an error signal on detection of the pulse signal generated by the pulse generation
circuitry. In addition, the pulse generation circuitry has pulse control circuitry that is used to
control a property of the pulse signal dependent on a timing window indication signal. In
particular, when the pulse signal is generated at least partly whilst the timing window indication
signal is set, the pulse control circuitry controls a property of the pulse signal such that the pulse
signal generated by the pulse generation circuitry is detected by the pulse detection circuitry. In
contrast, when the pulse signal is entirely generated whilst the timing window indication signal is
cleared (i.e. not set), the pulse control circuitry instead controls the property of the pulse signal

such that the pulse signal generated by the pulse generation circuitry is undetected by the pulse
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detection circuitry. By such an approach, a pulse signal sufficient to be detected by the pulse

detection circuitry is only generated in situations when the pulse signal is generated at least
partly whilst the timing window indication signal is set. This enables a significant reduction in
the area, power and timing overheads of the transition detection circuitry.

In one embodiment, the pulse signal is generated at least partly whilst the timing window
indication is set if any part of the pulse signal is active during the period that the timing window
indication signal is set. This may occur not only when the pulse signal begins to be asserted
whilst the timing window indication signal is set, but can also occur when the pulse signal begins
to be asserted very shortly before the timing window indication signal is set, and is still in the
process of being generated at the time the timing window indication signal is set. At that point,
the property of the pulse signal will be modified such that the pulse signal generated is detected
by the pulse detection circuitry. In contrast, in one embodiment the pulse signal will be entirely
generated whilst the timing window indication signal is cleared if the entire active period of the
pulse signal occurs whilst the timing window indication signal is not set.

There are a number of properties of the pulse signal that could be controlled by the pulse
control circuitry. For example, the pulse control circuitry could be arranged to modify the
behaviour of the pulse generation circuitry dependent on whether the pulse signal is generated at
least partly whilst the timing window indication signal is set or not, so that only when the pulse
signal is generated at least partly whilst the timing window indication signal is set does the pulse
signal reach the full logic level associated with an active pulse (for example a logic one level
assuming the pulse is logic one pulse and hence the pulse output is at a logic zero level in the
absence of the pulse signal). In situations when the pulse signal is instead entirely generated
whilst the timing window indication signal is cleared, the pulse signal in that scenario would not
reach the full logic one level, and accordingly would be undetected by the pulse detection
circuitry.

However, in one embodiment the property of the pulse signal controlled by the pulse
control circuitry is instead a pulse width of the pulse signal. In particular, in one embodiment,
the pulse control circuitry is arranged, when the pulse signal is generated at least partly whilst the
timing window indication signal is set, to control the pulse width such that the pulse signal is
generated with the pulse width sufficient to cause the pulse detection circuitry to detect the pulse
signal. In contrast, the pulse control circuitry is arranged, when the pulse signal is entirely

generated whilst the timing window indication signal is cleared, to control the pulse width such that
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the pulse signal is generated with the pulse width insufficient to cause the pulse detection circuitry

to detect the pulse signal.

In one embodiment, this is achieved by ensuring that the default action of the pulse
generation circuitry is to generate a pulse with a width insufficient to be detected by the pulse
detection circuitry. However, when the pulse signal is generated at least partly whilst the timing
window indication signal is set, the pulse control circuitry modifies the behaviour of the pulse
generation circuitry so that the width of the pulse signal generated is extended so as to then be of a
pulse width sufficient to be detected by the pulse detection circuitry.

There are a number of ways in which this behaviour can be achieved. In one embodiment,
the pulse control circuitry comprises transistor circuitry forming one of a pull-down path and a pull-
up path within the pulse generation circuitry, the pulse control circuitry being turned off whilst the
timing window indication signal is set.

By such an approach, a pulse signal with a relatively wide pulse width can be generated
when required by discharging (in the event that the pulse control circuitry is placed in a pull-down
path) or charging (in the event that the pulse control circuitry is provided in a pull-up path) the
pulsed node through weak leakage currents, rather than relying on wide devices. This hence
enables the size of the components within the pulse generation circuitry to be significantly reduced
relative to a known pulse generation circuit whose components are sized so as to produce a wide
pulse in all situations. This hence gives rise to significant energy consumption savings and area
savings. In addition, the earlier mentioned problem of set-up pessimism is also alleviated, since a
transition in the input signal can occur much more closely to the timing window without the pulse
being detected, and hence without an error signal being generated unnecessarily.

In one embodiment, the pulse generation circuitry comprises internal pulse signal generation
circuitry to generate an internal pulse signal in response to the transition in the input signal, and
output circuitry to generate, in dependence on the internal pulse signal, the pulse signal output to the
pulse detection circuitry. The pulse control circuitry may then be incorporated within either the
internal pulse signal generation circuitry or the output circuitry.

Hence, there are a variety of options as to where the pulse control circuitry is placed within
the pulse generation circuitry, whilst still achieving the benefits discussed earlier.

In one embodiment, the pulse control circuitry is incorporated within the output circuitry. In
such an embodiment, the internal pulse signal is such that, when the property of the pulse signal is
determined from the corresponding property of the internal pulse signal, the pulse signal generated

by the pulse generation circuitry is undetected by the pulse detection circuitry. The pulse control
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circuitry is then responsive to the pulse signal being generated at least partly whilst the timing

window indication signal is set, to modify the property of the pulse signal relative to the
corresponding property of the internal pulse signal, in order to ensure that the pulse signal generated
by the output circuitry is detected by the pulse detection circuitry.

Hence, in such an embodiment, the internal pulse signal generation circuitry is made up of
components that are insufficiently sized to generate a pulse wide enough to be detected by the pulse
detection circuitry. However, when the pulse signal is generated at least partly whilst the timing
window is set, the pulse control circuitry effectively modifies how the pulse signal is generated
from the corresponding internal pulse signal, and in particular modifies the property of the pulse
signal relative to the corresponding property of the internal pulse signal. Considering the earlier
example of pulse width, in such a situation the pulse control circuitry will ensure that the width of
the pulse signal is larger than the corresponding width of the internal pulse signal, thereby enabling
the pulse signal generated by the output circuitry to be detected by the pulse detection circuitry.

In one particular embodiment, the pulse signal generated by the output circuitry has a
starting edge triggered by a corresponding starting edge of the internal pulse signal, and the pulse
control circuitry is responsive to the pulse signal being entirely generated whilst the timing window
indication signal is cleared, to trigger generation of an ending edge of the pulse signal from a
corresponding ending edge of the internal pulse signal. However, the pulse control circuitry is
responsive to the pulse signal being generated at least partly whilst the timing window indication
signal is set, to instead trigger generation of the ending edge of the pulse signal when the timing
window indication signal is no longer set. Hence, in such an embodiment, the action of the pulse
control circuitry is to arrange, in situations where the pulse signal is generated at least partly whilst
the timing window indication signal is set, to decouple the ending edge of the pulse signal from the
corresponding ending edge of the internal pulse signal, and instead to trigger generation of the
ending edge of the pulse signal when the timing window indication signal is no longer set, i.e. is
cleared. Considering a situation where the pulse signal is active high, this can be achieved by using
the pulse control circuitry to implement a pull-down path within the output circuitry, and then
turning that pull-down path off whilst the timing window indication signal is set. As a result, the
pulse signal does not transition low again when the internal pulse signal ends, but instead is retained
high until the end of the timing window indication signal being set, at which point the pull-down
component formed by the pulse control circuitry is re-enabled, causing the pulse signal to end.

In an alternative embodiment, the pulse control circuitry is incorporated within the internal

pulse signal generation circuitry, and the output circuitry is arranged to determine the property of
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the pulse signal from the corresponding property of the internal pulse signal. The pulse control

circuitry is responsive to the pulse signal being generated at least partly whilst the timing window
indication signal is set, to modify the corresponding property of the internal pulse signal in order to
ensure that the pulse signal generated by the output circuitry is detected by the pulse detection
circuitry. Hence, in such an embodiment, the pulse signal is always generated from the
corresponding internal pulse signal, and it is the property of the internal pulse signal that is modified
by the pulse control circuitry.

Considering again the example of pulse width, in one embodiment the pulse control
circuitry is responsive to the pulse signal being generated at least partly whilst the timing window
indication signal is set, to increase a pulse width of the internal pulse signal relative to a default
pulse width of the internal pulse signal. By increasing the pulse width of the internal pulse signal in
such a situation, this will in turn increase the pulse width of the output pulse signal from the pulse
generation circuitry, hence causing the pulse signal to be detected by the pulse detection circuitry.

In one such embodiment, the pulse signal generated by the output circuitry has a starting
edge triggered by a corresponding starting edge of the internal pulse signal and an ending edge
triggered by a corresponding ending edge of the internal pulse signal. The pulse control circuitry is
responsive to the pulse signal being generated at least partly whilst the timing window indication
signal is set, to defer generation of the corresponding ending edge of the internal pulse signal until
the timing window indication signal is no longer set.

In one particular embodiment where the pulse signal is active high, the internal pulse signal
is active low, and the pulse control circuitry can implement the pull-up path within the internal pulse
signal generation circuitry, and be turned off when the timing window indication signal is set. As a
result, the internal pulse signal does not end until the timing window indication signal is no longer
set, at which point the pull-up components are re-enabled, causing the internal pulse signal to end,
and in turn causing the pulse signal output by the pulse generation circuitry to end.

In one embodiment, the transition detection circuitry receives an input clock pulse signal.
This clock pulse signal may for example also be used to control the clocking of related components
within the data processing system, for example a flip flop that is sampling the input signal that is
also being provided to the transition detection circuitry for evaluation. In such embodiments, the
timing window indication signal can be derived directly from the clock pulse signal, the clock pulse
signal effectively identifying the desired timing window.

However, in alternative embodiments the system may use standard clock signals, for

example with a 50:50 duty cycle, rather than a pulse clock signal. In such situations, the transition
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detection circuitry may further comprise timing window indication generation circuitry to generate

multiple signals from which the timing window indication signal is derived. In particular, in one
embodiment, two versions of the clock signal delayed with respect to each other can be used to
effectively encode the timing window, and hence provide the timing window indication.

The pulse detection circuitry can be arranged in a variety of ways, but in one embodiment
the pulse detection circuitry is arranged, once the pulse signal generated by the pulse generation
circuitry has been detected, to continue to assert the error signal until a reset signal is received. This
ensures that the error signal is not transient, but instead is maintained until a positive decision is
taken to clear the error, for example by a system controller provided elsewhere is the data
processing system.

In another example embodiment, there is provided a data processing apparatus comprising
processing circuitry to perform data processing operations, and transition detection circuitry as
provided by one of the above described embodiments, arranged to receive, as an input signal, a data
signal generated by the processing circuitry.

In one such embodiment, the data processing apparatus may further comprise control
circuitry, for example the earlier mentioned system controller, that is responsive to assertion of an
error signal from the transition detection circuitry, to perform a predetermined operation. That
predetermined operation can take a variety of forms, for example, the system controller may
perform dynamic voltage and/or frequency scaling functions dependent on the error signals
generated. As another example, it may merely log the occurrence of the errors for later evaluation.

Particular embodiments will now be described with reference to the Figures.

Figure 1 is a block diagram of a data processing system incorporating transition detection
circuitry in accordance with one embodiment. The transition detection circuitry 20 is arranged to
receive an input signal over path 10. That input signal can take a variety of forms, and can relate to
any node that it is desired to monitor within the data processing system. However, as a particular
example, the input signal may be a signal that is presented as an input to a storage element 15 such
as a flip flop. A particular example would be where the storage element 15 represents a storage
element at an end point of a critical path, and accordingly where it is useful to detect situations
where a late transition in the input signal may occur too close to a rising edge of the clock signal
used by the storage element. More generally, the transition detection circuitry is arranged to detect
situations where the input signal transitions within a predetermined timing window.

The transition detection circuitry 20 includes pulse generation circuitry 25 that is arranged to

generate a pulse signal in response to a transition in the input signal. The pulse generation circuitry
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25 can be arranged to only generate a pulse for a rising edge of an input signal, to only generate a

pulse for a falling edge of the input signal, or to generate a pulse for both a rising edge and a falling
edge of the input signal. For the purposes of the following discussion, it will assumed that the pulse
generation circuitry 25 generates a pulse for both rising and falling transitions.

The transition detection circuitry 20 also includes pulse detection circuitry 30 that receives
the pulse generated by the pulse generation circuitry 25. On detecting the presence of the pulse, the
pulse detection circuitry then asserts an error signal which is forwarded to system control circuitry
55 within the data processing system. When the error signal is asserted, this will cause the system
control circuitry 55 to perform one or more predetermined actions. For example, in the earlier
described Razor implementation, the system controller may perform dynamic voltage and/or
frequency scaling in dependence on the error signals received. In an alternative embodiment, the
system controller may merely keep a log of the errors as they are generated, for later analysis.

In one embodiment, the error signal is arranged to remain asserted until it is actively cleared
by an error reset signal issued from the system controller 55 to pulse detection circuitry 30.

As discussed earlier, the transition detection circuitry 20 is seeking to detect transitions in
the input signal that occur within, or shortly prior, to a predetermined timing window, and
accordingly the transition detection circuitry 20 should only assert an error signal if the transition
occurs in those circumstances. In one embodiment, this is achieved by providing a timing window
indication signal over path 40 to the pulse generation circuitry 25, and in particular to pulse control
circuitry 35 provided within the pulse generation circuitry. Dependent on the timing window
indication signal, the pulse control circuitry 35 controls the operation of the pulse generation
circuitry so that a property of the pulse signal is varied dependent on whether the timing window
indication signal is set or cleared. In particular, if the pulse generation circuitry generates the pulse
signal entirely whilst the timing window indication signal is cleared, the pulse control circuitry 35
controls the property of the pulse so that it is insufficient to be detected by the pulse detection
circuitry 30. As a result, no error signal is asserted. In contrast, if the pulse signal is generated at
least partly whilst the timing window indication signal is set (i.e. the time during which the pulse
signal is active at least partially overlaps with the time period in which the timing window
indication signal is set), then the pulse control circuitry 35 modifies the property of the pulse signal
such that the pulse signal is sufficient to be detected by the pulse detection circuitry.

In one embodiment, the property that the pulse control circuitry 35 controls is the pulse
width of the pulse generated by the pulse generation circuitry 25. In particular, only very narrow

pulses will be generated in situations where the pulse signal is entirely generated whilst the timing
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window indication signal is cleared, and the width of such a pulse signal will be insufficient to be

detected by the pulse detection circuitry 30. However, in a situation where the pulse signal is
generated at least partly whilst the timing window indication signal is set, the pulse control circuitry
35 modifies the behaviour of the pulse generation circuitry 25 such that a wide pulse signal is
generated, sufficient to be detected by the pulse detection circuitry 30, and accordingly causing an
error signal to be asserted.

In systems where a pulsed clock signal is already present, for example where the storage
element is clocked by a pulsed clock signal, the timing window indication signal on path 40 can be
derived directly from the pulsed clock signal. However, in embodiments where a non-pulsed clock
signal is used, for example a clock signal having a typical 50:50 duty cycle, timing window
indication generation circuitry 45 may be provided to effectively encode the timing window
indication. In one embodiment, this is done by the use of two versions of the clock signal that are
delayed with respect to each other, as will be discussed later for example with reference to Figures
9A and 9B. The timing window indication generator 45 may be external to the transition detection
circuitry 20, or in one embodiment may be provided within the transition detection circuitry.

Figure 2 is a diagram illustrating a reference design of a transition detection circuitry that
does not employ the technique described above with reference to Figure 1. Instead, in accordance
with this reference design, the pulse generation circuitry always generates a wide pulse, and the
pulse detection circuitry receives information about the timing window indication, so as to suppress
generation of the error signal in situations where the pulse received does not overlap with the timing
window.

In this example, a pulse clock signal CK is used, and a delayed version of that clock signal
CP is created by the two inverters 175, 180. The NAND gate 110 receives the data signal D over
path 100 and an inverted version of the data signal from the output of the inverter 105. It will hence
be appreciated that the output from the NAND gate 110 will typically be at a logic one level, but for
a short period of time following a transition of the input data value from a logic zero level to a logic
one level, the output from the NAND gate will be at a logic zero value, hence creating a small logic
zero pulse. This will be inverted by the inverter 115 to create a logic one pulse input to the
transistor 150, thereby turning on that transistor. The NAND gate 135 and inverter 140 operate in
an identical manner to the NAND gate 110 and inverter 115, but due to the presence of the various
inverters 120, 125, 130 the NAND gate 135 and inverter 140 generate a pulse in response to a
falling edge in the input data signal D. Again, a logic one pulse is generated which turns on the

transistor 155.
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All of the components within the pulse generation circuitry are sized so as to generate wide

pulses at the outputs from the inverters 115, 140. These pulses will be sufficiently wide to fully turn
on the transistors 150, 155, and hence allow the input to the inverter 165 to be discharged to a logic
zero level through the transistor 160 when the delayed clock signal CP is at a logic one level.
Hence, if the pulse is generated during the timing window (at which point the clock signal CP will
be high), the input to the inverter 165 is discharged to a logic zero level, hence causing the error
signal to be asserted. At the same time, the latch 170 latches that logic zero value, hence ensuring
that the error continues to be asserted until the reset signal is asserted. The signal ERN is the
inverse of the reset signal, and the reset signal is set at a logic high level for a reset. Accordingly, in
the absence of a reset, the ERN signal will be at a logic one level, turning off the transistor 145, and
turning on the lower transistor in the latch 170. However, when the reset signal is asserted, the
transistor 145 will be turned on, pulling the input of the inverter 165 back to the logic one level, and
causing the latch 170 to then latch that logic one level.

Figure 3 is a timing diagram illustrating various timings of a transition in the data signal, and
an indication as to whether an error signal is generated or not. In the upper example labelled “no
error”’, the transition 205 in the data signal occurs far enough ahead of the rising edge of the clock
signal 200 that the subsequent wide pulse 210 is entirely generated outside of the clock pulse
window. Accordingly no error is triggered. In the “onset of error” example, the transition 215 in
the data signal occurs at a point where the subsequent wide pulse 220 overlaps at least by a
minimum amount 225 with the clock pulse. Accordingly, the pulse generated by the pulse
generation circuitry triggers the generation of the error signal from the pulse detection circuitry, and
accordingly an asserted error 230 is produced. As can be seen, due to the requirement for the pulse
generation circuitry to generate pulses wide enough to activate the operation of the pulse detection
circuitry, an error is generated even though the transition in the data signal at point 215 is a
significant way ahead of the clock pulse, and hence is unlikely in practice to have given rise to any
timing error, for example when that data value is subsequently latched by the storage element 15
upon receipt of the clock pulse. This timing pessimism is referred to as the set-up pessimism of the
transition detector, and can give rise to a significant number of effectively false error signals being
generated.

The “end of error” example in Figure 3 shows a situation where the data transitions at point
235, giving rise to a pulse 240 that overlaps with the timing window of the clock pulse by at least

the minimum amount 245, again causing an error signal 250 to be asserted.
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In addition to the set-up pessimism issue shown in Figure 3, the use of the wide pulses also

results in other problems. In particular, whilst the wide pulse is required to ensure that robust error
detection can be achieved even under pessimistic PVT variation conditions and when the monitored
node glitches, the devices in the pulse generation circuitry need to be relatively wide, high gain
devices in order to ensure that the wide pulse is produced. This results in a significant area
requirement for the pulse generation circuitry, and also significant energy consumption associated
with the pulse generation circuitry (both in terms of leakage power and dynamic power).

Figure 4 illustrates one embodiment of the transition detection circuitry 20 of Figure 1
which alleviates some of the above discussed problems with the reference implementation of Figure
2. Elements that are common between Figure 2 and Figure 4 have been identified with the same
reference numerals. However, as will be noted later, the actual sizing of the individual elements can
be significantly reduced. By comparison with Figure 2 and Figure 4, it will be seen that the two
NAND gates 110, 135 are still provided, as are the associated input inverters 105, 120, 125 and 130.
However, rather than each NAND gate 110, 135 having an associated inverter, a new circuit block
300 is provided which incorporates pulse width control by virtue of the provision of the pulse
control circuitry 315 driven by the inverted clock pulse CN generated by the inverter 340 from the
received clock pulse CK. The transistors 305, 310 represent the PMOS devices of the inverters in
the reference design of Figure 2, but the NMOS pull down transistors are replaced by the pulse
control circuitry M1 315. When the clock signal CK is low, the input signal CN will be high, hence
turning on the transistor 315. If a pulse is generated entirely during this period of time, this equates
with a pulse signal being entirely generated outside of the timing window, and hence one for which
an error should not be asserted. This functionality occurs by virtue of the fact that the components
provided within the pulse generation circuitry are no longer wide, high gain devices, but instead are
sized significantly smaller, which, in combination with the transistor M1 315 being turned on,
results in only a very small “runt” pulse being generated on path 320, which is insufficient to fully
turn on the transistor 330. As a result, no error signal is asserted.

However, if the pulse signal is generated at least partly whilst the timing window indication
signal is set (i.e. whilst the inverted clock signal CN is at a logic zero level), then the transistor 315
will be turned off, removing the pull down functionality of the block 300. Accordingly, the falling
edge of the internal pulse (the start of the internal pulse) will produce a corresponding rising edge in
the output pulse over 320, but the subsequent rising edge of the internal pulse (at the end of the
internal pulse) will not trigger a corresponding discharge of the pulse signal 320, and instead the

pulse signal will continue to be asserted at the logic one level. Accordingly, the transistor 330 will
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turn on, discharging the input to the inverter 165 to the logic zero level, causing the error signal to

be asserted and a logic zero value to be latched within the latch 170. Only when the clock signal
returns to the logic zero level, indicating the end of the timing window, will the inverted clock
signal CN then go high, turning back on the transistor 315, and hence causing the pulse to end.

Accordingly, it can be seen that such a design addresses the above area, power and timing
overheads of a transition detector of the form shown in Figure 2 due to it generating wide pulses by
discharging the pulsed node through weak leakage currents, instead of relying upon wide devices.
This is achieved by turning off the pull down path of the pulse generator during the error detection
window. Hence, wide pulses are generated as required in order to ensure robust error detection is
achieved, but without the energy and area overheads of the prior art, and without the set-up
pessimism issues discussed earlier with reference to Figure 3.

Figure SA illustrates a timing diagram for the circuitry of Figure 4. As can be seen, shortly
after each clock pulse 350, the inverted clock signal CN creates a corresponding logic zero pulse
360. The “no error” condition is shown first, where a transition 365 in the input signal results in a
small pulse signal 370 being generated by the relatively small sized components within the pulse
generation circuitry. In one embodiment, the pulse signal is so short that it does not even reach the
logic one level, and accordingly may be referred to as a runt pulse. The pulse is insufficient to turn
on the transistor 330, and accordingly no error signal is asserted on path 372.

The “onset of error” condition occurs when the transition 375 in the input signal occurs very
close to the start of the timing window, resulting in the generation of a pulse which is still in the
process of being generated when the transistor M1 315 turns off. As a result, a wide pulse 380 is
generated and once the pulse has been active for a predetermined minimum amount of time, this
causes an error signal to be asserted as shown by signal 382. By comparison with the onset of error
illustration of Figure 3, it will be seen that the set-up pessimism is effectively removed, hence
avoiding the generation of false error signals.

The “end of error” illustration of Figure 5A shows a transition 385 in the input data signal
giving rise to the pulse 390. The pulse ends when the transistor M1 315 is turned back on, but will
have been active for a sufficient amount of time for the transistor 330 to have discharged the input
of the inverter 165, and accordingly for the error signal to be asserted, as shown by the signal line
395.

The transition detection circuitry of Figure 4 can be referred to as a modal transition
detector, since the pulse width generated by the pulse generator within the transition detection

circuitry differs depending on whether the transition occurs within the timing window (also referred
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to herein as the error detection window) or outside of it. In particular, when the transition occurs

within the error detection window or just prior to it, a wide pulse width is generated for robust error
detection, and accordingly the modal transition detector can be considered to be operated in a
“detection mode”. However, in all other instances, only a narrow pulse width is generated, which is
insufficient to trigger the pulse detection circuitry to detect the error, at which point the transition
detector can be said to be operating in a “benign mode”. These two different modes are illustrated
in Figure 5B. The benign mode is shown first, where the transition 400 in the input data gives rise
to a runt pulse 405 that occurs entirely outside of the error detection window 350, hence resulting in
no error being detected. The detection mode is shown in the right hand side of the figure, where a
late transition 410 in the input signal gives rise to a wide pulse 415, causing an error signal to be
asserted at point 420.

In the benign mode, the weak drive strength of the NAND gates combined with the actively
driven transistor M1 315 causes the total pulse width of the pulse to degenerate into a runt pulse.
Whilst during this time a contention path exists since both the pull-up and pull-down devices are
active at the same time, because the NAND gates are deliberately downsized in the design, the
actual contention duration is equal to the duration of the runt pulse and therefore very small.

During the detection mode, it will be appreciated that the pulse signal output from the block
300 i1s left floating for a small duration of time when the pulse is high. However, in most designs,
the error detection window is necessarily small (typically approximately a third of the clock cycle so
approximately 200 to 300ps for a 1 GHz clock). Use of the pulsed clock removes any dependence
on the minimum frequency of operation.

If required, various layout precautions can be taken in order to minimise any parasitic
coupling capacitance to the pulse path 320. For example, the pulse path can be laid out with double
spacing from its nearest neighbours in order to reduce coupling due to co-planar nets in the same
metal layer. Alternatively, a ground shield in a metal 2 layer can be routed on top of the pulse path
320 to prevent the automatic place and route tool from routing signals above the sensitive node.
Whilst such layout precautions will add some area penalty, this area penalty is due entirely to
additional spacing requirements, and does not incur any power consumption overheads, in contrast
to the requirement to use wide, high-gain devices as in the reference design of Figure 2.

Figure 6 is a table contrasting various properties of the design of Figure 4 against the
reference design of Figure 2. As can be seen, the potential area, power and energy savings that can
be achieved using the design of Figure 4 are significant. With regards to the total transistor width in

the pulse generators, it can be seen that there is an overall saving of almost 50%. An important
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criteria for low power consumption is the total transistor width that switches when the clock signal

CK transitions. In the proposed design of Figure 4, there is a 65% reduction in the total capacitance
on the clock path. This is reflected in the energy consumption per cycle when the data input D
remains static whilst the clock pin transitions. In particular, as shown in Figure 6 there is a 76.5%
energy saving in such situations. In situations where the data input also switches, there is still an
energy saving of 45.4%.

In the example of Figure 4, the pulse control circuitry is incorporated within the inverter
stage 300 used to generate the output pulse from the internally generated pulse output by the NAND
gates 110, 135. In an alternative embodiment as shown in Figure 7, the pulse control circuitry can
instead be introduced at an earlier stage in the pulse generator circuitry, by incorporating the
functionality within the NAND gate functionality. In particular, as shown in Figure 7, rather than
two separate NAND gates, a single combined block 450 is provided. This retains the NMOS pull-
down components from both NAND gates 110, 135, but replaces the pull-up PMOS components
with the device M2 455, which is connected to the clock pulse CK. Hence, when the clock signal is
low (indicating that operation is taking place outside of the timing window), the device 455 is on,
allowing pull-up functionality. However, when the clock signal is high, indicating the presence of
the timing window, then the device 455 is turned off, disabling the pull-up functionality. As a
result, when the pulse is generated entirely outside of the timing window, a small runt internal pulse
is generated at point 460 in response to either a rising or falling transition in the data signal,
resulting in a small runt pulse over path 320 output from the inverter 465. As a result, the error is
not detected and no error signal is asserted by the pulse detection circuitry. In contrast, if the pulse
signal is generated at least partly whilst the timing window indication signal is set, and accordingly
the device 455 is turned off, then the internal pulse stays low until the end of the clock pulse CK,
extending the width of the internal pulse, and accordingly extending the width of the logic one pulse
output over path 320. As a result, the transistor 330 discharges, giving rise to an asserted error
signal and the latching of a logic zero within the latch 170. It can be seen that such a design
significantly reduces the overall number of components required. Further, as discussed earlier, the
components in the pulse generation circuitry can be made significantly smaller than required in the
reference design of Figure 2.

Figures 8A and 8B are timing diagrams illustrating the differences between the operation of
the circuitry of Figure 4 and the circuitry of Figure 7, both resulting in the same form of pulse signal
being generated. Considering first Figure 8 A, which illustrates the mechanism employed in Figure

4, a transition 505 in the data signal causes an internal pulse to be generated at point 510. The
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internal pulse subsequently ends at point 520. However, since at this point the clock signal CN is at

logic low level, turning off the transistor 315, there is no corresponding change in the pulse P.
Hence, whilst the rising edge of the pulse 515 is driven from the falling edge of the internal pulse
510, the falling edge of the pulse 530 is subsequently driven of the rising edge 525 of the clock
signal CN. As a result, a wide pulse is generated, causing the pulse detection circuitry to detect the
pulse and assert the error signal.

Figure 8B illustrates the operation of the circuitry of Figure 7. As shown, a transition 540 in
the input signal gives rise to a falling transition 545 indicating the start of the internal pulse.
However, at the time 555 where the internal pulse would normally have ended, the clock signal 535
is at logic one level, turning off the transistor M2 455. As a result, the pull-up functionality is
disabled, and the pulse P triggered at point 550 off the falling transition of the internal pulse 545
stays asserted until the falling edge 560 of the clock signal CK causes the positive transition in the
internal pulse at point 565, which in turn causes the falling edge of the pulse P at point 570. Again,
a wide pulse is generated which is then detected by the pulse detection circuitry and causes the error
to be asserted.

In the examples of Figures 4 and 7, it is assumed that a pulsed clock input CK is provided.
If instead the clock input is a standard 50:50 duty cycle clock signal, then timing window indication
generation circuitry 45 shown in Figure 1 can be used to generate the required signals to effectively
encode the timing window indication signal. Figure 9A is an embodiment corresponding to Figure
4, but where such a standard clock signal is used. The timing window indication generator 45 takes
the form of the chain of inverters 610, 615, 620, 625. The circuitry of Figure 9A is essentially the
same as Figure 4, but with the exception that the transistor M1 315 of Figure 4 is replaced with the
two NMOS transistors 600, 605 in Figure 9A driven by the clock signals CN and CPd, respectively.
The clock signals CN and CPd are inverted versions of one another, and accordingly for much of
the time one of those two transistors will be turned on, providing the pull-down functionality.
However, following the rising edge of the clock signal there will be a small period of time where
both transistors 600, 605 are turned off, effectively encoding the timing window during which the
pull-down functionality is disabled.

Figure 9B illustrates a corresponding modification to the embodiment of Figure 7, where the
transistor M2 455 is replaced with the two transistors 645, 650. The timing window indication
generator 45 takes the form of the three inverters 655, 660, 665. The two transistors 645, 650
receive the clock signals CK and CNd respectively, which for most of the time are inverted versions

of each other. As a result, for most of the time one of the two transistors will be turned on, enabling
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the pull-up functionality. However, for a short period of time following the rising edge of the clock,

both transistors 645, 650 will be turned off, hence disabling the pull-up functionality during the
required timing window.

Various modifications can be made to the above described embodiments whilst still
achieving the same functionality. For example, it is possible to reduce the number of inverters used
to create the inputs to the components providing the NAND gate functionality within the pulse
generation circuitry. This is shown by way of example in Figure 10A, which shows a variant of the
Figure 7 embodiment where the inverters 105, 120, 125, 130 of Figure 7 are replaced with the
inverters 700 and 705.

As another example, in an alternative embodiment the ERN signal can be replaced with the
clock signal. This is shown by way of example in Figure 10B, which shows a variant of the Figure
7 embodiment where the ERN input to the transistor 145 and to the bottom transistor in the latch
170 1s replaced with the clock signal CK. As a result of this change, the error signal becomes a
pulsed signal, that could then for example be latched within the system control circuitry 55 shown in
Figure 1.

From the above described embodiments, it will be seen that such embodiments enable a
transition detector to be provided that ensures robust error detection can be achieved, but with
significantly reduced area and power consumption requirements when compared with the reference
design of Figure 2. The design can also effectively remove the set-up pessimism issues with the
reference design.

In the present application, the words “configured to...” are used to mean that an element
of an apparatus has a configuration able to carry out the defined operation. In this context, a
“configuration” means an arrangement or manner of interconnection of hardware or software.
For example, the apparatus may have dedicated hardware which provides the defined operation,
or a processor or other processing device may be programmed to perform the function.
“Configured to” does not imply that the apparatus element needs to be changed in any way in
order to provide the defined operation.

Although illustrative embodiments of the invention have been described in detail herein
with reference to the accompanying drawings, it is to be understood that the invention is not
limited to those precise embodiments, and that various changes, additions and modifications can
be effected therein by one skilled in the art without departing from the scope and spirit of the

invention as defined by the appended claims. For example, various combinations of the features
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of the dependent claims could be made with the features of the independent claims without

departing from the scope of the present invention.



10

15

20

25

30

WO 2016/174384 PCT/GB2016/050561

20
CLAIMS

1. Transition detection circuitry comprising:

pulse generation circuitry to receive an input signal and to generate a pulse signal in
response to a transition in the input signal; and

pulse detection circuitry to assert an error signal on detection of the pulse signal generated
by the pulse generation circuitry;

the pulse generation circuitry having pulse control circuitry to control a property of the pulse
signal dependent on a timing window indication signal;

the pulse control circuitry being arranged, when the pulse signal is generated at least partly
whilst the timing window indication signal is set, to control the property of the pulse signal such that
the pulse signal generated by the pulse generation circuitry is detected by the pulse detection
circuitry; and

the pulse control circuitry being arranged, when the pulse signal is entirely generated whilst
the timing window indication signal is cleared, to control the property of the pulse signal such that
the pulse signal generated by the pulse generation circuitry is undetected by the pulse detection

circuitry.

2. Transition detection circuitry as claimed in Claim 1, wherein:

the property of the pulse signal controlled by the pulse control circuitry is a pulse width of
the pulse signal;

the pulse control circuitry being arranged, when the pulse signal is generated at least partly
whilst the timing window indication signal is set, to control the pulse width such that the pulse
signal is generated with the pulse width sufficient to cause the pulse detection circuitry to detect the
pulse signal; and

the pulse control circuitry being arranged, when the pulse signal is entirely generated whilst
the timing window indication signal is cleared, to control the pulse width such that the pulse signal
is generated with the pulse width insufficient to cause the pulse detection circuitry to detect the

pulse signal.

3. Transition detection circuitry as claimed in Claim 1 or Claim 2, wherein the pulse control

circuitry comprises transistor circuitry forming one of a pull-down path and a pull-up path within



10

15

20

25

30

WO 2016/174384 PCT/GB2016/050561

21
the pulse generation circuitry, the pulse control circuitry being turned off whilst the timing window

indication signal is set.

4. Transition detection circuitry as claimed in any of claims 1 to 3, wherein the pulse
generation circuitry comprises:

internal pulse signal generation circuitry to generate an internal pulse signal in response to
the transition in the input signal; and

output circuitry to generate, in dependence on the internal pulse signal, the pulse signal
output to the pulse detection circuitry; and

the pulse control circuitry being incorporated within one of the internal pulse signal

generation circuitry and the output circuitry.

5. Transition detection circuitry as claimed in Claim 4, wherein:

the pulse control circuitry is incorporated within the output circuitry;

the internal pulse signal is such that, when the property of the pulse signal is determined
from the corresponding property of the internal pulse signal, the pulse signal generated by the pulse
generation circuitry is undetected by the pulse detection circuitry;

the pulse control circuitry is responsive to the pulse signal being generated at least partly
whilst the timing window indication signal is set, to modify the property of the pulse signal relative
to the corresponding property of the internal pulse signal, in order to ensure that the pulse signal

generated by the output circuitry is detected by the pulse detection circuitry.

6. Transition detection circuitry as claimed in Claim 5 when dependent on Claim 2, wherein
the pulse control circuitry is responsive to the pulse signal being generated at least partly whilst the
timing window indication signal is set, to increase the pulse width of the pulse signal relative to the

corresponding pulse width of the internal pulse signal.

7. Transition detection circuitry as claimed in Claim 6, wherein:

the pulse signal generated by the output circuitry has a starting edge triggered by a
corresponding starting edge of the internal pulse signal;

the pulse control circuitry is responsive to the pulse signal being entirely generated whilst
the timing window indication signal is cleared, to trigger generation of an ending edge of the pulse

signal from a corresponding ending edge of the internal pulse signal; and
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the pulse control circuitry is responsive to the pulse signal being generated at least partly

whilst the timing window indication signal is set, to instead trigger generation of the ending edge of

the pulse signal when the timing window indication signal is no longer set.

8. Transition detection circuitry as claimed in Claim 4, wherein:

the pulse control circuitry is incorporated within the internal pulse signal generation
circuitry;

the output circuitry is arranged to determine the property of the pulse signal from the
corresponding property of the internal pulse signal; and

the pulse control circuitry is responsive to the pulse signal being generated at least partly
whilst the timing window indication signal is set, to modify the corresponding property of the
internal pulse signal in order to ensure that the pulse signal generated by the output circuitry is

detected by the pulse detection circuitry.

9. Transition detection circuitry as claimed in Claim 8 when dependent on Claim 2, wherein
the pulse control circuitry is responsive to the pulse signal being generated at least partly whilst the
timing window indication signal is set, to increase a pulse width of the internal pulse signal relative

to a default pulse width of the internal pulse signal.

10. Transition detection circuitry as claimed in Claim 9, wherein:

the pulse signal generated by the output circuitry has a starting edge triggered by a
corresponding starting edge of the internal pulse signal and an ending edge triggered by a
corresponding ending edge of the internal pulse signal; and

the pulse control circuitry is responsive to the pulse signal being generated at least partly
whilst the timing window indication signal is set, to defer generation of the corresponding ending

edge of the internal pulse signal until the timing window indication signal is no longer set.

11. Transition detection circuitry as claimed in any preceding claim, wherein the timing window

indication signal is derived from a clock pulse signal.

12. Transition detection circuitry as claimed in any preceding claim, further comprising timing
window indication generation circuitry to generate multiple signals from which the timing window

indication signal is derived.
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13. Transition detection circuitry as claimed in any preceding claim, wherein the pulse detection
circuitry is arranged, once the pulse signal generated by the pulse generation circuitry has been

detected, to continue to assert the error signal until a reset signal is received.

14. A data processing apparatus comprising:
processing circuitry to perform data processing operations; and
transition detection circuitry as claimed in any preceding claim, arranged to receive, as an

input signal, a data signal generated by the processing circuitry.

15. A data processing apparatus as claimed in Claim 14, further comprising:
control circuitry responsive to assertion of an error signal from the transition detection

circuitry, to perform a predetermined operation.

16. A method of generating an error signal indicating detection of a transition in an input signal
occurring within a timing window, comprising:

generating a pulse signal in response to a transition in the input signal;

asserting an error signal on detection of the pulse signal;

controlling a property of the pulse signal dependent on a timing window indication signal;

when the pulse signal is generated at least partly whilst the timing window indication signal
is set, controlling the property of the pulse signal such that the pulse signal is detected; and

when the pulse signal is entirely generated whilst the timing window indication signal is

cleared, controlling the property of the pulse signal such that the pulse signal is undetected.

17. Transition detection circuitry comprising:

pulse generation means for receiving an input signal and for generating a pulse signal in
response to a transition in the input signal; and

pulse detection means for asserting an error signal on detection of the pulse signal generated
by the pulse generation means;

the pulse generation means having pulse control means for controlling a property of the

pulse signal dependent on a timing window indication signal;
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the pulse control means, when the pulse signal is generated at least partly whilst the timing

window indication signal is set, for controlling the property of the pulse signal such that the pulse
signal generated by the pulse generation means is detected by the pulse detection means; and

the pulse control means, when the pulse signal is entirely generated whilst the timing
window indication signal is cleared, for controlling the property of the pulse signal such that the

pulse signal generated by the pulse generation means is undetected by the pulse detection means.
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