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(57) ABSTRACT 
A method and system for improving the reliability of an 
electronic system formed of subsystems which perform 
different functions. The electronic system is analyzed to 
determine which of the subsystems is most likely to 
cause a system failure and these subsystems are targeted 
for monitoring and/or correction by a microcontroller 
unit. The microcontroller unit monitors the inputs and 
outputs of the targeted subsystems and determines 
when an output is inappropriate for the corresponding 
input. When an error is detected, an error code is stored 
in memory for future reference. When the microcon 
troller is in a correcting mode, open collector drivers 
are used to make corrections for an error in a digital 
output. Where the error generated is for an analog out 
put, a digital to analog converter circuit and voltage 
followers are employed to impress the correct analog 
signal on the inappropriate output. The method and 
system are particularly applicable to weapons systems 
due to the possibility of critical failures in those systems 
and the limited space available for using redundant 
circuitry to improve reliability. In particular, the 
method and system are applicable to the gyro control 
unit and the command control unit of a torpedo for 
monitoring and/or correcting for failures in those sys 
ters. 

46 Claims, 14 Drawing Sheets 

220 

- 
SUBSYSTEM 

22b 

... . . 
SUBSYSTEM 2 

22c 

  

  

  

  





U.S. Patent 

100 HE AIHO 8010ETITOO NEdO 83n1081N03080iw 
BRZ 

  

  



U.S. Patent Apr. 26, 1988 Sheet 3 of 14 4,740,887 

SAMPLE SUBSYSTEM 
NPUT 

STEP TO 
NEXT NPUT 

SAMPLE SUBSYSTEM 

A/G 5. 
APPROPRIATE FOR 
THE NPUT 2 

NO 

WRITE FAILURE 
CODE IN EEPROM 

CAN CORRECTION BE 
MADE WO SUBSYSTEM 
SUBSTITUTION 2 

YES 

SUBSTITUTE OUTPUT 
FROM ALTERNATE 

SUBSYSTEM 
FORCE OUTPUT 
OF SUCCEEDING 

SUBSYSTEM 
LOW 

OUTPUT LOW 

EMPUOY VOLAGE 
FOLLOWER TO 
CORRECT FOR 

NAPPROPRIATE OUTPUT 

  

  

    

  

    

  

  

    

    

  

  

  

  





U.S. Patent Apr. 26, 1988 Sheet 5 of 14 4,740,887 

DRECTIONAL 
GYRO 

54 
56 

STEPPER 

MECH. SHIP 

POWER 
58 

AZMUTH 
SERVO 

PRESET 
COURSE 

TORPEDO BODY 
POSITON FEEDBACK TO GYRO MONITOR 

CCU GUIDANCE 
COMMANDS TUBE 

EXERCISE 

A/G 7 FRE 
CONTROL 
PRESET 

ss-1 
SCOTT "T" 

TRANSFORMER 
BUFFER 
AMP 

YAW ERROR R2 COSNE YAW 

TO YAW 
RATE 

SUMMING 
CONTROL 

TO 
ACR 

CONTROL 

A/6 A 2st 
MICROCONTROLLER 

UNIT 
COMMAND CHANGE 

OUTPUTS 

2) | TONE 
DECODER 

  

  

  

  

  

  

    

  

  

  

    

  

    

  

  

  

  

  



U.S. Patent Apr. 26, 1988 Sheet 6 of 14 4,740,887 

A/G 3 

O RECTIONAL GYRO SYNCHRO 
OUTPUTS 

28O 
54 

DRECTIONAL 
GYRO 

64 

YAW RATE YAW RATE MCROCONTROLLER 
GYRO UNIT 

66 

ACR SYNCHRO OUTPUTS 
ACR SHUTDOWN 

FAURE POINT 2 

ACR 

TORPEDO 
YAW PLANE SHUTDOWN 
BODY POSITON SHUT DOWN 

68 FAILURE POINT 

A/G 9 
PRESET 
COURSE 

ORECTIONAL 
54 55 

GYRO SYNCHRO 

YAW STEERING 
CRCUIT 

CORRECTION FACTOR 

YAW ERROR R2 

MCROCONTROLLER 
UNIT ACR SYNCHRO OUTPUTS 

YAW RATE 

YAW RATE OUTPUT 

TORPEDO 
YAW PLANE 28O 

BODY POSITTON 

  

  

  

  

  

  

  

  

  

  

    

  
  

    

  

  

  

  

  

  

    

    

  



U.S. Patent 

(I) OG SPEED (8 
(2) OG SPEED 
(3) WG SPEED A 
(4) WG SPEED 
(5) PITCH GYROC 
(6) t 
(7) ROLL GYRO OUT S3 
() ii S 
(9) YAW ERROR 
(O COSYAW 
(II) YAWRATE 
(2) PTCH RA 
(3) ROLL RAE 
(4) (SPARE) 
(15) 
(6) 

(I) 
(2) RELAY + 28V 
(3) - ISV 
(4) - SW 
(5) (SPARE 
(6) GNO 
(7) ACR GYRO CUT S3 
(8) S2 
(9) S. 
(IO) DG GYRO CUT S3 
( ) S2 
(2) S 
(3) + OV 
(4) (SPARE 

& 
() 
(2) ACR iss 
(3) CW STEP 
(4) CCW 
(5) PM CONTROL 
(6) 5. WAC C 

S3 

() 
(2) 
(3) 
(4) SPEED ALGN 
(5) FIRE 
(6) FN UNLOCK 
(7) RATE ACR NHIBIT 
(8) ACR 68 
(9) ASH NA 
(O) ENABLE 
(1) TUBE EXERCISE 
(2) GYRO MONTOR r 
(3) ACR 75s 
(4) ACR CLUTCH COL 
(5) SHUTDOWN REC (ASH 
(6) ALERT (REC) 
(7) ASH INHIBIT 
(8) FN UNLOCK 
(9) ACR SHUTDOWN AB SWITCH 
(2O WARHEAD OSARM SWITCH 
(2) SHUTDOWN SWITCH 
(22) ACR SHUTDOWN B SWITCH 

SIGNAL CONDITIONING 

Apr. 26, 1988 Sheet 7 of 14 4,740,887 

A/G /OA. A/G /Oa. 
72 

MUX 

(OG5O6A/28) 
RMS-TO-DC 

(AD536A/4P) 

DATA 
ACOU STON 
SYSTEM (DAS) 
(AD363/2X32P) 

RESET 
CONTROL 

78 

WRED-OR/MUX 

LOGIC 
(LS153/.6P+ 
Oc BUFFERS) 

- - 

8 O 

|AO PORT 
(8255/4OP) 

(22 IN) 

A/G /OA. 

  

  

  

  

    

    

    

  

    

  



U.S. Patent Apr. 26, 1988 Sheet 8 of 14 4,740,887 

A/G /OA. 

DGTIZER CONTROL SUS 

86 (8255/4OP) GYRO 
(8 AO) 

MON TOR 

85 84 g A/G /OA gate 
as ACRCLUTCH 

EEPROM SS COLS 

(287A/28P) -88 
| ALERT 

5. (REC) 
3 2 ASH 
cy g--NHIBIT? 
3. s 

3 e 90 
- 

94 

P7 PO.7 SYNCHRO OUT 
-- MCROCONTROLLER D/S PUTS (TO 

PO (87.5/4OP) POO SCOTT-T) 

TO PERPHERALS 

8 BT 
ATCH DECODER 

ASH PRESCAE (LS38/16P) countern Era 
(8282/2OP) To -Ash countER P27 H SELECT 

asso/6P) counterfirit:-cr's c T :8 SEC FN UNLOCK 2 CE ACR SHUTDOWN AB 
98 -4 SECRATE ACR P24 U - WARHEAD CISARM 

issec Act 2H- 2 SHUTDOWN 22 ---- stics-town B 
RD P2 MONTOR/ s 

O XTAL2 P2.OH CORRECT 92 
CW/CCW 
STEP SELECT 

- N COUNTER 2 MHZ O2 
(PART OF LS390) 

TO PERPHERAS 

N COUNTER/T MER2 

OUT +2OOO COUNTER 

COUNTER/TIMER 
N - STEPPER MECH. 
OUT COUNTER 

i. COUNTER/MERO 
out -PMINT COUNTER 

A76 OA. 

  

    

  



U.S. Patent Apr. 26, 1988 Sheet 9 of 14 4,740,887 

START A/G // 

SAMPLE + STORE: ACR, YG, YRG, PGI, PRG, RG, RRG, PERRI, PCMD 

START OOMS SCAN TIMER 

- PERFORM PROCESSING OF DIGITAL OAA UNTL IOOMS HAS ELAPSED 

HAS OOMS ELAPSED P 

YES 

SAMPLE STORE ACR2, YG2, YRG2, PG2, PRG2, RG2, RRG2, PERR2, PCMD2 

SACR2-YG2 CE 2 IS STEPPER 

NO C YES MECHANISMOR 
PRESET MOTOR 

/ DEFECTIVE 2 COMPUTE ACR2-ACR, YG2-YGl, 
(YRG2-YRG) At 

S (ACR2-ACR)- 

C(YRG2-YRG) &O A C E 2 
(ACRISBAD cours YES 

YES (YG IS BAD) YG-(SM-PM) 

COMPUTE ACR- (SM-PM) 
SET "SM/PM ERROR" BIT 

OUTPUT CORRECTION ANGLE TO D/S 

S (PG2-PG) - (PRG2- PRG) A C E P 

NO C> YES 

&O 

SYG-(SM4-PM)-YAW 
ERROR ac E. P 

(PTCH RATE GYROS BAD) 

Is (PERR2-PERRI)- 
(PCMD2-PCMD) NO (PITCH GYRO S BAD) 

YES (RECYCLE PITCH COMMAND WAS BEING 
UPDATED) 

NO Y 
SHUTDOWN 

  

    

    

  

  



U.S. Patent Apr. 26, 1988 Sheet 10 of 14 4,740,887 

A/G 35. 
A/G A34. 

(i) PITCH PRESET 
(2) it READ6ACK (38TSA7OMA 
(3) FNE RANGEPRESE 
(4) II READBACK (4BS/OMA up 
(5) COURSE RANGE PRESE 2 
(6) I READBACK (48TSAIOMA) 3 MUX 
(7) DEPTH PRESET P t 
(8 it READBACK (4BITS/s OMA s (PART 
(9) CELNG PRESET 2 OF ADC 
to READeAck (3 asaro MA 8 
O) ACCOUSTIC MODE PRESET O86) 
(2) I READeACK (28S/6OMA g 
(3) FOOR PRESET 
(4) II READeACK (4 ETS/s OMA) 
(IS) (SPARe) 
(6. a. 

15W SIGN WIRE-OR CONFIGURATION 
2O CONDITIONING TUBE2ERS DECR2COYDS 

C - C - of 16 
SIGNAL -HDecocer CONDITION ING 

CON-- TONE TONE 
WRE Trol 

filters of 

O 281 4 

to PORT | 
(8255/4OP 

(24IN) 

A76, /3a. 

(7) 20O YOS PRORTO NABLE 
(8) XO Fire NHet 
(9)xO FRE INHeT2 
g PRE-ENAE SPED CHANGE 
2 
(22) SEARCH SPEED CHANG 
(23) 
(24) TRAJECTORY MOO 

co 
2 
2 
9. 
C 
2 
O 
9 

  

  

    

  



U.S. Patent Apr. 26, 1988 Sheet 11 of 14 4,740,887 

A6 A34. 

A/G /3A 

?o PORT O8 
(8255/4OP) 

P.7 Per- (24 AO) CLK 92 
MICROCONTROLLER 

Po (87.5i/4OP) ro 

(2 54 156 
TxD 

A-INTO 38TATCH DECODER 
firf (82s2/2Op) (ssstep) Tors 
curred 48 
Msti?eriodoi CENG REF OVRRE 

- 9 WRE SHUTDOWN 
. . . SUBASR, SET 

3. P. RE OVERRIDE 
s REF/re 

ENGINE CONTROL a 
8 A 

CORRECT4o 44 
Pich RealAck 
FNE RANGE REAOACK 
COURSE RANGE READEACK 

xTAL OSCO COUNTERMZ 
O Ma (S39C/ISP QuAD CAct 150MA 

(AD7226/ UFFERS 58 6O As or WSWSHes OEPH reaac WR TO PERPHERAS 
TQ 46 
T CELNG REAOBAcc 
Rx TO ACCOUSC MOOE REAACK 
Tx 36 FLOOR REAOSack 

() FRE INHIBIT (SPARE) 
(2) PNG INTERNAL CHNG. AOPORT 
(3) N 

E. t SAS Prs 
(s) ASH No. As NEF" 
(7) surf/SU RESET 
s ocre ENACAN in SNAEAR SET OAA"O" 
Researcice cance SigETFGATE INHert 
() sNAKE/CR (TEST) S2 TARGET MO SO 
S. SUB/SR 3. 5 
4. S. ROM disp 39 PRE-ENABLE SPEED 

E. SEAC MOOE RACOY MODE 

litus WORD 3 EN sus/SRF RESET 
SO OUTPUT SR SU to OOPERNALE 

Port recret TARGET MOCE al CRN c 19- Cr N SEARCMODE 
FR NH 
FR NH 
8 OGTA PRESTREADEACKCWERRCe NES 

I62 7FTCETECT 
53 

A6 Asia. 

    

  

  

  

  

  

  

  

  

  

  



U.S. Patent Apr. 26, 1988 Sheet 12 of 14 4,740,887 

ano PRE-LAUNCH 

BLOCK 

POST-LAUNCH 
ope BLOCK 

START 

s 
SCAN TONE FILTERS RECORD ANY 

A/G/4. 

REST TONE 
PRESENT 2 

6V DC OUTPUT A/G /64. 

RECORD IN EEPROMAN ERROR 
MESSAGE FOR ANY 16 VOC OUTPUT RE-ENTER 

E. NOT CORRESPONDING TO TONE PRE-LAUNCH 
PRE-L WRE FREQUENCY BLOCK AT 
BLOCK AT 

A 

Al PERFORM OVERRIDING "RESET"ON ALL 
YES FLTER OUTPUTS NOT CORRESPONDING YES 

TO TONE WIRE FREQUENCY NO 

PERFORM OVERRIDING "SE" ON 
FTER OUTPUT CORRESPONDING TO 

TONE WIRE FREQUENCY 
"RELEASE" 
ALL OVER- NO 
RIDING TONE REST TONE PRESENT 2 
FLTER NO 

CONTROLS <> 
YES 

YES 
NO 

REST TONE "RELEASE" 
YES PRESENTP ALL OVER 

FLER 
REST TONE 

YES 
A4 

NTRC A5 PRESENT 2 CO LS 

  

  

  

  

  

    

    

  

  

    

    

  

    

    

  

    

    
  

    

  



U.S. Patent Apr. 26, 1988 Sheet 13 of 14 4,740,887 

POWER ON 

PERFORM SELF-TEST A/G /5. 
INITIALIZE REGISTERS, 

TMERS 

SYNCHRONZE DATA SAMPLNG 
RATE TO FALLING EDGE OF 

PE 

SCAN ANALOG PRESETS/READBACKS 
RECORD THOSE P/RB PARS WHICH ARE Al 
UNEQUAL; COMPUTE OFFERENCES 

SCAN DIGITAL PRESETSABIT LATCHES NO 

------- RECORD NEQUALITES YES 

4OMS DEFAULT HAS NEXT FALLING EDGE 
TIME NO OF PEPULSE BEEN ENTER 

DETECTED 2 POST 

YES LAUNCH 
HAS OFFERENCE BETWEEN BLOCK 
UNEQUAL P/RB PARS YES 
BEEN REDUCED BY BTP 

EXT WITH 

SHUTDOWN RECORD PRESETS IN EEPROM WHICH 
FALED TO RESPOND TO CLOCK 

ACTIVATE APPROPRIATE RB OVERRIDE DACS 

ADJUST DACS TO CORRECT VALUE 

A2 A3 
ARE DGITAL PRESETS/ST LATCHES 

EQUAL, ° YES 

RECORD OGITAL PRESETS IN EEPROM 
WHICH FALED TO LATCH 

ACTIVATE APPROPR&TE OVERROE BITS 

  

  

  

  

  



U.S. Patent Apr. 26, 1988 Sheet 14 of 14 4,740,887 

A/G /6A 

A4 

SYNC WTH FALLING EDGE OF PE PULSE 

DOES WIRE-COMMAND CHANGE 
AFFECT AN ANALOG PRESET? 

YES NO 
A5 

MONITOR WIRE-COMMAND MONTOR WRE-COMMAND 
ChANGE LINE RECORD CHANGE LINE RECORD 

OESRED CHANGE DES RED CHANGE 

HAS TMENTERVAL FOR CHANGE 
(TBD) TO TAKE PLACE EXPRED P 

YES HAS CHANGE TAKEN PLACE AS COMMANDED 

YES YES <> 
NO 

RECORD ERROR MESSAGE RECORD ERROR MESSAGE 
N EEPROM N EEPROM 

DSABLE PE REINSTITUTE DES RED 
CHANGE VIA OVERROE 

RENSTITUTE DES RED 
CHANGE VIA OVEROE 

CONTROL 

CONTROL 

YES 

RE-ENTER PRE-LAUNCH 
BLOCK AT Al 

YES 

  

    

  

  

  

  



4,740,887 
1. 

METHOD AND SYSTEM FOR IMPROVING THE 
OPERATIONAL RELIABILITY OF ELECTRONC 
SYSTEMS FORMED OF SUBSYSTEMS WHCH 

PERFORM DIFFERENT FUNCTIONS 

This is a continuation of co-pending application Ser. 
No. 606,979, filed May 4, 1984, now abandoned. 

BACKGROUND OF THE INVENTION 

This invention relates to electronic systems formed of 
subsystems which perform different functions, and par 
ticularly to a method and system for improving the 
operational reliability of such electronic systems. In 
particular, the present invention is directed to a method 
and system for both monitoring and correcting the 
faults of electronic systems having subsystems for per 
forming a plurality of functions. 
There exist, in the prior art, numerous electronic 

systems, and particularly electronic control systems, 
which include subsystems for performing a variety of 
different functions. Such subsystems can often be cate 
gorized by the separate identifiable functions which 
they perform. In certain cases, a failure in one of the 
subsystems of the electronic system (i.e., a failure of the 
subsystem to perform it's function) causes a total system 
failure. While reliability theory dictates that these reli 
ability problems can be overcome by employing redun 
dant circuitry, space constraints often make the addition 
of redundant circuits impossible. 
There exist in the prior art a large number of complex 

electronic systems which contain an automatic shut 
down functionality. These are systems in which contin 
uation of operation under certain conditions constitutes 
a critical failure i.e., a threat to life or in some cases 
property. An automatic shutdown function can fail in 
one of two ways: (1) it can fail to shut down the system 
even though a safety related limit has been exceeded (a 
critical failure) or (2) it can shut down the system even 
though no safety related limit has been exceeded (a 
non-valid shutdown). In view of the importance of 
preventing critical failures, many systems are designed 
so that their automatic shutdown functions are multiple, 
independent, and designed with a tendency toward 
failure mechanism (2) rather than (1). Non-valid shut 
downs are therefore an important and widespread prob 
lem in the deployment of virtually all military and many 
other complex electronic systems. 
The above-mentioned reliability limitations are par 

ticularly true for electronic systems used in certain 
fields, for example, weapons systems. In most weapons 
systems, the electronic circuits are designed in order to 
generate the highest performance capability possible 
because of the uncertainty as to the system capabilities 
which will be required. That is, military systems are 
designed to counter measures, the totality of which are 
unknown due to the fact that they are held secret by an 
adversary. In such systems, when there is a decision to 
be made as to whether available space will be used for 
redundant circuitry (i.e., reliability) or increased perfor 
mance capability, it is most often decided that the per 
formance capability should be increased. Such military 
type systems include torpedoes, missiles, underwater 
weapons, fire control systems, avionics systems, under 
water detection systems, ground based radar systems, 
etc. 
An example of a specific prior art weapons system 

having high performance capability is the MK 48 
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2 
heavyweight torpedo manufactured by Gould Inc. This 
torpedo includes a number of electronic systems, each 
of which is composed of subsystems which peform 
different functions. Each of the electronic systems is 
designed as a functional item replacement (FIR) pack 
age, so that each FIR package can be substituted into 
any MK 48 torpedo and still operate properly, without 
adjustment. Most of the electronic design for the MK 48 
torpedo was completed in the late 1960's, using opera 
tional amplifier technology to produce sophisticated 
homing, guidance and control systems. Although the 
MK 48 torpedo was designed to meet the reliability 
criteria demanded of military programs, it employs 
virtually no redundancy because of the high cost and 
the lack of available space. The MK 48 torpedo is, 
therefore, typical of military weapons systems in that it 
is a high performance capability system when all of its 
parts are operating properly. However, it is also a sys 
tem in which any one of a number of single component 
failures can result in a total mission failure. As with 
other military electronic systems, the choice has been 
made to trade off a certain amount of reliability for 
increased performance capability, Ihat is, if redundant 
circuitry had been added to the MK 48 torpedo, this 
would have resulted in a torpedo with half of the per 
formance capability of the MK 48 torpedo. The deci 
sion to opt for greater performance capability was made 
because, in military systems, it is considered preferable 
to have some systems (e.g., torpedoes) fail rather than to 
have all systems made useless by a counter measure or 
tactic which is beyond the performance capability of 
the system. 
While the problem of determining trade-off between 

reliability and performance capability is particularly 
severe in weapons systems, it is not limited to military 
systems but is applicable to any electronic system where 
cost, configuration, and space availability are prime 
considerations. 
There is therefore a need in the art for a method and 

system for improving the reliability of existing elec 
tronic systems formed of subsystems which perform 
different functions. That is, there is a need in the art for 
an easily implemented, inexpensive and non-intrusive 
addition to an existing system by means of which most 
of the non-valid shutdowns can be prevented in that 
system. In particular, there is a need for such a method 
and system which is capable of improving the reliability 
of the electronic system without diminishing or interfer 
ing with the performance capability of the electronic 
system. There is also a need for such a method and 
system which improves the reliability of the electronic 
system without adding substantially to the cost or the 
space requirements of the electronic system. In particu 
lar, in the field of military systems, there is a need for a 
method and system for improving the reliability of elec 
tronic systems formed of subsystems which perform 
different functions, without diminishing the perfor 
mance capability of the existing military system. There 
is also a need for such a method and system which is 
capable of accurately detecting the portion of the elec 
tronic system which has failed and of storing such fail 
ure information. 
There is also a need in the art for a method and sys 

tem which can be incorporated into new electronic 
systems to improve their reliability, without hampering 
the performance capability of such new systems. There 
is a need for such a method and system which are capa 
ble of detecting and recording information relating to 
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portions of the electronic system which fail. There is 
also a need for such a method and system which do not 
add substantial cost to the electronic system and which 
do not require a substantial amount of space. 

SUMMARY OF THE INVENTION 
A primary object of the present invention is to pro 

vide a method and system for improving the reliability 
of an electronic system formed of subsystems which 
perform different functions, which overcome the defi 
ciencies of prior art methods and systems. 

In particular, it is an object of the present invention to 
provide a method and system for improving the reliabil 
ity of an electronic system, which do not impair the 
performance capabilities of the electronic system. 
Another object of the method and system of the pres 

ent invention is to provide an easily implemented inex 
pensive and non-intrusive addition to an existing system 
by means of which most of the non-valid shutdowns can 
be prevented in that system. 
A further object of the invention is to provide a 

method and system for improving the reliability of an 
electronic system, which are capable of monitoring the 
electronic system and recording the portion of the elec 
tronic system which is responsible for a failure. 
A still further object of the present invention is to 

provide a method and system for improving the reliabil 
ity of an electronic system, which are capable of detect 
ing and recording information indicating which portion 
of the electronic system is responsible for a failure. 
A still further object of the present invention is to 

provide a method and system for improving the reliabil 
ity of an electronic system, which are capable of cor 
recting for a failure of a subsystem to perform its as 
signed function, by impressing the correct signal on the 
inappropriate output. 
A still further object of the present invention is to 

provide a method and system for improving the reliabil 
ity of an electronic system by substituting the output of 
one subsystem for the inappropriate output of the mal 
functioning subsystem. 
A still further object of the present invention is to 

provide a method and system for improving the reliabil 
ity of an electronic system, which are capable of being 
adapted for use in existing electronic systems to in 
prove system reliability without diminishing perfor 
mance capability, and wherein the system is capable of 
residing in available space within the system. 
Another object of the present invention is to provide 

a method and system for monitoring the inputs and 
outputs of selected subsystems forming an existing elec 
tronic system, and for recording and displaying data 
indicating which portion of a subsystem caused a sys 
tem failure, wherein the system of the present invention 
is capable of residing in unused space within the elec 
tronic system. 
A still further object of the present invention is to 

provide a method and system for improving the reliabil 
ity of an electronic system, which are capable of being 
incorporated into a newly designed electronic system 
without adding substantially to the size and cost of the 
electronic system. 
A further object of the present invention is to provide 

a method and system for improving the reliability of 
existing military electronic control systems without 
diminishing the performance capability of such systems. 
A further object of the present invention is to provide 

a method and system for improving the reliability of the 
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electronic systems included in a torpedo without dimin 
ishing the performance capability of the torpedo. 
A still further object of the present invention is to 

provide a fault monitoring and/or correcting method 
and system for use with existing and/or newly designed 
electronic systems to improve the reliability of such 
electronic systems. 
The method and system of the present invention have 

a number of novel features as set forth below. In a prin 
ciple embodiment, the method of the present invention 
is used to improve the operational reliability of an elec 
tronic system formed of subsystems with different func 
tions, wherein each of the subsystems has inputs and 
outputs. The operation of the electronic system is ana 
lyzed to determine the percentage of system failures 
caused by each of the subsystems. At least one of the 
subsystems causing a relatively high percentage of sys 
tem failures is selected and its operation is monitored by 
monitoring selected inputs and corresponding outputs 
of the subsystem. An error signal is automatically gen 
erated when a predetermined signal received on an 
input of the selected subsystem does not produce a 
corresponding predetermined signal at the correspond 
ing output, and an error code is displayed based on the 
error signal. 

In another embodiment, in addition to displaying the 
error code based on the error signal, the method in 
cludes correcting the erroneous output identified by the 
error signal. In particular, if the inappropriate output is 
an inappropriate digital output, then the output is forced 
to the opposite logic level. If the inappropriate output is 
an inappropriate analog output, then a corrected signal 
is impressed on the inappropriate output. 
One embodiment of the system of the present inven 

tion is connected to an existing electronic system 
formed of subsystems which perform different func 
tions, wherein each of the subsystems has inputs and 
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corresponding outputs, and wherein the system of the 
invention is housed within existling space in the system. 
The system of the present invention includes a mi 
crocontroller for monitoring selected inputs and corre 
sponding outputs of one or more of the subsystems and 
for generating an error signal when the signal received 
at a particular input produces an inappropriate signal at 
the corresponding output, and means for receiving the 
error signal and for displaying a predetermined code 
indicating the type of error. 

In another embodiment of the present invention, the 
system of the present invention is connected to an elec 
tronic system (either existing or newly designed) 
formed of subsystems which perform different func 
tions, wherein each of the subsystems has inputs and 
corresponding outputs. The system of the present in 
vention includes a microcontroller for monitoring se 
lected inputs and corresponding outputs of one or more 
of the subsystems and for generating an error signal 
when the signal received at a particular input produces 
an inappropriate signal at the corresponding output. 
The system also includes means for correcting the cor 
responding output so that an appropriate output signal 
is provided. This embodiment may also include means 
for receiving the error signal and for displaying a prede 
termined code indicating the type of error. 

In another embodiment of the present invention, 
three microcontrollers are used to monitor the selected 
inputs and corresponding outputs of the subsystems, 
and voting hardware is connected to the outputs of the 
three microcontroller circuits. A correction signal is 
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made and/or a predetermined code indicating the type 
of error displayed only when the voting hardware de 
termines that two of the three microcontrollers agree 
that an error has occurred. 
As set forth below, the method and system of the 

present invention is particularly applicable to high per 
formance capability military systems and in particular 
to torpedo guidance and control electronic systems 
such as the gyro control unit and the command control 
unit. 
The method and system of the present invention have 

significant advantages over the prior art in that they are 
capable of improving the reliability of either existing or 
newly designed electronic systems without diminishing 
the performance capability of such systems. In particu 
lar, the method and system of the present invention 
provide the reliability of complete system redundancy 
without the usual cost and space requirements present 
in prior art redundancy methods and systems. Instead of 2 
employing permanent, dedicated, single function redun 
dant circuitry the present invention implements system 
redundancy through a time serial scan. The microcon 
troller unit flexibly configures itself to substitute only 
for the function of the circuits found to be defective. 
Since multiple simultaneous failures can be corrected in 
this manner, virtual total system redundancy is 
achieved without any actual duplication of existing 
system hardware. Thus, virtual total system redun 
dancy can be inexpensively and non-intrusively imple 
mented into the existing available space of an existing 
system. This has the advantage of allowing the elec 
tronic system to operate at its designed capability when 
it is operating properly. The electronic system may be 
of conventional logic and analog circuit design, so that 
in many cases the electronic system operates at a speed 
greater than a microcontroller circuit. Due to the fact 
that the system of the present invention is non-invasive, 
it does not interfere with the normal operation of the 
electronic system until an error is detected. The method 
and system of the present invention allow the high reli 
ability of the microcontroller circuit to be combined 
with the high speed, high performance capability opera 
tion of the electronic system, without interfering with 
the operation of the electronic system. Thus, the 
method and system of the present invention have signif 
icant advantages in that they can be incorporated into 
existing electronic systems to greatly improve their 
reliability without diminishing the performance capabil 
ity of the electronic system. 
These together with other objects and advantages 

which will become subsequently apparent, reside in the 
details of construction and operation as more fully here 
inafter described and claimed, reference being had to 
the accompanying drawings forming a part hereof, 
wherein like numerals refer to like parts throughout. 
BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a block diagram of an electronic system 
formed of plural subsystems which perform different 
functions, to which the method and system of the pres 
ent invention can be applied; 
FIG. 2 is a block diagram of the system of the present 

invention and its connection to the electronic system of 
FIG. 1; 
FIG. 3 is a block diagram of the microcontroller unit 

28 of FIG. 2 which forms the system of the present 
invention; 
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6 
FIG. 4 is a circuit diagram of one of the voltage 

followers in the voltage follower circuit 48 of FIG. 3; 
FIG. 5 is a flow chart for describing the operation of 

the microcontroller 34 of FIG. 3 operating in accor 
dance with the method of the present invention; 

FIG. 6 is a block diagram of an alternate embodiment 
of the system of the present invention, similar to FIG. 3, 
wherein three microcontrollers and triplicated voting 
hardware are employed to improve the reliability of the 
electronic system to which it is connected; 
FIG. 7 is a block diagram of a portion of the gyro 

control unit of a torpedo to which the method and 
system of the present invention are applied; 

FIG. 8 is a block diagram of the system of the present 
invention and its connection to the gyro control unit of 
a torpedo for the detection of and correction for failures 
in the ACR gyro or in the gyro monitor/shutdown 
circuitry; 
FIG. 9 is a block diagram of the system of the present 

0 invention and its connection to the gyro control unit of 
a torpedo for the detection of and correction for a fail 
ure of the directional gyro; 
FIGS. 10(A) and 10(B) form a detailed block diagram 

of the microcontroller unit 28a of FIGS. 8 and 9; 
FIG. 11 is a flow chart for describing the operation of 

the microcontroller 70 of FIG. 10(B); 
FIG, 12 is a block diagram of the system of the pres 

ent invention and its connection to the command con 
trol unit of a torpedo for the detection and correction of 
a failure in the tone filter circuit; 
FIGS. 13(A) and 13.(B) form a block diagram of the 

microcontroller unit 28b of FIG. 12; and 
FIGS. 14, 15, 16(A) and 16(B) are flow charts for 

describing the operation of the microcontroller 108 of 
FIG. 13(B). 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

FIG. 1 is a block diagram of an electronic system 20 
to which the method and system of the present inven 
tion may be applied. The electronic system 20 may be 
an existing system or it may be a newly designed system 
for which the method and system of the present inven 
tion are employed to improve the operational reliability 
of the electronic system 20. The system 20 comprises a 
plurality of subsystems 22a, 22b, 22c . . . 22n, each of 
which is connected to a master interconnection board 
24 by a plurality of inputs and outputs. In general, the 
electronic system 20 is broken down into different func 
tional subsystems 22, each of which is to perform a 
particular function or functions. The master intercon 
nection board 24 is connected to external circuitry (not 
shown). That is, an external cable 26 connects the sys 
tem 20 to, for example, other master interconnectior 
boards 24, an external control device, a main source of 
data, etc. As used herein, the subsystems 22 may com 
prise major electrical subsystems formed of conven 
tional logic (which is defined herein to mean non-pro 
grammed digital logic) and analog circuits. In addition, 
the subsystems 22 may comprise mechanical subassem 
blies (e.g., gyroscopes, transducers, etc.) which receive 
and/or generate electrical inputs and outputs. 
The first step in the method of the present invention 

is to perform a functionally based pareto analysis to 
determine which of the subsystems 22 are responsible 
for most of the system failures. A pareto analysis is 
based on the premise that product defects are not uni 
formly distributed. That is, only a few of the functional 
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subsystems 22 or portions of those subsystems 22 are 
responsible for the preponderance of system defects. As 
it relates to product quality and reliability improve 
ment, the pareto analysis is performed by categorizing 
all subsystems and their components involved in the 
systen manufacture. Then, using available information 
(e.g., in-house inspection, testing and/or field failure 
returns), each category (i.e., of subsystems and compo 
nents) is scored for the number of system failures for 
which it was responsible. Based on the scoring, it can be 
determined (1) whether a pareto distribution exists (i.e., 
whether a preponderance of the failures are caused by 
only a few of the subsystems or their components), (2) 
how heavily weighted the pareto distribution is, and (3) 
which subsystems or components are responsible for 
the preponderance of product failures. The use of the 
pareto analysis allows efforts to be concentrated on 
improving the reliability of the system 20 by concentrat 
ing only on those subsystems 22 (or components) which 
are responsible for most of the system failures. If the 
electronic system 20 is a military weapons system, the 
system failures can be divided into mission failures and 
critical failures. Mission failures are those failures which 
prevent the system 20 from carrying out its intended 
function. Critical failures are those failures which not 
only prevent the system from carrying out its intended 
function but also endanger the person or persons oper 
ating the system. Thus, in a weapons system it is particu 
larly important to know which of the subsystems 22 is 
most likely to cause a critical failure. By determining 
which subsystems 22 are most likely to cause a failure, 
the provision of redundancy circuitry can be focused on 
these particular subsystems. Therefore, the method and 
system of the present invention are directed to provid 
ing focussed redundancy to the electronic system 20. 

FIG. 2 is a block diagram of the system of the present 
invention and its connection to the electronic system 20 
of FIG. 1. In particular, the system of the present inven 
tion includes a microcontroller unit 28 which is con 
nected to selected ones of the subsystems 22 (e.g., sub 
systems 22a and 22c) at the master interconnection 
board 24 in dependence upon the pareto analysis per 
formed on the electronic system 20. The microcon 
troller unit 28 of the present invention is used to moni 
tor and/or correct the faults or failures of an electronic 
system 20 having plural functions (performed by plural 
subsystems 22). In the method and system of the present 
invention, the microcontroller unit 28 is connected 
through a high impedance parallel connection to the 
inputs and outputs of the selected subsystems (22a and 
22c) so as to non-intrusively monitor the inputs to the 
subsystems 22a and 22c, as well as the corresponding 
outputs from those subsystems. As illustrated in FIG. 2, 
subsystems 22aand 22c are subsystems which have been 
targeted based on the pareto analysis performed for the 
system 20, while subsystems 22b and 22n have not been 
targeted because these subsystems are less likely to 
cause a failure of the electronic system 20. It should be 
noted that the method and system of the present inven 
tion can be carried out in higher or lower functional 
levels. That is, at a lower functional level, a pareto 
analysis can be performed on the various circuits, subas 
semblies, etc. Within subsystem 22a, and the microcon 
troller unit 28 may be connected to monitor only those 
inputs and outputs connected to circuits, subassemblies, 
etc. which are most likely to cause a failure in the sub 
system 22a. Similarly, the method and system of the 
present invention can be carried out on a higher level, 
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8 
wherein a plurality of electronic systems 20 are con 
nected together to form an overal system. In this case, 
a pareto analysis would be performed on the overall 
system, and the system of the present invention applied 
to only those electronic systems 20 which are most 
likely to cause a failure of the overall system. Further, 
the method and system of the present invention can be 
applied to increasingly higher or lower functional levels 
to achieve the degree of improved reliability which is 
desired. 

In the preferred embodiment, the electronic system 
20 is a separate electrical package having sufficient 
space for the relatively compact microcontroller unit 28 
to be bolted onto the package chassis, thereby taking up 
unused space. In the electronic system 20, every input 
and output of a subsystem 22 is typically assessible as a 
pin-out on the back plane of the master interconnection 
board 24. The external cable 26 is a multi-wire cable 
which extends from the back plane of the master inter 
connection board 24. A microcontroller cable 30 con 
prising a plurality of input and output wires for connec 
tion to the targeted subsystems 22a and 22c, is con 
nected to the pin-outs on the back plane on the master 
interconnection board 24. Alternatively, selected inputs 
and outputs of the subsystems 22a and 22c can be cabled 
directly from the microcontroller unit 28 to the particu 
lar subsystem 22. Once the microcontroller unit 28 has 
been wired to the master interconnection board 24, the 
microcontroller unit 28 is sufficiently compact that it 
may be sealed within the electrical package of the elec 
tronic system 20, so that only minimal space is required. 
This is particularly significant for the embodiment of 
the method and system of the present invention used 
with existing electronic systems 20, wherein the electri 
cal packages are typically designed so as to take up a 
minimum amount of space. The small size of the mi 
crocontroller unit 28 of the present invention will usu 
ally allow it to be mounted to reside in unused space 
within the electrical package for the electronic system 
20. In such instances, once the electrical package hous 
ing the microcontroller unit 28 and the electronic sys 
tem 20 is sealed, it appears, both visually to an outside 
observer and electrically to circuits connected to the 
external cable 26, to be the same as the electronic sys 
ten 20 alone. 
The microcontroller unit 28 repeatedly samples the 

inputs and outputs of the targeted subsystems 22a and 
22c. As noted above, these targeted subsystems 22a and 
22c comprise analog circuits, conventional logic cir 
cuits, and mechanical subassemblies having electrical 
outputs (e.g., gyroscopes and stepper motors). When 
the microcontroller unit 28 detects a functional failure 
(i.e., based on the input, the corresponding output is 
inappropriate) the microcontroller unit 28 performs one 
of three operations: 
(1) The microcontroller unit 28 superimposes a correc 

tion signal on the inappropriate output; 
(2) The microcontroller unit 28 substitutes an alternate 

subsystem 22 for the defective subsystem 22; or 
(3) A combination of (1) and (2) above (i.e., an alternate 

subsystem 22 is substituted and a correction factor is 
added). 

The system of the present invention is also capable of 
recording an error code indicating which of the subsys 
tems 22 (and which portion of the subsystem 22) failed. 
This error monitoring operation can be carried out 
either separately or in conjunction with the error cor 
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rection operation described above with respect to oper 
ations (1), (2) and (3). 
The method and system of the present invention and 

its connection to the electronic system 20 provides a 
dual system wherein each part of the system is utilized 
to exploit its intrinsic advantages. That is, the electronic 
system 20 is designed for the fastest possible response 
and operation when the system is operating within its 
specifications. For example, many applications require 
custom designed circuitry (as opposed to microproces 
sor based operation) due to speed requirements. On the 
other hand, the microcontroller unit 28 which is con 
nected to the electronic system 20, is highly reliable and 
can be used to detect and correct for faulty performance 
of the electronic system 20 before a failure (e.g., a mis 
sion failure or a critical failure) is allowed to occur. Due 
to the fact that the microcontroller unit 28 may not be 
as fast as the circuitry in the electronic system 20, there 
may be a slight degradation in the performance of the 
electronic system 20. However, this slight deterioration 
in system level performance is preferable to a total sys 
tem failure which would have occurred if the subsystem 
level failure was not corrected. It is important to note 
that the microcontroller unit 28 is non-invasive and 
electrically invisible to the electronic system 20 until 
the microcontroller unit 28 detects that one of the tar 
geted subsystems 22 in the electronic system 20 gener 
ates an output which is inappropriate for the corre 
sponding input. Thus, due to its parallel non-intrusive 
configuration with the existing circuit, the microcon 
troller unit 28 has absolutely no effect on the perfor 
mance of the electronic system 20 unless an error oc 
CS. 

FIG. 3 is a block diagram of the microcontroller unit 
28 of the present invention. A data acquisition circuit 32 
is connected to receive data corresponding to the inputs 
and outputs of the targeted subsystems 22a and 22c. 
This data is provided to a microcontroller 34 which 
determines whether a predetermined signal at an input 
produces a corresponding predetermined signal at the 
corresponding output. If the inputs and outputs corre 
spond (i.e., the output is appropriate for the correspond 
ing input) then the microcontroller unit 28 has no effect 
on the electronic system 20. However, if an inappropri 
ate output signal is generated for a corresponding input 
signal, the microcontroller 34 generates an error signal 
and an error code is stored in an EEPROM 36 and 
displayed on an LED display 37. In an alternate em 
bodiment, the LED display 37 can be an independent 
display which is electrically connected to the EE 
PROM 36 for testing purposes. In this error monitoring 
function of the method and system of the present inven 
tion, the error code is used to identify the particular 
portion of the targeted subsystem which has generated 
the inappropriate output signal. This monitoring func 
tion is particularly useful for those electronic systems 20 
which are subject to non-repeatable errors. For exam 
ple, one major problem in weapons systems testing 
occurs when weapons systems are tested and an error in 
part of the circuitry is indicated during the test. How 
ever, when the system is retested, the error will not 
recur and extensive re-evaluation is required to ensure 
that the system is not faulty. In this case, it is possible 
that the error was not caused by the weapons system, 
but rather by the test circuitry. By employing the moni 
toring function of the method and system of the present 
invention, it can be readily determined whether an error 
was generated by the weapons system itself or by some 
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10 
other source (e.g., the test equipment). In this case, the 
microcontroller unit is acting as an adjudicator of what 
would otherwise be a non-resolvable dispute. Further, 
the monitoring function of the method and system of 
the present invention provides a semi-permanent record 
identifying the portion of the system which caused the 
erroneous operation. 
The microcontroller unit 28 also includes an I/O port 

38 which is connected to an interrupt cable interface 31, 
and an IAO port 40 which is connected to an open col 
lector driver circuit 42. In addition, the microcontroller 
34 is directly connected to an open collector driver 
circuit 44 and to a digital to analog converter circuit 46 
which provides analog output signals to a voltage fol 
lower circuit 48. In the method and system of the pres 
ent invention, the microcontroller 34 is capable of de 
tecting both inappropriate digital signals and inappro 
priate analog signals, and of correcting for these inap 
propriate signals. There are two types of inappropriate 
digital output signals. The first type of erroneous digital 
signal exists when a subsystem 22 is outputting a logic 
high which should be a logic low, That is, the mi 
crocontroller 34 receives an input and a corresponding 
output from a subsystem 22 and determines that the 
input signal should have caused the subsystem 22 to 
generate a logic low signal, but the subsystem 22 has 
instead generated an inappropriate logic high signal. 
The microcontroller 34 is able to correct for this inap 
propriate signal through the corresponding open collec 
tor driver circuit 42 or 44 which is connected to the 
erroneous output. That is, the same cable that goes to 
the output which was being sensed by the microcon 
troller 34 to determine whether an appropriate output 
was being generated, is brought to a logic low by one of 
the open collector driver circuits. This is done merely 
by grounding the defective output. In the opposite case 
(i.e., when a logic low is generated but a logic high 
should have been generated) typically there is a com 
plete ground to the gate which is supplying the inappro 
priate low output. Thus, it is not always possible to 
correct for the inappropriate low output by sourcing 
current on the output. Therefore, the inappropriate low 
output from a targeted subsystem 22 is followed to a 
subsystem 22 to whlch it is connected (e.g., an input to 
the next subsystem 22). For example, an inappropriate 
low output from subsystem 22a (FIG. 2) might be an 
input to subsystem 22c. Because the microcontroller 
unit 28 is connected to the inputs and outputs of both of 
these subsystems, the output of the subsystem 22c (cor 
responding to the inappropriate low input) can be con 
trolled to select what the output should be if the input 
had been a logic high. For those cases where an inap 
propriate logic low is an output on the external cable 26, 
the interrupt cable interface 31 is provided. The inter 
rupt cable interface 31 comprises an FET switch 
hooked onto the cable with two switching positions: a 
first position wherein data flows normally on the cable; 
and a second position wherein selected data can be 
switched out of the data flow on the external cable 26. 
In particular, the interrupt cable interface 31 is capable 
of interrupting the flow of data on the external cable 26 
and injecting a corrected signal on the cable 26. 
When an inappropriate output detected by the mi 

crocontroller 34 is an analog output having an incorrect 
voltage level, the digital to analog converter circuit 46 
and the voltage follower circuit 48 are employed to 
impress the correct voltage output on the line. As illus 
trated in FIG. 4, each of the voltage followers in the 
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voltage follower circuit 48 comprises an operational 
amplifier 50 which is connected as a voltage follower 
with a gain which is typically one. The microcontroller 
34 provides a digital signal to the D/A converter 46 
which corresponds to the correct voltage output. The 
operational amplifier 50 is then actuated to source or 
sink current to produce the appropriate output voltage 
level on the line in accordance with the digital signal 
output by the microcontroller 34. If a particular analog 
output becomes completely deficient (e.g., part of the 
circuitry burns up and does not supply any control) 
then, if available, an output from an alternate subsystem 
22 can be employed together with a correction factor 
impressed on the line by the appropriate operational 
amplifier 50, to generate the appropriate output. For 
example, referring to FIG. 2, if one of the outputs of 
subsystem 22a is completely deficient, but similar data is 
being output by one of the outputs of subsystem 22c, 
then the output from the subsystem 22c can be substi 
tuted for the deficient output in subsystem 22a and a 
correction factor added to the output via the voltage 
follower circuit 48. 

FIG. 5 is a flow chart for describing the operaticn of 
the microcontroller 34 of FIG. 3. After start-up, an 
input and a corresponding output are sampled for a 
selected subsystem 22, and a determination is made as to 
whether the output is an appropriate one for the corre 
sponding input. If the output is appropriate, then the 
microcontroller 34 will recycle to sample a new subsys 
tem input. If the output is not appropriate for the input 
then a failure code corresponding to the portion of the 
subsystem 22 which has failed, is written into the EE 
PROM 36. The microcontroller 34 then determines 
whether it is in the correct mode or whether it is only in 
the monitor mode (where it merely detects and records 
data corresponding to the failure). If the microcon 
troller 34 is not in the correct mode, it recycles to sam 
ple a new subsystem input. If the microcontroller 34 is 
in the correct mode, then it determines if a digital cor 
rection is required (i.e., whether or not the inappropri 
ate output is an inappropriate digital output). If a digital 
correction is required, then it is determined whether the 
inappropriate output is a logic high or a logic low. If the 
inappropriate output is a logic high, then the output is 
grounded via the corresponding driver of one of the 
open collector driver circuits 42 and 44, and the mi 
crocontroller 34 recycles to sample a new subsystem 
input. If the inappropriate output is not a logic high 
output (i.e., it is an inappropriate low), the microcon 
troller 34 attempts to force the output high or to force 
the output of the succeeding inverting subsystem low, 
and then recycles to sample a new subsystem input. If a 
digital correction is not required (i.e., an analog correc 
tion is required) then it is determined whether or not the 
correction can be made without substitution of the out 
put from a different subsystem 22 (i.e., has the particular 
analog output failed completely?). If the correction can 
be made without subsystem substitution, then the volt 
age follower circuit 48 is employed to impress the ap 
propriate output on the line, and the microcontroller 34 
recycles to sample a new subsystem input. If the correc 
tion cannot be made without subsystem substitution, 
then a substitute output from an alternate subsystem 22 
is switched in place of the deficient output and one of 
the voltage followers 48 is employed to add a correc 
tion factor, so that the appropriate output is provided 
on the line. The microcontroller 34 then recycles to 
sample a new subsystem input. 
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As discussed above, a significant feature of the pres 

ent invention is that the microcontroller unit 28 is elec 
trically invisible to the electronic system 20, in that the 
microcontroller unit 28 does not operate in any manner 
which will diminish the reliability or the performance 
capability of the electronic system 20. This relates to the 
non-valid shutdown problem discussed above. The pri 
mary difficulty arises from the fact that in order to 
safely override an automatic shutdown which is pres 
ently commanded by the electronic system 20, we must 
be absolutely certain that it is in fact false. To ensure this 
result, in one embodiment, the microcontroller unit 28 is 
implemented as three or more separate and independent 
systems (i.e., three microcontroller units 28). Majority 
voting redundancy can then be employed to override a 
shutdown command if and only if a majority of mi 
crocontroller unit circuits agree that the shutdown is in 
fact non-valid. However, total triplication of all mi 
crocontroller unit circuits is often proscribed by the 
available space, power and cost restrictions endemic to 
a non-intrusive implementation into the electronic sys 
ten 20 (particularly an existing targeted system). In the 
embodiment of FIG. 6, the microcontroller unit 28 is 
divided into the microcontroller 34 (FIG. 3), digital to 
analog conversion circuitry and failure correction con 
trol circuitry. The only one of these components which 
must be triplicated is the microcontroller 34. (In an 
embodiment where a microprocessor is used instead of 
a microcontroller 34, the microprocessor and its associ 
ated RAM and ROM are triplicated.) The use cf three 
microcontrollers is for purposes of ensuring that the 
microcontroller unit 28 has extremely high reliability, 
so that the microcontroller unit 28 will not be the cause 
of a system failure. Of course, additional reliability can 
be achieved (if space permits) by increasing the number 
of microcontrollers even further. In the preferred em 
bodiment, three microcontrollers are chosen, so that 
majority triplicated voting redundancy can be em 
ployed, particularly where needed to ensure effective 
safety related functioning on the part of the microcon 
troller unit 28. Each microcontroller (34a, 34b, 34c) 
conducts the scan of all inputs and outputs of each tar 
geted subsystem in the electronic system 20. Upon de 
tection of a functional failure, i.e., a circuit output 
which is inappropriate for the circuit input, it signals 
this information to the triplicated voting hardware or 
fault tolerant voting circuitry 52. When the fault toler 
ant voting circuit 52 detects that a majority of the mi 
crocontrollers (34a, 34b, 34c) agree that the functional 
failure has occurred, it then signals each microcon 
troller (34a, 34b, 34c) to perform a self-test of each 
component of the non-triplicated microcontroller unit 
28 which was involved in the determination that a func 
tional failure occurred in the electronic system 20. 
Thus, self-test of the failure correcting control circuitry 
(e.g., circuits 42, 44 and 48 in FIG. 6) is unnecessary 
since it, like the fault-tolerant voting circuitry 52 is 
activated in a fault tolerant manner (e.g., two or more 
FET switches in series must be turned on in order to 
activate any of these items). The results of this testing is 
forwarded to the fault-tolerant voting hardware 52. If 
the fault-tolerant voting circuitry 52 determines that the 
majority of the microcontrollers 34a, 34b, 34c agree that 
all involved non-triplicated circuitry is functioning 
properly, it signals the majority microcontrollers to 
implement the correcting function on the output of the 
failed circuit in the electronic system 20. 
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As far as addressing the problem of non-valid shut 
downs is concerned, the above outlined process virtu 
ally affords the benefits of complete triplication of all 
components of the microcontroller unit 28 components 
though only the microcontroller 34 has been triplicated. 
If the majority of microcontrollers (34a, 34b and 34c) 
agree that the shutdown command issued by the elec 
tronic system 20 is non-valid, and they also agree that 
the non-triplicated circuitry that informed them of this 
situation is functioning properly, they override the shut 
down through activation of the fault-tolerant control 
circuitry 52. Only in the exceedingly rare case where 
the electronic system 20 has failed so that a non-valid 
shutdown has been generated and a non-triplicated 
component of the microcontroller unit 28 has simulta 
neously failed, will a non-valid system shutdown actu 
ally occur. 
An alternate to the embodiment illustrated in FIG. 6 

is one which is intermediate between total triplication of 
all components of the microcontroller unit 28 and tripli 
cation of the microcontroller 34 alone. In this embodi 
ment selected additional components of the microcon 
troller unit 28 are also triplicated with each of the tri 
plicated components dedicated to a particular mi 
crocontroller (34a, 34b or 34c). Once this additional 
circuitry is triplicated, it no longer needs to be tested by 
the microcontrollers (34a, 34b and 34c) prior to inter 
vention into the electronic system 20. It can in fact be 
utilized by the corresponding microcontroller (34a, 34b 
or 34c) in order to help perform the self-test of the 
remaining non-triplicated circuitry. The determination 
of which additional microcontroller unit circuitry 
should be triplicated can be established by predicted 
failure rate and/or circuit criticality considerations. It 
is, of course, limited by the space restrictions resulting 
from the overall requirement of non-intrusive insertion 
into available space in the electronic system 20. 
As discussed above, the method and system of the 

present invention can be applied to existing electronic 
systems 20 or may be incorporated into new electronic 
systems 20, particularly where only a limited space is 
available for circuit redundancy. An example of an 
existing system to which an embodiment of the method 
and system of the present invention has been applied, is 
the MK 48 heavyweight torpedo manufactured by 
Gould Inc. In accordance with the method of the pres 
ent invention, a pareto analysis was performed for the 
functional item replacement (FIR) packages which 
form the electronic systems for controlling the torpedo. 
Based on an analysis of the failure history of the MK 48 
torpedo, it was determined that the vast majority of 
failures were caused by two of the FIR packages in the 
torpedo, the gyro control unit (GCU) and the command 
control unit (CCU). Referring to FIG. 1, the gyro con 
trol unit and the command control unit each correspond 
to separate electronic systems 20 (FIG. 1), while the 
torpedo can be considered as an overall system for 
which a pareto analysis was performed on the elec 
tronic systems 20 making up the overall system. Then, 
for each of the subsystems present in the GCU and the 
CCU, a pareto analysis was performed to determine 
which of the subsystems 22 should be targeted subsys 
tems connected to the microcontroller unit 28, 
The only modification necessary to the GCU for 

application of the microcontroller unit 28 is the drilling 
of four holes in the GCU chassis casting. After the 
microcontroller unit 28 is electrically connected to the 
master interconnection board 24 of the GCU, the mi 
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14 
crocontroller unit 28 is bolted to the GCU chassis using 
the drilled holes, and is located in an unused space 
within the GCU FIR package. In addition, several sub 
assemblies can be cabled through the microcontroller 
unit 28 instead of being directly attached to the master 
interconnection board 24. Based on the functional pa 
reto analysis of the subsystems of the gyro control unit 
the following targeted subsystems (corresponding to 
subsystems 22a and 22c in FIG. 2) were selected: the 
gyroscopes, stepper mechanism, gyro monitor/shut 
down circuitry, gyro driver page assembly, anti-self 
homing (ASH)-interface page assembly, and gyro 
power supply page assembly. A brief discussion of the 
operation of the gyro control unit and of selected ones 
of these subsystems, follows. 
The gyro control unit steers the torpedo by hydrauli 

cally positioning steering fins in response to command 
signals which drive a closed servo control loop. When 
the torpedo is on its commanded course, the command 
signals are nulled out by feedback signals generated 
from torpedo body position and rate changes. Com 
mand signals are initiated by: (1) the preset yaw course 
established while the torpedo is still in the launch tube; 
(2) the command control unit; and (3) the homing con 
trol unit. All steering commands are carried out by 
GCU directed fin control regardless of origin. The 
torpedo follows the preset course until it reaches an 
"enable point" where it begins to follow direct homing 
commands (from the homing control unit). The com 
mand control units controls the torpedo path prior to 
the enable point. 
The torpedo attitude is determined by gyroscopically 

stabilized yaw, pitch and roll signals. The GCU con 
tains a directional gyro for yaw reference, and a vertical 
gyro for pitch and roll reference, The GCU also con 
tains a rate gyro which outputs three signals for yaw 
rate, pitch rate and roll rate, respectively. The rate 
signals are not used to determine torpedo position but 
instead are used to smooth out turn maneuvers through 
feedback. The GCU also contains a modified direc 
tional gyro known as an anti-circular run gyro (ACR) 
which is employed to prevent the torpedo from circling 
and hitting the launch vessel. 

FIG. 7 is a block diagram of the yaw axis control loop 
of the GCU and its connection to a fire control preset 
circuit 60 on the launch vessel. The yaw axis control 
loop sums all possible yaw command inputs (i.e., preset 
course command and CCU guidance commands) and 
adds to the output from a directional gyro (or yaw 
gyro) 54 to generate a yaw error R2 signal which is a 
proportional fin control signal. The yaw error R2 signal 
is generated whenever the torpedo yaw heading differs 
from the commanded heading. Steering commands are 
inserted into the yaw axis control loop via control dif 
ferential transformers included in a stepper mechanism 
56 and an azimuth servo 58. Upon command, the con 
trol differential transformers add or substract any de 
sired electrical angle to the reference output of the 
directional gyro 54 to produce the desired commanded 
heading. The fire control preset circuit 60 provides the 
preset course signal to the azimuth servo 58 which 
provides a command signal (based on the preset course 
signal, the CCU guidance command signal and the out 
put of the directional gyro 54) to a Scott T transformer 
62. The Scott T transformer 62, in turn, generates the 
yaw error R2 signal which is used to turn the fins. The 
directional gyro 54 receives torpedo body position feed 
back data from the fins and provides a feedback signal 
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to the stepper mechanism 56. After the torpedo is fired, 
the fire control preset circuit 60 (which is on the launch 
vessel) cannot provide the preset course signal to the 
azimuth servo 58. Of course, the launch vessel can radio 
wire command signals to the torpedo as explained in 
detail below. 
By applying the method of the present invention to 

the yaw control loop illustrated in FIG. 7, a failure in 
the directional gyro 54, the stepper mechanism 56, or 
the azimuth servo 58 is detected. For example, if the 
stepper mechanism 56 receives a CCU guidance com 
mand for a 2 turn of the stepper mechanism 56 and the 
stepper mechanism 56 becomes stuck, this is detected 
because the yaw error R2 signal should have a 2 
change which does not occur. Accordingly, the mi 
crocontroller unit 28 of the present invention stores an 
error code indicating that the stepper mechanism 56 
malfunctioned, and if the microcontroller unit 28 is in 
the correction mode, a correction factor is added to the 
Scott T transformer 62. Alternatively, if the azimuth 
servo 58 is not functional, so that a course cannot be 
preset, a correction signal can be added to the input of 
the Scott T transformer based on the preset course 
signal received by the microcontroller unit 28. 

FIG. 8 is a block diagram of the application of the 
microcontroller unit 28 (labelled 28a to distinguish from 
FIG. 12) of the present invention to correct for failures 
in an anti-circular run gyro 66 and in gyro monitor/- 
shutdown circuitry 68. The directional gyro 54, the yaw 
rate gyro 64 and the ACR gyro 66 are all connected to 
receive torpedo yaw plane body position information. 
The ACR gyro is used to determine whether the tor 
pedo turns past a predetermined shutdown angle that 
endangers the vessel that launched it, and, if it does, 
causes the torpedo to shut down. The shutdown mecha 
nism of the ACR gyro 66 is a shutter mechanism which 
protrudes in front of a lamp when the torpedo turns past 
the shutdown angle. When this occurs, the ACR gyro 
66 generates an ACR shutdown signal which is pro 
cessed by the gyro monitor/shutdown circuitry 68. If 
the ACR shutdown signal passes correctly through the 
gyro monitor shutdown circuitry 68, a shutdown signal 
is generated and the torpedo is shut down. In addition, 
to provide a partially redundant shutdown circuit, the 
existing GCU utilizes the same ACR gyro lamp output 
to control a counter. This counter in the gyro monitor/- 
shutdown circuitry 68 counts up. Then, when the tor 
pedo turns past the shutdown angle, the counter starts 
to count down at twice the count-up rate, and when it 
attains a count of zero, the shutdown signal should be 
generated. Thus, shut down should occur at half the 
distance in which the torpedo left the launch vessel in 
order to prevent a critical failure. In this embodiment of 
the present invention, the microcontroller unit 28a re 
ceives the shutdown lamp outputs of the ACR gyro 66 
and also conducts its own count-up, count-down func 
tion to override a shutdown signal or cause a shutdown 
signal where necessary. However, instead of employing 
only the mechanical lamp/shutter ACR gyro output to 
inform it that the torpedo has exceeded a shutdown 
angle, the microcontroller unit 28a also uses the ACR 
synchro outputs of the ACR gyro 66, the directional 
gyro synchro outputs output by the directional gyro 54 
and the yaw rate output signal from the yaw rate gyro 
64 (i.e., the microcontroller unit 28a integrates the yaw 
rate information). Based on all these sources of yaw 
information, the microcontroller unit 28a determines 
whether the shutdown angle has been exceeded and 
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16 
determines whether or not the gyro monitor/shutdown 
circuitry 68 is defective (Failure point 1 in FIG. 8). Of 
course, it is also possible to have a failure in the shutter 
mechanism or the LED mechanism in the ACR gyro 66 
(Failure point 2 in FIG. 8). The microcontroller unit 28 
can also override or cause a shut down to occur in this 
instance by determining the correct yaw plane body 
position based on all of the above-mentioned sources of 
yaw information. 

FIG. 9 is a block diagram of the application of the 
microcontroller unit 28a to the gyro control unit to 
correct for the failure of the directional gyro 54. As 
noted above, the directional gyro 54 spins up and gener 
ates directional gyro synchro outputs for input to the 
yaw steering circuit 55. The preset course signal is in 
jected into the yaw steering circuit (by the fire control 
preset circuit 60) which generates a yaw error R2 signal 
(fin command) for turning the fins of the torpedo. When 
the torpedo turns as a result of the fin command, the 
turning torpedo causes the directional gyro 54 to 
change its directional gyro synchro outputs, thereby 
cancelling the yaw error R2 signal and removing the 
command to turn the fins. Accordingly, even a slight 
failure in the directional gyro 54 can cause extensive 
drift over the entire run of the torpedo, thereby causing 
the torpedo to be far off target. According to the 
method and system of the present invention, the direc 
tional gyro synchro outputs, the ACR synchro outputs 
and the yaw rate output (which is integrated by the 
microcontroller unit 28a ) are sampled to determine 
whether the directional gyro 54 is accurate. If it is deter 
mined that the directional gyro 54 has failed, the ACR 
gyro 66 is switched to provide inputs to the yaw steer 
ing circuit 55 (i.e., the ACR synchro outputs replace the 
directional gyro synchro outputs as inputs to the yaw 
steering circuit 55, and the microcontroller unit 28a 
provides a correction factor because the ACR gyro 66 
and the directional gyro 54 start-up at different angles). 
FIGS. 10A and 10B form a block diagram of the 

microcontroller unit 28a of the present invention which 
is connected to the gyro control unit of the torpedo. 
The heart of the microcontroller unit 28a is a microcon 
troller 70 which corresponds to the microcontroller 34 
in FIG. 3. In the preferred embodiment, three mi 
crocontrollers 70 are employed and a model 8751 sin 
gle-chip microcomputer manufactured by Intel is used 
for each of the microcontrollers 70. The model 8751 
microcontroller is employed because of its internal 
memory capability, counters, clock oscillators and its 
ability to function as a Boolean processor. For conve 
nience, only one of the microcontrollers 70 is shown in 
FIGS. 10A and 10B. 
The correlation of the system of the present invention 

as illustrated in FIG. 3 with the particular embodiment 
of the present invention illustrated in FIGS. 10A and 
10B is as follows: the data acquisition circuit 32 in FIG. 
3 substantially corresponds to a multiplexer 72, a data 
acquisition system 74, an RMS to D/C converter 76, a 
wired-or multiplexer logic circuit 78, a signal condition 
ing circuit 80 and an I/O port 82 in FIG. 10A; the 
EEPROM36 in FIG.3 corresponds to an EEPROM 84 
in FIG. 10B; the display circuit 37 in FIG. 3 corre 
sponds to a display circuit 85 in FIG. 10B; the I/O port 
40 in FIG. 3 corresponds to an I/O port86 in FIG. 10B; 
the open collector driver circuit 42 in FIG. 3 corre 
sponds to the open collector drivers 88 and 90 in FIG. 
10B; the open collector driver circuit 44 in FIG. 3 cor 
responds to the open collector drivers 92 in FIG. 10B; 
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the digital to analog converter circuit 46 in FIG. 3 
corresponds to the digital to synchro resolver circuit 94 
in FIG. 10B; and the I/O port 38 in FIG. 3 which pro 
vides an output to the interrupt cable interface 31, cor 
responds to the I/O port 86 in FIG. 10B. In addition, 
the microcontroller unit 28a illustrated in FIGS. 10A 
and 10B includes a reset control circuit 96 for resetting 
the unit upon power start-up, a counter circuit 98 for 
use with the anti-self-homing circuitry and the clock 
signal, a clock generator 100 for generating a 10 MHz 
clock signal and a peripheral counter 102 for use in 
performing certain of the counting operations required 
for the particular application of the microcontroller unit 
28a of the present invention to the gyro control unit. 
Although the microcontroller 70 includes some counter 
capabilities, for the application of the microcontroller 
unit 28a of the present invention to the gyro control 
unit, it is necessary to supply additional counters 98 and 
102. The microcontroller unit 28a also includes a latch 
circuit 104 and a decoder circuit 106 which are con 
nected to select which peripheral circuits are to be 
active. 
The multiplexer 72 receives two inputs (pins 1 and 2) 

from the directional gyro 54 (FIG. 9) which are pro 
cessed by the gyro monitor and indicate whether the 
gyroscope is sufficiently spun up for launch. Sometimes, 
despite the fact that the directional gyro 54 is suff 
ciently spun up, the two signals are inaccurately pro 
cessed by the gyro monitor and the torpedo is not 
launched. Therefore, the microcontroller 70 processes 
these signals and, if necessary, overrides the output of 
the gyro monitor by generating a signal on the gyro 
monitor output of the open collector drivers 88. The 
multiplexer 72 receives similar signals (on pins 3 and 4) 
and a similar check is performed with respect to the 
vertical gyro which controls pitch and roll (in contrast 
to the directional gyro which controls yaw). The multi 
plexer 72 receives two synchro outputs from the pitch 
gyro (pins 5 and 6) and two synchro outputs from the 
roll gyro (pins 7 and 8) for processing by the microcon 
troller 70. In addition, the multiplexer 72 receives the 
yaw error signal (pin 9), corresponding to the yaw error 
R2 signal discussed above with respect to FIGS. 7 and 
9, which includes the summed output from the yaw 
control loop that is provided to control the movement 
of the fins. For monitoring purposes, the multiplexer 72 
receives a cosine yaw signal (pin 10) to determine 
whether the portion of the anti-circular run circuitry 
which generates the cosine yaw signal is operating 
properly. The multiplexer 72 receives yaw rate informa 
tion (pin 11) for integration by the microcontroller 70 to 
provide a source of yaw body position information as 
discussed above. In addition, the yaw rate information is 
used to correct for a failure in circuitry which shuts 
down the torpedo if the yaw rate information is exces 
sive (indicating the torpedo is operating wildly). Simi 
larly, pitch rate (pin 12) and roll rate (pin 13) informa 
tion are input to the multiplexer 72 for integration by 
the microcontroller 70, and shut down occurs if the rate 
is excessive. 
The output of the multiplexer 72 is provided to the 

data acquisition system 74 (pin 1) via the RMS to DC 
converter 76. In an alternate embodiment, in order to 
increase sampling speed, a separate RMS to DC con 
verter 76 can be dedicated to each of the AC input 
signals. The outputs from the separate RMS to DC 
converters 76 are then input to the multiplexer 72. The 
data acquisition system 74 has three inputs (pins 2, 3 and 
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4) for sampling power supplies within the gyro control 
unit. This is particularly important because if one of the 
power supplies fails, there may be a critical failure (for 
example, the gyro monitor/shutdown circuitry 68 
(FIG. 8) may be turned off, while the torpedo motor is 
not). Therefore, the microcontroller 70 generates a 
shutdown signal if any one of the power supplies fail. It 
should be noted that the microcontroller 70 is capable 
of receiving supplemental power from large capacitors 
(not shown) which provide sufficient power to the mi 
crocontroller 70 to have it go through at least one cycle 
and produce a shutdown signal to shut down the tor 
pedo. The data acquisition system 74 also receives the 
ACR gyro synchro outputs (pins 7, 8 and 9) and the 
directional gyro synchro outputs (pins 10, 11 and 12) as 
discussed above with respect to FIG. 8. In an alternate 
embodiment, the ACR synchro outputs and the direc 
tional gyro synchro outputs are provided to a synchro 
to digital converter which provides inputs to the data 
acquisition system 74. 
The wired-or multiplexer logic circuit 78 is con 

nected to receive outside inputs for which the mi 
crocontroller must be interrupted immediately, due to 
the significant nature of these inputs and the require 
ment that a counting operation begin immediately. The 
wired-or multiplexer logic circuit 78 receives a signal 
indicating that the torpedo has turned past a shutdown 
angle (pin2), at which time the microcontroller 70 must 
begin to count down to zero (at which time shut down 
occurs). This counting function is performed by the 
counter 98. The wired-or multiplexer logic circuit 78 
also receives inputs to the stepper mechanism 56 (FIG. 
7) which are counted up or down by the counter circuit 
102. The wired-or multiplexer logic circuit 78 also re 
ceives a preset motor control signal for actuation of the 
preset motor interrupt counter 102. Further, the wired 
or multiplexer circuit 78 receives an output from the 
alternator of the torpedo motor every time the alterna 
tor changes phase, and this signal is counted up and 
down for use in the anti-self-homing function. The 
wired-or multiplexer logic circuit 78 provides a count 
signal to the corresponding portion of the counter 102 
immediately upon receipt of an input and sends an inter 
rupt signal to the microcontroller 70. The wired-or 
multiplexer logic circuit 78 provides an interrupt signal 
to input INT 0 of the microcontroller 70 when the 
shutdown angle signal (pin 2) is received, and provides 
an interrupt signal to input INT 1 of the microcontroller 
70 if one of the other interrupt signals are received by 
the wired-or multiplexer logic circuit 78. Then, these 
other signals are provided to the signal conditioning 
circuit 80 (pins 1, 2 and 3) and the I/O port 82 so that it 
can be determined which of the signals has triggered the 
INT 1 input to the microcontroller 70. 
The remaining inputs to the signal conditioning cir 

cuit 80 and the I/O port 82 are digital inputs used by the 
microcontroller 70 to determine whether appropriate 
output are being generated. A speed align signal (pin 4) 
is an output of the anti-circular run gyroscope which 
indicates that the gyroscope is spun up for launch. A 
fire signal (pin 5) indicates that the torpedo is ready for 
firing. A fin unlock signal (pins 6 and 18) indicates that 
fin unlock has taken place. Since fin unlock should take 
place 0.8 second after firing, the microcontroller 70 uses 
an internal timer and causes fin unlock to occur through 
an override if it does not detect the fin unlock signal on 
pins 6 and 18. A rate ACR inhibit signal (pin 7) indicates 
that the torpedo should not be shut down even if the 
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ACR rate is exceeded. A shutdown signal (pin 8) corre 
sponds to the shutdown signal (pin 2) input to the 
wired-or multiplexer logic circuit 78. An ASH in/out 
signal (pin 9) indicates whether or not the anti-self-hom 
ing function is to be employed. An enable signal (pin 10) 
indicates the point at which the torpedo starts to home 
in on the target. In particular, the torpedo is first fired in 
the general direction of a target, and when it has trav 
elled a certain distance, its homing mechanisms are 
enabled and it starts to home in on the target. A tube 
exercise signal (pin 11) indicates whether the torpedo is 
in the tube and a course is being preset, or whether the 
torpedo has been launched. A gyro monitor switch 
signal (pin 12) is an output of the gyro monitor which 
indicates that the directional gyro, the vertical gyro and 
the ACR gyro are sufficiently spun up (the correspond 
ing inputs have been discussed above for pins 1 to 4 of 
the multiplexer 72). Thus, the microcontroller 70 
checks on the correspondence of the output of the gyro 
monitor switch signal to the inputs to the multiplexer 
72. An ACR 75" signal (pin 13) corresponds to the 75' 
output of the ACR gyro. An ACR clutch coil signal 
(pin 14) is a signal which realigns the shutdown angle 
(by realigning the clutch coil) once the enable point has 
been reached. A shutdown record signal (pin 15) is an 
output from the gyro control unit indicating that a shut 
down signal has been generated. A shutdown alert sig 
nal (pin 16) indicates that a shut down will occur 
shortly. An ASH inhibit signal indicates that the anti 
self homing function is not to be employed. Shutdown 
output signals (pins 19, 21 ad 22) indicate that a particu 
lar shutdown signal has been generated. A warhead 
disarm switch signal (pin 20) indicates that the warhead 
has been disarmed. The microcontroller 70 receives all 
of these inputs and outputs and determine whether each 
input causes the appropriate corresponding output to be 
generated. 
The clock circuit 100 is used both as the microcon 

troller clock to generate the timing for certain opera 
tions (for example, the sequence of fire, fin unlock, rate 

- ACR, ACR 75' and clutch delay), and as well to pro 
vide the timing for the auxiliary counter circuit 102. 
The microcontroller 70 has a monitor/correct input 
which indicates whether the microcontroller is operat 
ing only in the monitor mode or in the monitor and 
correct mode. The open collector drivers 88 and 90 are 
used to control corresponding ones of the outputs of the 
subsystems of the gyro control unit which must be 
forced high and low, and another set of open collector 
drivers 92 is driven directly by the microcontroller 70 
to control the critical output lines: warhead disarm, 
ACR shutdown, torpedo shutdown, etc. These outputs 
are driven directly by the microcontroller 70 to lessen 
the possibility of a failure because of intervening cir 
cuitry. The digital to synchro converter circuit 94 is 
essentially a digital to analog converter circuit which 
provides an analog correction signal to the Scott T 
transformer 62 (FIG. 7). 
The microcontroller 70 in FIG. 10B operates in the 

manner described above with respect to the flow chart 
of FIG. 5. FIG. 11 is a flow chart for describing in detail 
the particular portions of the flow chart in FIG. 5 relat 
ing to analog error detection, the provision of a correc 
tion signal, and/or the substitution of an alternate sub 
system, as they relate to the system of FIGS. 10A and 
10B. After start-up, a first block of data is sampled and 
stored, and a 100 ms timer is started for time-out of the 
processing of the digital data. Once this time period has 
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elapsed, a second block of data is sampled and stored 
during a second scan and processing of this digital data 
is performed until 100 ms has elapsed. It should be noted 
that, during the first scan, since only one set of data is 
available, no processing takes place. Thus, the actual 
processing of data does not take place until at least two 
sets of data are available. The remainder of the flow 
chart of FIG. 11 (after the second data sampling block) 
describes this processing. First, it is determined whether 
the second ACR gyro data minus the second yaw gyro 
data is less than an error. If it is not less than an error 
then the differences between the two sets of ACR gyro 
data, yaw gyro data, and yaw rate gyro data are com 
puted, and it is determined whether the difference be 
tween the ACR gyro data and the yaw rate gyro data 
(integrated over time) is less than an error. If so, then 
the microcontroller 70 determines that the yaw gyro 
(i.e., directional gyro) is defective or bad and that it will 
be necessary to substitute the ACR gyro into the yaw 
steering loop fos the yaw gyro. The correction angle is 
computed (the delta of the ACR gyro data minus the 
sum of the stepper mechanism signal and the preset 
course signal) and the output correction angle is pro 
vided to the digital to synchro converter circuit 94. If 
the delta of the ACR gyro minus the integrated delta of 
the yaw rate gyro is greater than an error, then it is 
determined that the ACR gyro is bad. If the ACR gyro 
is bad or if the difference beteen the second ACR gyro 
data and the second yaw gyro data is less than an error, 
then it is determined whether the stepper mechanism or 
the preset motor is defective based on the input and 
output data. If one of the preset motor or the stepper 
mechanism is defective, then a correction angle is com 
puted (the delta of the yaw gyro data minus the sum of 
the stepper mechanism signal and the preset course 
signal) and the correction angle is output to the digital 
to synchro converter circuit 94. If neither the stepper 
mechanism nor the preset motor is defective, then it is 
determined whether the delta of the yaw gyro data 
minus the sum of the stepper mechanism signal and the 
preset course signal, minus the yaw error is less than an 
error. If not, then the stepper motor/preset motor error 
bit is set and a correction angle is output to the digital to 
synchro converter circuit 94. Once the yaw data has 
been processed by the microcontroller 70, it is then 
determined whether the difference in pitch data minus 
the difference in pitch rate data (integrated over time) is 
less than an error. If so, then it is determined whether 
the roll angle is greater than tS0 and if it is not, then 
the microcontroller 70 recycles to sample more data. If 
the roll angle is greater than 50, then a shutdown 
signal is generated. If there is an error in the pitch gyro 
or the pitch rate gyro, then it is determined which of the 
gyros is bad (in which case a correction is made) or 
whether the pitch command was being updated. Then, 
the roll angle is checked and the microcontroller 70 
either recycles to sample more data or a shutdown 
signal is generated based on this determination. 

FIG. 12 is a block diagram of the connection of a 
microcontroller unit 28b of the present invention to a 
portion of the command control unit of the torpedo. 
While the torpedo is, in general, a self-homing self-guid 
ing device, the launch vessel can exhibit some degree of 
control even after the torpedo has been launched. In 
particular, upon launch, a long wire is spun out from the 
submarine and from the torpedo at the same time. On 
this wire, there is a single rest tone frequency which is 
constantly transmitted to the torpedo. When it is de 
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sired to change the command, the rest tone is inter 
rupted and a wire tone of a selected tone frequency 
(different from the rest tone) is transmitted as a wire 
command. This wire command is received by a tone 
filter circuit 110 comprising a plurality of tone filters 
112. The tone filters 112 are active filters which reso 
nate only at different predetermined wire command 
frequencies. Therefore, if a wire command is preceded 
and followed by a rest tone and input to the tone filters 
112, only one of the tone filters should provide an out 
put to a tone decoder 114 which in turn provides an 
output to a clock latch circuit 116 for generating com 
mand change outputs to change one of the run parame 
ters (e.g., pitch or yaw, homing algorithm, etc.) The 
microcontroller unit 28b counts the wire command 
frequency and detects whether or not the output of the 
tone decoder is appropriate for the particular wire com 
mand. If the microcontroller unit 28b detects an inap 
propriate output from the tone decoder, it effects a 
change either through the input of the tone decoder 114 
or through a change directly on the appropriate one of 
the command change outputs. The microcontroller unit 
28b is also used to monitor the operation of a number of 
relays in the command control unit, which may fail to 
switch properly. 

FIGS. 13A and 13B form a block diagram of an em 
bodiment of the microcontroller unit 28b of FIG. 12 
which is used to monitor and/or correct the operation 
of the command control unit (CCU) of the MK 48 tor 
pedo. The microcontroller unit 28b is shown connected 
to the tone filter circuit 110 and the docoder circuit 114 
of the command control unit. Referring to FIG. 3 and 
to FIGS. 13A and 13B, the following correspondence 
exists: the data acquisition circuit 32 in FIG. 3 corre 
sponds to a signal conditioning circuit 118, a frequency 
to voltage converter circuit 120, a multiplexer 122, a 
sample and hold circuit 123, an analog to digital con 
verter circuit 124, a signal conditioning circuit 126, a 
signal control circuit 128, a signal conditioning circuit 
130, and I/O ports 134 and 136; the microcontroller 34 
corresponds to the microcontroller 108 in FIG. 13B; the 
EEPROM 36 in FIG. 3 corresponds to an EEPROM 
138 in FIG. 13B; the display circuit 37 in FIG. 3 corre 
sponds to a display circuit 139 in FIG. 13B; the digital 
to analog converter circuit 46 and the voltage follower 
circuit 48 in FIG. 3 correspond to the D/A converters 
140 and 142 and the buffer circuits 144 and 146 in FIG. 
13B; the open collector driver circuit 44 in FIG. 3 cor 
responds to the signal conditioning circuit 148 in FIG. 
13B; the open collector driver circuit 42 in FIG. 3 cor 
responds to the signal conditioning circuits 150 and 151 
and the output port 153 in FIG. 13B; and the I/O port 
38 in FIG. 3 which is connected to the interrupt cable 
interface 31, corresponds to portions of the signal con 
ditioning circuits 150 and 151 and the output port 153 in 
FIG. 13B. The microcontroller unit of FIG. 13B also 
includes a reset control circuit 152 for resetting the 
circuitry when the power is turned on, a latch circuit 
154, a decoder circuit 156 for connection to the periph 
eral circuits, a crystal oscillator 158 for providing a first 
clock signal, a counter 160 for generating a second 
clock signal and a logic circuit 162. 
As discussed above, a wire command is provided to 

the tone filters 110 and to the frequency to voltage 
converter circuit 120 (via the signal conditioning circuit 
118) which acts as a counter. This converted signal is 
provided to the multiplexer 122 as are a plurality of 
pairs of presets and readbacks for relays in the com 
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mand control unit. The microcontroller 108 determines 
whether the outputs of the relays are appropriate for the 
inputs and impresses a corrected output signal via the 
appropriate one of the digital to analog converters 140 
and 142 and the buffer circuits 144 and 146 if the output 
is inappropriate for the input. In addition, the microcon 
troller 108 receives the output of the tone filters 110 as 
well as the output of the tone decoder circuit 114 (via 
the inputs to the multiplexer 122) and determines (based 
on the output of the frequency to voltage converter 
circuit 120) whether the tone decoder 114 is generating 
the correct output. 
The signal conditioning circuit 130 receives an addi 

tional group of preset inputs for monitoring by the mi 
crocontroller 108. Additional presetter inputs are also 
received by the I/O port 136 for monitoring by the 
microcontroller 108. The inputs to the logic circuit 162 
are used to enable manipulation of the telecommunica 
tions between the torpedo and the launch vessel and to 
inform the launch vessel that corrections have been 
made. The digital to analog converter circuits 140 and 
142 and the buffer circuits 144 and 146 are formed of 
operational amplifiers which are used to force the read 
backs of the relays to be in the proper state, and the 
outputs of the signal conditioning circuit 150 are used to 
properly set and reset the two position relays where 
required. The outputs of the signal conditioning circuit 
148 are used to override selected relay outputs. In gen 
eral, the operation of the microcontroller 108 is quite 
similar to the operation of the microcontroller 70 in 
FIGS. 10A and 10B in that the microcontroller 108 also 
receives a plurality of inputs and outputs, determines 
whether an input produces an appropriate correspond 
ing output, records any errors and corrects for those 
errors on the corresponding erroneous output. Thus, a 
detailed explanation of the various inputs and outputs of 
the command control unit is omitted. 
As illustrated in FIG. 14, there are two sequences or 

modes of operation for the command control unit. The 
first is for a prelaunch mode and the second is for a 
postlaunch mode. The operation of the microcontroller 
108 is as illustrated by the flow chart of FIG. 5 dis 
cussed above. The flow charts of FIGS. 15, 16A and 
16B describe the details of operation of the microcon 
troller 108 as it pertains to its monitoring and correcting 
functions for the command control unit. 

FIG. 15 is a flow chart for describing the prelaunch 
mode of operation of the microcontroller 108, while 
FIGS. 16A and 16B form a flow chart for describing the 
postlaunch mode of operation of the microcontroller 
108. During prelaunch, the presets and readbacks are 
input through a wire which is an umbilical cable con 
necting the torpedo to the launch vessel. However, 
once launch has occurred, there is no more presetting 
through the umbilical cable and all presets must come 
through the tone wire. The primary sources of failure 
within the command control unit relate to the digital 
presetters, the analog presetters, the tone wire and the 
tone filters. After launch, the only function of the tone 
wire is to change the presetters, so that after launch the 
microcontroller 108 is primarily concerned with moni 
toring the wire command input and determining 
whether a wire command input causes a relay change. 
That is, after launch the tone filters 112 are actuated 
only to change the relays. 

Referring to FIG. 15 which is a flow chart of the 
prelaunch mode of operation of the microcontroller 
108, when the power is turned on a self test is performed 
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and registers and timers are initialized. The data sam 
pling rate is synchronized to the falling edge of PE 
which is one of the clock signals generated on the basis 
of the clock circuit 158. Next, the analog presets and 
readbacks are scanned, the preset/readback pairs which 
are unequal, are recorded, and differences are computed 
(these are the multiposition relays which have a preset 
and a readback which will equal the preset unless the 
relay becomes stuck). Then the digital presets and bit 
latches are scanned and the inequalities recorded (these 
are the two position relays). It is then determined 
whether the next falling edge of a PE pulse has been 
detected (i.e., has there been sufficient time for the re 
lays to change?). If so, it is determined whether the 
difference between the preset/readback pairs has been 
reduced by one bit. If not, then the presets which fail to 
respond to the clock signal are recorded in the EE 
PROM 138, the appropriate one of the digital to analog 
converter circuits 140 and 142 is activated, and the 
selected digital to analog converter circuit is adjusted to 
the correct value. Normally, the information that a 
presetter relay defect has occurred is read back to the 
launch vessel and the launch vessel will not launch the 
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torpedo when it receives this information. Therefore, 
simultaneous with the correction for the relay failure, 
the readback signal is overridden to make the launch 
vessed unaware that a relay failure occurred. It is next 
determined whether the digital presets and bit latches 
are equal. If so, then it is determined whether the tor 
pedo is still in the prelaunch mode (tube exercise and 
fire) or in the postlaunch mode. If the digital presets and 
bit latches are not equal, then the digital presets which 
failed to latch are recorded in the EEPROM 138 and 
the appropriate override bits are activated to override 
the faulty digital presets. It is then determined whether 
the command control unit is still in the prelaunch mode 
and if so the microcontroller 108 recycles to scan addi 
tional analog presets and readbacks. 

Referring to FIGS. 16A and 16B, in the postlaunch 
mode of operation, the output of the frequency to volt 
age converter circuit 120 is scanned and it is determined 
whether or not the rest tone is present. If the rest tone 
is present, then the microcontroller 108 recycles and 
continues to scan the frequency to voltage converter 
circuit 120 until the rest tone is not present, at which 
time the tone filters 112 are scanned and any output 
recorded. An error code is recorded in the EEPROM 
138 for any incorrect outputs from the tone filters 112 
not corresponding to the tone wire frequency scanned 
from the output of the frequency to voltage converter 
circuit 120. Then an override reset is performed on all 
filter outputs which do not correspond to the tone wire 
frequency, and an override set is performed on all filter 
outputs corresponding to the tone wire frequency. 
Next, timing operations are performed as a validation 
scheme to ensure the proper sequence of rest tone, wire 
command and rest tone. If the proper validation scheme 
is not presented, then all overrides are cancelled, and it 
is determined whether or not operation is to be in the 
prelaunch mode or the postlaunch mode. Referring to 
FIG. 16B, if the proper validation scheme is presented, 
and if a wire command has been received, the wire 
command is synced with the clock signal and it is deter 
mined whether the wire command change affects in 
analog preset. If so, then the wire command change line 
is monitored until the time has expired for the change to 
take place, at which time it is determined whether the 
change has taken place. If not, then an error message is 
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recorded in the EEPROM 138, the clock is disabled and 
the desired change is instituted via override control to 
preset the relay based on the wire command input. It is 
then determined whether the prelaunch block or the 
postlaunch block should be reentered, and the mi 
crocontroller 108 recycles accordingly. If the wire 
command change does not affect an analog preset, then 
the wire command change is monitored until the inter 
val for the change has expired, at which time it is deter 
mined whether the appropriate change has taken place. 
If not, then an error message is recorded in the EE 
PROM 138 and the desired change is instituted via 
override control. After the override, it is then deter 
mined whether the prelaunch block or the postlaunch 
block should be entered and the microcontroller 108 
recycles accordingly. 
The operation of the method and system of the pres 

ent invention is as follows. An electronic system 20 
(FIG. 1) having subsystems 22 for performing different 
functions, is analyzed to determine which of the subsys 
tems 22 are most likely to cause a failure. Those subsys 
tems most likely to cause a failure are targeted and a 
microcontroller unit 28 is connected to the inputs and 
outputs of the targeted subsystems (e.g., 22a and 22c). 
The microcontroller unit 28 includes a microcontroller 
34 (FIG. 3) which monitors the inputs and outputs from 
the targeted subsystems 22, generates an error signal 
when an inappropriate output is generated for a corre 
sponding input, and stores an error code in the EE 
PROM 36. In addition, the microcontroller 34 is capa 
ble of generating a correction signal for correcting for 
the inappropriate output. If the correction which is to 
be made is a digital correction, this correction is made 
through one of the outputs of the open collector driver 
circuit 42 (via the I/O port 40) or through one of the 
outputs of the open collector driver circuit 44. The 
open collector driver circuit 44 is directly connected to 
the output of the microcontroller 34 for use in generat 
ing corrected output signals for those outputs which are 
most critical to the operation of the electronic system 
20. If the correction which is to be made for the inap 
propriate output is an analog correction, this correction 
is made through the digital to analog converter circuit 
46 and the voltage follower circuit 48. For analog cor 
rections, the voltage followers are employed to impress 
the correct analog signal on the inappropriate output. In 
the preferred embodiment of the method and the system 
of the present invention three microcontrollers 34a, 34b 
and 34c(FIG. 6) and triplicated voting hardware 52 are 
employed to ensure that a failure in one of the mi 
crocontrollers will not impair the reliability of the elec 
tronic system 20 to which it is connected. 
The system of the present invention may be imple 

mented for numerous types of electronic systems 20. 
For example, the method and system of the present 
invention could be applied to the electronic systems in 
ground based radar, avionics systems, nuclear power 
plants, medical electronic systems, weapons systems, 
torpedoes, missiles, fire control systems, etc. Further, 
the system may be implemented only to the degree 
which is necessary to improve the reliability of the 
system to an acceptable level. For example, for certain 
types of electrical systems, it may be that only a limited 
number of inputs and outputs from a single subsystem 
need to be targeted for monitoring and/or correction by 
the microcontroller unit 28 of the present invention. 
However, where necessary, the method and system of 
the present invention may be expanded to monitor and 
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Mor correct numerous inputs and outputs for a large 
number of subsystems. The method and system of the 
present invention provide significant advantages in im 
proving the reliability of both existing electronic sys 
tems and newly designed electronic systems into which 
the method and system of the present invention may be 
incorporated. The method and system of the present 
invention perform all failure correction and analysis on 
a functional level, so that it is only necessary to monitor 
selected inputs and outputs to determine whether the 
monitored electronic system 20 is operating correctly. 
Further, the correction for an inappropriate output may 
be carried out without any need for detecting the pre 
cise cause of the subsystem failure. Instead, the inappro 
priate output is merely detected and corrected for. Of 
course, the storage of an error code in memory, indicat 
ing that portion of the subsystem which is defective, is 
useful in determining that portion of the electronic sys 
tem 20 which may need further investigation. Another 
advantage of the present invention is that the operation 
of the electronic system 20 is not impaired during opera 
tion due to the ability of the microcontroller unit 28 to 
correct for failures. Thus, the method and system of the 
present invention provides for the combination of the 
high reliability of the microcontroller unit with the high 
speed custom designed operation of the electronic sys 
ten 20, thereby producing top performance capability 
when the system is operating within specification. Be 
cause the reliability of the entire system 20 is time serial 
dependent on the reliability of the microcontroller unit 
28, the reliability efforts expended on the microcon 
troller unit 28 alone are virtually implemented on the 
entire electronic system 20. For example, if the rela 
tively small number of microcontroller components are 
selected to be of ultra-high, space grade reliability it is 
virtually equivalent to making the entire larger elec 
tronic system 20 out of such components. To achieve 
this same result through any prior art technique would 
be prohibitively expensive. 
As discussed in the background of the invention, the 

prior art does not permit implementation of redundancy 
into an existing system without a reduction in perfor 
mance capability. Employment of dual redundancy 
results in a system with 50% of its original performance 
capability. Dual redundancy, however, is only applica 
ble to safety related systems where if either unit gener 
ates a shutdown command, it is desired to carry out the 
command. For all other functions dual redundancy is 
insufficient since it cannot be determined which of the 
units is correct. The minimal number of redundant units 
which is applicable to all system functions is 3. With 
triple modular redundancy (TMR) a majority vote can 
be taken. However, the use of TMR results in a system 
with only 33% of its original performance capability. In 
addition, all of these techniques cannot be implemented 
on an existing system without a total redesign of the 
system. Thus, there have been substantial disadvantages 
to redundant system techniques used in prior art sys 
tems. In contrast, the method and system of the present 
invention circumvents these difficulties. This is 
achieved through the use of time serial implemented 
redundancy in which the microcontroller unit 28 pro 
ceeds through a scan of all targeted circuits and flexibly 
configures itself to correct only for detected failures. In 
one embodiment, three separate microcontroller units 
28 conduct the time serial scan of all targeted circuits, 
thus providing the benefits of TMR. Since the three 
microcontroller units 28 reside in existing available 
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space within the existing system, TMR is achieved 
without any decrease in original performance capabil 
ity. In applications where the existing available space 
does not permit the implementation of three complete 
microcontroller units 28, an alternate embodiment (as 
illustrated in FIG. 6) provides for triplication of only 
the microcontroller 34 (i.e., microcontrollers 34a, 34b 
and 34c) and the triplicated microcontroller 34 under 
takes a self-test of all nontriplicated circuitry within the 
microcontroller unit 28. The results of this self-test are 
submitted to the fault-tolerant voting hardware 52. As 
discussed above, this alternate embodiment provides 
significant advantages over the prior art in that it pro 
vides a virtual implementation of complete TMR partic 
ularly with respect to the important problem of non 
valid shutdowns. 
The many features and advantages of the invention 

are apparent from the detailed specification and thus it 
is intended by the appended claims to cover all such 
features and advantages of the system which fall within 
the true spirit and scope of the invention. Further, since 
numerous modifications and changes will readily occur 
to those skilled in the art, it is not desired to limit the 
invention to the exact construction and operation 
shown and described, and accordingly all suitable modi 
fications and equivalents may be resorted to, falling 
within the scope of the invention. 
What is claimed is: 
1. A method for improving operational reliability of 

an electronic system formed of subsystems which per 
form different functions, each of the subsystems having 
inputs and corresponding outputs, said method compris 
ing the steps of: 

(a) performing a preliminary analysis of the operation 
of the electronic system to determine a percentage 
of system failures caused by each of the subsystems; 

(b) selecting at last one of the subsystems causing a 
high percentage of system failures relative to the 
other subsystems; 

(c) monitoring the operation of the selected at least 
one subsystem after sid stpes (a) and (b) under 
ocntrol of a microcontroller which is not part of 
the electronic system, by monitoring at least one of 
the inputs and a corresonding output of the se 
lected at least one subsystem; 

(d) automatically generating an error signal when a 
first predetermined signal received by the at least 
one of the inputs of the selected at least one subsys 
tem does not produce a corresonding second pre 
determined signal at the corresponding output; and 

(e) automatically displaying an error code based on 
the error signal. 

2. A method as set forth in claim 1, further compris 
ing the step of (f) correcting an erroneous correspond 
ing output, which is the corresponding output identified 
by the error signal generated in said step (d), under the 
control of the microcontroller. 

3. A method as set forth in claim 2, further compris 
ing the step of (g) storing the error code in a memory. 

4. A method as set forth in claim 3, wherein: 
said step (a) comprises analyzing the inputs and out 

puts of the selected at least one subsystem to deter 
mine which of the inputs are most likely to produce 
an erroneous output for the selected at least one 
subsytem; 

said selecting step (b) comprises selecting the inputs 
and outputs of the selected at least one subsystem 
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for which an input signal is most likely to produce 
an erroneous output signal; and 

said monitoring step (c) comprises the substep of 
monitoring the selected inputs and outputs. 

5. A method as set forth in claim 4, wherein said 
correcting step (f) comprises impressing a correction 
signal on the erroneous corresponding output if the 
erroneous corresponding output is an analog output. 

6. A method as set forth in claim 1, wherein said step 
(a) comprises performing a functional pareto analysis on 
the electronic system to determine the percentage of 
system failures caused by each of the subsystems. 

7. A method as set forth in claim 6, wherein: 
said step (a) further comprises performing a func 

tional pareto analysis on the inputs and outputs of 
the selected at least one subsystem to determine 
which of the inputs are most likely to produce an 
erroneous output for the selected at least one sub 
system; 

said selecting step (b) comprises selecting the inputs 
and outputs of the selected at least one subsystem 
for which an input signal is most likely to produce 
an erroneous output signal; and 

said monitoring step (c) comprises monitoring the 
selected inputs and outputs. 

8. A method as set forth in claim 2, wherein said step 
(f) comprises the substeps of: 

(i) determining whether the erroneous corresponding 
output is an erroneous digital output or an errone 
ous analog output; 

(ii) forcing the erroneous corresponding output to the 
opposite logic level if the erroneous corresponding 
output is an erroneous digital output; and 

(iii) impressing a correction signal on the erroneous 
corresponding output if the erroneous correspond 
ing output is an erroneous analog output. 

9. A method as set forth in claim 2, wherein said step 
(f) comprises the substep of determining whether the 
erroneous corresponding output is an erroneous digital 
output or an erroneous analog output. 

10. A method as set forth in claim 9, wherein said step 
(f) further comprises the substep of forcing the errone 
ous corresponding output to the opposite logic level if it 
is determined that the erroneous corresponding output 
is an erroneous digital output. 

11. A method as set forth in claim 9, wherein said step 
(f) further comprises the substep of substituting an out 
put from another subsystem for the erroneous corre 
sponding output when it is determined that the errone 
ous corresponding output is an erroneous analog out 
put. 

12. A method as set forth in claim 11, wherein said 
step (f) further comprises the substep of impressing a 
correction signal on the substituted output. 

13. A method for improving operational reliability of 
an electronic system formed of subsystems which per 
form different functions, each of the subsystems having 
inputs and corresponding outputs, said method compris 
ing the steps of: 

(a) selecting beforehand at least one of the subsystems 
to be monitored; 

(b) monitoring the operation of the selected at least 
one subsystem under the control of a microcon 
troller only, by monitoring at least one of the inputs 
and a corresponding output of the selected at least 
one subsystem, the microcontroller not being part 
of the electronic system and not affecting the oper 
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ation of the electronic system when the microcon 
troller is inoperable; 

(c) automatically detecting erroneous operation of 
the selected at least one subsystem by detecting a 
failure of the selected at least one subsystem to 
perform its function, said step (c) comprising auto 
matically generating an error signal when a first 
predetermined signal received by the at least one of 
the inputs of the selected at least one subsystem 
does not produce a corresponding second predeter 
mined signal at the corresponding output; and 

(d) correcting for the erroneous operation of the 
selected at least one subsystem, so that the selected 
at least one subsystem appears to perform its func 
tion. 

14. A method as set forth in claim 13 wherein said 
step (d) comprises superimposing a correction signal on 
an erroneous corresponding output which is the corre 
sponding output identified by the error signal generated 
in said step (c). 

15. A method as set forth in claim 14, further com 
prising the step of (e) automatically displaying an error 
code based on the error signal. 

16. A method as set forth in claim 15, further com 
prising the step of (f) storing the error code in a mem 
Ory. 

17. A method for improving operational reliability of 
an electronic system formed of subsystems which per 
form different functions, each of the subsystems having 
inputs and corresponding outputs, said method compris 
ing the steps of: 

(a) selecting beforehand at least one of the subsystems 
to be monitored; 

(b) monitoring the operation of the selected at least 
one subsystem under the control of a microcon 
troller only, by monitoring at least one of the inputs 
and a corresponding output of the selected at least 
one subsystem, the microcontroller not being part 
of the electronic system and not affecting the oper 
ation of the electronic system when the microcon 
troller is inoperable; 

(c) automatically detecting erroneous operation of 
the selected at least one subsystem by detecting a 
failure of the selected at least one subsystem to 
perform its function; 

(d) correcting for the erroneous operation of the 
selected at least one subsystem, so that the selected 
at least one subsystem appears to perform its func 
tion; and 

(e) analyzing the operation of the electronic system to 
determine a percentage of system failures caused 
by each of the subsystems, wherein said selecting 
step (a) comprises selecting at least one of the sub 
systems causing a high percentage of system fail 
ures relative to the other subsystems. 

18. A method as set forth in claim 17, wherein said 
analyzing step (e) comprises performing a functional 
pareto analysis on the electronic system to determine 
the percentage of system failures caused by each of the 
subsystems. 

19. A method as set forth in claim 13, wherein said 
step (d) comprises the substep of substituting an output 
from another subsystem for an erroneous corresponding 
output which is the corresponding output identified by 
the error signal generated in said step (c). 

20. A method as set forth in claim 19, wherein said 
step (d) further comprises the substep of superimposing 
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a correction signal on the erroneous corresponding 
output. 

21. A method as set forth in claim 20, further com 
prising the step of (e) analyzing the operation of the 
electronic system to determine a percentage of system 
failures caused by each of the subsystems, wherein said 
selecting step (a) comprises selecting at least one of the 
subsystems causing a high percentage of system failures 
relative to the other subsystems. 

22. A method as set forth in claim 21, wherein said 
analyzing said (e) comprises performing a functional 
pareto analysis on the electronic system to determine 
the percentage of system failures caused by each of the 
subsystems. 

23. A method for monitoring an electronic system 
formed of subsystems which perform different func 
tions, each of the subsystems having inputs and corre 
sponding outputs, said method comprising the steps of: 

(a) performing a preliminary analysis of the operation 
of the electronic system to determine a percentage 
of system failures caused by each of the subsystems; 

(b) selecting at least one of the subsystems causing a 
high percentage of system failures relative to the 
other subsystems; 

(c) monitoring the operation of the selected at least 
one subsystem after said steps (a) and (b) under 
control of a microcontroller which is not part of 
the electronic system, by monitoring at least one of 
the inputs and a corresponding output of the se 
lected at least one subsystem; 

(d) automatically generating an error signal when a 
first predetermined signal received by the at least 
one of the inputs of the selected at least one subsys 
tem does not produce a corresponding second pre 
determined signal at the corresponding output; and 

(e) automatically displaying an error code based on 
the error signal. 

24. A method as set forth in claim 23, wherein said 
step (a) comprises the step of performing a functional 
pareto analysis on the electronic system to determine 
the percentage of system failures caused by each of the 
subsystems. 

25. A system for improving operational reliability of 
an electronic system formed of subsystems which per 
form different functions, each of the subsystems having 
inputs and corresponding outputs, comprising: 

a microcontroller, operatively connected to at least 
one of the subsystems, for monitoring an input and 
a corresponding output of the at least one subsys 
tem and for generating an error signal when the 
signal received at the input produces an inappropri 
ate signal at the corresponding output, said mi 
crocontroller determining whether the inappropri 
ate signal at the corresponding output is an inap 
propriate digital signal or an inappropriate analog 
signal, said microcontroller not forming a part of 
the electronic system and not affecting the opera 
tion of the electronic system when said microcon 
troller is inoperable; and 

correcting means, operatively connected to said mi 
crocontroller, for receiving the error signal and for 
causing the corresponding output to provide an 
appropriate signal, said correcting means compris 
1ng: 
digital correcting means, operatively connected to 

said microcontroller, for forcing the inappropri 
ate signal to a logic level which is opposite the 
logic level of the inappropriate signal when the 
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inappropriate signal is an inappropriate digital 
signal; and 

analog correcting means, operatively connected to 
said microcontroller, for impressing a correction 
signal on the corresponding output when the 
inappropriate signal is an inappropriate analog 
signal. 

26. A system as set forth in claim 25 wherein: 
said digital correcting means comprises an open col 

lector driver circuit operatively connected to said 
microcontroller and to the digital outputs of the at 
least one subsystem; and 

said analog correcting means comprises: 
a digital to analog converter circuit operatively 

connected to said microcontroller; and 
a voltage follower circuit operatively connected to 

said digital to analog converter circuit and the 
analog outputs of the at least one subsystem. 

27. A system as set forth in claim 26, wherein said 
voltage follower circuit comprises a plurality of opera 
tional amplifiers connected to the digital to analog con 
verter circuit and respectively connected to the analog 
outputs of the at least one subsystem. 

28. A system as set forth in claim 27, further compris 
1ng: 

display means, operatively connected to said mi 
crocontroller, for receiving the error signal and for 
displaying an error code. 

29. A system as set forth in claim 28, wherein said 
display means comprises an LED display. 

30. A system as set forth in claim 29, further compris 
ing menas for storing the error code. 

31. A system as set forth in claim 30, wherein said 
storing means comprises an EEPROM. 

32. A system for improving operational reliability of 
an electronic system formed of subsystems which per 
form different functions, each of the subsystems having 
inputs and corresponding outputs, comprising: 

a microcontroller, operatively connected to at least 
one of the subsystems, for monitoring an input and 
a corresponding output of the at least one subsys 
tem and for generating an error signal when the 
signal received at the input produces an inappropri 
ate signal at the corresponding output, said mi 
crocontroller not forming a part of the electronic 
system and not affecting the operating of the elec 
tronic system when said microcontroller is inopera 
ble; 

correcting means, operatively connected to said mi 
crocontroller, for receiving the error signal and for 
causing the corresponding output to provide an 
appropriate signal; 

two additional microcontrollers, each of which is 
operatively connected to the at least one of the 
subsystems, for monitoring the input and the corre 
sponding output of the at least one subsystem and 
for generating an error signal when the signal re 
ceived at the input produces an inappropriate sig 
nal at the corresponding output; and 

voting means, operatively connected to said mi 
crocontroller and said first and second additional 
microcontrollers, and operatively connected to 
said correcting means, for receiving the error sig 
mals from said microcontroller and said two addi 
tional microcontrollers and for providing the error 
signal to said correcting means only when the error 
signal is generated by at least two out of said mi 
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crocontroller and said two additional microcon 
trollers. 

33. A system as set forth in claim 32, wherein each of 
said microcontroller and said two additional microcon 
trollers includes means, operatively connected to said 
correcting means, for performing a test on the operation 
of said correcting means and for generating an internal 
error signal when said correcting means malfunctions, 
and wherein said voting means receives the internal 
error signal from each of said microcontroller and said 
two additional microcontrollers and provides the inter 
mal error signal to indicate a malfunction in said correct 
ing means only when the internal error signal is gener 
ated by at least two out of said microcontroller and said 
two additional microcontrollers. 

34. A system for improving operational reliability of 
an electronic system formed of subsystems which per 
form different functions, each of the subsystems having 
inputs and corresponding outputs, comprising: 

a microcontroller, operatively connected to at least 
one of the subsystems, for monitoring an input and 
a correspnding output of the at least one subsystem 
and for generating an error signal when the signal 
received at the input produces an inappropriate 
signal at the corresponding output, said microcon 
troller not forming a part of the electronic system 
and not affecting the operation of the electronic 
system when said microcontroller is inoperable; 

correcting means, operatively connected to said mi 
crocontroller, for receiving the error signal and for 
causing the corresponding output to provide an 
appropriate signal; 

first and second additional microcontrollers, each of 
which is operatively connected to the at least one 
of the subsystems, for monitoring the input and the 
corresponding output of the at least one subsystem 
and for generating an error signal when the signal 
received at the input produces an inappropriate 
signal at the corresponding output; 

first and second additional correcting means, respec 
tively, operatively connected to said first and sec 
ond additional microcontrollers, for receiving the 
error signal from the corresponding one of said 
first and second additional microcontrollers and for 
providing the appropriate signal; and 

voting means, operatively connected to said correct 
ing means, said first and second additional correct 
ing means and to the at least one subsystem, for 
receiving the appropriate signal from said correct 
ing means and said first and second additional cor 
recting means, and for providing the appropriate 
signal to the corresponding output only when the 
appropriate signal is provided by at least two out of 
said correcting means and said first and second 
additional correcting means. 

35. A system having improved operational reliability 
comprising: 

an electronic system formed of subsystems with dif 
ferent functions, each of the subsystems having 
inputs and corresponding outputs; 

a microcontroller, operatively connected to at least 
one of the subsystems, for monitoring an input and 
a corresponding output of the at least one subsys 
tem and for generating an error signal when the 
signal received at the input produces an inappropri 
ate signal at the corresponding output, said mi 
crocontroller determining whether the inappropri 
ate signal at the corresponding output is an inap 
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propriate digital signal or an inappropriate analog 
signal, said microcontroller not forming a part of 
said electronic system and not affecting the opera 
tion of said electronic system when said microcon 
troller is inoperable; 

correcting means, operatively connected to said mi 
crocontroller, for receiving the error signal and for 
causing the corresponding output to provide an 
appropriate signal, said correcting means compris 
1ng: 
digital correcting means, operatively connected to 

said microcontroller, for forcing the appropriate 
signal to a logic level which is opposite the logic 
level of the inappropriate signal when the inap 
propriate signal is an inappropriate digital signal; 
and 

analog correcting means, operatively connected to 
said microcontroller, for impressing a correction 
signal on the corresponding output when the 
inappropriate signal is an inappropriate analog 
signal. 

36. A system as set forth in claim 35, wherein: 
said digital correcting means comprises an open col 

lector driver circuit operatively connected to said 
microcontroller and to the digital outputs of the at 
least one subsystem; and 

said analog correcting means comprises: 
a digital to analog converter circuit operatively 
connected to said microcontroller; and 

a voltage follower circuit operatively connected to 
said digital to analog converter circuit and the 
analog outputs of the at least one subsystem. 

37. A system as set forth in claim 35, further compris 
ing: 

display means, operatively connected to said mi 
crocontroller, for receiving the error signal and for 
displaying an error code. 

38. A method for improving operational reliability of 
a torpedo having a plurality of electronic systems which 
perform different functions, each of the electronic sys 
tems being formed of subsystems which perform differ 
ent functions, each of the subsystems having inputs and 
corresponding outputs, said method comprising the 
steps of: 

(a) analyzing the operation of the torpedo to deter 
mine a percentage of torpedo failures caused by 
each of the electronic systems; 

(b) selecting one of the electronic systems causing a 
high percentage of torpedo failures relative to the 
other electronic systems; 

(c) analyzing the operation of the selected electronic 
system to determine a percentage of system failures 
caused by each of the subsystems; 

(d) selecting at least one of the subsystems causing a 
high percentage of system failures relative to the 
other subsystems; 

(e) monitoring the operation of the selected at least 
one subsystem in the selected electronic system 
under the control of a microcontroller by monitor 
ing the inputs and the corresponding outputs of the 
selected at least one subsystem; 

(f) automatically detecting the failure of the selected 
at least one subsystem to perform its function; and 

(g) correcting for the erroneous operation of the 
selected at least one subsystem, so that the selected 
at least one subsystem appears to perform its func 
tion. 



4,740,887 
33 

39. A method as set forth in claim 38, wherein one of 
the electronic systems is a gyro control unit which is 
causing a high percentage of torpedo failures relative to 
the other electronic systems and wherein said step (b) 
comprises selecting the gyro control unit of the torpedo 
as the selected electronic system. 

40. A method as set forth in claim 39, wherein said 
step (g) comprises providing a correction signal to the 
selected at least one subsystem. 

41. A method as set forth in claim 40, wherein said 
step (a) comprises performing a functional pareto analy 
sis on the torpedo to determine the percentage of tor 
pedo failures caused by each of the electronic systems, 
and wherein said step (c) comprises performing a func 
tional pareto analysis on the gyro control unit to deter 
mine the percentage of system failures caused by each 
of the subsystems of the gyro control unit. 

42. A method as set forth in claim 38, wherein one of 
the electronic systems is a command control unit which 
is causing a high percentage of torpedo failures relative 
to the other electronic systems and wherein said step (b) 
comprises selecting the command control unit as the 
selected electronic system. 

43. A system for improving the operational reliability 
of a torpedo having a gyro control system formed of 
subsystems which perform different functions, each of 
the subsystems having inputs and corresponding out 
puts, comprising: 
a microcontroller, operatively connected to at least 30 
one of the subsystems, for monitoring the inputs 
and the corresponding outputs of at least one of the 
subsystems and for generating an error signal when 
the signal received at one of the inputs produces an 
inappropriate signal at the corresponding one of 
the outputs, said microcontroller determining 
whether the inappropriate signal at the correspond 
ing output is an inappropriate digital signal or an 
inappropriate analog signal, said microcontroller 
not forming a part of the gyro control system and 
not affecting the operation of the gyro control 
system if said microcontroller becomes inoperable; 
and 

correcting means, operatively connected to said mi 
crocontroller, for receiving the error signal and for 
causing the corresponding output to provide an 
appropriate signal, said correcting means compris 
ing: 

digital correcting means, operatively connected to 
said microcontroller, for forcing the inappropriate 
signal to a logic level which is opposite the logic 
level of the inappropriate signal when the inappro 
priate signal is an inappropriate digital signal; and 
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analog correcting means, operatively connected to 

said microcontroller, for impressing a correction 
signal on the corresponding output when the inap 
propriate signal is an inappropriate analog signal. 

44. A system as set forth in claim 43, wherein: 
said digital correcting means comprises an open col 

lector driver circuit operatively connected to said 
microcontroller and to the digital outputs of the at 
least one subsystem; and 

said analog correcting means comprises: 
a digital to analog converter circuit operatively 
connected to said microcontroller; and 

a voltage follower circuit operatively connected to 
said digital to analog converter signal and the 
analog outputs of the at least one subsystem. 

45. A system as set forth in claim 44, further compris 
1ng: 

display means, operatively connected to said mi 
crocontroller, for receiving the error signal and for 
displaying an error code. 

46. A system for improving operational reliability of 
an electronic system formed of subsystems which per 
form different functions, each of the subsystems having 
inputs and corresponding outputs, comprising: 

a first microcontroller, operatively connected to at 
least one of the subsystems, for monitoring an input 
and a corresponding output of the at least one sub 
system, and for generating an error signal when the 
signal received at the input produces an inappropri 
ate signal at the corresponding output; 

a second microcontroller, operatively connected to 
the at least one subsystem, for monitoring the input 
and the corresponding output of the at least one 
subsystem, and for generating an error signal when 
the signal received at the input produces an inap 
propriate signal at the corresponding output; 

a third microcontroller, operatively connected to the 
at least one subsystem, for monitoring the input and 
the corresponding output of the at least subsystem, 
and for generating an error signal when the signal 
received at the input produces an inappropriate 
signal at the corresponding output; 

voting means, operatively connected to said first, 
second and third microcontrollers, for receiving 
the error signals generated by said first, second and 
third microcontrollers, and for providing an output 
error signal only when at least two of said first, 
second and third microcontrollers generate the 
error signal; and 

correcting means, operatively connected to said vot 
ing means, for receiving the output error signal and 
for causing the corresponding output of the at least 
one subsystem to provide an appropriate signal. 
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