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SPEECH PRIVACY SYSTEM
Manfred R. Schroeder, Gillette, N.J., assignor to Bell
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N.Y., a corporation of New York
Filed Dec, 20, 1963, Ser. No. 332,140
9 Claims, (Cl, 179—1.5)

This invention relates to the transmission of speech
information with privacy.

It is well known that the production of the voiced
sounds of human speech may be described in terms of a
number of frequency components having various ampli-
tudes and phase angles dependent upon the configuration
of the talker’s vocal mechanism at a given instant, In the
perception of speech, however, it is the amplitudes of
speech frequency components which are most important
in conveying meaningful information to the human hear-
ing mechanism, while the phase angles of speech fre-
quency components convey relatively little information
to the human hearing mechanism. This phenomenon is
demonstrated by the well-known vocoder, an example of
which is described in H. W. Dudley Patent 2,151,091,
issued Mar. 21, 1939, in which only the amplitudes of
the frequency components of a speech wave are coded
for transmission, and in which the synthesized speech re-
constructed from the coded amplitudes has frequency
components with arbitrary phase angles.

The present invention utilizes both the amplitude sen-
sitivity and the phase angle insensitivity of the human
hearing mechanism to provide a speech privacy system.
In this system a coded signal is derived from a speech
wave by making the phase angles of the frequency com-
ponents of the coded signal representative of the ampli-
tudes of the corresponding frequency components of the
speech wave, and by making the amplitudes of the fre-
quency components of the coded signal uniform. Since
neither the phase angles nor the uniform amplitudes of
the frequency components of the coded signal convey in-
formation to the human hearing mechanism, the coded
signal of this invention is unintelligible to unauthorized
listeners. At an authorized receiver station, however, spe-
cial decoding apparatus is provided in this invention for
converting the phase angles of the components of the
coded signal into the amplitudes of the corresponding
components of a replica of the original speech wave.

In order to convert the phase angles of the coded sig-
nal components into the amplitudes of the replica com-
ponents, it is necessary to transmit in addition fo the
coded signal a supplementary signal bearing a predeter-
mined relationship to the coded signal: each component
of the supplementary signal has the same uniform ampli-
tude as the components of the coded signal, and the phase
angle of each component of the supplementary signal dif-
fers from the phase angles of the components of the
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incoming speech wave, and the other arrangement requir-
ing a transmission channel having the same bandwidth as
the incoming speech wave. In the first arrangement, the
uniform amplitude components of the supplementary sig-
nal correspond in number and frequency to both the
components of the incoming speech wave and the com-
ponents of the coded signal, hence the combined band-
width of the coded and supplementary signals is twice the
bandwidth of the incoming speech wave. Further, the
phase angles of the frequency components of the supple-
mentary signal are equal in magnitude but opposite in
orientation to the phase angles of the corresponding com-
ponents of the coded signal. By subtracting the supple-
mentary signal from the coded signal at an authorized
receiver station, there is obtained a corresponding group
of frequency compoments having amplitudes approxi-
mately proportional to the amplitudes of the components
of the speech wave.

In the second arrangement, the frequency components
of the speech wave are given a predetermined uniform
phase angle before the amplitudes of the speech frequency
components are converted into phase angles of corre-
sponding uniform amplitude components of a coded sig-
nal. The supplementary signal employed in the second
arrangement has a single uniform amplitude frequency
component with the same predetermined phase angle that
the speech components are given before coding. The sin-
gle component supplementary signal has a telatively
narrow bandwidth, and by reducing the bandwidth of the
coded signal by an amount on the order of the bandwidth
of the supplementary signal, the combined bandwidth of
the reduced bandwidth coded signal and the supplemen-
tary signal is made equal to the bandwidth of the speech
wave. At an anthorized receiver station there is derived
from the single component of the supplementary signal
a group of harmonics which correspond in frequency and
number to the components of the reduced bandwidth
coded signal, and which have the same predetermined
phase angle and amplitude as the single component of the
supplementary signal. By subtracting from the compo-
nents of the coded signal the group of harmonics gen-
erated from the supplementary signal there is obtained a
corresponding group of reconstructed frequency compo-
nents having amplitudes proportional to the amplitudes of
the components of the original speech wave.

The present invention also provides an additional pri-
vacy feature for use with the second alternative embodi-
ment described above. At the transmitter station, the uni-
form phase angles that the speech frequency components
are given before coding are changed by predetermined
amounts according to a prearranged pattern known only

" to authorized listeners. Correspondingly, at the receiver

55

coded signal by an amount approximately proportional -~

to the amplitude of a corresponding component of the
original speech wave. Since each component of the sup-
plementary signal is uniform in amplitude, the supple-
mentary signal is also unintelligible to unauthorized lis-
teners. At an authorized receiver station, there is sub-
tracted from each uniform amplitude component of the
coded signal a corresponding uniform amplitude compo-
nent derived from the supplementary signal, thereby re-
constructing g -eplica signal having frequency compo-
nents with amplivudes that are approximately proportional
to the amplitudes of corresponding frequency compo-
nents of the original speech wave.

Two alternative arrangements embodying the principles
of this invention are provided, one arrangement requiring
a transmission channel having twice the bandwidth of the
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station, these predetermined amounts are removed from
the phase angies of the coded signal components before
the harmonics derived from the supplementary signal are
subtracted from the components of the coded signal.

This invention will be fully understood from the fol-
lowing detailed descriptions of illustrative embodiments
thereof, taken in conjunction with the appended drawings,
in which:

FIG. 1 is a block schematic diagram showing a speech
privacy system embodying the principles of this inven-
tion;

FIG. 2 is a block schematic diagram showing an alter-
native speech privacy system embodying the principles

- of this invention;

70

FIGS. 3A, 3B, and 3C are vector diagrams of assist-
ance in explaining certain features of this invention; and

FIGS. 4A and 4B are diagrams illustrating the fre-
quency components of certain signals obtained in the
apparatus shown in FIGS. 1 and 2.
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Referring first to FIG. 1, an incoming speech wave S
from source 10, which may be a conventional transducer
such as a microphone for converting speech sounds into
a corresponding electrical wave, is applied in parallel to
a first signal path 1 and a second signal path 2. In signal
path 1, the speech wave S is delivered to an amplitude
flattening circuit 1 comprising a plurality of N parallel
subpaths each of which contains a first bandpass filter
110, an amplitude limiting device, for example, an in-
finite clipper circuit 111, and a second bandpass filter
112, all connected in series. Bandpass filters 110-1
through 110-N of amplitude flattening circuit 11 separate
the incoming wave S into its individual frequency com-
ponents, denoted sy, 3, . . ., Sy, each frequency compo-
nent being characterized by an amplitude and a phase
angle determined by the nature of the particular speech
sound represented by S at a given instant. Infinite clipper
circuits 111-1 through 111i-N make the amplitudes of
the individual speech components uniform, and filters
112-1 through 112-N, which have pass bands identical
with the pass bands of filters 118-1 through 110-N, re-
move unwanted distortion components from the uniform
amplitude output signals of clippers 111-1 through
111-N. The uniform amplitude components, also referred
to hereinafter as “flattened” components, which appear
at the output terminals of filters 112-1 through 112-N
are denoted s, through $y respectively, and these flattened
components may be combined on common output bus 3
to form an output signal denoted S. A graphical illustra-
tion of the operation of circuit 11 is provided by FIGS.
4A and 4B, in which the vertical lines of various ampli-
tudes in FIG. 4A represent the harmonically related fre-
quency components s, S, . . ., Sy of a typical voiced
speech sound before flattening, and the vertical lines of
uniform amplitude in FIG. 4B represent the same com-
ponents after flattening by circuit 11. By choosing the
filters in flattening circuit 11 to have linear phase char-
acteristics, the phase angles of the flattened components
§, through sy are not affected by the amplitude flattening
performed in circuit 11; that is, each flattened component
§; through Sy has the same phase angle as its original
counterpart component s; through sy. It is important at
this point to distinguish between amplitude limiting
applied to individual speech frequency components in
this invention and amplitude limiting applied to the
speech wave as a function of time. In the latter situation,
the relative amplitudes of the speech frequency compo-
nents are not affected by the amplitude limiting, and as
a result, the speech wave remains highly intelligible de-
spite the amplitude limiting; for example, see J. C. R.
Licklider, “The Intelligibility of Amplitude-Dichotomized,
Time-Quantized Speech Waves,” volume 22, Journal of
the Acoustical Society of America, page 820 (1950).

In signal path 2, the incoming speech wave S is passed
through delay element 121, automatic gain control circuit
122, and 90° phase shifting circuit 123, all connected in
series. Delay element 121 is designed in conventional
fashion to compensate for the delay introduced by am-
plitude flattening circuit 11, while automatic gain control
circuit 122 adjusts the amplitudes of the components of
the incoming speech wave to lie within a desired ampli-
tude range for reasons that will be explained in detail
below. It is preferred that 90° phase shifting circuit 123
be a differentiating circuit; however, other 90° phase
shifting circuits may be employed if desired. The output

signal of 90° phase shifting circuit 123, denoted §, there-
fore has individual frequency components that differ in
phase angle and amplitude from the corresponding com-
ponents of the output signal § of circuit 11: the individual
components of S, denoted §; through 8y, differ in phase
by 90° from the corresponding components s, through
sy of S, and whereas the components of § are uniform
in amplitude, the components &, $,, . . ., §y of S are
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4

proportional to the amplitudes of the original speech com-
ponents, the constant of proportionality being determined
by the gain characteristic selected for automatic gain con-
trol circuit 122.

The relationships between the amplitudes and phase
angles of the components of the original speech wave S

and the two output signals S and § will be more easily
understood by referring to FIG. 3A. In FIG. 3A, the
nth component s, of the original speech wave S is repre-
sented by a vector, also denoted sy, this vector having a
magnitude and phase angle respectively representative
of the amplitude and phase angle of the corresponding
speech component s,. The uniform amplitude or flattened
version of s, is illustrated in FIG. 3A by the vector
labeled sy, in which it is observed that s, has the same
phase angle but a smaller magnitude than the vector sp,.
Also, in FIG. 3A, the vector labeled §, represents the nth

component §,, of the output signal $ appearing at the out-
put terminal of 90° phase shifter 123, in which it is noted
that the vector 8, is perpendicular to both of the vectors
s, and s,. In addition, the vector labeled —§, in FIG.
3A illustrates the oppositely directed 90° phase shifted
component, —§,, while the resultant vectors labeled
o1n=_(5n+5n), oan=_(5,—8y), illustrate the components
which are obtained by respectively combining the com-

ponents of the output signal § with the components of S
and —S.

From FIG. 3A it is evident that the phase angle dif-
ferences ¢, and —e¢, between the phase angles of the
respective resultant vectors ¢y, oa,, and the phase angle
of s, are proportional to the magnitude of §,, so that by
either adding or subtracting the 90° phase shifted com-

ponents of the output signal S from the corresponding
uniform amplitude components of the output signal §,
the amplitudes of the components of S are converted into
phase angles of the components of respective sum and
difference signals,

o1n=(8n+85) (1a)
and

Oan= (En_gn) (1b)

Since the amplitude of a 90° phase shifted component §,
is proportional to the amplitude of a corresponding com-
ponent s, of the original speech wave, as explained above,
the phase angle ¢,, —¢, of the respective sum and dif-
ference components o1y, gy, measured with respect to the
phase angle of s, are also representative of the amplitude
of the original speech component s,. Since the human
hearing mechanism is respounsive primarily to the ampli-
tudes but not to the phase angles of the components of
a speech signal, Equations la and 15 illustrate one of
the principles of this invention for converting the infor-
mation contained in speech component amplitudes into
a form that cannot be detected by the unaided human
hearing mechanism.

Apparatus for implementing this principle is illus-
trated in FIG. 1, where there is provided an adding circuit
13 and a subtracting circuit 14 for combining the com-
ponents of the output signals of circuit 11 and circuit
123 in accordance with Equations 1a and 1b. The output
signal § of amplitude flattening circuit 11 is delivered
simultaneously to one input terminal of adding circuit 13
and to the minuend terminal of a conventional subtract-
ing circuit 14, while the output signal S of the 90° phase
shifting circuit 123 is applied simultaneously to a second
input terminal of adding circuit 13 and to the subtra-
hend terminal of subtracting circuit 14. Adding circuit
13 develops from the individual components Sty o v ey
sy of § and the individual components §;, . . ., & of S
a corresponding group of sum components ay3, . . ., oy,
while subfracting circuit 14 develops a corresponding
group of difference components oy, . . ., ooy The out-
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put signals defined by the sum and difference components
developed by adding circuit 13 and subtracting circuit 14

may be respectively denoted Zy=(§+S) and Zg=(§-S),
and as previously noted, the effect of adding and sub-

tracting the components of § and S in this manner is illus-
trated in FIG. 3A by the adding and subtracting of the
vectors s, and &, respectively representing individual

components of § and S to produce the two resultant
vectors o1, and ogy.

However, it is observed in FIG. 3A that the combin-
ing of 5, and &, in accordance with Equations 1a and 1b
not only effects a conversion of amplitudes into phase
angles but also causes the amplitudes of the combined
components to be proportional to the amplitudes of the
original speech components, since the magnitudes |oyy),
{oan|, Of the combined or resultant vectors in FIG. 3A
evidently reflect the magnitude of the original speech
component represented by the vector §,. In order to
achieve the desired privacy, it is therefore necessary to
remove from the amplitudes of these combined compo-
nents any information regarding the original speech com-
ponent amplitudes. Further, the removal of amplitude
information from the combined components must not
affect the phase angles of the combined components in
order to avoid any impairment of the speech information
contained in the phase angles of these components. This
is accomplished by applying each of the combined signals
oy and oq to respective amplitude flattening circuits 15
and 16, which may be identical in construction with
amplitude flattening circuit 11, thereby making each com-
ponent of the combined signals uniform in amplitude
without altering the phase angles of these components.
Each of the output signals obtained at the output terminal
of amplitude flattening circuits 15 and 16 is respectively
referred to hereinafter as a coded signal and a supple-

mentary signal and is respectlvely denoted

3= (S+S) and Tp= (S—S)

As observed in FIG. 3A, the magnitude of each of the
corresponding flattened resultant vectors, denoted

;1n= (Em‘f‘én) and oon=_(sn—%n)
differs from the magunitude of each of the respective an-
flattened resultant vectors ¢y, and og,, but the flattened

resultant vectors ;m and o'—zn have the same phase angles
as the unflattened resultant vectors oy, and oapn.

The coded signal =, and the supplementary signal =,
from the two amplitude flattening circuits 15 and 16 may
be delivered by means of a suitable transmission medinm,
indicated by broken lines, to a receiver station. Speech
transmitted in this fashion is relatively secure from the
standpoint of privacy, for the amplitude information con-
veyed by the phase angles of the individual components
of the coded and supplementary signals cannot be detected
by unauthorized listeners using conventional speech de-
tection apparatus. However, with the special processing
apparatus described below, intelligible speech may be re-
covered from the phase angles of the transmitted signals
at an authorized receiver station.

As shown at the receiver station in FIG. 1, intelligible
speech is obtained at an authorized receiver station by
subtracting the supplementary signal components from
the coded signal components so that the phase angles of
the components of the coded signal are converted into
the amplitudes of the components of a reconstructed
signal. For the reasons given below, the amplitudes of
the components of the reconstructed signal closely follow
the amplitudes of the components of the original speech
signal, hence the reconstructed signal is a highly intel-
ligible replica of the original speech wave. By applying
the reconstructed signal to a suitable reproducer 18, for
example, a loudspeaker of conventional design, intelligible
speech sounds may be obtained.
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The principle underlying the conversion of phase angles
into amplitudes by subtracting the components of the
supplementary signal from the components of the coded
signal to obtain an intelljgible replica of the original
speech signal will be understood from the following con-
siderations. Referring back to FIG. 3A, the phase angle
¢, may be expressed in terms of the magnitude’ of the
vector 8, representing the 90° phase shifted components
and the vector s, representing the flattened components,

—tan-1(1Eal

eutan (2 2)

By subtracting oo, from oy, there is obtained a difference

vector, denoted Asp= (Em—‘an), which is perpendicular

to the flattened vector 3p, so that the magnitude of the

difference vector, denoted |Aay), is exactly divided in two

by the flattened vector s,. The sine of the phase angle ¢,
may therefore be written as

}2 , Ac nl

I‘T 1| (3)
By constructing amplitude flattening circuits 11, 15, and
16 in the apparatus of FIG. 1 so that all of the flattened
components have the same uniform amplitudes, that is,

sin ¢

[$nl==|o1al=|02n] (4)
Fquation 3 may be rewritten
[Acal=2-[5] sin [tan—r (};')] (50
Using the well-known trigonométric identity,
sin x=i—L—_x_
\/ 1--tan? z (50)

the magnitude of the difference vector, |As|, in Equation
Sa may be expressed as
()

()

Isn[

\/ 1+(] :Z} )

An expression for the difference vector itself may be ob-
tained by removing the absolute value sign in the numer-
ator on the right-hand side of Equation 6, hence

\/ H’(Izj 7

From Equation 6 it is evident that the magnitude of each
of the difference components of the reconstructed signal
obtained at an authorized receiver of this invention is ap-
proximately proportional to the magnitude of the corre-
sponding component §, of the 90° phase shifted signal,

S, provided that the value of the derominator factor on
the right-hand side of Equation 6 remains relatively con-
stant. By constructing both automatic gain control circuit
122 and amplitude flattening circuit 11 to adjust appro-
priately the respective amplitudes of §, and §,, the term

(l §nl)
BN

in Equation 6 may be controlled so that the denominator
factor in Equation 6 does not depart widely from a pre-
determined constant value. Since the amplitude of a 90°
phase shifted component &, is proportional to the ampli-
tude of the corresponding component s, of the original

speech wave, Equation 6 specifies that the amplitude of
the corresponding difference component of the recon-

Snl

|Agn]=2-[5ar B

=2

structed signal is also approximately proportional to the

amplitude of the original speech component, thereby dem-
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onstrating that the subtraction of signals at the receiver
station of the apparatus in FIG. 1 converts phase angles
into amplitudes to reconstruct a replica of the original
speech wave. From Equation 7, however, it is observed
that the phase angles of the reconstructed components
differ by 90° from the phase angles of the corresponding
components of the speech wave.

It is observed in the system shown in FIG. 1 that the
coded signal and the supplementary signal respectively
obtained from circuits 15 and 16 and transmitted to a
receiver station each has a bandwidth equal to the band-
width of the incoming speech wave, since the components
of the coded and supplementary signals are identical in
number and frequency with the components of the speech
wave. Hence it is necessary to employ either a relatively
wide bandwidth transmission channel or two separate
channels each wide enough to accommodate one of the
output signals of circuits 15 and 16. However, it may be
desirable to have a privacy system embodying the princi-
ples of this invention which employs a transmission chan-
nel having a bandwidth on the order of the bandwidth of
the incoming speech wave. Such a privacy system is illus-
trated in FIG. 2. Turning now to FIG. 2, at the transmit-
ter station of the system an incoming speech wave S from
source 10 is applied to a complete channel vocoder 21,
which may be of the type described in H. W. Dudley
Patent 2,151,091, issued Mar, 21, 1939. Within vocoder
21, the incoming speech wave S is delivered in parallel
to an analyzer 212 and a pitch detector 213. Analyzer 212
derives from S a plurality of reduced bandwidth control
signals representative of the amplitudes of the individual
frequency components of S, while pitch detector 213 de-
rives from S a train of pulses having a fundamental fre-
quency equal to that of the fundamental component of
voiced portions of the speech wave. The control signals
from analyzer 212 are applied to synthesizer 214, to-
gether with an excitation signal derived by excitation gen-
erator 215 from the train of pulses from detector 213,
thereby developing at the output terminal of vocoder 21
a synthesized speech wave Sg that is a highly intelligible
replica of the original speech signal. The synthesized
speech wave S, is characterized by frequency components
having amplitudes proportional to the amplitudes of cor-
responding components of the original speech wave, but
the phase angles of the synthesized speech components
are uniform and bear no particular relationship to the
individual phase angles of the corresponding components
of the original speech wave. For example, the phase angles
of the synthesized components may all be made equal to
zero, if desired, by suitably adjusting the phase of the ex-
citation signal from generator 215.

The synthesized speech signal from vocoder 21 is ap-
plied through switch P1 to parallel signal paths 1 and 2,
signal paths 1 and 2 respectively including elements iden-
tical to those in signal paths 1 and 2 in the apparatus of
FIG. 1. Thus signal path 1 includes an amplitude flatten-
ing circuit 11, while signal path 2 includes a delay ele-
ment 121 followed by an automatic gain control circuit
122 and a 90° phase shifting circuit 123 connected in
series. The output signal of amplitude flattening circuit
11 may be denoted by 8, with individually flattened
components denoted Sp;, . . ., Son, While the output sig-

nal of circuit 123 may be denoted by §0, with individually
phase shifted components denoted 8, . . ., §y. The indi-

vidual components of the two signals, Sy and Sy, are com-
bined in a conventional adding circuit 234 to produce a

resultant signal denoted Zy==8;,+S;, and having individ-
ual sum components denoted og;, . . ., ooy, Where

con=50n~+S0n .
By combining the individual components of Sy and S in
adding circuit 234, the amplitudes of the components of
the synthesized signal Sy are converted into phase angles
of the corresponding components of the combined signal
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8

=, in the same manner that the combining of the signals

S and S in the apparatus of FIG. 1 converted amplitudes
into phase angles. Similarly, the combined signal Z; is
passed through amplitude flattening circuit 23 in the ap-
paratus of FIG. 2 in order to remove from the amplitudes
of the sum components og1, . . ., ooy all information re-
garding the amplitudes of the original speech compo-
nents, just as the combined signals Z; and 2, in the appa-
ratus of FIG. 1 were passed through spectrum flattening
circuits 15 and 16, respectively.

The relationships between the synthesized speech signal

So and the two output signals S, and S, are illustrated
graphically in FIG. 3B, where the vectors labeled sqp,
Som» and §gn Tespectively represent individual nth compo-

nents of the signals Sy, Sy, Sp. It is observed that the vec-
tor §qn is perpendicular to the vector sg,, so that by add-
ing $gn and Sgp, there is obtained a sum vector

oon="8on+3S0n)

which differs in phase angle from sy, and Sy, by an
amount ¢, that is proportional to the magnitude of 3oy
and therefore is also proportional to the amplitude of the
ntk original speech component represented by sg,. Hence

by combining Sy and S; in adder 234 of FIG. 2 there is
obtained a sum signal 3, with individual sum components
having phase angles proportional to the amplitudes of the
corresponding components of the original speech wave.

However, the magnitude of vector oy, in FIG. 3B is
also proportional to the magnitude of vector sg, so that
for purposes of privacy it is necessary to remove from the
amplitudes of the components of the combined signal =,
represented by the vector s, in FIG. 3B all traces of the
amplitudes of the original speech components represented
by the vector sp,. This is accomplished in the apparatus of

— ~

of FIG. 2 by passing the combined signal Zg=S,}Sp)
from adder 234 through an amplitude flattening circuit
24, which may be identical in construction with circuit

11, thereby obtaining a coded output signal Zy= (§0—|—5'0).
The components of the coded output signal =, derived by
circuit 24 are illustrated graphically in FIG. 3B by the
uniform magnitude vector denoted oy, and =, is unin-
telligible to unauthorized listeners since only the phase
angles of the uniform amplitude components of £, con-
tain speech information. In order to decode the signal,
=0, however, it is necessary to transmit additional infor-
mation which will enable the phase angles of the uniform

amplitude components of =2, to be converted into the
amplitudes of the components of a reconstructed, intel-
ligible speech signal at an authorized receiver station.
This additional information may be provided by deriving
a supplementary signal having the amplitude and phase
angle information contained in the train of pulses from
pitch detector 213 of vocoder 21.

As shown in FIG. 2, a supplementary signal is obtained
by applying the train of pulses from detector 213 to a
tracking filter 25, which is constructed to track the funda-
mental frequency component, denoted fy, of the train of
pulses. A suitable design for tracking filter 25 is described
in C. B. H. Feldman et al. Patent 2,859,405, issued Nov.
4, 1958. The output signal of filter 25 is characterized by
a single frequency component having the same uniform
amplitude as the components of the coded signal; this
may be accompished, for example, by constructing flat-
tening circuits 11 and 23 to make the uniform amplitudes
of the components of Sy and = equal not only to each
other but also to the amplitude of the fundamental com-
ponent of the train of pulses from detector 213. Further,
since the synthesized output signal S; of vocoder 21 is
reconstructed from the train of pulses produced by detec-
tor 213, the output signal of filter 25 has the same uniform

phase angle as the components of Sy and Sg.



3,328,526

9

The suitability of the output signal of filter 25 as a
supplementary signal for decoding the coded signal X is
illustrated in FIG. 3B. Referring to FIG. 3B, it is observed
that by substracting a vector sy, representing the com-
ponent of the supplementary signal from the vector ogy
representing a component of the coded signal there is
obtained a difference vector Asy=/(oopn,—sSom), and it is
shown below that the magnitude of this difference vector,
|Aspl, is proportional to the magnitude of the original
vector sgn. Hence by transmitting the output signal f; of
filter 25 together with the coded signal =, from circuit 23,
an intelligible replica of the original speech signal may be
reconstructed at an authorized receiver station by sub-
tracting from the components of the coded signal a corre-
sponding group of components derived from f,, where the
derived components all have uniform amplitudes equal
to the uniform amplitudes of the components of the coded
signal, Z¢, and uniform phase angles equal to the uniform
phase angles of the components of the synthesized
signal, S.

In FIG. 3B, by subtracting the vector S, from the
vector ogy, there is obtained a difference vector denoted
Asy,, where

ASp==00n—Son
1t is observed in FIG. 3B that the phase angle ¢, may be
expressed in terms of the magnitudes of vectors §;, and
Son, €xactly as in the case of the phase angle ¢, in FIG.
3A, that is,
[ 80a]

=tan~!
e [Sonl

(8)
Since 5o, and o, are equal in magnitude, a line that
bisects ¢, also bisects the difference vector Asy, hence
the sine of the angle

1
E‘Pn
may be expressed as
1
gin = ———-EIASHI
2% TS0l (9a)
or
- .1
lAsnl=2ISOn[ Sln§€9n (gb)

Substituting Equations 5b and 8 into Equation 95, the
magnitude of the difference vector may be written

]3011[

\/1+ [80a])?

[S0al (10)
and by removing the absolute value sign in the numerator
of the expression on the right-hand side of Equation 10,
the difference vector itself may be written

|Asy|=—mree

SOn

’\/ (I S Onl

| Son| (11)
Since the magnitude of the 90° phase shifted vector 8,
is proportional to the magnitude of the original vector
Sons it is evident from Equation 10 that the magnitude of
the difference vector As, is approximately proportional
to the magnitude of the original vector sg,, provided that
the value of the denominator in the term on the right-
hand side of Equation 10 remains relatively constant.
Hence an intelligible replica of the original speech wave
may be reconstructed by subtracting from each of the
uniform amplitude components of the coded signal a
corresponding component having the same uniform am-
plitude and a phase angle equal to the uniform phase
angle of the components of the synthesized speech signal.
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10
However, in order to obtain reconstructed components
that closely approximate the amplitudes of the corre-
sponding components of the original speech wave, it is
necessary to select the gain characteristics of automatic
gain control circuit 122 and amplitude flattening circuit
11 so that the ratio of the amplitudes of corresponding

components of Sg and S is relatively constant as required
by the denominator term,

0>
=
B

@
Sl
B

in Equation 10.
Turning back to FIG. 2, the supplementary signal f,
from filter 25 is transmitted to a receiver station together

with the coded signal =, of circuit 23; however, in order

to accommodate both f, and =, within a single trans-
mission channel having a bandwidth equal to that of the
incoming speech wave S, an appropriate low frequency

portion of the coded signal =, is removed by high pass

filter 24 before transmiiting =, together with f,.

At an authorized receiver station, the supplementary
signal fy is recovered from the transmitted signal by low
pass filter 26, and from f, to a suitable harmonic gen-
erator 27, for example, a free running multivibrator, gen-
erates harmonics of the frequency component of f, which
have the same amplitude and phase angle as the fre-
quency component of fy; that is, the harmonics generated
by generator 27 correspond in frequency to, and have the
same uniform amplitude as, the components of the coded

signal 2y, and have the same uniform phase angle as the
components of the synthesized signal S, from vocoder
21. In order to take into account equipment variations
and inaccuracies that may cause the phase angles of the
components of the harmonics from generator 27 to differ
from the phase angles of the components of S, there is
provided a variable delay element 28 which may be
adjusted by a user at the receiver station to restore the
phase angles of the components of the train of pulses to
their proper value.

The coded signal is passed through high pass filter 30
to remove the f, signal, and switch P2, which is set to
correspond to the setting of switch P1 at the transmitter

station, delivers the Eo signal to the minuend terminal of
conventional subtracting circuit 29. Correspondingly, de-
lay element 28 delivers the harmonics from generator 27
to the subtrahend terminal of subtracting circuit 29, and
circuit 29 develops at its output terminal a signal that is
an intelligible replica of the incoming speech signal in
that the amplitudes of the components of the replica sig-
nal closely follow the amplitudes of the corresponding
components of the incoming speech signal. A reproducer
20, which may be a conventional loudspeaker, converts
the replica signal from circuit 29 into audible, intelligible
speech sounds.

If desired, the system shown in FIG. 2 may be adapted
to provide an additional degree of privacy by setting
switches P1 and P2 to include phase transformation cir-
cuit 22a and inverse phase transformation circuit 225 in
the system, where circuits 224 and 22b may be all-pass
networks constructed according to the criteria set forth
in S. Darlington, “Realization of a Constant Phase Dif-
ference,” volume 29, Bell System Technical Journal,
page 94 (1950). Phase transformation circuit 224 at the
transmitter station is constructed to change the phase
angles of the individual components of the synthesized
speech signal S, by various amounts before coding accord-
ing to a predetermined schedule known only to legitimate
receivers of the transmitted signal. Correspondingly, in-
verse phase transformation circuit 225 at the receiver sta-
tion is.constructed to remove from the components of the
coded signal the phase angle changes introduced at the
transmitter station, following which the components of
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the coded signal are decoded in the manner previously
described.

The effect of circuits 22 and 225 is illustrated graphi-
cally in FIG. 3C. A change in the phase angle of the vector
Son Dy a predetermined amount p corresponds to the pas-
sage of the components of S, through circuit 22a to pro-
duce a new signal, S;, whose nth component, sy, has the
same magnitude as the corresponding incoming compo-
nent, son, but a different phase angle. Amplitude flattening
circuit 11 in subpath 1 makes the components of S, uni-
form in amplitude to derive an amplitude flattened signal
S, as indicated by the vector s, in FIG. 3C, while the

components of the output signal §,. of subpath 2 are
shifted in phase by 90° relative to the components of Sy,
as indicated by the vector &, in FIG. 3C. By combining

the components of §; and §r in adder 234, there is ob-

tained a sum signal 2.=(S;+S;), represented by vector
6v==(S;n+58m) in FIG. 3C, and amplitude flattening cir-
cuit 23 makes the components of the sum signal =, uni-
form in amplitude, as shown by vector o in FIG. 3C.
At the receiver station, circuit 2256 removes from the

phase angles of the components of 3, the amounts of
phase angle change introduced by circuit 224 at the trans-
mitter station as indicated by the phase angle difference p

between the vector ;’-r and the vector T;r_,, in FIG. 3C,
thereby enabling subtracting circuit 29 to convert the
phase angles of the components of the coded signal into
the amplitudes of the components of a replica of the
original speech signal.

It is to be understood that applications of the prin-
ciples of this invention are not limited to the specific
examples described above, but may include other com-
munication systems in which it is desired to transmit
speech information with privacy. In addition, it is to be
understood that the above-described embodiments are
merely illustrative of the numerous arrangements that
may be devised for the principles of this invention by
those skilled in the art without departing from the spirit
and scope of this invention,

What is claimed is:

1. A speech privacy system that comprises

a transmitter station including

a source of an incoming speech wave having a plurality

of frequency components, wherein each of said fre-
quency components is characterized by an amplitude
and a phase angle,

means for delivering said speech wave in parallel to

a first subpath in which there is derived from each
of said frequency components a corresponding uni-
form amplitude component and to a second subpath
in which there is derived from each of said frequency
components a corresponding 90° phase shifted
component,

means for additively combining each uriform ampli-

tude component with its corresponding 90° phase
shifted component to obtain a corresponding plurality
of sum components, each sum component being
characterized by an amplitude and a phase angle
proportional to the amplitude of a corresponding
frequency component of said speech wave,

means for subtracting each 90° phase shifted compo-

nent from its corresponding uniform amplitude com-
ponent to obtain a corresponding plurality of
difference components, each difference component
being characterized by an amplitude and a phase
angle proportional to a corresponding frequency com-
ponent of said speech wave,

means for making uniform the amplitude of each of

said plurality of sum components to derive a corre-
sponding plurality of uniform amplitude sum com-
ponents,

means for making uniform the amplitude of each of
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said plurality of difference components to derive a
corresponding plurality of uniform amplitude dif-
ference components,

means for transmitting said plurality of uniform ampli-

tude sum components and said plurality of uniform
amplitude difference components to a receiver sta-
tion, and

at said receiver station,

means for subtracting each of said uniform amplitude

difference components from a corresponding one of
said uniform amplitude sum components to obtain a
plurality of frequency components having amplitudes
representative of the amplitudes of corresponding
frequency components of said incoming speech wave.

2. A speech privacy system that comprises

a transmitter station including

means for converting human speech sounds into an

incoming speech wave characterized by a plurality of
frequency components, each of said frequency com-
ponents having a certain amplitude and a certain
phase angle determined by the nature of said speech
sounds at a given instant,

means for deriving from said speech wave a pair of

first and second coded signals, wherein each of said
coded signals is characterized by a plurality of uni-
form amplitude frequency components in one-to-one
correspondence with each other and with said fre-
quency components of said speech wave, and where-
in the difference in phase angle between each of
said frequency components of said first and second
coded signals and said corresponding frequency
component of said speech wave is proportional to
the amplitude of said corresponding frequency com-
ponent of said speech wave,

means for transmitting said pair of first and second

coded signals to a receiver station, and

at said receiver station,

means for reconstructing a replica of said speech wave

from said pair of first and second coded signals.

3. Apparatus for coding a message signal by converting
the amplitudes of the frequency components of said mas-
sage signal into the phase angles of corresponding fre-
quency components of a coded signal which comprises

amplitude flattening means for making the amplitudes of

said frequency components of said message signal
equal to a predetermined uniform value to obtain
corresponding uniform amplitude frequency com-
ponents,

phase shifting means in parallel with said amplitude

flattening means for shifting the phase angle of each
of said frequency components of said message signal
by 90° to obtain corresponding phase shifted fre-
quency components having amplitudes proportional
to the amplitudes of corresponding frequency com-
ponents of said message signal, and

means for additively combining each of said uniform

amplitude frequency components with each of said
corresponding phase shifted components to form said
coded signal.

4. The method of reconstructing intelligible speech
sounds from a pair of first and second coded signals in
which said first coded signal is characterized by a plu-
rality of frequency components each having the same
predetermined uniform amplitude and each having a
phase angle proportional to the amplitude of a cor-
responding frequency component of an original speech
wave, and in which said second coded signal is charac-
terized by a corresponding plurality of frequency com-
ponents each having the same predetermined uniform
amplitude as said components of said first coded signal,
and each having a phase angle equal in magnitude but
opposite in sign to the phase angle of the corresponding
components of said first coded signal, which consists of
the steps of:

subtracting the frequency components of said second
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coded signal from the corresponding frequency con-
ponents of said first coded signal to obtain a re-
constructed signal characterized by a plurality of
frequency components having amplitudes representa-
tive of the amplitudes of corresponding components
of said speech wave, and

converting said reconstructed signal into intelligible
speech sounds.

5. A speech privacy system that comprises

a transmitter station including

first transducer means for converting speech sounds
into a corresponding speech wave characterized by a
plurality of frequency components having various
amplitudes and phase angles,

first and second subpaths connected in parallel to said
transducer means,

said first subpath including a first amplitude flatten-
ing means for obtaining from said plurality of fre-
quency components of said speech wave a correspond-
ing plurality of uniform amplitude frequency com-
ponents having the same phase angles as said cor-
responding frequency components of said speech
wave,

said second subpath including a delay element, an auto-
matic gain control circuit, and a 90° phase shifting
circuit connected in tandem for obtaining from said
plurality of frequency components of said speech
wave a corresponding plurality of 90° phase shifted
frequency components having amplitudes propor-
tional to the amplitudes of said corresponding fre-
quency components of said speech wave,

adding means for combining each of said uniform ampli-
tude frequency components with a -corresponding
one of said 90° phase shifted frequency components
to obtain a corresponding plurality of sum com-
ponents,

first subtracting means in parallel with said adding
means for subtracting each of said 90° phase shifted
components from a corresponding one of said uni-
form amplitude frequency components to derive a
corresponding plurality of difference components,

a second amplitude flattening means following said
adding means for deriving from said plurality of
sum components a corresponding plurality of uni-
form amplitude sum components that define a coded
signal,

a third amplitude flattening means following said sub-
tracting means for deriving from said plurality of
difference components a corresponding plurality of
uniform amplitude difference components that define
a supplementary signal,

means for transmitting said coded signal and said sup-
plementary signal to a receiver station, and

at said receiver station,

second subtracting means for subtracting said uniform
amplitude difference components of said supple-
mentary signal from said corresponding uniform
amplitude sum components of said coded signal to
derive a plurality of synthesized frequency com-
ponents in one-to-one correspondence with said plu-
rality of frequency components of said speech wave,
wherein the amplitudes of said synthesized frequency
components are representative of the amplitudes of
corresponding frequency components of said speech
wave, and

second transducer means for reproducing speech sounds
from said plurality of synthesized freauencv com-
ponents.

6. Apparatus as defined in claim 5 wherein said first

amplitude flattening means comprises

an input point,

a first plurality of parallel bandpass filters each pro-
vided with an input terminal and an output terminal,

means for connecting the input terminal of each of said
first plurality of bandpass filters to said input point,
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a plurality of parallel amplitude limiting means in
one-to-one correspondence with said first plurality
of parallel bandpass filters, each of said amplitude
limiting means being provided with an input terminal
and an output terminal,

means for connecting the output terminal of each of
said bandpass filters to the input terminal of the
corresponding one of said plurality of amplitude
limiting means,

a second plurality of parallel bandpass filters in one-
to-one correspondence with said plurality of ampli-
tude limiting means, each of said second plurality of
bandpass filters being provided with an input termi-
nal and an output terminal,

means for connecting the output terminal of each of
said amplitude limiting means to the input terminal
of the corresponding one of said second plurality of
bandpass filters,

an output point, and

means for connecting the output terminal of each of
said second plurality of bandpass filters to said output
point.

7. A speech privacy system that comprises

a source of an incoming speech wave characterized by
a plurality of frequency components having various
amplitudes and phase angles,

vocoder means for deriving from said speech wave a
synthesized speech wave and a pitch signal,

wherein said pitch signal is characterized by a plu-
rality of frequency components all having a prede-
termined uniform amplitude and a predetermined
uniform phase angle, and

wherein said synthesized speech wave is characterized
by a plurality of synthesized frequency components
in one-to-ome correspondence with said plurality of
frequency components of said speech wave and each
of said synthesized frequency components has a
predetermined uniform phase angle equal to said pre-
determined uniform phase angle of said pitch signal
components and an amplitude proportional to the
amplitude of a corresponding one of said frequency
components of said speech wave, and -

first and second subpaths connected in parallel to said
vocoder means,

said first subpath including a first amplitude flattening
means for making the amplitudes of said plurality
of synthesized frequency components equal to said
predetermined uniform amplitude of said frequency
components of said pitch signal to obtain a plurality
of uniform amplitude synthesized frequency com-
ponents,

. said second subpath including a delay element, an

automatic gain control circuit, and a 90° phase shift-
ing circuit connected in tandem for deriving from
said plurality of frequency components of said syn-
thesized speech wave a corresponding plurality of
90° phase shifted synthesized frequency components
having amplitudes proportional to the amplitudes of
corresponding frequency components of said speech
wave,

adding means for combining each of said plurality of
uniform amplitude synthesized frequency compo-
nents with a corresponding one of said 90° phase
shifted synthesized frequency components to obtain
a corresponding plurality of sum components,

filter means supplied with said sum signal for passing
selected ones of said sum components to form a re-
duced bandwidth coded signal,

tracking filter means supplied with said pitch signal
for selecting one of said frequency components of
said pitch signal to serve as a supplementary signal,

means for transmitting said reduced bandwidth coded
signal and said supplementary signal to a receiver
station, and

at said receiver station,
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means for generating from said supplementary signal
a plurality of harmonics of said frequency compo-
nent of said supplementary signal, wherein said plu-
rality of harmonics have amplitudes and phase angles
respectively equal to said predetermined uniform
amplitude and predetermined uniform phase angle of
said frequency components of said pitch signal, and
wherein said plurality of harmonics are in one-to-
one correspondence with said selected sum compo-
nents of said reduced bandwidth coded signal,
means for subtracting each of said plurality of har-
monics from a corresponding one of said selected fre-
quency components of said reduced bandwidth coded
~-signal to obtain a plurality of reconstructed frequency
components having amplitudes that closely follow
the amplitudes of corresponding selected frequency
components of said speech wave.
8. A speech privacy system that comprises
a source of an incoming speech wave characterized by
a plurality of frequency components having various
amplitudes and phase angles,
channel vocoder means for deriving from said speech
wave a synthesized speech wave and a pitch signal,
wherein said pitch signal is characterized by a plurality
of frequency components all having a predetermined
uniform amplitude and a predetermined uniform
phase angle, and
wherein said synthesized speech wave is characterized
by a plurality of synthesized frequency components
in one-to-one correspondence with said plurality of
frequency components of said speech wave and each
of said synthesized frequency components has a pre-
determined uniform phase angle equal to said pre-
determined uniform phase angle of said pitch signal
components and an amplitude proportional to the
amplitude of a corresponding one of said frequency
components of said speech wave, and
phase transformation means for changing said pre-
determined uniform phase angle of each of said
synthesized frequency components by a preselected
amount to obtain a corresponding plurality of phase
transformed frequency components,
first and second subpaths connected to said phase trans-
formation means, said first subpath including a first
amplitude flattening means for making the amplitudes
of said plurality of phase transformed frequency
components equal to said predetermined uniform
amplitude of said frequency components of said pitch
signal to obtain a corresponding plurality of uni-
form amplitude, phase transformed frequency com-
ponents,
said second subpath including a delay element, an auto-
matic gain control circuit, and 90° phase shifting
circuit connected in tandem for deriving from said
plurality of phase transformed frequency compo-
nents a corresponding plurality of 90° phase shifted
frequency components,
adding means for combining each of said plurality of
uniform amplitude, phase transformed frequency

16

components with a corresponding one of said 90°
phase shifted frequency components to obtain a
coded signal characterized by a corresponding plural-
ity of sum components,
filter means supplied with said coded signal for passing
selected ones of said plurality of sum components to
derive a reduced bandwidth coded signal, ~

tracking filter means supplied with said pitch signal for
selecting a predetermined one of said frequency
components of said pitch signal to serve as a supple-
mentary signal,

means for transmitting said reduced bandwidth coded

signal and said supplementary signal to a receiver
station, and
at said receiver station,
second filter means for separating said reduced band-
width coded signal from said supplementary signal,

inverse phase transformation means supplied with said
reduced bandwidth coded signal for changing the
phase angles of each of said selected sum compo-
nents by an amount equal in magnitude but opposite
in sign to said preselected amount introduced at said
transmitter station by said phase transformation
means to obtain a group of inverse phase transformed
sum components,

means for generating from said supplementary signal a

plurality of harmonics of said frequency component
of said supplementary signal, wherein said plurality
of harmonics have amplitudes and phase angles re-
spectively equal to said predetermined uniform am-
plitude and said predetermined uniform phase angle
of said frequency components of said pitch signal,
and said plurality of harmonics are in One-to-one
correspondence with said group of inverse phase
transformed sum components, and

means for subtracting each of said plurality of har-

monics from a corresponding one of said inverse
phase transformed sum components to obtain a
plurality of reconstructed frequency components
having amplitudes that closely follow the amplitudes
of corresponding selected frequency components of
said speech wave.

9. Apparatus as defined in claim 8 wherein said means
for generating from said supplementary signal a plurality
45 of harmonics of said frequency component of said sup-

plementary signal comprises
a low pass filter, a harmonic generator, and a variable
delay element connected in series.
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