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DATA MESH PLATFORM

S RELATED APPLICATIONS

{8001} This international application claims the benefit of priority to U.S.
Provisional Application No. 61/970,263, filed March 25, 2014, U.S. Patont
Apphication No. 14/459,115, filed August 13, 2014, U.S. Patent Application No.
14/449,113, filed July 31, 2014, U.S. Patent Application No. 14/449,126, filed

10 July 31, 2014, and to U.S. Patent Application No. 14/498,326, filed Sepicmber
26, 2014, the entire contents of which are hereby jncorporated by reference

herem in their entivety.

TECHNICAL FIHLD

i5 {8602} Embodiments of the present disclosure relate generally to a data

mesh platform.

BACKGROUND

[8803] In recent vears, mobile devices, wearable devices, smart devices,
260 and the Bike have pervaded nearly every aspect of modern life. Such devices are
mereasingly incorporating sensots 1o moniter everything from the moisture level
of houseplants to the dribbling of a basketball. Network-connected devices hike
these are capable of providing a8 near real-time and constant data feed. These

rends have provided a vast amount of rich, constantly updated data.

25
EXAMPLES
[B084] To better ilhustrate the apparatus and methods disclosed herein, a
non-limiting st of examples is provided here:
18065} Example 1. A system comprising: an attribute module to
30 receive atiribute data associated with a user from a plurality of attribute sources;

an item module (o exiract demand indications from the atiribute data, the
demand indications being indicative of anticipatory demand by the user fora

particular item; an analysis module, implemented by a hardware processor of 8
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machine, to identify a pertinent Htem from the attribute data based on the
extracted demand indications; a characteristic module fo infer user
characteristics pertaining 1o the user from the ativibute data; and an order module
to determine transaction parameters for a suggested transaction associated with
the pertinent item based, at least in part, on the user characteristics and
facilitating the suggested transaction according {0 the determined transaction
parametors,

[3806] Example 2. The system of example 1, wherein the at least one
order parameter includes at least onc of a quantity, a delivery time, a payment
time, a delivery method, a delivery destination, a merchant, or a product.

18647} Example 3. A method comprising: receiving attribute data
associated with a user from a plurality of attribote sources; extracting demand
indications from the attribute data, the demand indications being indicative of
anticipatory demand by the user for a particular itemy; identifying, using a
hardware processor of a machine, a conmerce itemn from the atiribute data based
on the extracted demand indications; inferring user characteristies pertaining to
the user from the attribute data; determining ovder pararoefers for a user purchase
associated with the commerce item based, at least in part, on the inferred user
characteristics; and facilitating the user purchase according to the determined
ordes parameters.

{8008 Example 4. The method of example 3, wherein the at least one
order parameter inchudes at least one of a quantity, a delivery time, a payment
time, g delivery method, a delivery destination, a merchant, or a product.

18069 Exaraple 5. The method of example 3, further comprising:
extracting a current inventory level of the commerce item from the attribute data;
determining an inventory threshold for the commerce item by modeling usage of
the commerce item based on the extracted current inventory level and the
nferred user characteristics; identifying a vusmatch between the joventory
threshold and the current inventory level; and based on the mismatch,
automatically performing the user purchase on behalf of the user.

{80106} Example 6. The method of exampic 3, further comprising:
identifying a purchase motive of the user for the commeree item by analyzing
the inferred user characteristics, the purchase motive corresponding to a motive

fime; determining teraporal order parameters, ncladed in the order parameters,
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based on the motive time; and facilitating the user purchase according to the
determined temporal order parameters.

18011} Exaraple 7. The method of example 3, further comprising:
identifying similar users, from among a plurality of other users, that are similar
i the user based on the inferred user characteristics and respective user
characteristics of the plurality of other users; and determining the order
parameters based on the user characteristics of the identified similar users.
{8012} Example 8. The method of example 3, firther comprising:
accessing purchase criteria corresponding to the user; and automatically
purchasing the conunerce tem on behalf of the user according to the purchase
criteria.

{8013} Example 9. The method of example 8, wherein the purchase
criteriz include at least one criterion corresponding to a budget; and wherein the
automatically purchasing the commerce item on behalf of the user is based, at
least in part, on the budget.

[B014] Example 10.  The method of example 8, firther comprising:
determining an item category for the commerce ttem, the purchase criteria
mehiding criteria corresponding to the item category; and facilitating the user
purchase of the commerce item according to the purchase criteria corresponding
to the determined item category.

18015} Example 11, The method of example 3, further comprising:
generating a notification that inchudes an option {0 make the vser porchase, the
notification inchiding the determined order parameters; causing presentation of
the notification to the user; receiving a user selection of the option to make the
aser purchase; and responsive to receiving the user selection, performing the
aser purchase according to the determined order parameters.

{8016} Example 12.  The method of example 11, further comprising:
identifying presentation parameters for presentation of the notification fo the
user based on the mferred user characteristics, the presentation parameters
mclading a presentation time and a presentation deviee; and causing presentation
of the notification according to the preseniation parameters.

18617} Example 13, The method of example 11, further comprising:
adapting the presentation of the notification to the user based, at least in part, on

the inferred user characteristics.

»)



i

o

(&3]

0

&

o

(¥,

WO 2015/148559

[B018] Example 14, The method of example 11, further comprising:
detecting a trigger action of the user based on real-time data included in the
attribute data; and based on the detected trigger action, causing presentation of
the notification to the user.

16619} Example 15 The method of example 3, further comprising:
calculating 2 demand metric for the commerce item based on the demand
mndications corresponding to the comamerce iteny and facilitating the user
purchase associated with the commerce #em based, at least in part, on the
demand metric.

18020} Example 16, The method of example 15, further comprising:
automatically performing the user purchase on behalf of the user based on the
demand metric exceeding a threshold.

{8021} Example 17. The method of example 15, further comprising:
based on demand metric exceeding a threshold, generating a notification
providing the user an option to purchase the commerce item, the notification
mclading the determined order parameters; and causing presentation of the
notfification to the user.

18622} Example 18, A machine readable medium storing instructions
that, when executed by at least one processor of a machine, cause the machine to
perform operations comprising: receiving atiribute data associated with a user
from a plurality of attribute sources; extracting demand indications from the
attribute data, the demand indications being mdicative of anticipatory demand by
the user for a particular item; identifying an item from the attribute data based on
the extracted demand indications; inferring user characteristics pertaining to the
aser from the attribute data; determining order parameters for a user purchase
assoctated with the commerce item based, at least in part, on the nferred user
characteristics; and facilitating the user purchase according to the determined
order paraneiers.

[8023] Example 19, The machine-readable medium of example 18,
wherein the at least one order parameter includes at least one of a quantity, a
delivery time, a payment time, a delivery method, a delivery destination, a
merchant, or a product.

{66243 Example 20. The machine-readable medium of example 18,

wherein the operations further comprise: extracting a current tnventory level of

4
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the commerce item from the attribute data; determining an inventory threshold
for the commerce item by modeling usage of the commerce item based on the
extracted current mvendory level and the mferred user characteristics; identifying
a mismatch between the inventory threshold and the current inventory level; and
based on the mismatch, automatically performing the user porchase on behalf of
the user.

18025} Example 21. A system comprising: an attvibute module 1o
receive attribute data associated with a user from a plurality of atiribute scurces,
the attribute data including real-time data; an authentication module,
wmplemented by a bardware processor of a machine, to identify a portion of the
real-time data indicative of user identification, and to authenticate the user
identification with respect to the real-time data based on an analysis of the
identified portion of the real-time data; and an activity module fo, 1n respounsc to
the analysis of the portion of the real-time data authenticating the user
dentification, identify a user objective being advanced by the user based on the
real-time data, and to aogment an environment of the user based on a vser setting
to facilitate advancement towards the user objective.

18026} Example 22, The system of example 21, wherein the
authentication module is further to: calculate an identity likelihood metric based
on the real-time data, the identity likelihood metric indicating a likelibood of
authentication of the user identification with respect to the real-time data; and
authenticate the vser identification based on the identity likelihood metric
exceeding a threshold.

18027} Examople 23, The systom of example 22, wherein the
authentication module is further to 1dentify, from the real-time data, a portable
device that corresponds to the user, wherein the identity likelihood metric is
based on the identified portable device.

18028} Example 24.  The systeom of example 22, wherein the real-time
data includes sensor data corresponding to the user and wherein the identity
likelihood metric s based i part on the sensor data.

8029 Example 25, The system of example 22, wherein the
authentication module is further to: extract past identification indications from
past attribute data that corresponds to the user, wherein the attribute data

imciudes the past attribute data; exiract real-time identification indications from

5
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the real-time data corresponding to the user; and caleulate the identity likelihood
metric by correlating the real-time identification indications with the past
dentification indications.

18030} Example 26. A method comprising: receiving attribute data
associated with a user from a plurality of attribute sources, the atiribute data
imcluding real-time data; identifying a portion of the real-time data indicative of
an wdentity of the user; awthenticating, using a bardware processor of a machine,
the identity of the user with respect to the real-time data by analyzing the
identificd portion of the real-time data; based on the authenticating of the
identity of the user, identifying a user activity being performed by the user based
on the real-time data; and augmenting the user activity according to a aser
setting.

{6831} Example 27. The method of example 26, further comprising:
calculating an identity likelibood metric based on the identified portion of the
real-time data, the identity kelihood metric indicating a likelihood of
authentication of the identity of the user with respect to the real-time data; and
authenticating the identity of the user based on the identity likelihood metric
exceeding a threshold.

18632} Example 28, The method of example 27, further comprising:
identifying, from the real-time data, a portable device corresponding to the user,
wherein the identity likelibood metric s based on the identified portable device.
(68331 Example 29, The method of example 27, wherein the real-time
data includes sensor data corresponding to the user and wherein the identity
likelithood metric is based, at least in part, on the sensor data.

18034} Example 36, The method of example 27, further comprising:
extracting past identification indications from past attribute data corresponding
{0 the user, wherein the atiribute data includes the past atiribute data; extracting
real-time identification indications from the real-time data corresponding to the
user; and calculating the identity likelthood metric by correlating the real-time
dentification indications with the past identification indications.

18435 Example 31. The method of exampie 27, further comprising:
adjusting a security level of an authorization task based on the identity likelihood
metric, the user activity incloding the authorization task.

8036} Example 32.  The method of example 31, wherein the adjusting

6
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the security level of the authorization task includes automatically performing the
authorization task on behalf of the user.

18037} Examople 33, The method of example 26, further comprising:
determining the user setting based on the attribute data and the user activity; and
augmenting the user activity according to the determined user setting.

{8038} Example 34.  The method of example 33, further comprising:
inferring user characteristics based on an analysis of a portion of the attribuic
data; determining the user setting based on the inferred user characteristics and
the user activity; and augmenting the user activily according o the determined
user sefting,

18039} Example 35, The method of example 34, further comprising:
identifying similar users that are similar to the gser based on the inferred user
characteristics and respective user characteristics of the similar users; and
determining the user setting based on the user characteristics of the identified
similar users.

{8040} Example 36.  The method of example 26, further comprising:
determining the user activity includes presentation of a user interface to the user;
identifying presentation devices avatlable to the user based on the atiribute data,
the presentation devices being capable of presenting the user interface to the
user; determining an slteraate presentation device from among the identified
presentation devices based on the user setting; and causing prescutation of the
user interface to the user on the alternate presentation device.

{8041} Example 37.  The method of example 26, further comprising:
determining a current Jocation of the user based on the real-tiroe data; accessing
device location data included in the attribute data; identifying user devices
within an operating distance of the user based on the current location of the user
and the device location data; and sugmenting operation of the identificd user
devices according to the user sotting.

6042} Example 38, The method of example 26, further comprising:
dentifying a user action of the user based on the real-time data, the user action
being in response to the augmented user activity; inferring an augmentation
result of employing the user setting to augment the user activity; and storing the
augmentation result to be used subsequently to determine the user setting,

{8043} Example 39. A machine rcadable medium baving vo fransitory
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signals and storing instroctions that, when executed by at least one processor ofa
machine, cause the machine {o perform operations comprising: receiving
attribute data associated with a user from a plurality of attribute sources, the
attribute data incloding veal-time data; identifying a portion of the real-time data
mdicative of an identity of the user; authenticating the identity of the user with
espect to the real-time data by analyzing the identified portion of the real-time
data; based on the authenticating of the identity of the user, wentifying a user
activity being performed by the aser based on the real-time data; and modifying
the user activity according to a user sciting.

18844] Example 40, The machine-readable medium of example 39,
wherein the operations further comprise: calculating an identity likelihood metric
based on the identified portion of the real-time data, the identity likelihood
metric indicating a likelibood of authentication of the identity of the user with
respect to the real-time data; and authenticating the identity of the user based on
the identity hkchhood metric exceeding a threshold.

[B045] Example 41. A system comprising: an attribute module to
receive attribute data associated with 2 user from a plurality of attribute scurces;
a characteristic module to infer user characteristics based on an analysis of at
least a portion of the attribute data; a visualization module, implemented by a
hardware processor of a machine, to generate a visualization based at least in
part on the user characteristic, the visualization being representative of the
attribute data; and a presentation module to cause presentation of the
visualization fo the user,

18046} Examople 42, The systom of example 41, wherein the
presentation module is further to receive user input indicating a change to the
visualization, the visealization module further to update the visualization
according to the change indicated by the user input, and the characteristic
module further to infer subsequent user characteristics based, at least in part, on
the user input.

{8047} Example 43.  The system of example 42, wherein the user input
comprises a user interaction with the visualization.

18048} Example 44, The system of example 41, further comprising: an
analysis module to identify similar users from among a plorality of other users

that are similar to the user based on the inferved user characteristics and

PCT/US2015/022318
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respective user characteristics of the plurality of other users; and the
visualization module further to generate the visuahization based on the user
characteristics of the identified similar users.

18049} Example 45, The system of example 41, further comprising an
analysis modele to: determine satisfaction of a reward criteria associated with
the attribute data; and provide a reward to the user based on the determined
satisfaction of the reward criteria, wherein the reward comprises a visualization
featare.

{80506} Example 46, The system of example 45, wherein the apalysis
module is further to; calculate a completeness metric based on the attribute data,
the veward criteria including a criterion based on the completencss metrie.
{8051} Example 47.  The system of example 46, wherein the
completeness metric indicates a quantity of a specified type of data included in
the attribute data and whercin the criterion based on the completeness metric 15
satisfied by the user providing the specificd type of data.

[B052] Example 48.  The system of example 45, wherein the analysis
module is further to: calculate g quality metric based on the attribute data, the
reward criterion including a criterion based on the quality metric.

{8053} Example 49.  The system of example 48, wherein the quality
metric indicaies a receniness of the attribute data and wherein the criterion based
on the quality metric is satisfied by the user providing recend data.

[B054] Example 50. A method comprising: receiving attribute data
associated with a user from a plurality of attribute sources; inferring user
characteristics pertaining to the user from the atiribute data, the user
characteristics including a physical characteristic of the user; gencrating, using a
hardware processor of a machine, an avatar representative of the user based on
the inferred user characteristics, the avatar inchuding an avatar trait
corresponding 1o the physical characteristic of the user; and causing presentation
of the visualization to the user.

[B055] Example 51, The method of example 50, further comprising:
receiving user input indicating a change to the avatar; and updating the avatar
according to the change indicated by the user input, subsequent inferred user
characteristics being inferred based, at least in part, on the user input,

8056} Example §2.  The method of example 51, wherein the user foput

G
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comprises a user interaction with the avatar.

8057} Example 53, The method of example 50, further comprising:
identifying similar users, fron among a plurality of other users, that are similar
to the user based on the inferred user characteristics and respective user
characteristics of the plarality of other users; and determining the avatar trait
based on the user characteristics of the identified similar users.

[B058] Example 54.  The method of example 50, further comprising:
determining satisfaction of a reward criteria associated with the attribute data;
and providing a reward to the user based on the determined satisfaction of the
reward criteria, wherein the reward comprises an avatar feature.

18059} Example S5, The method of example 54, further comprising:
calculating a completeness metric based on the attribute data, the reward criteria
imciuding a criterion based on the completeness metric.

[B068] Example 56,  The method of example 55, wherein the
completeness metric indicates a guantity of a specified type of data included
the atiribute data and wherein the criterion based on the completeness metric is
satisfied by the user providing the specified type of data.

18861} Example 7. The method of example 54, further comprising:
calculating a quality metric based on the attribute data, the reward criterion
imciuding a criterion based on the quality metric.

18062} Example 8. The method of example 57, wherein the quality
metric indicates a recentness of the attribute data and wherein the criterion based
on the quality metric is satisfied by the user providing recent data.

18063} Examople 539, The method of example 54, further comprising:
identifying similar users from among a phurality of other users that are similar to
the user based on the inferred vser characteristics and respective user
characteristics of the plurality of other users; and determining satisfaction of the
reward criteria based on the attribute data associated with the identified similar
SeTs.

[3864] Example 60. A machine readable medium storing instructions
that, when executed by at least one processor of a machine, cause the machine to
perform operations comprising: recetving attribute data associated with a user
from a plorality of attribute sources; inferring user characteristics from the

atiribute data, the user characteristics pertaining to the user; generating a user
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mterface including an avatar representative of the user based on the inferred user
characteristics, the user characteristics inciuding s physical characteristic of the
user, the avatar including an avatar trait corresponding to the physical
characteristic of the user; and causing presentation of the user interface ina

device of the user.

BRIEF DESCRIPTION OF THE DRAWINGS

[8865] Various ones of the appended drawings merely illustrate example
embodiments of the present disclosure and should not be considered as limiting
its scope.

18066} FIG. 1 1s a block diagram iHustrating a networked system,
according to some example embodiments.

8067} FiG. 2 is a block diagram tiustrating an example embodiment of a
data mesh system, according o some example embodiments.

{B068] FiG. 3 is a block diagram illustrating an example embodiment of an
anciilary activity system, according o some example embodiments.

18069 FIG. 4 illustrates an example of generating ancillary activity fora
secondary user device, according to some example embodiments.

{8074 FIG. 5 is a flow diagram illustrating an example method for
generating ancillary activity for a secondary user device, according to some
example crubodiments.

{8071} FIG. 6 s a flow diagram ilustrating further operations for inferring
a user preference from the atiribute data, according to some example
embodiments.

18672} FIGS. 7 and § are flow diagrams illustrating further operations for
facilitating identifying a sccondary user device, according to some example
cmbodiments.

18073} FIGK. 9 and 10 are flow diagrams illustrating further operations for
generating an ancillary activity for a secondary user device, according to some
example embodiments.

{8074} FIG. 11 illustrates an example scene showing a presentation of
ancillary activity to the user, according to some example embodiments.

{8075} FIGS. 12 and 13 depict example user interfaces that present

ancillary activity, according to some example crabodiments.

1
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{8076} FIG. 14 is a block diagram illostrating an example embodiment of a
user analytics system, according to some example cmbodiments.

18677} FIG. 15 15 a flow diagram illustrating an cxample method for
identifying an item and facilitating a purchase associated with the identified
item, according to some example embodiments.

{8078} FiG. 16 is a flow diagram illustrating further operations for
facilitating the purchase basced, at least in part, on an evaluation of an inventory
level, according to some example embodiments.

{86791 FIG. 17 is a flow diagram illustrating further operations for
facilitating the purchase including operations to determine parareters for the
purchase, according to some example embodiments.

{8084} FIG. 18 is a flow diagram iHlustrating further operations for
determining order parameters including operations to determine a temporal
parameter associated with the purchase, according 1o some example
embodiments.

[B081] FIG. 19 is a flow diagram illustrating further operations to facilitaie
the purchase based, at least in part, on purchase criteria, according to some
example embodiments.

{8082} FIG. 20 is a flow diagram Hustrating a further example method for
identifying an ttem and facilitating a purchase, according to some example
embodiments,

[B083] FIG. 21 is a flow diagram ilhustrating an alternative example
method for identifying an itern and facilitating a purchase, according {0 some
exanple embodiments.

18084} FIG. 22 is a flow diagram illustrating further operations to facilitate
the purchase based, at least 1n part, on a demand metric, according to some
cxample crbodiments.

{BORS] FIG. 23 is a flow diagram illustrating further operations to facilitate
the purchase using a notification, according to some example embodiments.
[B086] FIGS. 24 and 25 are flow diagrams illustrating finther operations
for presenting a notification, according (o some example embodiments.

{8687 FIG. 26 15 a flow diagram illustrating communication between
various devices in relation to presenting a notification to the user, according to

some example embodiments.

PCT/US2015/022318
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[B088] FIG. 27 depicts an example oser interface to facilitate the purchase,
according to some example embodiments.

18089} FIGS. 28 and 29 illustrate examples of identifying an tiem and
facilitating a purchase associated with the identified item, according to some
example embodiments.

{80961 FiG. 30 is a block diagram illustrating an example embodiment of
an augmentation system, according to some example embodiments.

{8091} FIG. 31 is a flow diagram illustrating an example method for
suthenticating a user and augmeniing a user activity, according to some example
embodiments.

18092} FIGS. 32 and 33 arce flow diagrams illustrating tfurther example
operations of the method of FIG. 31, according to some example embodiments.
[8693] FiG. 34 depicts communication between a device of the user and
the data muesh systen, according to some cxample embodiments.

[8094] FIGK. 35-38 are flow diagrams illustrating further example
operations of the method of FIG. 31, according to some example embodiments.
18095} FIG. 39 illustrates augmenting an example user activity, according
to some example embodiments.

{8096} FIG. 40 depicts an example user interface to facilitate augmentation
of a user activity, according to some example embodiments.

18097} FIG. 41 is a flow diagram ilustrating various coranwmnications o
facilitate the method of FEG. 31, according to some example embodiments.
{8098} FIG. 42 is a block diagram illusivating an example embodiment of a
visualization system, according to some exaropiec cmboduments.

18099} FIG. 43 is a flow diagram illustrating an example method for
generating a visualization, according to some example embodiments.

{80148} FiG. 44 is a flow diagram illustrating further example operations of
the method of FIG. 43, according to some cxample cmbodiments,

{80161} FIG. 45 is a flow diagram illustrating an example method for
determining satisfaction of reward criteria, according to some example
embodiments.

180142} FIG. 46 15 a flow diagram illustrating further example operations of
the method of FIG. 43, according to some example embodiments.

{86143} FiG. 47 is a flow diagram illustrating various communications o
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facilitate the method of FEG. 43, according to some example embodiments.
186104} FIGS. 48, 49, 50A and 508 depict example user interfaces
meluding example visualizations, according to some cxample crubodiments.
{66165} FIGS. 51A and 51B depict example configurations for
communicatively coupling attribute sources, according to some example
cmbodiments.

80166] FIG. 52 depicts various cxample attribute scurces, according 1o
some example embodiments.

{88187} FIG. 53 depicts various components that provide sitribute data,
according to some examplie embodiments.

{66168} FIG. 54 is a block diagram of an example data stractare for
example attribute data associated with a user, according o some example
cmbodiments.

180169 FIG. 55 is a block diagram of an example data structure for
example attribute data associated with a device, according to some example
embodiments.

180114} FIG. 56 1s a block diagram illustrating an example of a software
architecture that may be installed on a machine, according to some example
embodiments.

{80111} FiG. 57 illosirates a diagrammatic representation of a machine in
the form of a computer system within which a set of instructions may be
executed for causing the machine to perform any one or more of the

methodologies discussed herein, according to an example embodiment.

86112} The description that follows includes systems, methods, techniques,
mstruction sequences, and computing machine program products that embody
illustrative embodiments of the disclosure. In the following description, for the
purposes of explanation, numerous specific details are set forth in order to
provide an understanding of varioos embodiments of the inventive subject
matier. It will be evident, however, to those skilled in the art, that embodimenis
of the inventive subject matter may be practiced without these specific details.
In general, well-known instruction instances, protocols, stractores, and

techniques are not necessarily shown i detail.
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{80113} Modern users of technology typically have a variety of devices to
perform various tasks such as laptop computers, smart televisions, smart phongs,
and wearable devices. Traditionally, a user of such devices operates a single
device to perform a task at one time. The discussion below describes systems
and methods that, in some embodiments, otilize multiple devices to perform, in
real fime, an ancillary, complomentary, or supplemental activity associated with
a particular activity or task. In some embodiments, the systens and methods
distribote a portion of a particular activity or task across multiple devices. The
ancillary or supplemental activity associated with a particular device activity
may be determined based on a variety of factors including an inferred user
preference, device fumctionality, and the device activity. Thus, the ancillary
activity is dynamically determined and performed for the user in real time to
assist the user with the device activity.

180114} In various exanple embodiments, a device activity being performed
m real time by a user device of a user 1s detected. For example, the user may be
browsing a website on a mobile device or a laptop computer. Once the device
activity is detected, atiribute data associated with the user from a plurality of
attribute sources 1s accessed. In various example embodiments, the atiribute data
is received or accessed from a broad range of attribute sources such as, for
example, from mobile devices, smart devices, smart homes, social network
services, user profiles, browsing historics, purchase histories, and so forth.
[B0115] A user preference is inferred indicating a preference or desive of the
user for performing on a sccondary user device an ancillary, supplemental,
complemeniary, or companion activity corresponding to the device activity. For
example, an analysis of the attribute data can indicate the user would ke to view
supplemental content corresponding to the device activity. In this example, the
ancillary activity comprises presenting the supplemental content to the user on
the secondary user device.

{80116} Based on the inferred user preference, the secondary user device
can be identified according to a device status of the secondary user device,
according to some example embodiments. In various implementations, the
device status indicates a device capability to perform the aneillary activity inreal
time. For example, if the ancillary activity comprises presenting content to the
uscr, the sccondary user device may be incapable of performing such a task if the

{5



i

o

(&3]

0

&

o

(¥,

WO 2015/148559

secondary aser device is not within a vicinity of the user {e.g., within a
presentation distance of the user).

a1 Once the secondary user device is identified, the ancillary activity,
to be performed in real time on the secondary user device, is generated by
analyzing the device activity, a device fimetionality of the secondary user deviee,
and the user preference. For example, if the device activity comprises providing
directions to the user, the ancillary activity may comprise providing countent
associated with providing directions such as a current heading or distance to
destination readout. In varicus implementations, the ancillary activity is caused
to he performed on the secondary user device or transmiited to the secondary
aser device with instruction to perform in real time the ancillary activity,
{68118} According to further embodiments, the obiective of zero effort
shopping is to reduce or climinate cffort by a consumer user to purchase varicus
products. To this end, the systerns and methods described herein may, among
other functions, access a wealth of attribute data associated with a user, analyze
the attribute data to identify #tems that the user may have demand for, and
facilitate 2 purchase associated with the identitied tems. For instance, the user
may be characterized based on an analysis of the atiribute data, and the user
characterization may be vsed as a basis for identifying items and order
parameters for a purchase associated with identified items. The collective,
aggregated attribute data may be referred to as a “data mesh.”

[38119] In various example embodiments, the attribute data is received or
accessed from a broad gamut of attribute sources such as, for example, mobile
devices, smart devices, smart homes, social network services, user profiles,
browsing histories, purchase histories, and so forth. Demand indications that are
mdicative of anticipatory demand by the user for a particalar item are extracted
from the atiribute data. For example, purchasc historics may indicate prior
purchases for coffee products, location data (¢.g., as determined by a Global
Positioning System (GPS) component of a mobile device, beacon detections, or
other location services) may indicate frequent trips to coffec shops, or social
media data such as check-ins or user postings may indicate an affinity for coffee.
Subsequent to extracting the demand indications, a commerce itern may be
identified from the attribute data based on the extracted demand indications. In

continuing with the example above, the identificd commerce item may comprise
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coffee beans, coffee filters, or other coffee-related items.

{80128} In further example embodiments, user characieristics pertaining to
the user are inferred based on an analysis of a portion of the attribute data. The
user characteristics inchude, for instance, a trait, quality, action, activity, attitude,
health condition, habit, behavior, and the like. For exampie, the user
characteristics may incfude a particular medical condition of that user associated
with dict restrictions. The systems and methods described herein may facilitate a
purchase associated with the commerce ttem based, at least in part, on the user
characteristics. In an exanple embodiment, a notification, inchading an option to
make the purchase, is presented to the user. In some jostances, the notification is
personalized to the user based on the user characteristics (e.g., the notification
may be presented on a preferred device of the user at a time of day
corresponding o user availability such as after the user is done working). In
some example embodiments, the purchase is made automatically on behalf of the
user. For instance, g demand metric is calculated based on the demand
ndications, and if the demand metric exceeds a thresheld, the purchase may be
performed automatically. Thus, the systeros and methods described herein may
facilitate commerce on behalt of the user 1o increase convenience and redace
time and effort of the user to conduct commerce. In some cases, the systems and
methods analyze the atiribuie data to simulate docisions of the user regarding
various shopping or purchasing-related activities.

881211 According {o still further embodiments, attribute data, including
real-time data, may be received from a plurality of attribute sources; a user may
be authenticated based on an analysis of the attribute data; a user activity may be
identified based on the attribute data; and the vser activity may be augmented
according to a user setting. The attribute data may inchlude data veceived from a
broad gamut of attribute sources such as, for cxample, mobile devices, smart
devices, smart homes, social network services, user profiles, browsing histories,
purchase histories, and so forth.

{80122} Subsequent to receiving the attribute data, a portion of the real-time
data indicative of an identity of the oser may be identified. For example, the
real-time data may inchude a location of a mobile device of the user, sensor data
from a device of the user, and s0 on. In an example embodiment, the identity of

the user may be authenticated based on an analysis of the identified portion of
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the real-time data. For instance, the location of the user’s mobile device may be
indicative of the location of the user, and if the location of the user device is
within & distance of an Intemnet device currently being used, it may be inferred
that the user may be currently using the Internet device. Many other indications
of the user’s identity may be employed to authenticate the identity of the user.
In further cxamplic embodiments, an identity fikelibood metric may be calculated
based on an analysis of the attribute data. In some example embodiments, the
dentity of the aser may be authenticated when the identity likelihood metric
exceeds a threshold.

166123] In still further example embodiments, based on authenticating the
identity of the user, 4 user activity being performed by the user may be identified
based on the real-time data. For example, the user may be using a website,
jogging, entering a room {e.g., walking from a living room to a kitchen), and so
on. The user activity may be augmented according to the user setting. Insg
specific example, the user may be using a website that implements a login, and
based on the authentication of the user’s identity, the security for the website
login may be reduced or the user s avtomatically logged in. In another specific
example, the user may be streaming media in the hving room 1o an Interet-
connected device {e.g., a media entertainmment system presenting to a display),
and the streaming may be contimued in the kitchen (¢.g., to a smart refrigerator
that inclades a display) when the user moves from the living room to the kitchen.
Many other user activities may be augmented in a varicty of ways.

186124 According o vet further embodiments, a visualization may be
generated based, at least in part, on ativibute data associated with a user. In an
example embodiment, attribute data may be received from a broad gamut of
attribute sources. For instance, the attribute data may include data associated
with the user received from mobile devices, smart devices, smart homes, social
network services, user profiles, browsing histories, or purchase histories. The
collective, aggregated attribute data may be referred to as a “data mesh.”
Subsequent to receiving the attribuie data, a user characteristic may be inferred
based on an analysis of at least a portion of the ativibute data. In various
example embodiments, the user characteristic may be a trait, quality, action,
activity, attitude, health condition, habit, behavior, and the like. For example,

physical characteristics of the user such as height, weight, fitness level, and so
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on, may be inferred or measwred divectly from the attribute data. In an example
embodiment, a visualization may be gencrated based, at least in part, on the user
characteristic. The visualization may be representative of the attribute data. For
example, the visualization may be an avatar that includes physical characteristics
stmilar to the user’s. In this example, the visualization may be representative of
the user. The visualization may be caused to be presented to the user.

180125} 1o further example embodiments, the user may provide user nput
mdicating a change to the visualization. The visualization may be updated
according to the change indicated by the user fnput. Subsequent inferred user
characteristics may be based, at least in part, on the user input. For exanple, if
the visualization does not accurately reflect the user or the ativibute data, the user
may modify the visualization. The modification may then be used as a basis to
more accurately gonerate the visualization or more accuvately infer the user
characteristics.

[B80126] {n still further example embodiments, a reward may be provided to
the user based on a determined satisfaction of reward criteria. For instance, the
reward criteria may include a criterion to complete a physical activity such as a
certain number of steps taken as determined by a pedometer {e.g., an application
executing on a mobile device of the aser that may determine steps taken). Based
on execeding a threshoid number of steps taken, the user may satisfy the reward
criteria. In an example embodiment, the reward may include an additional
feature for the visualization {(e.g., an additional accessory or function for the
visuyalization}). In another instance, the reward criteria may be associated with
completeness of a profile. In this jnstance, the more nformation the user
provides or provides permission to access, the closer the user may be to
satisfying the reward criteria.

86127} With reference to FIG. 1, an cxamplc embodiment of a bigh-level
client-server-hased network architecture 100 is shown. A networked system 102
provides server-side functionality via a network 104 {e.g., the Internet or wide
arca network (WAN)) to a chient device 110, A user (e.g., user 106} may interact
with the networked system 102 using the client device 110, FIG. 1 illustrates,
for example, a web chent 112 {e.g., a browser, such as the INTERNET
EXPLORER® browser developed by MICROSOFT® Corporation of Redmond,

Washington State}, client application(s) 114, and a programmatic client 116
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executing on the client device 110, The client device 110 can inchude the web
client 112, the client application{s) 114, and the programmatic client 116 alone,
together, or in any suitable combination. Although FIG. 1 shows one client
device 110, multiple chient devices can be included in the network architecture
100.

{86128] The client device 110 can comprise a computing device that
nchudes at least a display and communication capabilities that provide access to
the networked system 102 via the network 104, The client device 110
comprises, but is not limited to, a remote device, work station, computer, general
purpose computer, Internet applance, hand-held device, wireless device,
portable device, wearable computer, cellular or mobile phone, personal digital
assistant (PDA), smart phone, tablet, ultrabook, netbook, laptop, deskiop, multi-
processor system, microprocessor-based or progranunable consumer electronic,
game consoles, set-top box, network PC, mini-computer, and the ke, In further
example embodiments, the client deviee 110 comprises one or more of a touch
screen, accelerometer, gyroscope, biometric sensor, camera, microphone, global
positioning system (GPS) device, and the like.

{86129} The chient device 110 can communicate with the network 104 via a
wired or wireless connection. For example, one or more portions of the network
104 can be an ad hoc network, an intranet, an extranet, a Virtual Private Network
{(VPN), a Local Arca Network (LAN), a wireless LAN (WELAN), a Wide Arca
Network {WAN), 8 wirgless WAN (WWAN), a Metropolitan Area Network
(MAN}, a portion of the Tnteroet, 3 portion of the Public Swiiched Telephone
Network (PSTN}, a cellular telephone network, & wircless network, a Wircless
Fidelity (WI-FI®) network, a Worldwide Interoperability for Microwave Access
{WiMax) network, another type of network, or a combination of two or more
such networks.

180138} The client device 110 can include one or more of the applications
(also referred to as “apps”) such as, but not limited to, web browsers, book
reader apps (operable to read e-books), media apps (operable to present various
media forms including audic and video), fitness apps, biometric monitoring
apps, messaging apps, electronic mail {email) apps, e-commerce site apps {also
referred to as “marketplace apps™), and so on. The client application(s} 1 14 can

imciude various components operable to present information to the user and
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conununicate with the networked system 102, In some embodiments, if the e-
commerce site application is included in the client device 119, then this
application can be configured to locally provide the user interface and at least
some of the functionalities with the apphication configured to commumicate with
the networked system 102, on an as-needed basis, for data or processing
capabilities not locally available (e.g., access to a database of items available for
sale, to authenticate a user, to verify a method of payment). Conversely, if the e-
conumeree site apphcation is not inchided in the clent device 110, the client
device 110 can use its web browser to access the e-commerce site {or a variant
thercof) hosted on the networked systom 102,

861313 In various example embodiments, the users {(e.g., the user 106) can
be a person, a machine, or other means of interacting with the client device 110
In some example embodiments, the users may not be part of the network
architecture 100, but may interact with the network architecture 100 via the
client device 110 or angther means. For instance, the users can interact with
client device 110 operable to receive input information from {e.g., using touch
screer input or alphanumeric imput) and present infermation to {¢.g., using
graphical presentation on a device display) the users. In this instance, the users
may, for example, provide input information to the client device 116 to be
communicated o the networked systemn 102 via the network 104, The
networked system 102, 1o response to the received input information,
conumunicates information to the client device 110 via the network 104 to be
prescnted to the users. In this way, the user may interact with the networked
system 102 using the client device 110,

180132} An Application Program Interface (AP server 120 and a web
server 122 may be coupled to, and provide programmatic and web interfaces
espectively to, one or more application server(s) 140. In various
implementations, the application server(s) 140 hosts one or more publication
system{s) 142, payment system(s) 144, and a data mesh system 159, cach of
which comprises one or more modules or applications and each of which is
embodied as hardware, software, firmware, or any combination thereof, The
application server(s} 140 are, n turn, shown to be coupled o one or more
database server(s) 124 that facilitate access to one or more nformation storage

epositorics or database(s) 126, In an example embodiment, the database(s) 126
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are storage devices that store information to be posted (e.g., publeations or
fistings) to the publication system({s) 142, The database(s) 126 stores digital
goods information in accordance with some example cmbodiments,

180133} Additionally, a third party application 132, executing on third party
server(s) 130, is shown as having programmatic aceess to the networked system
102 via the programumatic interface provided by the AP server 120, For
example, the third party application 132, utilizing information retrieved from the
networked system 102, supports one or more featares or functions on 8 website
hosted by the third party. The third party website, for example, provides one or
more promotional, marketplace, or payment functions that are supported by the
relevant applications of the networked system 102,

1861343 The publication system({s) 142 provides a number of publication
functions and services to the users that access the networked system 162, The
payraent systemds) 144 likewise provide & sumber of functions to perform or
facilitate payments and transactions. While the publication system{s) 142 and
payment system(s) 144 are shown in FIG. 1 to both form part of the networked
system 102, it will be appreciated that, in aliernative ersbodiments, cach system
142 and 144 may form part of a payment service that is separate and distinct
from the networked system 102, In some example embodiments, the payment
systems) 144 may form part of the publication systens) 142.

80135] The data mesh systern 150 provides functionality to receive,
retrieve, or store a broad spectnm of data assoctated with the users, according to
various embodiments. It will be noted that the coliective, aggregated attribuic
data is sometimes referred o as a “data mosh.” The data mesh system 150
stores, for example, received data in storage devices such as the database(s) 126.
In some example embodiments, the data mesh system 150 commumicates with
the clhient device 110, the thivd party server(s) 130, the publication system(s) 142
{c.g., retrieving listings), and the payment systeny(s) 144 (c.g., purchasing a
listmg). Inan alternative example embodiment, the data mesh system 150 can
be a part of the publication system(s) 142.

164136] Further, while the client-server-based network architecture 100
shown in FIG. 1 employs a chient-server architecture, the present inventive
subject matter 1s, of course, not limited to such an architectare, and can equally

well find application in a distributed, or peer-to-peer, architecture system, for
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example. The various systems of the applications server(s} 140 {e.g., the
publication system(s) 142 and the payment system{s) 144) can also be
mplemenied as standalone software programs, which do not necessarily have
networking capabilitics.

663137} The web chent 112 can access the various systems of the networked
system 102 {c.g., the publication system(s) 142} via the web mterface supported
by the web server 122, Similarly, the prograramatic client 116 and client
application{s} 14 can access the varioss services and functions provided by the
networked system 102 via the programmatic interface provided by the APT
server 120, The programvuatic client 116 can, for example, be a scher
application {¢.g., the Turbo Lister application developed by EBAY® Inc., of San
Jose, Califorpia) to enable sellers to author and manage listings on the networked
system 102 in an off-line manner, and to perform batch-mode communications
between the programumatic client 116 and the networked system 102,

{88138 FiG. 2 is a block diagram of the data mesh system 150, which can
provide fimctionality to receive, retrieve, or access attribute data from attribute
sources, analyze the attribute data, manage the attribute data, and so forth. Tnan
example embodiment, the data mesh system 150 can include a presentation
madule 210, a communication moduale 220, an atiribute module 234, a
characteristic moduele 240, a management module 250, an anciliary activity
system 260, a user analytics system 270, an angoendation system 280, and a
visuyalization system 290, All, or some, of the modules 210-290 of FIG. 2, can
communicate with each other, for example, via a network coupling, shared
memory, and the like. It will be appreciated that each module of modules 210-
280 can be implemented as a single module, combined into other modules, or
further subdivided into multiple modules. Other moditles not pertinent to
cxample ermbodiments can also be included, but are not shown.

180139] Referring to FIG. 2, the presentation module 210 provides various
presentation and user interface functionality operable to interactively present and
receive information from users. For example, the presentation modele 210
causes presentation of various notifications or user interfaces that provide the
user an option to make a purchase associated with the identified items. The
presentation module 210 presents or causes presentation of information using 2

variety of means, including visually displaying information and using other
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device outputs {e.g., acoustic, haptic). Interactively presenting is intended to
incluade the exchange of information between a device and a user. The user can
provide toput to interact with the user intorface in a varicty of ways, including
alphanumeric mput, cursor input, tactile input, or other input {e.g., one or more
of touch screen, camera, {actile sensors, light sensors, infrared sensors, biometric
sensors, microphone, gyroscope, accelerometer, or other sensors). It will be
appreciated that the presendation module 210 provides many other user interfaces
to facilitate fimctionality described herein. Further, it will be appreciated that
“presenting” as used herein is intended to include communicating information to
another device with functionality operable to perform presentation using the
communicated information.

{86148 The commumication module 220 provides various communications
fonctionality and web services. For example, the communication module 220
provides network conupunication such as communicating with the networked
system 102, the client device 110, and the third party server(s) 130, In variocus
example embodiments, the network conumunication operates over wired or
wircless modalities. Web services are intended to inchude retrieving information
from the third party server{s) 130, the database(s) 126, and the application
server(s) 140, Information retrieved by the commumication module 220
comprises data associated with the user (e.g., user profile information from an
online account, social network service data associated with the user), data
associated with one or more items Listed on an e-commerce website (e.g., tmages
of the item, reviews of the item, item price), other data to facilitate the
functionality described herein, and so on.

166141} The attribute module 230 can receive, access, or retrieve a wide
variety of attribute data from many different attribute sources. For example, the
atiribute module 230 receives, retrieves, or accesses the attribute data from user
devices or machines (e.g., the client device 110), social network services, the
third party server(s) 130, the publication system(s} 142, the payment system(s)
144, other appheations servers, or other attribute sources. The attribute data, as
used herein, is intended to include raw data such as sensor data, profile data,
social network content, and so on.

{66142} In some example embodiments, the attribute module 230 extracts

the attribute data from various sources. For instance, a payment history log of
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the user can include a tremendous amount of extrancous data. The attribute
moduie 230 can extract purchase information such as item purchased, time,
purchase price, seller, location, brand, and so forth from the payment history log
of the user.

{86143} In further example embodiments, the attribute module 230 performs
various functions to prepare or condition the ativibute data for analysis. For
mstance, the atiribute module 230 standardizes the atiribuie data to facilitate
analysis of the atiribote data (e.g., determine a normal form for the data to allow
for comparison and other mathematical analysis). The attribute module 230
performs many other functions to prepare the attribute data for analysis.

166144} In various example embodiments, the attribute module 230 stores
the attribute data in association with the user for subsequent analysis, For
cxample, the attribute module 230 stores the atiribute data in the database(s) 126.
The atiribute data can be stored in conjunction with a user identifier such that the
attribute module 230 subsequently uses the user identifier to access the attribute
data corresponding to a particular user. The atiribute modude 230 accesses the
stored attribute data using other schomes. For instance, the atiribute module 230
accesses a portion of the attribute data associated with a time, an item, a user, a
type of user, a particular attribute source, and so forth. In this way, the attribute
module 230 accesses a portion of attribute data according to various parameters
from among a farge quantity of the atiribute data to access, identify, or find
pertinent and relevant data.

[38145] The characteristic module 240 infers a user characteristic or
multiple user characteristics corresponding 1o the user based on an analysis of at
least a portion of the attribute data. Many schemes and techmiques can be
emploved to infer the characteristics from the aitribute data. For example, a
particular user characteristic can be a work location of the user. The attribuie
data can include a plurality of locations (e.g., as determined by a GPS
component of a user device used by the user) that inchude time stamps. The
work location of the user can be inferred based on the consistency and timing of
the locations included in the attribute data (e.g., during normal working hours,
the user is typically at a particular office building). Many different portions of
atiribute data and combinations of portions of attribute data can be analyzed to

infer a wide variety of characieristics.
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80146} In various example embodiments, characteristics (e.g., the oser
characteristics), as used herein, are intended to include traits, qualitics, actions,
activities, atittudes, habits, behaviors, and the like pertaining to a person or
people. Inasmuch as the atiribute data may not necessarily pertain to a person
{c.g., raw data such as coordinates of a particular location), a characteristic (e.g.,
current location of the user, disliking spicy food, having young children, being a
Star Trek fanatic) can be distinet from the atiribute data.

801471 The management modude 250 provides management functions
associated with the attribute data. For cxample, the management moduic 250
provides the user with functionality fo edit, modify, update, or otherwise conirol
the attribute data. For instance, the user removes undesired atiribute data via the
fonctionality provided by the management module 250, In s further tustance, the
user specifics permissions for portions of the attribute data using the
fonctionality provided by the management module 250, The peroissions allow
or prohibit certain access or uses for the attribute data {(e.g., the permission
prohibits aceess to the attribute data by third parties). Various levels of access
and abilities can be granted. in some cxample crobodiments, the permaissions
persist for a period of time, and after expiration of the time period, the
permissions are revoked.

{6G148] In further example embodiments, the management module 250
requests consent from the user to access portions of the attribute data or 1o
request permission for certain ases of the atinbute data. For example, the
management module 250 requests consent from the user to allow third parties to
access portions of the ativibute data. The mavagement module 250 requests a
variety of other consents associated with various actions corresponding to the
atiribute data.

{66149] In still further example embodiments, the management module 250
provides functionality to allow thitrd partics to access the attribute data or user
characteristics. For example, the management module 250 provides a set of
APIs that can be invoked by third parties to access the attribute data or user
characteristics. As discussed above, in some example embodiments, permission
or consent of the user is determined prior to providing access to the atiribute
data.

{80138} FiG. 3 is a block diagram of the anciliary activity system 260,
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which can provide functionality to generate ancillary activities based on varicus
triggers and information. The ancillary activity system 260 includes ap activity
module 310, a preference module 320, and a device module 330, according to an
example embodiment,

{86151} The activity moduole 310 in the ancillary activity system 260
provides functionality to generate the ancillary, supplemental, complementary,
ot companion activity corresponding to the device activity. For example, the
user can be browsing a website and the activity modele 310 generates the
ancillary activity comprising providing the user inleractive content such as an
option to share, like, post {e.g., tweet), and so forth the webstte. The activity
modale 310 generates many other anciliary activities corresponding to the device
activity based on various triggers and information.

{86152} The prefercnce module 320 provides functionality to infer a user
preference, from the attribute data, indicating a preference of the user associated
with performing on the secondary user device the ancillary activity
corresponding to the device activity. For example, the preference module 320
nfers that the user desires or prefers a particular type of content associated with
a particular device activity. The preference module 320 also identifies other
asers that are similar to the user and infer the user preference based on the
identified similar users. The preference module 320 employs a variety of
schemes and techniques using a wide range of data to infer the user preference.
{88153} The device modude 330 provides functionality to identify the
secondary user device according to a device status of the secondary user device.
In various implementations, the device status indicates a device capability to
perform the ancillary activity in real-time. The device module 330 retrieves,
derives, determines, or otherwise obtains a variety of information associated
with the user device and the secondary user device to facilitate the functionality
herein. For example, the device module 330 determines availabie functionality
of the secondary user device.

[B0154] FIG. 4 ilhustrates a diagram 400 showing an example of generating
ancillary activity for a secondary user device, according to some cxample
embodiments. User 410 may be using wearable computing devices such as
wearable device 420 (e.g., GOOGLE GLASS®) or wearable device 430 (e.g., a

smart watch). In this example, the wearable device 430 is compumnicatively
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coupled to user device 450 via wireless signals such as signal 440. In various
implementations, the user device 450 is conununicatively coupled, via coupling
461, to the network 104, which is i tum communicatively coupled to the
networked system 102 including the data mesh system 150 {discassed above in
connection with FIG. 2) and the anciliary activity system 260 (discussed above
in connection with FEG. 3).

[B0155] The user 410 may be operating or using the user device 450, The

bR 24 39 4y

terms “operating,” “using,” “in service,” or “in use” as vsed herein are intended
to include a particular user physically interacting with a particular device, being
capable of operating the particular device within a shott time period such as
dormant device or a device in standby (e.g., a particular user carrying a mobile
device on their person withoot presently physically interacting with the device is
imciuded in the torms “operating,” “using,” or “in usc¢”), or otherwise utilizing
the particular device {¢.g., a smart refrigerator, that is not within a vicinity of the
user, configured to track mventory levels and provide mventory data).

[B8156] In the example diagram 400, the user 410 is carrying the user
device 450 that 15 communicatively coupled to the ancillary activity system 260,
The activity module 310 detects the device activity of the user device 450, For
instance, the user 410 can be browsing a web page, receiving directions {0 a
particular location, monitoring fitness activity such as a number of steps taken,
and so forth using the user device 450,

88157} Omee the activity module 310 detects the device activity, the
preference module 320 infors the user prefercnce from the ativibute data accessed
by the atiribute module 230. The user preference indicates a preference of the
aser or desire of the user for performing, on a particular user device, a particular
ancillary activity corresponding to the device activity. For example, the
preference module 320 infers that the user 410 would like an option, presentad
on a particular wearable device, to favorite, share, post (e.g., tweet) associated
with a webpage the user 410 s browsing on the user device 450.

{86158} Based on the inferred user preference, the device module 330
identifics the secondary user device according to the device status of the
secondary user device. The device status indicates that the device is capable of
performing the ancillary activity. For example, the device module 330 identifies

the wearable device 430 as the secondary user device based on the device siatus
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corresponding to the wearable device 430, In this example, the device module
330 determines the device status of the wearable device 430 as being in use by
the user 410 {e.g., the user 410 wearing the wearable device 4303, Thus, the
wearable device 430 is operable to perform the ancillary activity since providing
the option for the user 410 to select can be effectuated by the wearable device
430 as the user 410 is within an operating distance of the wearable device 430
{80159 After the device module 330 identifies the secondary user device,
the activity module 310 generates the ancillary activity to be performed in real
time on the secondary user device. The activity module 310 gonerates the
ancillary activity by analyzing the device activity, a device functionality of the
secondary user device, the user preference, and other data. The device
functionality indicates options available for imput and output on the secondary
user device. For example, the identified secondary user device is the wearabie
device 430 that has a small screen area to display user interfaces or has reduced
options for output {¢.g., no speakers). In a specific instance, the activity module
310 gencrates the ancillary activity to include abridged activity content
according to the device functionality (e.g., small display size). After the activity
modale 310 generates the ancillary activity, the activity module 310 transmits or
otherwise communicates to the secondary user device to perform the ancillary
activity in real time.

180164 FIG. 5 is a flow diagram Ulustrating an example method 500 for
generating ancillary activity for the secondary user device, according to some
example cmbodiments. At operation 519, the activity module 310 detects the
device activity being performed in real time by the user device of a user. The
term “real-time data,” as used herein, is intended to inchide data associated with
an event currently happening. For example, the device activity being performed
in real ime includes a particular device activity detected at the activity module
310 afier 2 delay interval (e.g., due to transtuission delay or other delays such as
being temporarily stored at an intermediate deviee) between the instant of the
particular device activity ocourring and the activity moduale 310 detecting the
particular device activity. Thus, in some instances, the device activity being
performed in real time is intended to include activities that have occurred a short
time in the past. This discussion of real time applies equally throughout the

specification in relation to other uses of the term “real time.”
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88161} In various embodiments, the device activity includes a wide varisty
of activities such as browsing a webpage, monitoring fitngss activity (e.g., steps
the user has taken), heart rate monitoring, fnventory level monitoring (e.g., a
smart refrigerator that monitors nventory), and so on. In some implementations,
the activity medule 31 detects the device activity being performed by
monitoring devices of the user. For instance, a smart appliance of the user
provides a continuous or periodic stream of data indicating various device
activities.

1B88162] At operation 520, the attribute module 230 accesses the attribute
data associated with the user from the plurality of attribute sources. In various
example embodiments, at least a portion of the atiribute data includes real-time
data or near real-time data. For example, the real-time data includes user iput
data or sensor data communicated to the attribute module 230 after a delay
interval (e.g., due to transmission delay or other delays such as being temporariky
stored at an intermediate device) between capturing the data and the attribute
module 230 receiving the data.

188163} As will be discussed in connection with FIGS. 52 and 53, the
attribute data 1s received from a broad spectrum of attribute sowrces {e.g.,
devices, sensors, servers, databases, and other spurces). Additionally, the
atiribute moduie 230 receives or accesses the attribute data via many pathways
resulting from an assortment of configurations of the attribute sources as further
discussed in connection with FIGS. 51A and 51B. In an example embodiment,
the attribute module 230 receives the aitribute data directly from the atiribute
sources. {n other example embodiments, the atitibuie module 230 receives the
attribute data from a central device that receives attribute data from a plurality of
aser devices. In stili other example embodiments, various user devices arg
communicatively coupied in a decentralized device-to-device mesh, and the
atiribute module 230 reccives the attribute data corresponding 1o a particular
device in the mesh from any of the devices in the mesh. The attribute module
230 receives the attribute data from the attribute sources in many other
configurations imchiding various suitable combinations of configurations.
168164} In various example embodiments, the attribute module 230 stores
the attribute data in association with the user (¢.g., indexed based on a user

identifier) for subsequent analysis. The attribute module 230 stores the attribute
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data in a storage device such as the database{(s) 126, for example. The atiribuote
module 230 accesses the stored attribute data using a variety of search or find
schemes. For instance, the attribute data associated with a particular user is
accessed using a user identifier that corresponds to the particular user. It will be
noted that the collective, aggregated attribute data is sometimes reforred to as a
“data mesh.”

180165] At operation 530, the preference module 320 jnfers the user
preference or desived user setting, from the attribute data, indicating a preference
of the user for performing on the secondary user device the ancillary activity
corresponding to the device activity. For example, the attribute data includes
engagement data of the user (e.g., particular websites the user visits, taps, clicks,
or other interactions with various notifications) indicative of the types of
imformation the user is nterested in. In a specific example, the preference
module 320 nfers the user preference for receiving notifications associated with
a particular sporting event based on the engagement data.

{80166} In this specific example, the activity module 310 detects from the
user device (e.g., a smart television) that the device activity includes watching a
sporting event. In continuing with this example, the preference moduie 320
mfers the user preference to tndicate the user has an affinity for notification
associated with waitching a sporting cvent on a particolar secondary device based
on past notifications the user showed interest in that are included in the ativibute
data.

801671 Referring now to FiQ. 6, a flow diagram is shown iliustrating
further operations for inforring a user preference from the attribute data,
according to some example embodiments. As discussed above, subsequent to
the operation 520, at the operation 530, the preference module 320 infers the
user preference from the attribute data.

[88168] At operation 610, the characteristic module 240 infers or divectly
measures user characteristics pertaining to the user from the atiribute data. In
some example embodiments, the characteristic modale 240 stores the inferred
user characteristics for subsequent analysis, for exampie, in a storage device
such as database(s) 126. The characteristic module 240 infers a vast spectrum of
the user characteristics from the atiribute data. A fow specific examples of user

characteristics include demographic data (e.g., age, gender, marital status,

31



i

o

(&3]

0

&

o

(¥,

WO 2015/148559 PCT/US2015/022318

number of children), user preferences {e.g., being a morning person, favorite
locations, enjoying spicy food), idiosyncrasy {¢.g., being forgetful, such as
draining the battery on a mobile device; or being impaticnt, such as a Hine
breaker that will leave a store if the line s too long), qualitics (¢.g., being
athletic, being tall, baving a large vocabulary), personality traits (e.g., being a
risk faker), actions, activitics {¢.g., working for a non-profit), attitudes, habits
{e.g., being a coffee drinker), behaviors, beliefs, biases, domeanor, and physical
characteristies of the user (e.g., height, weight, garment sizes, eve color, hair
color). The specificity of the characteristics vanges from very namow (e.2.,
drinks a particuiar brand of soda) to very broad {e.g., being generally
philanthropic). To illustrate imferring the user characteristic from the attribute
data in an example, the sttribute data inclodes user location data that indicates
frequent visits to a local school, local soccer fields, and the like, In this example,
the characteristic module 240 infers that the user has children based on the types
of locations the user may be frequently visiting.

{80169} In some mstances, the characteristic module 240 performs varying
degrees of inferential analysis of the attribute data to derive the user
characteristics. For example, the characteristic module 240 infers the user’s
wake-up time based on user device activity or other activity (e.g., connected
alarm clock seitings, logins to accounds, and various other user activitics that
ndicate a wake-up time). o this exanple, the characteristic module 240 mfers 2
particular user characteristic that can be of a larger inferential jummyp such as the
user being a morning person or liking to sleep in. The degree of nferential jurp
can be configurable. o some example embodiments, the characteristic module
240 employs various techniques to minimize or otherwise control incorrect
mferences {¢.g., machine-learning, other learning algorithms).

{86178 In further example embodiments, the characteristic module 240
leamns, adapts, or evelves as more of the attribute data is received (e.g., via
machine learning techniques or other learning algorithms). For exaniple, the
attribute data inchudes location data of the user. The characteristic module 240
nfers a favorite location of the user based on a pattern (e.g., frequently visited
iocations) in the location data. However, the characteristic module 240
subsequently receives employment data of the oser that indicates a current

cmployer inchuding an employer location. The characteristic modele 240 fearns,
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updates, or otherwise adapts to account for the new attribute data. Thus, in this
example, the characteristic module 240 may not infer a favorite location of the
user if the location is a work location of the user. In some instance, the user may
provide input divectly {e.g., via a user mterface configured to receive inferential
guidance from the aser) to facilitate the characteristic module 240 in inferring
characteristics from the ativibuie data {e.g., user input indicating that a particular
nferred characteristic is incorrect or providing input 1o be used as a basis for
future inferences).

86171} In other instances, the characieristic module 240 performs very
fittle or no analysis to derive the user characteristic from the atiribute data. For
example, the attribute data inchudes an alarm fime setting from a connected
alarm clock {(e.g., a smart phone with an alarm clock app). The alarm time
setting can directly indicate a wake-up time. Since the asitribute data directly
rclates 1o a particudar user characteristic, the characteristic module 240 need not
perform analysis to derive the user characteristic.

881721 In some example embodiments, the user characteristic comprises
predefined characteristics or dynamically deterovned characteristics. For
mstance, a particular set of characteristics is predefined (e.g., work location,
home location, marital status, socio-economic level). In this instance, the
characteristic modole 240 determines that particolar predefined characteristics
arc associated with the user based on an analysis of the atiribute data. In other
mstances, the characteristic module 240 dynamically determines characteristics
based on the attribute data. For example, the atiribute data tndicates that the user
owns a particular exotic pet. Although there may not be a predefined
characteristic associated with the particular exotic pet, the characteristic module
244 determines the vser characteristic of owning an exotic pet from the attribute
data.

180173} At operation 620, the preforence module 320 identifics similar users
that are similar to the user based on the inferred user characteristics and
respective user characteristics of a plurality of other users. The preference
module 320 identifics similar users that are similar io the user based on a variety
of factors. In some example embodiments, the preference module 320 accesses
the attribute data or stored user characteristics corresponding to the plurality of

other users. For example, the preference module 320 identities the similar users
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from among the plurality of other users that are similar to the user based on the
inferred user characteristics of the user and respective user characteristics of the
plurality of other users. The preference module 320 correlates, maiches, or
otherwise compares the inferred user characteristics with respective user
characteristics of the plarality of other users to identify the similar asers. In
various examplc cmbodiments, the preference module 320 identifies the similar
users based on same or similar demographic data (e.g., same or similar age,
marttal statos, gender, geographic location, ete.), same or similar user
characteristics (e.g., same or similar brand purchases), same or similar attribute
data, and so on,

186174} At operation 630, the preference module 320 infers the user
preference or desired user setting based on the identificd similar users. For
cxample, the preference module 320 analyzes the user characteristics of the
identified similar users to determine the user preference. In a specific example,
1f the user characteristics of the 1dentified similar users indicate a preference for
viewing particular content on a particelar secondary user device, the preference
module 320 infers that the user also has the same or 2 stilar preference for
viewing the particular content on the particular secondary user device. In this
way, the preference module 320 infers the user preference based on the
identified stmilar users.

801754 Referring back to FIG. 5, at operation 540, the device module 330
dentifies the secondary user device according to the device status of the
secondary user device. The device status indicates a dovice capability to
perform the ancillary activity inreal time. The device capability includes
various metrics and features associated with the secondary user device. In
various implementations, the device module 330 identifies the secondary user
device based on the device status that includes various combinations of factors
discussed below.  For example, the device status can be based on the device
capability inclading a distance of the secondary user device to the user as further
discussed in connection with FIG. 7, below. For instance, the secondary user
device is capable of presenting information or notification to the user if the
secondary user device is within a vicinity of the user.

86176} In anocther example, the device status is based on a particular

functionality of the device. The device module 330 queries the secondary user
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device to determine the functionality of the secondary user device. In other
instances, the device module 330 determines the functionality of the secondary
user device via a lookup of functionality for the same or similar device as the
secondary user device. For instance, if the secondary user device is a particular
type of wearable device, the device modude 330 can look up available functions
for the particular type of wearable device from the third party servers(s) 130,
For instance, it the secondary user device has an andio output, then the device
module 330 identifies the secondary user device as capable of performing a
particular ancillary activity that includes audio output (e.g., voice directions for
hands-frec navigation). Thus, in some cases, the device module 330 determines
the device status in conjunction with a particalar ancillary activity,

{66377} In still ancther example, the device status is based on whether the
secondary user device is active as further discussed in connection with FIG. §,
below. For example, it the secondary user device is not currently being used
{(e.g., as determined via a sensor on the device such as an aceelerometer that
mdicates the device is perfectly still), then the device module 330 determines
that the device is not active and does not identify the inactive secondary user
device as being capable of performing the ancillary activity.

{80178} Referring now to FIG. 7, a flow diagram illostrates further
operations for identifying a sccondary user device, according to some example
embodiments. Specifically, FIG. 7 is directed to the device module 330
dentifying the secondary user device by determining that the device status of the
secondary uscr device inciudes the sccondary user being within a distance of the
user. Subsequent to the operation 530, the device module 330 receives sensor
data from the secondary user device at operation 710. The sensor data includes,
for example, data received from any of the sensors discussed in comnection with
FIG. 53, below. In a specific example, the sensor data includes location data as
determined by a GPS compounent of the secondary user device. The sensor data
represents a real-time physical environment of the sccondary user device. As
discussed below, the device modude 330 determines the device status of the
secondary user device based on the sensor data received from the secondary user
device.

1861739} At operation 720, the characteristic module 240 or the device

module 330 wnfers the current user location based on location data received from
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the user device. For example, the attribute data includes real-time data, from the
user device, corresponding to the location of the user {e.g., location data as
determined by a GPS component of a mobile device corresponding to the user).
166184} At operation 730, the device module 330 extracts a current device
location from the sensor data received from the secondary user device, For
imstance, the secondary user device can be equipped with a GPS component that
provides location data. In other instances, the device module 330 extracts the
current device location based on WI-FIR tnangulation, NFC beacon detection,
or other location services.

186181} At operation 740, the device module 330 compares the current user
location and the current device location to deternyine that the secondary user
device is within a distance {¢.g., an operating distance) of the current user
location. The distance may be a short distance such as a reasonable distance to
allow the user to physically operate the secondary user device {e.g., an ar’s
length).

{80182} Although FIG. 7 is divected to determining that the secondary vser
device is within a distance of the user location based on an inferred location of
the user and the secondary user device, the device moedule 330 employs other
schemes to determine whether the user is within an operating distance of the
secondary user device. For instance, if the secondary user device is equipped
with biometric identification sensors and the device module 330 receives
biometric sensor data from the secondary user device indicating the dentity of
the user, the device module 330 can, in that situation, infer that the user is within
an operating distance of the secondary user device.

166183 Referring now to FIG. 8, a flow diagram illustrates further
operations for identifying the secondary aser device, according to some example
cmbodimenis. Subscquent to the operation 530, the device module 330 receives
seusor data from the secondary user device at operation 810, similar to the
operation 710 described above. The sensor data represents a real-time physical
environment of the secondary user device. For instance, the sensor data includes
thermal data (e.g., data that indicates a cwrrent temperature), motion data (e.g., as
determined by an accelevometer component), position data {(e.g., as determined
by a GPS component), biometric data (e.g., heart rate data or fingerprint

identifications}, commumnication data {¢.g., NFC beacon detections or
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BLUETOOTH® device detections), and other sensor data (see FIG. 53 below
for additional sensors and data).

180184} At operation 820, the device module 330 calculates an active metric
from the sensor data. In various implementations, the active metric indicates the
secondary user device is in use by the user. In some implementations, the active
metric comprises a probability or fikelihood that the secondary user device is
active. o these implementations, a higher value for the active metric is
associated with a higher probability that the secondary user device is active. Ina
specific instance, if the secondary user device is a wearable device suchas a
smart waich, the sensor data indicates that a particular user is wearing the
wearable device based on 2 heart rate sensor (when the user is not wearing the
wearable device the heart rate sensor indicates no heart rate).

[66185] Similarly, if the secondary user device is a smart phone that
provides ambicnt temperature data, the device module 330 calculates the active
metric based on the teroperature data. For example, if the temperatare data is
fluctoating or is above an expected ambient temperature, this indicates that the
user is carrying the smart phone in their pocket. Conversely, if the temperature
18 near expected ambient temperatare and there 18 fittle flactuation in the
temperatare, the device modale 330 calenlates a low probability, corresponding
to a lower active metric, indicating that the particular device is not active orin
use by the user.

[B8186] At operation 83{, the device modole 330 determines that the
secondary uscr device is active based on the active metric. For example, if the
calculated active metric exceeds a threshold value, the device module 330
determines that the secondary user device is active. The threshold value can be
predetermined or dynamically determined by the device module 330, For
cxample, the device module 330 empioys various statistical modcls based on
historical values of the active metric to determine whether the current active
metric is anomalous. In a simple non-limiting example, the device module 330
determines the threshold value to be an average of historical vahues for the active
metric, and the device module 330 determines that the secondary user device is
active if the active metric exceeds the average of the historical values of the
active metric. The device module 330 employs many other schomes and

techniques to determine that the device is active based on the active metric.
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86187} At operation 84{), the device modele 330 identifies the secondary
user device as being capable of performing the ancillary activity in real time
based on the secondary user device being active. That is to say, the device
modale 330 identifies a particular sccondary user device based on the particular
secondary user device being active. The reasoning being that if the secondary
user device is inactive, the secondary user device is not capable of presenting
nformation to or receiving nput from the user and therefore s not capable of
performing the ancillary activity, in some cases.

{80188} Referring again to FIG. 5, at operation 550, the activity module 310
generates the ancillary activity, to be performed o real time on the secondary
user device, by analyzing the device activity, a device fimetionality of the
secondary user device, the user preference, and other factors and data. The
ancillary activity can include a wide range of tasks, content, and fonctionality.
For examaple, the ancillary activity comprises a notitication that inchudes
notification content associated with the device activity. For instance, if the
device activity is viewing a sporting event on a smart TV, the ancillary activity
comprises a notification including votification content associated with the
sporting event {e.g., information about the players, the current score, sporting
Statistics).

{80189} In some impicmentations, the ancillary activity includes g portion
of the device activity. For example, if the device activity comprises browsing a
particular website, the activity modude 310 generates the ancillary activity to
inclade conient that is a portion of the website. Thus, in these mplementations,
the activity module 310 is distributing a portion of the device activity to the
secondary user device,

{80194} FIG. 915 a flow diagram illustrating further operations for
generating the ancillary activity of the secondary user device, according to some
cxample crubodiments. Subsecquent to the operation 540, at the operation 550,
the activity module 310 generates the ancillary activity. The operation 550 can
further inclade operations 910, 920, and 930.

{88191} At operation 910, the device module 330 determines a display size
corresponding to the secondary user device. For example, the device module
330 queries the secondary user device directly to retrieve data associated with

the display size. In another example, the device module 330 querics a particular
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third party server {(e.g., the third party server(s) 130) using an identifier
associated with the secondary user device to determing the display size of the
secondary user device. In a specific example, the device module 330 determines
a particular device moedel for the secondary user device and performs a lookup of
the display size for the particular device model.

(86192} At operation 920, the device module 330 determines the display
size corresponding 1o the secondary user device 1 below a threshold size. For
example, the display size may be too small for particodar content of the ancillary
activity. In this situation, the device module 33( determines that the display size
1§ below the threshold size.

180193} At operation 930, the activity modude 310 generates the ancillary
activity to include abridged activity context according to the display size
corresponding o the sccondary user device., For instance, the device module
330 shortens or reduces content or functionality of the ancillary activity to
accommodate the display size of the secondary user device.

{80194} FIG. 1} is a flow diagram illustrating further operations for
zenerating the ancillary activity of the secondary user device, according to some
example embodiments. Subsequent 1o the operation 540, at the operation 550,
the activity module 310 generates the ancillary activity. The operation 550
further inchudes operations 1010 and 1020,

80195 At operation 1010, the device module 3306 compares the device
functionality of the secondary user device with a device functionality of the user
device to identify non-mutual functionality of the secondary user device that is
not available on the user device. For example, the user device comprises a
maobile computer that the user is browsing a website on. The secondary user
device can be a wearable device affixed to the user. In this example, the device
module 330 identifies haptic output, for instance, of the secondary user device as
being nov-mutual functionality as the mebile computer may vot have haptic
output fimetionality. In another example, a particular wearable device may not
mclade a GPS component while a smart phone device of the user may tochude a
GPS component to determine current jocation. In this example, the device
modale 330 identifies use of the GPS component as non-mutual fimetionality.
{80196} At operation 1020, the activity module 310 generates the ancillary

activity to inclade an activity component that utifizes the non-mutual
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functionality of the secondary user device. In the examples discussed above, if
the device module 330 determines that the secondary user device includes a GPS
component while the user device does not include a GPS component, the activity
modale 310 utilizes location data from the secondary user device in generating
the ancillary activity. In a specific example, if the user is browsing a particular
webpage associated with a particular merchant or location, the activity module
310 generates the ancillary activity to include mapping directions to the
particular location using the GPS component of the secondary user device to
access the user’s current focation. Thus, the activity module 310 receives the
particular location frore the user device and commumicaies, to the secondary user
device, the location and instructions to map divections to that location from the
current location.

{86197} Turning again to FIG. §, at operation 560, the activity module 310
transmits o7 otherwise conmmumicates, o the secondary user device, instructions
to perform in real time the complementary activity. For example, the activity
modide 310 communicates instructions to the secondary user device to present a
user tnterface that facilitates or effectuates the ancillary activity (e.g., a user
mterface including fomctionality to carry out the ancillary activity). In a specific
example, if the ancillary activity comprises a notification mehuding notification
content, the activity module 310 transmits the notification including the
notification content to the secondary user device to be presented to the user.
Thus, in this example, the activity module 310 causes presentation of the
notification on the secondary user device.

166198] Although the operations 540 — 560 arc directed to performying a
single ancillary activity on a single secondary user device, other embodiments
mchide identifying multiple secondary devices and generating multiple ancillary
activities (o be performed in real time on one or more of the identified secondary
user devices. For example, if the user is carrying @ smart watch and wearing
smart glasses, the generated ancillary activities can be distributed among the
dentified ancillary activities. For instance, haptic-based notifications can be
directed to the user’s smart watch while visual notification is directed to the
aser’s smart glasses. In this instance, the activity moduole 310 distributes the
mutiple ancillary activities among the multiple secondary user devices based on

espective device functionalities of the multiple secondary user devices., The

40



i

o

(&3]

0

&

o

(¥,

WO 2015/148559 PCT/US2015/022318

activity module 310 employs other factors to distribute the mudtiple ancillary
activities such as the user preference.

166199] To help dlustrate the concepts described above, FIG, 11 illustrates
non-hmiting examples of generating the ancillary activity for the secondary user
device, according to some example embodiment. FIG. 11 inchudes a scene 1100
that depicts a living room attached to an open kitchen. The scene 1100 ncludes
a syoart fefevision {TV) 1110, a media entertainonent dovice 1120, a lamp 1130, 2
mobile computer 114{), a wearable device 1150, a user 1160, a mobile device
1170, a smart refrigerator 1180, and a kitchen display 1190. Each of the devices
of FIG. 11 can be atiribute sources coupled to a network {e.g., the network 104)
and operable to communicate with the data mesh system 150, In various
example embodiments, the user 116{} may be carrying or wearing a smart device
such as the wearable device 1150 (e.g., a mobile device, a wearable device, a
NFC enable smart ring) on their person that provides real-time data
corresponding to the user 1164, For instance, the user 1160 may be carrying a
mobile device that provides real-time location data (¢.g., as determined by a GPS
component, beacon location detect, or other location services).

j6g2648} In an example embodiment, the user 1160 may be browsing a
webpage using the mobile computer 1140, The mobile computer 1140 canbe
coupled to the network 104, and the activity module 310 detects the device
activity of browsing a particular webpage. The preference module 320 mfers a
user preference associated with the device activity of browsing a particular
webpage. For instance, the activity module 310 infors that the user has s
preference for viewing supplemental content associated with the particular
webpage the user is browsing or supplemental functionality associated with the
particular webpage {e.g., liking, favoriting, or sharing the particular webpage).
{86261} Based on the inferred user preference, the device module 330
identifies the secondary user device such as the wearable device 1150 that is
capable of performing the ancillary activity. The device moedule 330 identifics
the wearable device 1150 based on the wearable device 1150 being within an
operating distance of the user 1160 {the reasoning being that if the wearable
device 1150 15 within a short distance of the user 1160, then the wearable device
1156 13 capable of providing information or receiving nput from the user 1160).

For example, the device moduie 330 determines the user 1160 is wearing the
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wearable device 1150 based on various sensor data received from the wearable
device 1150 {(c.g., biomeiric data that indicates a particular user is wearing the
device, accelorometer data that indicates the device 1s inuse, BLUETOUOTH®
device detections that indicates the wearable device 1150 1s within short range
communication range of another user device that the device module 330 has
inferred the user is using).

802824 Once the device module 330 identifics the wearable device 1150,
the activity module 310 generates the ancillary activity based on the device
functionality of the identified secondary user device, the device activity, the user
preference, and other data. For example, the wearable device 1150 may not have
an audio output; in that case, content including an audio component can be
aitered or modified to accommadate the fimetionality of the wearable device
1150, In continuing with the example above, the activity module 310 generates
the auciliary activity to inchude options to favorite, like, share (c.g., tweet) the
particular webpage the user 1160 is browsing. In some mstances, the activity
modiie 310 generates the ancillary activity based on the device activity. For
example, if the device activity of browsing a particular webpage already tncludes
options to favorite or share the webpage, the activity module 310 generates the
ancillary activity to inchude fonctionality not already available at the user device
{the mobile computer 1140 in this case). Afier the activity module 310 gonerates
the ancillary activity, the activity module 310 transmits or otherwise
conumunicates to the wearable device 1150 to perform the ancillary activity. In
this example, the activity module 310 fransmits instructions to the wearable
device 1150 to present a user interface including the options to favorite, like, or
share the particular webpage the user 1160 is browsing on the mobile computer
1140.

180243} FIGS. 12 and 13 depict example user interfaces for imteractively
presenting fnformation to the user. Although FIGS. 12 and 13 depict specific
example user interfaces and user mterface clements, these are merely non-
Limiting examples, and many other alternate user interfaces and vser interface
clemenis can be generated by the prescutation module 210 and presented to the
aser. It will be noted that alternate presentations of the displays of FIGS. 12 and
13 can include additional information, graphics, options, and so forth; other

presentations include less information, or provide abridged information for casy
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use by the user.

{802684] FIG. 12 depicts an example device 1200 {c.g., smart watch)
displaying an example user terface 1210 that includes ancillary or
supplemental functionality, For example, the user interface 1210 includes user
mterfaces clements 1220, 1230, and 1240 that provide the user with options to
ike {c.g., like a particular webpage or a particular location), share {¢.g., tweet a
link 1o a particular location or a webpage), or retum to home (e.g., navigate a
particular webpage on the user device using the secondary user device)
respectively. For example, activating the user interface element 1220 causes the
secondary user device to “like” an item associated with the device activity {e.g.,
a particular webpage) on a social network service the user 1s a member of. The
aser interface 1210 includes a wide varniety of other functionality.

80285} In some cases, the ancillary activity comprises a notification. In
these cases, the activity module 310 causes presentation of the notification to the
user. For instance, the activity module 310 commmuniecates, to the device 1200,
nstructions to present the notification. In some instances, the instructions
melude notification content, gencrated by the activity module 310, such as a
message {e.g., pertinent information) to be presented to the user. In exampie
embodiments, the notification comprises a text message, such as Short Megssage
Service (SMS) messages, Multimedia Messaging Service (MMS), Enbanced
Messaging Service (EMS), and so forth. In other example embodiments, the
notification comprises a push notification or ancther similar type of notification.
In further example embodiments, the notification comprises intcractive user
wnterface cloments.

{66286} FIG. 13 depicts an example device 1300 displaying an example
aser interface 1310 that inchudes ancillary or supplemental content. For
cxample, the user interface 1310 inchides supplemental content associated with
directions to a particular location. For instance, if the user is aticmpting 1o
physically locate a particular place using a smart phone, the ancillary activity
mclades providing additional or supplemental content on a8 wearable device the
user may be wearing, In the example of FIG. 13, the user interface 1310
mehides a heading determined via sensors included in the wearable device or
from data received from the smart phone. The supplemental content can also

imciude pertinent information such as a distance to the specified location. o this
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way, the wearable device performs the ancillary activity associated with the
device activity being performed in real time by the user device of the user.
166267} Turning now to another example embodiment, FI1G. 14 15 a block
diagram of the user analytics system 270, which may provide fimctionality to
identify ttems that the user has demand for and facilitate a purchase associated
with the identified items. The user analytics system 270 may include an itom
module 1410, an analysis moduie 1420, and an order module 1430,

[80208] The item modude 1410 m the user analytics system 270 may
provide functionality to facilitate identifying items from the attribute data. For
example, the item module 1410 extracts demand indications, from the attribute
data, that may indicate anticipatory demand by the user for a particolar #tem. In
a specific example, the demand indications may indicate use of a particular Htem
by the user, a user supply of a particular item, a user activity indicative of a
particular item (¢.g., frequent visits to a beach may be indicative of demand for
sunscreen products and other beach related products), and other indications of
demand for various ttems. The ttem module 1410 extracts the demand
mdications from many differcot portions of atiribute data and combinations of
portions of attribute data using a variety of schemes and techniques.

{80249} The analysis modude 1420 provides fimetionality to identify Hems
from: the atiribute data. For example, the analysis module 1428 identifies the
cormmeree item or a perfinent tem based on the demand indications, the user
characteristics, the attribute data, or any suitable combination thereof. 1o further
example embodiments, the analysis module 1420 caleulates a demand metric
based on the demand indications. In some implementations, the user analytics
system 270 performs a variety of tasks and functions based on the demand
metric, such as varicus aspects of facilitating the purchase associated with the
COMMEICe item.

180214] The order module 1430 provides functionality to facilitate the user
purchase associated with the commerce tem. For example, the order modude
1430 determines order parameters or transaction parameters for the user
purchase based on the user characteristics, the atiribute data, the demand
mdications, or other data. In some example embodiments, the order module
1430 automatically {e.g., without intervention or action of the user} performs the

user purchase on behalf of the user based on various #riggers or analyses.
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{80211} FIG. 15 is a flow diagram illustrating an example method 1500 for
identifying the commerce ttem from the atiribute data and facilitating the user
purchase associated with the conumerce item. At operation 1510, the attribute
modale 230 receives attribute data associated with the user from a plurality of
atiribute sources. In various example embodiments, at least 8 portion of the
atiribute data inclodes real-time data or near reaf-time data. The term “real-time
data,” as used herein, is intended to include data associated with an event
currenily happening. For example, the real-time data may include user input
data or sensor data communicated to the attribute module 230 after a delay
wmterval {¢.g., due to transmission delay or other delays such as being temporarily
stored at an intermediate device) between captaring the data and the attribute
modode 230 receiving the data.

(86212} As will be discussed in connection with FIGS. 52 and 53, the
attribute data is received from a broad spectrum of attribute sources (c.g.,
devices, sensors, servers, databases, and other sources). Additionally, the
attribute module 230 may receive the attribute data via many pathways resulting
from an assortment of configurations of the atiribuie sources as further discussed
m connection with FIGS. 51A and 518, In an examplc embodiment, the
attribute module 230 receives the attribute data divectly from the attribute
sources. in other example embodiments, the attribute module 230 veceives the
attribute data from a central device that receives attribute data from a plurality of
user deviees. In still other example embodiments, various user devices are
commumnicatively coupled in a decentrafized device-to-device mesh, and the
attribute module 230 receives the atiribuie data corresponding to a particular
device in the mesh from any of the devices in the mesh. In still other examples,
the attribute modele 230 receives the atiribote data from the attribute soorces in
many other configurations including various suitable combinations of
configurations.

{88213} In various example embodiments, the atiribute module 230 stores
the atiribute data in association with the user {e.g., indexed based on a user
identificr} for subscquent analysis. The attribute module 230 may store the
attribute data n a storage device such as the database(s) 126, for example. In
some implementations, the attribute module 230 accesses the stored attribute

data using a variety of sgarch or find schemes. For instance, the attribute data
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associated with a particalar user 13 accessed using a user identifier that
corresponds to the particular user. It will be noted that the collective, aggregated
attribute data may be reforred to as a “data mesh.”

186214} At operation 1520, the item module 1410 extracts demand
mdications from the attribute data. In some example embodiments, the demand
indications arc indicative of anticipatory demand by the user for a particular
iteo. For instance, 2 particular demand indication may indicate that the user
may want, desire, or have an affinity for a particalar product or commerce ftem.
1t i noted that the terms “iteny,” “product,” “commerce item,” and the like are
mtended to include a wide variety of products {(¢.g., items corresponding to item
listings published on an e-commerce website) and services {(e.g., a particular
activity such going to a restaurant). 1t is also noted that the terms “anticipatory”
and “predictive” as used herein are intended to pertain to future events, or
activity, inciuding cvents that are i the tomediate future (e.g., events within g
short time period, such as minutes or seconds, of the present) as well as events
further in the future (e.g., months or years from the present).

186215} The tem module 1410 extracts the demand mdications from a wide
variety of data mcladed in the ativibute data, such as purchase histories, location
data {¢.g., as determined by a GPS component of a mobile device, beacon
detections, or other focation services), social media daia (o.g., check-ins or
postings by the user}, as well as other data included 1o the attribute data as
discussed herein. The demand indications include, for example, inventory level
ndications {¢.g., a food supply of the user as indicated by a smart refrigerator),
itern usage indications {e.g., user purchase history may indicate cortain item
asage patterns), em activity indications, activity related to an item (e.g., the
aser spending time on the ski slopes may indicate a demand for ski equipment),
user engagement data {e.g., the user clicking on particular links associated with
various products o1 activities), and so forth. For instance, location data jncluded
m the atiribute data may indicate frequent frips to coffec shops. In this instance,
the item module 1410 extracts the location data from the attribute data since it
may be indicative of demand for coffee or coffec related products by the user. In
another example, social media data, such as check-ing to a gym or postings about
fitness activities, may indicate demand for fitness-related items or activities.

{80216} In a specific example, the user may currently possess a sufficient
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supply of bottled water, but based on indications of consumption rates of bettled
water by the user, the user may have futore demand for the bottied water. Thus,
1 this cxample, the tiom module 1410 exiracts supply indications for the bottled
water {e.g., purchase history data of the user) or consumption indications for the
bottled water (e.g., tnventory activity data as retrieved or accessed from a smart
refrigerator) from the attribute data. That is to say, the demand indications,
extracted by the item module 1410, may include the supply indications,
mventory level indications, or inventory activity indication for the bottle water.
188217} At operation 1530, the analysis module 142{ identifies the
conuneree item, product, or pertivent item from the attribute data based on the
extracted demand indications. For instance, the analysis module 1420
determines that there may be a high likelihood that the oser is tnterested in or has
demand for a particular item.  In other words, the analysis module 1420
identifies the commerce Hem or multiple commerce items from among a
phurality of commerce items associated with the demand indications based on
user demand for respective commerce items included in the phrality of
conumnerce tHems.

166218} The analysis module 1420 identifies the commerce itermn based on
the demand imdications using a8 variety of schemes and technigues. For example,
the analysis module 1420 may calculate the demand metric based on the demand
ndications. The demand metric may indicate & likelibood that the user has a
demand for a particular tem. For instance, the demand metric may be based on
an occurrence count of demand indications that correspond to a particular item
(e.g., a particular ttem with multiple corresponding demand indications may be
associated with a higher demand metric than a particular item with 4 single
corresponding demand indication). In some example embodiments, the analysis
modole 1420 may identify the commerce item based on the calculated demand
metric exceeding a threshold {¢.g., 2 predefined or dynamically determined
value}.

[B0219] In another example embodiment, the analysis moduole 1420 ranks,
sorts, of otherwisc orders at least a portion of the plurality of commerce itoms
associated with the demand mdications based on the demand metric. Tn this
example embodiment, the analysis module 1420 identifies the first, a predefined

pumber, or 8 dynamically determined number of the highest-ranking commerce
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nems incloded in the plurality of commmerce items associated with the demand
ndications, either alone or in any suitable combination. For instance, the
analysis module 1420 wdentifies the commeree item from among the plarality of
commerce tems associated with the demand mdications based on a statistical
analysis such as a percentage (e.g., top ten percent of the ranked phirality of
commerce items), analysis based on standard deviations away from a mean, or
other statistical roethods.

[36228] In further example embodiments, the demand indications are
weighted such that higher weighted demand indications may be more influential
m the analysis module 1420 identifying the commerce item based on the demand
mdications. The weighting can be pre-defined or dynamically determined based
on a user feedback data {¢.g., data that indicates whether the user actually had
demand for the commerce item identified by the analysis medule 1420} In
some implementations, the feedback data is included in the attribute data
subsequent to the analysis module 1420 identifying the commerce ttem. In this
way, the analysis module 1420 can adapt, learn, or evolve as more of the
attribute data is received. fn some example enmbodiments, the analysis module
1420 employs various machine-learning techniques to enhance identifying the
commerce item based on the demand indications. Similar techniques may be
applied by the item module 1410 to extract the demand indications in the
previous operation.

882211 At operation 1540, the charactenistic module 240 infers or directly
measurcs user characieristics pertaining to the user from the attribute data. As
discussed above in commection with operation 610, the characteristic module 240
can infer a variety of user characteristics from the atiribute data using a variety
of data. It will be understood that the discussion of operation 610 regarding the
characteristic module 240 applies equally to operation 1540,

802224 At operation 1550, the order module 1430 facilitates the user
purchase or suggested transaction, for the user, associated with the commerce
ntem based, at least in part, on the user characteristics. Facilitating a particolar
purchase is intended to include actions such as automatically (c.g., without
mtervention or action of the user) performing the particudar purchase on behalf
of the user, causing presentation of a notification that includes the option to

make the particular purchase, or other actions associated with facilitating the
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particular purchase (e.g., causing presentation of an advertisement, adjusting
tiem listing scarch resulis of the user to cmaphasize item listings associated with a
particular ttom). In further example embodirnents, the order module 1430
determines various parameters associated with the user purchase {e.g., order
parameters or transaction parameters) based on the attribute data, the user
characteristics, the demand indications, or other data. In the discussion below,
additional aspects of facilitating the user purchase arc described.
{80223} FIG. 16 is a flow diagram illustrating further operations for
facilitating the user purchase based, at least in part, on an ovaluation of an
mventory level, according to some example embodiments. At operation 1610,
the tem module 1410 exivacts a current inventory level of the conmmerce item
from the atiribute data. For example, the item module 1410 extracts a quantity
of the commerce item from the attribute data that includes tnveniory data
received from a smart refrigerator. In other examples, the atiribute data includes
mventory indications from sensors that divectly monitor or measure the
conumeree item. In a specific example, brake pads in an automobile of the user
can be monitored via a scusor operable to indicate a condition of the brake pads
{e.g., needing replacement). In another example, another user that may be
associated with the vser may purchase a particolar tem for which the user has
demand. In this example, the user may no fonger have demand for the particular
item hased on the purchase by the other user {¢.g., shared shopping list between
family members).
[36224] At operation 1620, the analysis module 1420 deiermines an
wmventory threshold for the commerce item by modeling usage of the commerce
itern based on the extracted current inventory level and the inferred aser
characteristics. In an example embodiment, the analysis module 1420
ctermines the inventory threshold such that when the current inventory level
may be below the threshold, the mventory may need 1o be reerdered to avoid
depletion. For instance, the analysis module 1420 calculates a usage rate
corresponding to the commerce item based on the attribute data, the user
characteristics, or other data and applies the usage rate to determine the
mventory threshold for the commerce item to avoid depletion of a supply of the
commerce item. For example, the analysis module 1420 determines the uvsage

rate for a particular item based on historical purchase history data and infers
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usage rate based on a frequency of purchase of the particular item. In a specific
example, the commerce ttem may be coffec beans and the analysis module 1420
determines that based on the user’s current supply of coffee beans and the user’s
rate of consumption (e.g., the usage rate) corresponding to coffec beans, the user
may run out in fourteen days. In this specific example, the analysis module 1420
ctermines the inventory threshold to be a value, such as a quantity of the coffes
beans, that may be the curtent inventory lovel several days prior to depletion of
the supply of coffes beans.
188225] At operation 1630, the analysis module 142() identifies a mismatch
hetween the mvendory threshold and the current fnventory level, For example, if
the analysis module 1420 determines that the corrent inventory level is below the
mventory threshold, the analysis module 1420 identifics the mismatch on that
basis.
180226} At operation 1640, the order module 1430 automatically (e.g.,
without intervention or action of the user) performs the user purchase on behalf
of the user based on the mismatch, according to some implementations. In some
example embodiments, the order module 1430 accounts for shipping delays and
other delays so as to avoid the current inventory level of the commerce item
falling below the inventory threshold. For instance, the analysis module 1426
increases the inventory threshold to account for delays in receiving an order fora
particular item.
802271 FIG. 17 is a flow diagram illustrating further operations for
facilitating the purchase including operations fo determine paramcters for the
purchase, according to some cxample embodiments. At operation 1710, the
order module 1430 determines at least one order parameter based, at least in part,
on the user characteristics. The order parameter may include at least one of a
quantity, a delivery time, a payment time, a delivery method, a delivery
destination, a merchant, a brand, a price, an item color, an item style, and so on.
For example, the user characteristics may indicate that the user may wear a
certain garment size. In this example, the order moduole 1430 specifies order
parameters for clothing or apparel according to the garment size. Similarly, the
order module 1430 may specify a brand for the user purchase based on the user
characteristics (c.g., historical brand purchases by the user or an analysis of the

user’s style and the brands that conform to that style). In another example, the
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user characteristies may indicate that the user may be minimizing cost above
other considerations. In this example, the order module 1430 identifics a lower
cost option as opposed to a speedier option {e.g., wait for a sale for a particular
itern ov use the cheapest shipping). In another example, the user characteristics
may indicate that the shipping speed may be important for certain tems {e.g., a
rendy new mobile device that the user may want right away). In this exampie,
the order module 1430 determines the delivery method parameter based on how
fast the order may be delivered. In another example embodiment, the order
module 1430 specifies the delivery location for the user purchasc based on the
user characteristics (e.g., if the user purchase relates to itoms for the user’s work,
the delivery location may be the user’s work location rather than a home
address). The order module 1430 may determine many other order parameters
based on the user characteristics.
[80228] At operation 1720, the order module 1430 facilitates the purchase
according to the determined order parameters. For example, the order module
1430 may recommend the user purchase to the user, with the recommendation
meluding the determined order parameters {¢.g., providing the user with a
notification including the option to make the user purchase). In another
example, the order module 1430 automatically makes the user purchase on
behalf of the user. For instance, if the order module 1430 determines that the
user purchase may be urgent (¢.2., to avoid depletion of a supply of & certain
item), routine {¢.g., purchasing bottied water}, or specified by the user as a
permissible automatic purchase in advance, the user purchase may be made
automatically 1o avoid burdening the user with the decision to muake the user
purchase,
{86229} FIG. 18 is a flow diagram iHlustrating further operations for
ctermining order parametors including operations to determine s tomporal
parameter associated with the purchase, according 1o some example
embodiments. At operation 1810, the analysis module 1420 identitics a
purchase motive of the oser for the commerce item by analyzing the user
characteristics. In various example cmabodiments, the purchase motive
corresponds to a motive time. For example, the user may be planning a vacation
that inchides a beach destination. The vacation may be indicative of the

purchase motive of the user for items associated with the vacation (e.g.,
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sunscreen for a beach type vacation, snacks for a road trip type vacation,
Broadway tickets for a New York city trip). in this example, the motive time
corresponds to the beginning of the vacation (e.g., as determined by user
calendar information included in the attribute data or purchase history data such
as plane ticket information).

[662348] At operation 1820, the order module 1430 determines temporal
order pararaeiers based on the motive time. In the example above, where the
user may be planning a vacation, the order moedule 1430 determines the temporal
order parameters so that the tems corresponding to the user purchase arrive prior
to the vacation. In another example, if the purchase motive is associated with an
event, such as a graduation party, the order module 1430 may determine the
temporal order parameters such that the items associated with the user purchase
are delivered prior to the graduation party, since the user may no longer have
demand for the particular item afier a cortain time.

(88231} At operation 1830, the order module 1430 facilitates the purchase
according to the determined temporal order parameters. For example, the order
module 1430 schedules the items corresponding to the user purchase to arrive at
a ceriain time.

1806232} FIG. 19 is a flow diagram iHustrating further operations to facilitate
the purchase based, at least in part, on purchase criteria, according 0 some
cxample crubodiments. At operation 1910, the analysis module 1420 accesses
purchase criteria corresponding to the user. The purchase criteria, for example,
nclude predetfined criteria, user-specified criteria, dynamically determined
criteria, either alone or any suitable combination thereof. For exanple, the
purchase criteria may include temporal-based criteria (e.g., criteria that specifies
making the user purchase with certain time periods), budget criteria {¢.g.,
spending limits associated with particular iterms or categories of items}, context-
basecd criteria {¢.g., adjusting the budgeting criteria based on the user’s current
location}, among other purchase criteria. In a specific example, the user
specifies a budget for a particular category or good {e.g., transportation, food,
utilities, housing, entrainment, travel, health), a total budget, or 2 monthly
budget. In addition, the user can specify rules-based criteria such as a particular
time to make certain purchases (e.g., after paycheck is deposited).

{66233] In further example embodiments, the analysis module 1420
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dentifies, and tncludes, in the purchase criteria, patterns in the user’s purchasing
habits, objectives, goals, or dynamically generated criterion. In a specific
example, the analysis module 1420 detormines that the user may be afflicted
with a medical condition, such as a peanut allergy. In this scenario, the analysis
modole 1420 inclodes a criterion in the purchase criteria to avoid tems that
contain peanuts. o another example, the anafysis module 1420 determines that
the user muay be attempting 1o maintain a vegan dict and the analysis module
1420 may avoid food items that are contrary to the goal of maintaining a vegan
diet.
166234} At operation 1920, the order module 1430 avtomatically purchases
the commerce item on behalf of the user according to the purchase criteria. Inan
example embodiment, the order module 1430 determines satisfaction of the
purchase criteria prior to facilitating the user purchase for the user. For example,
the order module 1430 determines that a particular budget criterion incloded n
the purchase criteria has been exceeded and the order module 1430 may not
perform the user purchase on that basis. In other words, the order module 1430
facilitates the user purchase based on the deteroined satistaction of the purchase
criteria.
{80235} Turning now to FIG. 20, the data mesh system 150 may mnplement
various suitable combinations of the operations discussed above to identify the
commerce item and facilitate the user purchase. This applics equally 1o the
operations discussed above as well as the operations in the following discussion.
FIG. 20 is a flow diagram illustrating an cxample method 2800 of one such
combination of the operations, although many other suttable combinations may
¢ emploved. At the operation 1510, the attribute module 230 receives the
atiribute data associated with the user. At the operation 1520, the ttem module
1416 extracts the demand indications from the aitribute data. At the operation
1530, the analysis module 1420 identifics the commerce item from the atiribute
data based on the demand indications. At the operation 1540, the characteristic
modiie 240 infers the user characteristics from the atiribote data. As shown in
FIG. 20, varicus combinations of the above operations may be employed to
facilitate the user purchase at the operation 1550,
{66236} In the example method 2000, to facilitate the user purchase, the

item module 1410 extracts the current inventory level of the commerce item at
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the operation 1610, As described above, at the operation 1620, the analysis
module 1420 determines the inventory threshold for the commerce item.
Subsequently, at the operation 1630, the analysis module 1420 identifies the
mismatch between the mventory threshold and the current inventory level. At
the operation 16406, if the analysis moduole 1420 identifies the mismateh, the aser
analytics system 270 may procecd to the operation 1710, Alternatively, if the
analtysis module 1420 docs not identify the mismatch, ve subscguent operation
may be performed.

8062371 Subsequent to determining the mismateh, at the operation 1710, the
order module 1430 determines the order parameters of the user purchase based
on the user characteristics, in an example embodiment. fn some example
embodiments, this may involve the operations 1818, 1820, and 1830,
respectively, to determine the temporal order parameiers that may be included in
the order parameters. At the operation 1720, the order module 1430 facilitates
the user purchase according to the order parameters.

186238} Finally, at the operation 1910, the analysis module 1420 accesses
the purchase criteria, and at the operation 1920, the order module 1430 facilitates
the user purchase according o the purchase criteria. Thus, FIG. 20 shows an
example embodiment where various ones of the above operations may be
cemployed in conjunciion with cach other to facilitate the user purchase.

180239} FIG. 21 is a flow diagram tHustrating an alterative cxample
method 2100 for identifying the commerce tem and facilitating the oser
purchase, according to some cxample embodiments. The example method 2100
may nvolve sirailar operations as those described above. At operation 2110,
stmilar to the operation 1510, the attribute module 230 receives or accesses the
atiribute data associated with the user. At operation 2120, similar to the
operation 1540, the characteristic module 240 infers the user characteristics
pertaining to the user from the attribute data.

[B8248] At operation 2130, the analysis module 1420 identifies similar
users that are stmilar to the user based on the inferred user characteristics and
respective user characteristics of a plurality of other users. The analysis module
1420 identifies similar users that are similar to the user based on a variety of
factors. In some example embodiments, the analysis module 142{ accesses the

atiribute data or stored user characteristics corresponding to the plarality of other
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users. For example, the analysis module 1420 identities the similar asers from
among the plurality of other users that are similar to the user based on the
wmferred user characteristics of the user and respective user characteristics of the
plurality of other users, The analysis module 1420 may correlate, match, or
otherwisc compare the inferred user characteristics with respective user
characteristics of the plurality of other users o identity the similar users. In
various example cmbodiments, the analysis module 1420 identifics the similar
users based on the same or similar demographic data (e.g., same or similar age,
marital status, gender, geographic location, ¢ic.}, same or similar user
characteristics (e.£., same or similar brand purchases), same or similar attribute
data, and so on.

186241} At operation 2140, the analysis module 1420 identifics the
commerce item from the attribute data based on the user characteristics of the
stmilar users and the demand indications. For example, the demand indications
may indicate a particular item that may not be particudarly significant based on
the demand mdications {e.g., the demand metric may be particalarly low for the
particular ttom). However, the analysis module 1420 may identify this particular
item based on the user characteristics of the similar users indicating that the
particular item may be of significance. In other words, although the demand
indications did not show a strong demand for the particular itom, the user
characteristics of the similar users indicated that the user may have strong
demand for the particular ftem.

802421 In a specific example, the demand indications may indicate the user
has demand for a pair of sunglasses. The demand indications in this cxample
may further indicate the user may be interested in brands X, Y, and £ with a
particular emphasis on brand X, The user characteristics of the similar users
{c.g., user of the same or similar age, location, gender, other demographic
nformation, or similar purchasing preferences) may indicate that brand Z vay
be in high demand for the users similar to the user. Omn that basis, the analysis
module 1420 may identify brand Z sunglasses as the commerce iten,

[36243] At operation 2150, the order modole 1430 determines the order
parameters or fransaction parameters based on the user characteristics of the
stimilar users. For example, the delivery method may be determined based on the

user characteristics of the similar users. For instance, if the similar users
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frequently choose a speedy delivery method for a particular item (e.g., new
electronies), the order module 1430 may determine a speedy delivery method
corresponding to the user purchase for the commerce item that may be the same
or simmilar to the particular item.
180244} Similarly, the purchase criteria may inclode dynamically
ctermined criterion based on the user characteristics of the similar users. That
is 10 say, the analysis module 1420 may dynamically generate a portion of the
purchase criteria based on the similar users. For example, a default budget for
particular categories of ttoms may be determined based on an analysis of the user
characteristics of the stmilar users (e.g., other users with similar demographic
mformation as the user may on average spend a certain amount per category of
good).
{66245] At operation 2160, the order module 1430 facilitates the user
purchase associated with the commerce item according to the determined order
parameters. As discussed above, the order module 1430 facilitates the user
purchase in a variety of manners incloding astomatically performing the user
purchase on bebalf of the user or causing presentation of a notification to the
aser that inchides the option to make the user purchase according to the order
parameters.
80246} FiG. 22 is a flow diagram illustrating further operations to facilitate
the purchase based, at least i part, on the demand metric, according to some
example embodiments. At operation 2210, the analysis module 1420 caleulates
the demand metric of the identified itcm based on the demand indications
corresponding to the identified itom,
186247} At operation 2220, the order module 1430 facilitates the user
purchase based on the demand metric. For example, if the order module 1430
ctermines that the demand metric is high {e.g., excecds a predefined or
dynamically determined threshold) then the order module 1430 may facilitate the
user purchase with more urgency than for a lower demand metric. For instance,
the order module 1430 automatically performs the user purchase for the user
based on a high demand metric or more frequently causes presentation to the
aser of the notification that includes the option to make the user purchase {or
with more cruphasis such as a more conspicuous notification such as a larger

user interface presentation to the user). In some instance, the order module 1430
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determines the order parameters based on the demand metric. For instance, if
the order module 1430 determines that the demand metric is high, then the order
module 1430 may subscquently determing a speedier delivery option for the
commerce ien.

{80248} FIG. 23 is a flow diagram iHustrating further operations to facilitate
the purchase using a notification, according fo some example embodiments. At
operation 2310, the prescutation moedule 210 generates the notification that
mclades an option to make the user purchase. The notification may include a
user interface, a toxt message {Short Message Service (SMS), Multimedia
Messaging Service (MMS}, Enhanced Messaging Service (EMS), other
messaging modalities), and so on. In some example embodiments, the
presentation module 210 may generate the content of the notification based on
the commerce item, the user characteristics, the user characteristics of the similar
users, the ativibute data, and so forth, 1n various example embodiments, the
notification may include the order parameters for the user purchase.

[88249] At operation 2320, the presentation module 210 causes presentation
of the generated votification to the user. For example, the presentation moedule
210 may communicate mstructions to present a user interface that includes the
notification to a device of the user. In some example embodiments, the
presentation module 210 may determine the device of the user to present the
notification of the user based on the user characteristics. For example, if the user
has a preference for a particular device (e.g., a mobile device of the user), the
prescntation module 210 may cause presentation of the notification to that
device. In further example emaboediments, the notitication may provide the user
the option to specity or modify the order parameters of the user purchase.
[66254] At operation 2330, the presentation module 210 receives a user
selection of the option to make the purchase. For example, if the user chooses to
make the user purchase, the presentation module 210 may receive the user
sclection of the option 10 make the purchase and commumicate the selection to
the order module 1430 to perform the user purchase.

1882511 At operation 2340, the order modole 1430 performs the purchase,
according to some example embodiments. For example, the order module 1430
may make the user purchase according the order parameters on behalf of the
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{80252} FIG. 24 is a flow diagram illustrating further operations for
prescnting a notification, according to some example embodimenis. At
operation 2410, the presendation module 210 identifies presentation parameters
for presentation of the notification. For example, the presentation module 210
may identify the presentation parameters based on the vser characteristics, the
uscr characteristics of the similar users, the ativibute data, the demand
ndications, or other data. The presentation parameters may include a preferred
device of the user to present the notification, preferved time of day to present the
notification, content preferences {(e.g., do not present notifications regarding
particular tiom categories), and so on. In a specific example, the user
characteristics may indicate a work time period for the user. In this example, the
notification may not be presented to the user during the work time period as the
user may not respond. In another cxample, the analysis module 1420 may
identity a device status of a particular user device and, based on the device
status, the presentation module 2 10 may route the notification to another device.
For mmstance, if the device status indicates that the device is tnactive (¢.g., being
charged), the prescutation module 210 may cause presentation of the notification
to another device {e.g., an active device as determined by device sensors).
186233} At operation 2420, the presentation module 210 causes presentation
of the notification according to the presentation parameters. For instance, the
presentation module 210 may cause presentation of the notification to 2 preferred
device of the user at a2 time of day that the user is hkely to respond to the
notification as determined based on an analysis of the user characteristics.
180254} FIG. 25 15 a flow diagram ilustrating further operations for
presenting a notification, according to some example embodiments. At
operation 2510, the analysis module 1420 detects a trigger action of the vser
based on the real-time data inchided in the attribute data. For example, the
analtysis module 1420 may determine that the user may be moving into the
kitchen {e.g., as determined by a BLUETOOTH® handshake between a mobile
device the user may be wearing and a smart appliance located in the user’s
kitchen), which may be g good time to notify the user regarding food supplies.
180255) At operation 2520, the presentation module 210 causes presentation
of the notification to the user in response to detecting the trigger action. In other

words, based on the analysis module 1420 detecting the trigger action of the
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user, the presentation module 210 may cause presentation of the notification to
the user.

160256] FIG. 26 15 a flow diagram ilustrating an cxample method 26060
showing conmmunication between various devices in relation to presenting a
notification to the user, according to seme example embodiments. At operation
2610, attribute source 2602 communicates the attribute data to the data mesh
system 150, As described above, at the operation 1510, the attribute module 230
may receive the attribute data associated with the user. At the operation 1520,
the item module 1410 cxtracts the demand indications from the attribute data.
At the operation 1530, the analysis module 1420 may idendify the commerce
item from the attribute data based on the demand indications. At the operation
1540, the characteristic module 240 infers the user characieristics from the
atiribute data.

802574 In the example method 2600, the order module 1430 facilirates the
user purchase by generating the notification at the operation 2620, The
presentation modoele 2 10 commumicates the notification from the data mesh
system 150 to the user device 2606. At operation 2630, the user device 2606
may receive the notification and present the notification to the user.
Subsequently, the aser may select an option to make the user purchase, The user
device 2606 may communicate an indication of the user selection o make the
user purchase at the operation 2640, At operation 2650, the data mesh system
150 may recsive the user selection to make the oser purchase. Finally, the order
module 1430 may perform the user purchase in response to receiving the user
selection 1o make the user purchase at operation 2661,

166258} FIG. 27 depicts an example user interface 2700 to facilitate the
purchase, according to some example embodiments. 1t will be noted that
aliernate presentations of the displays of FIG. 27 may include additional
nformation, graphics, options, and so forth; other presentations may include fess
mformation, or may provide abridged mformation for easy use by the user.
Notification 2710 may be text messages, such as Short Message Service (SMS)
messages, Multimedia Messaging Service (MMS), Enhanced Messaging Service
(EMS), and other messaging modalities, which may be provided to notify the
aser of the user purchase including the order parameters. In other example

cmbodiments, the notification 2710 may be a push notification or similar type of
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notification. Some notifications may be interactive, enabling the user to make a
selection through the SMS system, mobile application, or other method. For
mstance, the user may inferact with the notification 2710 using user interface
element 2720,

186259} To help ithustrate the concepts described above, FIGS. 28 and 29
iflustrate non-Hmiting examples of identifying the commerce item and
facilitating the user purchase associated with the commerce iterg, according to
some example embodiment. Referring now to FIG. 28, a scene 2800 depicts a
living room attached to an open kitchen. In the example of FIG. 2¥, the scene
2800 inclodes a media entertatroent device 2810, a smart television (TV) 2820,
a lamp 2830, a mobile computer 2840, a mobile device 2858, a user 2860, a
smart refrigerator 2870, and a kitchen display 2880, Each of the devices 2810-
2850, 2870, and 2480 may be atiribute sources coupled to a network {(e.g., the
network 104) and operable to communicate with the data mesh systom 150, In
varipus example embodiments, the user 2860 is carrying a smart device (e.g., a
mobile device, a2 wearable device, 2 near field communication (NFC) enabled
smart ring) on their person that may provide real-time data corresponding to the
aser 2860, For mstance, the user 2860 may be carrying a mobile device that may
provide real-time location data (e.g., as determined by a GPS component, beacon
location detect, or other location services). In this way, the analysis module
1420 tracks, monitors, or otherwise observes the location of the user 2860 via a
particular device the user is wearing, or the location of the user 2860 may be
dertved from various real-time data associated with the user’s location included
w the attribute data {c.g., BLUETOOQTH® handshakes between a device the user
is wearing and another device with a known or fixed location).

{80268} In an example embodiment, the lamp 2830 is a smart lamp operable
{0 communicate various operating data to the data mesh systom 150 or connected
to a smart outlet operable to monitor the functionality of the lanyp 2830, In this
example embodiment, the item module 1410 extracts demand imdications from
portions of the attribute data corresponding to the lamp 2830, For example, the
demand indications may indicate use of the lamp 2830 in a particular way {e.g.,
the user 2860 may use a low brighiness setting on the famp 2830} or that the
Light bulb of the lamyp 2830 has bumed out. The analysis modole 1420 identifics

the comumerce item as a light bulb that veeds to be replaced based on the demand
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mdications {c.g., detected via sensors of the lamp 2830 or derived via data from
a smart outlet such as reduced power consumption indicating a burnt-out light
bulb). Subsequeuntly, the order module 1430 may notify the user of the burnt-out
light bulb with an option to reorder a particular light bulb based on the user
characteristics (c.g., porchase history of the user). In some tostance, the order
modale 1430 may automatically reorder the light bulb without notifying the user.
In various example cobodiments, the order module 1430 automatically performs
the user purchase based on the purchase criteria {e.g., for this particular category
of goods, simply place an automatic order).

166261} In another example embodiment, the smart refrigerator 2870
communicates mventory data to the data mesh systern 150, For example, the
smart refrigerator 2870 may communicate food supply data. In this exampie
embodiment, the item: module 1410 extracts demand indications from the food
supply data. Subsequenily, the analysis module 1420 identifics the commerce
item based on the demand indications. For instance, the analysis module 1420
may identify milk as the commerce itom based on a low mventory level of milk.
The order module 1430 determines a quantity of milk to order based on the user
characteristics (e.g., historical purchase data for milk dvring the current season
of the year). The order module 1430 may then generate a notification that
imciudes an option to purchase milk. The order module 1430 causes presentation
of the notification based on the user characteristics. For instance, the real-time
data included 1n the atiribute data may indicate the user 2860 1s currently in the
kitchen, which may be a good time fo provide the user 2860 the option to reorder
milk {the reasoning being that the user 2860 may be able to inspect the food
supply first). In a further instance, the order module 1430 may determine that
the status of the mobile device 2850 is mactive (e.g., turned off or not in use
based on 3 lack of movement detected from device accelerometers).  In this
scenario, the order module 1430 may cause presentation of the notification 1o the
user on another device such as display 2850,

{80262} FIG. 29 illustrates an example of identifying an item and
facilitating a purchase associated with the identified item, according to some
example embodiments. The scene 2900 depicts a city fncluding the user 29190
driving i a car. In this example, the item module 1410 extracts demand

mdications such as a location of the user 2810 or a route of the user 291 that
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may be indicative of a destination 2950 and thus, the commmerce item. In
continuing with this example, the analysis module 1420 determines the
destination 2950 of the user 2910 from the demand mdications or based on, for
example, a route 2930 the user 2910 is taking, 2 time of day, and a day of the
year. In other words, the analysis module 1420 may determine the destination
2950 of the user 2910 based on the demand indications and the user
characteristics or real-time context data included in the atiribute data (e.g.,
location as determined by a GPS component of a mobile device). In some
example cmbodiments, the avalysis module 1420 or the characteristic module
240 determines the real-time location of the user 2910 based on BLUETOOTH®
or other close range conmmunication detections within a radins such as radius
2820. For mstance, the analysis modole 1420 determines that the user 2910 may
be at the destination 2950 if the user 2910 is within the radios 2940 of the
destination 2950, In this scenario, the destination 2950 may be a coffee shop
and the commerce item may be a cup of coffee. In some example embodiments,
the order module 1430 automatically places an order for the cup of coffee, or
presents a netification with the option to place the order for the cotfee, while the
aser 2910 may be en route. In further example embodiments, the order module
1434 determines the order parameters based on the user characteristics such as
past orders for coffee included in a purchase bistory of the user 2910, In still
further example crubodiments, the presentation module 210 deterraines the
presentation parameters based on the user 2910 being in the car {e.g., present an
audio alert for the option to place the order and receive a vocal command from
the user 2910 to place the order).

186263} Turning now to another example embodiment, FI1G. 30 15 a block
diagram of the augmentation system 28(, which may provide fimctionality to
authenticate the identity of the user, identify the user aciivity, and augment the
user activity. The augmentation system 280 may include an authentication
modide 3010, an activity module 3020, and a settings module 3030,

{80264} The authentication module 3010 in the augmentation system 280
may provide functionality to facilitaic authenticating a user’s identity, For
example, the anthentication modide 3010 may identify a portion of the atiribute
data indicative of the identity of the user. Subsequently, the authentication

module 3010 may authenticate the identity of the user by analyzing the identified
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portion of the atiribute data. In further example embodiments, the authentication
module 3010 may calculate an identity likelihood metric based on real-time data
meluded in the attvibute data. The identity likelithood metric may indicate the
likehihood of authenticating the identity of the user {(e.g., a higher identity
likelihood metric may indicate a strong probability that the user’s identity may
¢ authenticated). The authentication module 3010 may avalyze a varicty of
portions of the attribute data using many different schemes and techniques to
authenticate the identity of the user,
{88265] The activity module 3020 may provide functionality associated
with user activities. For example, the activity module 3020 may idendify a user
activity being performed by the user based on the attribute data included in the
real-time data. In a forther example, the activity module 3020 may faciiitate
augmeniation of the identified user activity according to a uscr sctting or user
preference. For instance, the user sctting may be asseciated with presenting
mformation 1o the aser (e.g., the user may have a desire to use a larger screen for
presenting information if available). In this instance, the activity module 3020
may augment preseotation of information to the user based on the user setfing.
{66266} The settings module 3030 may provide functionality to access or
determine one or more user settings, For example, the settings modale 3030
may determine the user sctting based on the attribute data and the identified user
activity. In some cxample emobodiments, the scttings module 3030 may access
the user setting from a storage device (e.g., the database(s) 126). In further
example embodiments, the scttings module 3030 may determine the user setiing
based on an analysis of the user characieristics, similar users, an augmentation
result from angmenting the user activity, and so forth.
{80267} FIG. 31 is a flow diagram illustrating an example method 3100 for
authenticating the user and augmenting the user activity, according to some
cxample crubodiments. The operations of the method 3100 may be performed
by components of the data mesh system 150 and the augmentation system 280,
At operation 3110, the attribute module 230 may receive the attribute data
associated with the user from a plurality of atiribute sources. In various cxample
embodiments, at least a portion of the ativibute data may mclode real-time data
or near real-time data. The term “real-time data,” as used herein, is intended to

imchude data associated with an event currently happening. For example, the
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real-time data may inchude aser input data or sensor data commumicated to the
attribute module 230 after 3 delay interval {e.2., due to transmission delay or
other delays such as being temporarily stored at an intermediate device) between
capturing the data and the attribute module 230 receiving the data.

{86268} As will be discussed in connection with FIGS. 52 and 53, the
atiribute data may be received from a broad spectrum of ativibute scurces {e.g.,
devices, sensors, servers, databases, and other sources). Additionally, the
attribute module 230 may receive the attribute data via many pathways resulting
from an assortment of configurations of the atiribute sources as further discussed
i connection with FIGS, 51A and 518, In an example embodiment, the
attribute modude 230 may receive the attribute data divectly from the attribute
soarces. In other example embodiments, the attribute module 230 may receive
the attribute data from a central device that receives atiribute data from a
plurality of user devices. In still other example embodiments, various user
devices may be communicatively coupled in a decentralized device-to-device
mesh, and the attribute module 230 may recetve the attribute data corresponding
to a particular device in the roesh from any of the devices in the mesh. The
attribute modude 230 may receive the atiribute data from the attribute sources in
many other configurations including various suitable combinations of
configurations.

180269} In various example cmbodiments, the atiribute module 230 may
store the attribute data in association with the user (e.g., indexed based on a user
identificr} for subscquent analysis. The attribute module 230 may store the
attribute data in a storage device such as the database(s} 126, for exarmaple. The
attribute module 230 may aceess the stored attribute data using a variety of
search or find schemes. For instance, the atiribute data associated with a
particular user may be accossed using a user identificr that corresponds to the
particular user. It will be noted that the collective, aggregated attribute data may
be referred to as a “data mesh.”

[36278] At operation 3120, the authentication module 3010 may identify a
portion of the real-time data indicative of an identity of the user. The attribute
data mcluding the real-time data may comprise a vast amount of data associated
with the aser. All or various portions {e.g., segments or pieces) of the real-time

data may be indicative of the identity of the user. The authontication module
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3010 may identify, extract, parse, or otherwisg ¢btain data from the real-time
data that is pertinent, relovant, or otherwise usctul in authenticating the identity
of the user.

186271} In an example embodiment, various deviees that provide the real-
time data to the atiribute module 230 may correspond to the user. For instance,
one or more user devices (e.g., mobile device, wearable device) may provide at
least a portion of the real-time data. The user devices and the real-time data
provided by the user devices may be identified via a device identifier such as an
Internet Protocol (IP) address, a Media Access Control (MAC) address, other
unique identifics, an International Mobile Station Equipment Identity (IMET), &
Mobile Equipment Identifier (MEID), and so forth. In various example
embodiments, the authentication module 3010 may identify portions of the real-
fime data indicative of the identity of the user by matching device identifiers
corresponding 1o the user with respective device identifiers associated with the
real-time data. In a specific example, location data (e.g., as determined by a
GPS component of a mobile device) may be identified by the authentication
module 3010 as indicative of the identity of the user if the location data
originated from a device having a device identifier corresponding to the user
{c.g., the location data originated from the user’s mobile device). To be clear,
data that originates from a device corresponding o the user may merely be
ndicative of the identity of the user rather than identify the user as another user
that may be operating the device. The identity of the user may be suthenticated
with respect to the real-time data in subsoquent operations discussed below,
186272} In various example embodiments, the attribute data and the real-
time data may nclude sensor data.  Tn an example embodiment, the
authentication module 3010 may identify portions of the sensor data that may be
indicative of the identity of the user. For instance, the sensor data may include
biometric data such as 2 fingerpringt scan, vocal sample, clectroencephalogram,
ot retinal scan (vefer to FIG. 53 for additional sensor data). In this instance, the
authentication module 3010 may identify the biometric data as being indicative
of the identity of the user (e.g., matching fingerprints incloded in the sensor data
with fingerprints of the user or matching another sensor signature with a sensor
signatire of the user). In these particular example embodiments and the

following example embodiments, the real-time data need not necessarily have
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originated from a device corresponding o the user,

1B88273] In further example embodiments, the authentication module 3010
may wentify portions of the attribute data indicative of the identity of the user
based on various analyses or patterns. For example, a particular device may
provide location data (e.g., as determined by a GPS component of a mobile
device). The authentication module 301 may detormine that the location data
may be fndicative of the user identity based ou past location data of the user. Tn
a specific example, if the oser has, in the past, exhibited a particular pattern of
travel or has frequently visited a particular location (e.g., a particular route
horae, or spent a particular amount of time in certain locations) then the
authentication module 3010 may identify the real-time data corresponding to the
particular device providing the location data as indicative of the user identity.
186274} In still further example embodiments, the authentication module
3010 may employ many other analyses to identify the attribute data indicative of
the identity of the user. For example, the aser may be a member of various
websites {(g.g., e-commerce websites, social website.), If the user logs into a
particular websiie using a particular device, the authentication module 3016 may
identify the particular device and the attribute data reccived from the particular
device as indicative of the user identity.

[66275] At operation 3130, the authentication module 3010 may
authenticate the identity of the user with respect fo the real-time data by
analyzing the identified portion of the real-time data and the atinibute data. In
some cxample embodiments, suthenticating the identity of the user with respect
to the real-time data may cstablish that the real-time data resulted from an action
of the user. For instance, if the authentication module 3010 authenticates the
identity of the user with respect to location data included in the real-time data,
the focation data may indicate the current location of the user. The
authentication module 3010 may analyze many differcot portions of the attribute
data using a variety of analysis schemes and techniques to authenticate the
dentity of the aser. The following discussion mercly provides non-Hmiting
examples of the authentication moduole 3010 avthenticating the identity of the
user based on the attribute data.

{66276} In an example embodiment, the authentication module 3010 may

identify a portable device (c.g., mobile device, wearable device) corresponding
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to the user from the real-time data, and use the identified portable device as a
basis for anthenticating the identity of the user with respect to the real-time data.
For example, the authentication module 3010 may calculate the identity
likelihood metric based on the identified portable device., The identity likelihood
metric may indicate the likehihood that the identified portion of the attribute data
identifies the user. Tn a specific example, the user may be operating a computer,
carrying a mobile device, and wearing a smart watch, In this example, the
attribute module 230 may receive the real-time data from cach of the devices. If
the authentication module 3010 determings that the mobile device and the smart
watch correspond to the user (e.g., by matching respective device identificrs with
device dentifiers corresponding to the user), then the authentication module
3010 may authenticate the identity of the user with respect to the real-time data
reccived from those devices, the reasoning being that if a person is determined to
¢ carrying one ot more devices belonging to the user, the person may be the
user (e.g., the identified portable devices implicate or suggest the person may be
the user}. The more devices of the user that the person may be carrving, the
stronger the basis may be that the porson is the user.
{86277} In continuing with the above example, the authentication module
3010 may authenticate the identity of the user with respect to the real-time data
corresponding o the compuier based on the authentication with respect to the
mobile device and wearable device. The authentication module 3010 may
perform this authentication, for example, based on the location of the computer
relative to the location of the portabic devices of the user. For example, if the
location of the computer is the same or within a short distance (¢.g., an arm’s
length) of the location of the portable devices of the user, the authentication
modole 3010 may infer that the user is using the computer. The location of the
computer may be ostablished based on sensor data included in the real-time data
such as near ficld, BLUETOOTH®, or other interactions between the portable
devices and the computer. In other words, the location of a particudar portable
device may be known based on a GPS component of the particular portable
device, and the location of a device in communication with the particular
portable device may be inferved based on short-range communications that
operate over short distances. Thus, in this example, the authentication module

3010 may authenticate the identity of the user with respect to the real-time data
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received from the computer. The above is mercly a non-limiting example, and
many other techniques may be employed by the authentication module 3010 to

authenticate the identity of the user with respect to the real-time data of various

{66278} In further example embodiments, the authentication module 3010
may use other indications of the identity of the user to authenticate the identity
of the user with respect to the real-time data. For example, the authentication
modile 3010 may use sensor data, at least in part, to authenticate the identity of
the user. For imstance, the sensor data may include blometric data that the
authentication module 3010 may use fo authenticate the identity of tho user. Ina
specific example, the biometric data may include blometric identification data
such as fingerprint scans, vocal samples, retinal scans, facial scans, or
ciectroencephalogram data {se¢ FIG. 53 for additional biometric identification
datay. The authentication module 3010 may match, correlate, or otherwise
determine that the biometric data corresponds to the user to authenticate the
dentity of the aser with respect {o the real-time data.

166279] In still further exanmple embodiments, the authentication module
3310 may wvse location data to authenticate the identity of the user with respect to
the real-time data, For example, the location data {¢.g., as determined by a GPS
component of a mobile device) may indicate a location patiern that the
authentication module 3010 may use to authenticate the identity of the user. In
this example, the location pattern may comprise being at a particular location at
a particular time or a particular routc at a particular time. In a specific exanmple,
the lecation data may indicate a location that may be the bome of the user.
(iven that the location may be the home of the user, it may be probable that the
real-time data provided by the mobile device may correspond 1o the user. Thus,
in some example embodiments, the authentication module 3010 may
authenticate the identity of the user with respect 1o the real-time data bascd on a
location corresponding to the real-time data that may be indicative of the user
(e.g., a location that may be typically access-restricted for which the aser has
access such as a home or office).

{66284} In continuing with the discussion of the operation 3130, FIG. 32 1
a flow diagram illustrating further example operations of the method 3100 of

FIG. 31, according to some cxample ermbodiments. As described above,
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subsequent to the operation 3120, at the operation 3130, the authentication
module 3010 may authenticate the identity of the user by analyzing the identified
portion of the real-time data. In addition, at operation 3210, the authentication
modale 3010 may caleulate the identity hikelihood metric based on the identifie
portion of the attribute data. The identity likelihood metric may indicate the
likelihood that the identified portion of the atiribute dats identifies the user (e.g.,
the probability that the identified portion of the real-time data identifies the
USET),

802811 The authentication module 3010 may calculate the identity
likelihood metric using a variety of schemes and techniques. In an exanple
embodiment, the authentication module 3010 may weight various portions of the
real-time data indicative of the identity of the user. For example, the
authentication module 3010 may more heavily weight the real-time data that
strongly fndicates the idendity of the user {e.g., & fingerprint scan that maiches a
fingerprint scan of the user). Conversely, the asthentication module 3010 may
weight less heavily the real-time data that does not strongly indicate the identity
of the user (e.g., real-time data indicating a user device in & particular location at
a particular time may be indicative of the identity of the user but may not as
strongly implicate the identity of the user as biometric identification data). In
some example embodiments, the avthentication module 3010 may usc a
combination of the real-time data to calculate the identity likelthood metric.
{80282} Subsequent to calculating the identity likelibood metric, at decision
3220, the authentication module 3010 may determine whether the identity
likelithood metric exceoeds an authentication threshold. In an example
embodiment, when the identity likelihood metric exceeds the authentication
threshold, the authentication module 3010 may authenticate the identity of the
user. Conversely, if the identity likelihood metric does not exceed the threshold,
the authentication raodule 3010 may not authenticate the identity of the user, and
no further operations may be performed in method 3100,

[B8283] At operation 3230, the authentication module 301{ may
authenticate the identity of the user. As discussed above, the authentication
modale 3010 may use the identity likelihood metric exceeding the authentication
threshold as a factor in authenticating the identity of the user with respect to the

real-time data. The authentication module 3010 may use the identity likelihood

69

PCT/US2015/022318



i

o

(&3]

0

&

o

(¥,

WO 2015/148559

metric alone or in conjunction with other factors to aothenticate the identity of
the user. Once the identity of the user is authenticated with respect to the real-
time data, subsequent operations of the methed 3100 may be performed.

180284] In further discussing the operation 3130, FIG. 33 1s a flow diagram
ifhustrating a forther embodiment for authenticating the identity of the user,
according to some exampic embodiments, Subsequent to the operation 3120, at
the operation 3130, the authentication module 3010 may authenticate the identity
of the user by analyzing the identified portion of the attribute data. In addition,
at operation 3310, the authentication module 3010 may derive, extract, or
otherwise obtain past identitication indications from past atiribute data. For
example, if the past attribute data inclodes location data, the authentication
modade 3010 may extract favorite or frequent locations corresponding to the
user.

{80285 At operation 3320, the authentication module 3010 may derive,
extract or otherwise obtain real-time identification indications from the real-time
data. For instance, the real-time data may mchude location data. In some
exanple embodiments, the real-time identification indications may be derived.
For example, the smuthentication module 3010 may derive location information
based on short-range commumications with devices of a known or fixed location.
{66286} At operation 3330, the authentication module 3010 may calculate
the identity likclihood metric by corrclating, matching, or otherwise comparing
the real-time identification indications with the past identification indications.
For example, if the real-time data indicates a particular location, the
authentication module 3010 may match the particular location with a frequent
location of the vser to authenticate the identity of the user. Although the
discussion of FIG. 33 is mostly directed to location data, the authentication
modale 3010 may, in a similar manner, use many other types of data included in
the attribute data to calculate the identity likelihood metric.

{88287} Referring back to FIG. 31, at operation 3140, the activity module
3020 may identify or infer 8 user activity being performed by the user based on
the real-time data. In other words, the activity module 3020 may identify a user
objective (e.g., logging into a websiie) being advanced by the user based on the
real-time data. The user activity may inchide 8 wide variety of activities such as,

for example, operating a computer (e.g., fogging into a website), jogging in the
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park, walking toward the refrigerator, and streaming video or other media
content. In an example embodiment, the activity moduole 3020 may identify the
user activity based on sensor data and status data received from one or more user
devices. The status data may indicate activity associated with a particular
device. For example, the user devices may mchide a mobile device that provides
location data and s vaviety of other user devices that may provide the status data
{c.g., a soart TV that indicates current operating status such as streaming a
particular piece of media). In this example, the activity module 3020 may infer
the user activity by analyzing the location data in coniunction with the status
data {e.g., the user may be proximate to the smart TV based on the location data,
and the smart TV may indicate that it is streaming a video).

{80288} In another example, the activity module 3020 may infer, extract, or
derive the status data for a particular device based on an analysis of sensor data
corresponding 1o the particular device. For exaraple, a mobile device may be
equipped with accelerometers that measure motion and provide motion data, If
the motion data indicates that the device is not moving, the activity module 3020
may infer that a person may not be carrying the particular device. To this
scenario, the activity module 3020 may not infer the user activity based ona
device that is not currently being carried by the user. The above examples are
merely non-limiting examples of the activity module 3020 wdentifying or
nferring the user activity based on the real-time data. The activity moodule 3020
may use many other portions of the real-time data in a variety of schemes to
identify or infer the user activity.

1802891 At operation 3150, the activity module 3020 may augment, adapt,
or otherwise modify the user activity according o a user setfing or user
preference. In other words, the activity module 3020 may sugment an
environment of the user based on a user preference to facilitate the user’s
advancement towards the user objective. The environment of the user is
miended to inclade, for example, user devices within the vicinity of the user.
For example, if the user activity inchedes an authorization task (e.g., logging into
3 website), the activity module 3020 may avgment the user activity by adjusting
a security level of the authorvization task. In some example embodiments, the
activity module 3620 may adjust the security level of the aothorization task

based on the identity likelibood metric. For example, if the identity fikelihood
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metric indicates strongly that the identity of the user is authenticated, then the
security level may be reduced more than if the identity Hkelihood metric did not
strongly indicate the identity of the user is autheunticated. 1n some example
embodiments, adjusting the security level of the authorization task may include
automatically performing the authorization task on behalf of the user. For
example, if the authentication module 3010 has authenticated the identity of the
user and the user activity includes accessing 2 particular website, then the
activity module 3020 may automatically log the user into the particular website.
802981 In a further specific exanple, the identiticd user activity may
comprise making a payment (¢.g., an electronic payment 10 an ¢-COMmMerce
website corresponding to an item Hsting histed on the e~-commerce website or a
clectronic payment to a merchant at a physical store). The activity moduole 3020
may augment the user activity associated with making a particular payment by
facilitating the payment between the user and the payee. For instance, based on
the authentication of the identity of the user, the user may not need to provide a
security credential or provide fewer sccurity credentials to make the payment.
84291} To assist in illustrating the above discussion, FI1G. 34 depicts
communication between a device of the user and the data mesh system 150,
according to some example embodiments. In the ilhustration of FIG. 34, a user
3410 may be wearing one or more smart devices such as a smart watch 3420,
The smart watch 3420 may be communicatively coupled to the network 104 via
varipus modalitics. For example, the smart watch 3420 may be
commumicatively coupled to a network interface 3440, which, in turn, is
communicatively coupled to the network 104, For instance, the smart watch
3420 may send signals 3430 that are received at the network interface 3440, In
another example, the smart watch 3420 may be commmicatively coupled to the
network 104 without the network interface 3440, In addition, the networked
system 102, including the data roesh systern 150 and the augmentation system
280, may be communicatively coupled to the network 104.

{88292} Thus, the smart watch 3420 of the user 341{} may be
communicatively coupled to the data mesh system 150 including the
augmentation system 280, The data mesh system 150, including the
augmeniation system 280, may receive or access the attribute data corresponding

{0 the smart waich 3420 via the network 104, Similarly, the data mesh system
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150, inchuding the asgmentation system 280, may communicate or exchange
data with the smart watch 3420 to facilitate augmentation of the user activity
such as communicating instructions to prosent a user mterface. Although the
example of FIG. 34 depicts an example smart watch 3420, it will be appreciated
that a wide variety of other devices may stmilarly be configured to interact with
the data mesh system 150.

180293} FIGS. 35-38 are flow diagrams illustrating further example
operations of the method 3100 of FIG. 31, according to some example
embodiments. Subsequent to the operation 3140, at the operation 3150, the
activity module 3620 may augment the user activity according to the user
setting. Fach of the flow diagrams of FIGS. 35-38 illustrates additional
operations of the operation 3150, The additional operations of the operation
3150 inchude varicus example cubodiments of augmenting the user activity
according to the user setting. The following discussion merely describes non-
Hmiting examples, and many other schemes and techniques may be employed by
the augmentation system 280 to augment the user activity using the user setting.
180294} In the flow diagram of FIG. 35, subsequent to the operation 31440,
the settings module 3030 may determine the user setting based on the attribute
data and the user activity at operation 3510, For example, the settings module
3030 may store a piurality of user scttings in a storage device such as the
database(s) 126. Subsequent to determining the user activity, the settings
modiide 3030 may determine the user setting associated with or pertaining to the
user activity. For instance, the user activity may include the user sirecaming a
movie to a particular user device. Based on the activity module 3020 identifving
the activity of streaming the movie, the settings module 3030 may determine the
aser setting associated with augmenting the vser activity of streaming the movie
such as, for example, automatically pausing the streaming when the user leaves a
vicinity of the particular user device presenting the movie to the user.

{88295 At operation 3520, the activity module 3020 may augment the user
activity according to the determined user setiing. In contimuing with the example
above, the user activity may inchude streaming the movie. The activity module
3020 may augment the user activity according to the determined user setting,
For example, the activity module 3020 may automatically pause or otherwise

halt the movic based on a trigger (e.g., the user leaving the vicinity or answering
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a phone call), present the streaming movie to another display based on the vser
setting and a location of the user, and so on. Although the above discussion is
directed to streaming the movie, the activity module 3020 may augment the user
activity that includes many other activities and based on many different types or
kinds of user settings.

[86294] In the flow diagram of FIG. 36, subscquent to the operation 3140,
the characteristic module 240 may infer or measure directly user characteristics
based on an analysis of at least a portion of the attribote data at operation 3610,
As discussed above in connection with operation 610, the characteristic moduie
240 can infer a variety of user characteristics from the attribute data using a
variety of data. It will be understood that the discussion of operation 610
regarding the characteristic module 240 applies equally o operation 3610,
186297} At operation 3620, the settings module 3030 may determine the
user setiing based on the Wnferred user characteristics and the user activity. For
example, the inferred user characteristics may indicate the user has an affinity to
view user interfaces on a largest screen available. In this example, the settings
module 3030 may determine that the user setting includes presenting user
mterfaces to the largest screen available.

{80298} In further example embodiments, the settings module 3030 may
identify similar users to the user based on the ativibute data or the user
characteristics. For instance, the settings module 3030 may identify users
associated with the same or similar demographic data as that of the user. Inan
example cmbodiment, the settings module 3030 may determine the user seiting
based on attribute data or characteristics corresponding to the siroilar users. For
example, the settings module 3030 may access the user characteristics
corresponding 1o other users and correlate, mateh, or otherwise compare the user
characteristics of the user with the user characteristics of other users to identify
the similar users.

[60299] At operation 3630, the activity moduale 3020 may augment the user
activity according to the determined user setiing. For example, if the user is
viewing a particular user interface on a mobile device and the user is within a
distance of a larger screen, such as a computer or smart TV, the activity module
3020 may augment the user activity by presenting the particular user interface on

the larger screen.
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{88360} In the flow diagram of FIG. 37, subsequent to the operation 3140,
the activity module 3020 may determine that the user activity includes a
presentation of a user interface to the user at operation 3710, For example, the
presentation of the user interface may include the user viewing a movie, using a
website, or reading an email. The activity module 3020 may determine that the
user activity includes the presentation of the user interface based on the real-time
data. For jnstance, the status data of a particular device of the user may indicate
that the particular device may be presenting the user tnterface to the aser.
803011 At operation 3720, the activity module 3020 may identify
prosentation devices available to the user based on the attribute data that are
capable of presenting the user interface to the user. For instance, the user may
be in a room that includes several user devices such as a smart TV, a faptop
computer, and a mobile device. The activity module 3020 may identify these
devices based on the real-tiroe data. For example, if the smart TV is active and
connected to a network, the activity modude 3020 may query the smart TV to
determine whether it may be capable of presenting the user interface.

180302} At operation 3730, the activity module 3020 may determine an
alternate presentation device from among the identified presentation devices
based on the user setting. The activity module 3020 may determine the alternate
presentation device based on a number of factors, For example, the user setting
may fndicate the user has an affinity to view a larger screen when available.
Based on this user setting, the activity module 3020 may identify a presentation
device with a larger display. In ancther example, the activity module 3020 may
determine that the aliernate presentation device should be within a close vicinity
of the user. For exarople, a particular presentation device that is out of view of
the user may not be the best choice for the alternate presentation device. The
activity module 3020 may make this determination based on location data
mnchided in the real-time data. In still another cxample, the activity module 3020
may identity a presentation device that is portable. For example, the activity
modiile 3020 may determine that the user is viewing a movic and that the user is
leaving the vicinity, and may determine that a portable device to continue
playing the movie is 4 desirable choice for the altemate presentation device.
{80343} At operation 3740, the activity module 3020 may cause

presentation of the user interface to the user with the alternate prescutation
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device. In a specific example, the user may be viewing a live sporting event on a
smart TV. When the user leaves the vicinity of the smart TV, the activity
module 3020 may cause presentation of the live sporting event to the alteroaie
presentation device such as another smart TV that is viewable to the user or a
portable device of the aser to allow the user to continue view the live sporting
event despite being out of view of the initial presentation device.

80384/ In the flow diagram of FIG. 38, subscquent to the operation 3140,
the activity module 3020 or the characteristic module 240 may determine a
current location of the user based on the real-time data at operation 3810, For
exaniple, the real-time data roay mclude location data as determined by a GPS
component of a mobile device, near-field beacon detections, and other location
Services.

[86365] At operation 3820, the activity module 3020 or the characteristic
module 240 may access device location data included in the atiribute data that
mclades the real-time data. Stmilar to the operation 3818, the activity module
3020 may access, receive, or otherwise obtain the device location data based on
(3PS, near-ficld beacon detections, and other location services. Although FIG,
38 illustrates performing the operation 3810 prior 1o operation 3820, in
aliernative example embodiments, the operation 3810 may be performed
concurrently or after the operation 3820, For mstance, the current location of the
user and the device location data may be received, accessed, retrieved, derived,
or otherwise obtained by the activity module 3020 at the same time in any order
and the sobsequent operations tlustrated in FIG. 38 performed.

160386] At operation 3830, the activity module 3020 may identify user
devices within an operation distance of the user based on the current location of
the user and the device location data. The operation distance may be
configurable or dynamically determined. In some cxample embodiments, the
operation distance may vary from device to device. For example, the operation
distance corresponding to a smart TV may be a reasonable distance such that the
user may view the smart TV. In other examples, the operation distance
corresponding to a mobile device may be a reasonable distance {e.g., arnt’s
length) such that the user may touch the mobile device.

180347} At operation 3840, the activity module 3020 may augment the

operation of the identificd user devices according to the user sctting. In some
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example embodiments, the activity modale 3020 may augment the operation of
the identified user device according to the user setting and the user activity. For
exaniple, if the user activity includes the user moving nto a smart kitchen, the
user activity module 3020 may sugment the operation of various user devices
according to the user setting based on moving into the smart kitchen. For
imstance, relevant notifications may be pushed to a mobile device of the user
based on the user moving nfo or being in the smart kitchen {c.g., a notification
regarding the status of a smart kitchen applance). In another mstance, the
activity module 3020 may cause the smart appliance of the smart kitchen to
perform a task on behalf of the user autoraatically based on the user moving o
the smart kitchen {e.g., automatically brew a cup of coffec).

186308] To help ithustrate the concepts described above, FIG. 39 iflustrates
noun-limiting cxamples of augmenting the user activity, according to some
example embodiment. A scene 3900 depicts a Bving room attached to an open
kitchen. The scene 3900 may include a media entertainment device 3910, a
smart TV 3920, a lamp 3938, a mobile computer 3940, a mobile device 3950, a
user 3960, a smart refrigerator 3970, and a kitchen display 3980, Each ofthe
devices 3910-3954, 3970, and 3980 may be attribute sources coupled to a
network (e.g., the network 104} and operable to commumicate with the data mesh
system 130, In various example embodiments, the real-time data may include
location data corresponding to the user. For instance, the user 3960 may be
carrying a mobile device or another smart device {¢.g., smart watch, NFC enable
smart ring} that may provide real-time location data {c.g., as determined by a
(GPS component, beacon location detect, or other location services). In this way,
the location of the user 3960 may be tracked, monitored, or observed via a
particular device the user 3860 is wearing, or the location of the user 3960 may
be derived from various real-time data associated with the user’s location
nchuded in the attribute data (e.g., BLUETOUOTH® handshakes between a
device the user 3960 18 wearing and a another device with 2 known or fixed
location). The activity module 3020 may infer the user activity based on the
real-time dats and augment the user activity based on the user seiting,

166369 In an example embodiment, the activity module 3020 may
determine that the user 3560 may be streaming media content to the smart TV

3920 and may be moving away from the smart TV 3920 towards the kitchen. In
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this example, the activity modide 3020 may identify the mobile computer 3940
and the display 3980 as alternate presentation devices. The activity moduie 3020
may further determine that the kitchen display 3980 may be a desivable alteroate
presentation device as it may be within viewing distance of the user 3960, The
activity module 3020 may then angment the activity of the user 3960 by
presenting the streaming media content on the kitchen display 3980 and halting
the presentation to the sart TV 3920, To further example embodiments, the
activity module 3020 may further determine that the user 3960 has opened the
smart refrigerator 3970 and may pause the sircaming of the media content while
the user 3960 may be using the smart refrigerator 3970,

1866318} In ancther example embodiment, the avthentication module 3010
may authentication the identity of the user 3960 by detecting a mobile device or
wearabic device the user 3960 may be carrying in proximity to the kitchen
display 3980 {e.g., detected from the atiribuie data that may include a data feed
from the mobile device, the wearable device, and the kitchen display 3980).
Subsequently, the activity module 3020 may detect that the user 3960 is walking
within an operating distance (¢.g., a reasonable distance such as a distance that
would place the user 3960 within the same room as a particular device) of a
particelar user device such as the kitchen display 3980, The activity module
3020 may detoct the user 3960 within the operating distance of the kitchen
display 3980 via a GPS component of a mobile device the user 3960 may be
carrying, short range commnication detections {e.g., BLUETCGOTH® or near-
ficld communication handshakes between the mobile device of the user 3960 and
the kitchen display 3980}, and so on.

180311 The activity module 3020 may then present a personalized message
i the user 3960 on the kitchen display 3980 that may be pertinent or relevant to
the user 3960 with respect to the context or environment of the user 3960 as
determined by the settings module 3030 via an analysis of the attribute data {e.g.,
the atiribute data may include calendar information corresponding to the user
39606 or food tnventory information as provided by the smart refrigerator 3970).
For instance, the personalized message may be a reminder regarding an
apcoming appotniment or a reminder to purchase a particular product the user
3960 may be running low on. For a particular user other than the user 3960, the

activity module 3020 may present a different personalized message or perform a
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different augmentation of the user activity. Thus, in this example, the
augmentation system 280 has received the attribute data associated with the user
{(e.g., the user 3960), authenticated the identity of the user with respect fo the
real-time data {¢.g., by detecting a portable device corresponding to the user
3960), identified the user activity (e.g., walking near the kitchen display 39803,
and augmented the activity of the user according to the user setting (¢.g.,
presenting the personalized message to the user 3960 on the kitchen display
3980},

803121 In yet another example embodiment, the activity module 3020 may
detect the user may be in a vicinity of the lamp 3930 {c.g, the user 3960 is inthe
same room as the lamp 3930) via location tracking of the user 3960 (e.g., a
wearable device on the user’s person). In response to the activity module 3020
detecting the user 396{ near the lamp 3930, the activity module 3020 may
augmend the environment of the user 3960 by switching on the laoy 3930 or
changing a brightness of the lamp 3930 (e.g., the lamp 3930 may be a smart
tamp operable to exceute varions commands, or the lamp 3930 may be coupled
to a smart cutlet operable to control various functions of the larap 3930). The
activity module 3020 may adjust the operation of the lamp 3930 according to the
aser setting corresponding to the lamp 3930 as determined by the settings
module 3030 (e.g., adjusting the brightness of the lamp 3938 according to
historical brightness of the lamp 3930 corresponding to the user 3960).

{80313} FIG. 4{} depicts an example oser interface to facilitate augmentation
of a user activity, according to another embodiment. To example cmbodiments,
the activity module 3020 may idendify the user activity, such as the user moving
mto a particular location (e.g., the kitchen). In some embodiments, the activity
modode 3020 may avgment the activity of the user by presenting a user interface
{0 the user. An example mobile device 4000 displaying an cxample notification
4010 is shown. The activity moedule 3020 may present notifications, such as the
notification 4010, to the user that are relevant within the context of the user
activity. For nstance, if the user has just entered the kitchen, it may be a good
time o provide the user with information relevant to the kitchen, such as kitchen
supplies. In an example embodiment, the atiribute data may include data
received from a smart refrigerator {¢.g., smart refrigerator 3970} indicating a

food supply. The activity module 3020 may augment the activity of the user by
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presenting a notification 40310 to the user regarding the food supply. In this
example embodiment, the user may interact with the notification 4011 using user
wmterface elemonts 4020 (o.g., place an order for the ttem or dismiss the
notification).

{80314} FIG. 41 is a flow diagram 4100 illostrating various communications
to facifitate the method of FIG. 31, according to example embodiments. At
operation 41 10, atiribuie source 4102 may conumunicate attribute data to the data
mesh system 150, As described above with reference to FIG. 31, the data mesh
system 150 may receive the aitribute data at operation 3110, authenticate the
wdentity of the user at the operation 3130, identify the user activity at operation
3140, and augment the user activity at the operation 3150.

{80315} The data mesh system 150 may augment the user activity by
communicating with a user device 4106, At operation 4120, the user device
4106 may facilitate augmentation of the user activity. For instance, the data
mesh system 150 may communicate instructions to the user device 4106 to
present a particular user interface {e.g., a notification), and the user device 4106
may present the user intertace 1 response.

166316} At operation 4130, the user device 4106 may commumicate data
associated with a user action responsive to the aser activity. The data associated
with the user action responsive o the augmentation of the user activity may
indicate whether the augmentation is desired by the user. For instance, if the
angmentation included presenting a notification to the user and the user
dismisses the notification, then the settings module 3030 may usc that as a basis
for determining the user setting in subseguent analysis,

180317} Stmilarly, at operation 41440, the attribute source 4102 may
communicate attribule data associated with the user action responsive to the
augmeniation of the user activity. For instance, the data mesh system 150 may
reguest, retrigve, or otherwise obtain the attribute data associate with the user
action from the attribute source 4102 responsive to the augmentation of the user.
The attribute source 4102 may commmunicate the attribute data that indicates
whether the augmentation was desired by the user.

180318} At operation 4150, the settings module 3030 may nfer an
augmentation result from the data received from the user device 4106 and the

atiribute source 4102, The scttings module 3030 or characteristic module 240
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may identify a aser action of the user based on the real-time data, the user action
being in response to the augmented user activity or environment. For instance,
the user action may inchade dismissing a votification or interacting with a user
mterface. The augmentation result may indicate whether the augmentation was
desired by the user. For instance, the attribute data may include engagement
data that indicates the user’s engagement in a particular activity, such as clicking
on user nterface elergents. The settings module 3030 may infer the
angmentation result based on the engagement data or other data. In further
example embodiments, the activity modale 3020 may store the augmentation
result in a storage device such as the databases 126 to be used subsequently to
determine the user setting. Thus, the settings module 3030 may evolve the user
settings to better fit the user over time as more data associated with
augmeniations is reccived.

180319} Turning now to another example embodiment, FIG. 42 is a block
diangram of the visualization system 290, which may provide functionality to
analyze the attribute data and generate a visualization based on the attribute data.
The visualization system 290 may include an analysis module 4210, a coromerce
module 4220, and a visualization module 4230

{80328} The analysis module 4210 in the visualization system 290 may
perform various analyses to facilitate the functionality described herein, For
example, the analysis module 4210 may deternunce satisfaction of a reward
criteria associated with the attribute data. In this example, the reward criteria
may include a fitness goal and the analysis module 4210 may determine whether
the user has satisficd the fitness goal based ou an analysis of the atiribute data.
Many other rewards and analyses may be performed by the analysis module
4210.

{80321} The comumerce module 4220 may identify iters from an e-
commerce platforn (e.g., the publication system 142). The items (c.g., item
listings on an e-commerce website) are intended to melude products, services,
activities, and the like. The commerce module 4220 may also rotrieve item data
associated with the identified items such as item price, seller, itom location,
seller location, item images, item description, and so on. In some example
embodiments, the commerce module 4220 may facilitate the purchase, by the

user, of the identified items.,
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{80322} The visuahization module 4230 may generate a visualization based,
at least in part, on the attribute data. The visualization may be representative of
the attribute data. For example, the visualization module 4230 may generate an
avatar that is representative of the atiribute data. For example, the attribute data
may indicate demographic data corresponding to the user such as gender, age,
height, and so on. The visualization module 4230 may generate the avatar based
on the demographic data such as an avatar of the same gender and similar age,
height, and so forth, The presentation module 210 may subsequently cause
prescntation of the generated visualization to the user.

1803231 FIG. 43 is a flow diagram illustrating an cxample method 4300 for
generating the visualization, according to some example emmbodiments, The
operations of the method 4300 may be performed by components of the data
maesh system 150 and the visuslization system 290, At operation 4314, the
atiribute module 230 may receive the attribute data associated with the user from
a plurality of attribute sources. As will be discussed in connection with FIGS.
52 and 53, the attribute data may be received from a broad spectrum of attribuic
sources {¢.g., devices, sensors, scrvers, databases, and other sources).
Additionally, the attribute module 230 may receive the atiribute data via many
pathways resulting from an assortment of configurations of the attribute sources
as further discussed in connection with FIGS., 51A and S1B. In an example
cmbodiment, the attribute module 230 may receive the attribute data dircetly
from the attribute sovrces. In other example embodiments, the attribute module
230 may receive the atiribuic data from a central device that receives attribute
data from a plurality of user devices. inustill other example embodiments,
various user devices may be communicatively coupled in a decentralized device-
to-device mesh, and the attribute module 230 may receive the attribute data
corresponding {6 a particolar device in the mesh from any of the devices in the
mesh. The attribute module 230 may receive the attribute data from the attribute
sourecs in many other configurations including various suitable combinations of
configurations.

1868324} In varicus example embodiments, the attribute module 230 may
store the attribute data in association with the user {e.g., indexed based on 3 user
identifier) for subsequent analysis. The attribute modole 230 may store the

atiribute data in a storage device such as the database(s) 126, for example. The
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attribute module 230 may access the stored attribute data using a variety of
scarch or find schemes. For instance, the attribute data associated with a
particular user may be accessed using a user identificr that corresponds to the
particular user. 1t will be noted that the collective, aggregated attribute data may
be referred to as a “data mesh.”

806325} In various exanple embodimenis, at least a portion of the atiribute
data may inchude real-time data or near real-time data. The term “real-time
data,” as used herein, 1s intended to inchide data associated with an event
currenily happening. For cxample, the real-time data may include user input
data or sensor data communicated to the atiribute module 230 after a delay
mterval {e.g., due to transmission delay or other delays such as being temporarily
stored at an infermediate device) between captoring the data and the attribute
modale 230 receiving the data.

[88326] At operation 4320, the characteristic module 240 may infor ot
measure divectly 4 user characteristic or multiple user characteristics based on an
analysis of at least a portion of the atiribute data. As discussed above in
connection with operation 610, the characteristic module 240 can infer a varicty
of user characteristics from the attribute data using a variety of data. It will be
understood that the discussion of operation 610 regarding the characteristic
moduale 240 applics equally to operation 4320.

180327] In a specific example, the characteristic module 240 may infer the
user’s physical dimensions based on the aitribute data that may inchude purchase
history. For imstance, the characteristic module 240 may use demographic
mformation such as age, gender, or location to filter clothing purchases inchuded
m the purchase history (e.g., filtering to identify clothing purchase intended for
the user). Based on the filtered clothing porchase history, the characteristic
modole 240 may identify the user’s physical dimensions based on the garment
sizes of the clothing purchases. In another specific example, the characteristic
modide 240 may infer the user’s fitness level based on fitness tracking software
ncluded in a mobile device of the user. Thus, in these specific examples, the
characteristic module 240 may nfer various physical characteristics or traits of
the user based on the attribute data.

{80328} At operation 4330, the visualization module 4230 may generate a

visualization based, at least in part, on the user characieristic. In some cases, the
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term “visualization” as used herein is intended to include visual and non-visual
components of a presentation {(e.g., an animation including audio cued to the
animation). The term “visualization” is also intended to include static images,
amimations, and other forms of visual presentation.

{80329} In an example embodiment, the visualization may comprise a chart
or graph that may indicate a metric associated with the sttribute data. For
nstance, the metric associated with the attvibute data may be a completencss
metric that indicates completeness of the attribute data associated with the user.
That is to say, the completeness metric may indicate a quantity of atiribute data
versus a goal quantity of attribute data or attainable quantity of attribute data
(e.g., the completeness metric may indicate a quantity of the attribute data
associated with the user is sixty percent of the way to a goal quantity of atiribute
data).

180338} In another example embodiment, the visualization may comprise an
avatar that is representative of the user. For example, the avatar may be a
person-like animation or image that may be intended to represent the user. The
avatar docs not necessarily need to resemble the user’s physical qualitics or
personality traits. However, in some example embodiments, the avatar may be
mtended {o inchude qualitics or traits that are similar or the same as qualities or
iraits of the user. In other words, the avatar may be visually analogous to the
user. The visualization module 4230 may determine an avatar trait based, at
least tn part, on the inferred user characteristic and include the avatar trait when
generating the avatar. In some example embodiments, the user characieristic
may coraprise a physical characteristic of the user, and the avatar trait may
comprise a representation of the physical characteristic. For example, the
characteristic module 240 may infer various user characteristics such as physical
dimensions of the user, demographic information, personality traits and the like.
In this example, the physical dimensions may indicate a person who may be six
fect tall, the demographic mformation may indicate a gender of female and an
age of twenty two, and the personality traits may indicate an outlandish
tendency. As such, the avatar in this example may resemble a six foot tall
woman and may include apparel that is congraent with having an outlandish
tendency. Thus, the avatar may visoally exemplify various characteristics of the

USCr.
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(88331} In various example embodiments, the visuabization module 4230
may empioy a variety of schemes and technigues to determine an avatar trait
based, at least in part, on the inferred user characteristic. In an example
embodiment, the analysis module 4210 may identify similar users that are
stimilar to the user based on a varicty of factors. In some example embodiments,
the analysis module 4210 may access the attribute data or stored user
characteristics corresponding 1o a plurality of other users. For exanmple, the
analysis module 4210 may identity the similar users from among the plorality of
other users that are similar to the user based on the inferred users characteristics
of the user and respective user characteristics of the plurality of other users. The
analysis moduale 4210 may corrclate, match, or otherwise compare the inferred
aser characteristics with respective user characteristics of the plurality of other
uscrs o identity the similar users. In various cxample embodiments, the analysis
module 4210 may dentify the similar users based on same or similar
demographic data {c.g., same or similar age, gender, location, ete.), same or
similar user characteristics {e.g., same or similar brand purchases), same or
strailar attribute data, and so on. For instance, the avalysis module 4210 may
correlate the inferred user characteristics with respective user characteristics of
other user to identify the similar users.

1806332} Subsequent to the analysis module 4210 identifying the similar
users, the visualization module 4230 may extract common characteristics from
among the identified similar users. The visualization module 4230 may generate
the visualization based on the exiracted commeon characteristics. In the example
above, the analysis module 4210 may identify particular stotlar users that are
associated with being outlandish. Continuing with this exanmple, the
visualization module 4230 may extract the common characteristics {e.g., a
particular style of clothing or brand) from among the identified plurality of users.
For instance, the conunon charvacteristic may be wearing a particular clothing
coloy, style, brand, and so on. The visualization module 4230 may generate or
render the avatar to include a particular avatar trait that corresponds to the
common characteristic {e.g., wearing a particular clothing brand).

186333} In further example embodiments, the visualization module 42380
may apply weighting the inferred user characteristics and the extracted common

characteristics in various schomes to generate the visualization based on the

&5

PCT/US2015/022318



i

o

(&3]

0

&

o

(¥,

WO 2015/148559

mferred user characteristics or the extracted common characteristics. For
example, a particular user characteristic that may be inferred from particular
attribute data that correspond to a time further 1o the past may be weighted less
heavily than a particular user characteristics interred from particular attribute
data that i3 more recent, the reasoning being that more recent data may be more
relevant or pertinent to the objective of gencrating the visualization in a manoer
that accurately reflects the user or the atiribute data. The visualization module
4230 may apply weighting using many other schemes, and the above is mercly a
non-limiting example,

166334} In still further example embodiments, the visualization module
4230 may generate the visualization based, at least in part, on the real-time data
mchided in the atiribute data. For example, the characteristic module 240 may
infer the user charactoristics based, at least in part, on the real-time date, and the
visualization module 4230 may generate the visualization based on the user
characteristics mferred from the real-time data. Thus, the visualization may be
reflective of a current status of the user. In a specific example, the characteristic
module 240 may infer that the user may currently be jogging vigorously at 2
park. The visuahzation module 4230 may, for example, generate the
visualization, such as the avatar, to include a feature of perspiration indicative of
the user currently performing a vigorous physical activity. Thus, the
visualization may be representative of a real-time status of the user. In g further
example, the characteristic module 240 may infer an outfit the user is currently
wearing {(e.g., inferred from attribute data that may include detections from smart
tags embedded into the user’s clothing) and the visualization module 4230 may
generate the avatar to inclode a representation of the inferred outfit.

{80335} At operation 4340, the presentation module 210 may cause
presentation of the visualization to the user. For cxample, the visualization may
comprise an avatar and the prescutation may be displaying the avatar on a
screen. The presentation module 210 causing presentation of the visualization
may include communicating the visualization, or instructions to present the
visualization, to a device of the user operable to present the visualization to the
aser. In further example embodiments, the presentation module 216 may cause
the presentation of the visualization to other users. For instance, the user may be

associated with a profile, and viewers of the user’s profile may also view the
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visualization. In other example embodiments, the user may be associated with
contact users that have a connection with the user such as a social media-based
relationship. In this exanple embodiment, the visualization may be presented to
the contact users.

{80336} FIG. 44 is a flow diagram illustrating further example operations
4400 of the example method 4300 of FIG. 43, according to some example
cmbodiments. Subscquent to the operation 4340, at operation 4410, the
presentation module 210 may receive user input indicating a change to the
visualization. For example, the user input may indicate that the visealization is
hased on user characteristics or attribuie data that is not reflective of the user. In
this example, the visualization may be an avatar, and the physical characteristics
of the avatar may not be reflective of the user (e.g., the avatar is too short as
compared to the user).

180337] At the operation 4420, the visualization module 4230 may update
the visualization according to the change indicated by the user input. In the
example above, if the user input indicated that the avatar was too short, the
visualization medule 4230 may generate or render the avatar with a taller height.
166338} In further example embodiments, the attribute module 230 may
apdate or modify the attribute data according to the user input. For instance, if
the user oput indicates demographic data (e.g., age) other than that currently
associated with the user, the attribute medule 230 may update the demographic
mformation according to the user mput.

[36339] In still further example embodiments, the characteristic module 2490
may infer the user characteristics based on an analysis of the atiribute data and
the user mput. For instance, if the user input indicates a particular clothing style,
codor, brand, and so forth, the characteristic module 240 may use that user input
as a basis for inferring the user characteristics in conjunction with the atiribute
data.

[80348] FIG. 45 is a flow diagram illustrating an example method 4500 for
determining satisfaction of a reward eriteria and providing a reward to the user
according to some example embodiments. The operations of the method 4500
may be performed by components of the data mesh system 150 and the
visualization system 290. At operation 45140, the analysis module 4210 may

determine satisfaction of the reward criteria associated with the atiribuie data.
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The reward criteria may include a variety of criteria.

80341} In an example embodiment, the reward criteria may include 8
criterion based on the complctencss metric. In an example embodiment, the
analysis moduole 4210 may deternyine the completeness metric based on an
analysis of the attribute data. The completencss metric may indicate a quantity
of attribuie data available to the data mesh system 150, In some example
cmbodiments, the completeness metric may indicate the quantity of ativibute data
n comparison to a goal quantity of atiribute data or attainable quantity of
attribute data (e.g., the completeness motric may indicate a quantity of the
attribute data associated with the user 18 sixty percent of the way 1o a goal
quantity of attribute data). For instance, the user may have provided the atiribute
data, permission to access portions of the attribute data, or consent to aceess
portions of the attribute data via the management module 230 {c.g., the user may
have provided permission to the management moduie 250 to aliow the attribute
module 230 to access mobile sensor data but not social networking data). In this
mstance, the completeness metric may indicate that portions of the attribute data
may not be available 1o the attribute module 230, The analysis module 4210
may determine satisfaction of the criterion based on the completeness metric if
the completeness metric exceeds a threshold, The threshold may be predefined
or dynamically determined by the analysis module 4210 based on varicus
statistical analyses.

883421 In a further example embodiment, the compleieness metric may be
associated with a specified type of attribute data. In this further example
embodiment, the analysis module 4210 may determine the criterion based on the
completencss metric being satisfied if the user provides the specified type of
attribute data or permission to access the specified type of attribute data.

{86343] In another example embodiment, the reward criteria may include a
criterion based on & quality metric. In this example embodiment, the analysis
modide 4210 may determine the quality metric based on an analysis of the
attribute data. The qoality metric may indicate a relevance or pertinence of the
attribute data. For instance, older atiribute data may be less relevant than newer
attribute data. In an example embodiment, the quality metric may be higher for
new attribate date and lower for older attribute data. Thus, a particular user

associated with attribute data that is constantly updated may be associated with a
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higher quality metric. The analysis modale 4210 may determine satisfaction of
the reward criteria that includes the criterion based on the quality metric
excecding a threshold. That is to say, the analysis module 4210 may determine
satisfaction of the reward criteria that includes a particular criterion based on the
quality metric by providing recent data, for example. The threshold may be
predefined or dynamically determined by the analysis module 4210 based on
various statistical analyses.

{80344} In yet another example embodiment, the reward criteria may
incluade a criterion associated with completing a task. For instance, the task may
nchide the user recommending or communicating (¢.g., email, toxt message) fo
other users regarding a product or application. The presentation module 210
may facilitate the user in performing the task {e.g., automatically determining
availablic contact that may be contacted and providing a predetermined message
that may be sent via a user interface provided by the presentation module 210).
{n other instances, the task may include a specified goal. In this instance, the
goal may, for example, be a fitness goal such as a number of steps taken in a day
(e.g., as determined 2 pedometer app cxecuting on & mobile device of the user).
Contimiing with this instance, the analysis module 4210 may determine
satisfaction of the reward criteria inchuding a criterion based on a number of
steps taken if the user exceeds a threshold number of steps.

180345} In further example embodiments, the analysis module 4210 may
determine satisfaction of the reward criteria including various criteria (e.g.,
criterion based on the complietencss metric or the quality metric) by comparing
metrics associated with the user to other users. As described above, the analysis
modale 4210 may identify the similay users that are sinilar to the user based on a
variety of factors. The analysis module 4210 may determine satisfaction of the
eward criteria by comparing the various metrics associated with the user to the
various maetrics asseciated with the simailar users. In a specific example, the
stmilar users may include users that may have the same or similar demographic
data {e.g., age, gender, location), Among these similar users, the analysis
module 4210 may determine an average completoness metric or another statistic-
based value. The analysis module 4210 may compare the completeness metric
of the user to the average completeness metrie or another statistic-based valoe to

ctermine satisfaction of a particular criterion associated with the completeness
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metric of the user {e.g., the user may satisfy the reward criteria by being above
average as compared to similar users). Similarly, the analysis module 4210 may
compare a fitness goal of & user to the similar users that may be of a similar
fitness level to the user. The analysis module 4210 may employ many other
comparisons of the similar users or other users to determine satisfaction of the
-eward criteria. Thus, in some exampic embodimends, the analysis module 4210
may deteronine satisfaction of the reward criteria based on the attribute data
associated with the identified similar users.

80346} At the operation 4520, the analysis module 4210 may provide a
reward to the user based on the determined satisfaction of the reward criteria,
The reward may include additional visualization features or functions. For
instance, the reward may inclade providing the user the ability to further
customize the visualization (¢.g., modify apparel of the avatar). In another
mstance, the reward uay provide the user with additional features such as the
ability to share the visualization with other users. The reward may inclode many
other features and functions related to the visualization.

166347} In further example embodiments, the reward may include a coupon,
deal, or other incentive. The reward may incentivize the user to provide consent,
permission, or access to additional attribute data, provide higher quality, more
relevant atiribute data, complete various marketing tasks, complete varicus goals
{e.g., a finess goal), and so forth,

[80348] FIG. 46 is a flow diagram ilhustrating additional operations of the
method 4300 according to some cxample embodiments. Subsequent to the
operation 4320, at the operation 4330 the visualization module 4230 may
generate the visualization based at least in part on the user characteristics. In
addition, at operation 4610, the commerce module 4220 may identify an itom
listing based on the user characteristics. For instance, the user characteristics
may ndicate the user’s preferences for clothing, clectronics, snd so on. Further,
the attribute data may include purchase hustory data that the coromerce module
4220 may use to determine products already owned by the user. By analyzing
this information, the commerce module 4220 may identify an item listing of
mterest to the user {e.g., an item histing on an e-commerce website). The
commerce module 4220 may employ a variety of schemes and techniques using

the user characteristics and the aitribute data to identify the item listing.
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[38349] At the operation 4620, the visuslization module 4230 may generate
the visualization including the identified tem associated with the identified item
listing. For example, the visualization generated by the visnalization module
4230 may include the avatar that may be representative of the user. In this
example, the visualization module 4230 may generate the avatar to include the
avatar wearing or using a suitable item associated with the identified item Hsting.
The conunerce module 4220 may access item data associated with the identified
item associated with the identified item hsting. For example, the commerce
module 4220 may access the item data that may inclode tmages of the item,
physical dimensions of the item (e.g., garment sizes), and so forth. Based on the
itern data, the visualization module 4230 may generate the visualization to
imchide a representation of the identified item. The representation may be
stimilar to the item in that it may inchide similar characteristics to the identified
iteo. For exampie, the identified itom may be a particular piece of apparel. In
this example, the visualization module 4230 may render a representation of the
piece of apparel that is of the same or similar dimensions, color, pattern, and so
forth.

186358} In further example embodiments, the item associated with the
identified tem Hsting may be highlighted or otherwise emphasized in the
rendering of the avatar. In some example embodiments, the user may interact
with the generated ttem rendering associated with the identified itom listing
mcladed in the avatar (e.g., interacting with the ttem may cause recommendation
for salc of the item listing).

180351} FIG. 47 15 a flow diagram illustrating an cxample method 4700 for
generating the visualization based on the attribute data according to some
example embodiments. The operations of the method 4700 may be performed
by componenis of the data mesh system 150 and the visualization system 290,
In an cxample, cobodiment, at operation 47140, attribute source 4702 moay
communicate the attribute data to the atiribute source 4704, At the operation
4715, the attribute source 4704 may receive the attribute data from the atiribote
source 4702, At operation 4720, the attribute source 4704 may comununicate the
attribute data to the data mesh system 150, As discussed above in connection
with FIQ. 43, at the operation 4310, the data mesh system 150 may receive the

atiribute data from the atiribute source 4704, In this example embodiment, the
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attribute data may be exchanged between the attribute source 4702 and the
attribute source 4704, In this way, the data mesh system 150 may access various
attribute data corresponding to a particular attribute source without directly
communicating with the particular attribute source.

186352} As discussed above in connection with FIG. 43, at the operation
4320, the characteristic module 240 may infer a user characteristic. At the
operation 4330, the visualization module 4230 may generate the visualization
based, at least in part, on the vser characteristic. At the operation 4340, the
prescntation module 210 may cause presentation of the visualization to the user.
The presentation reodule 210 may cause presentation of the visualization by
communicating the visualization to the user device 4706. At operation 4725, the
aser device 4706 may present the visualization to the user. For example, the
user device 4706 may be a mobile device of the user, and the presentation may
be displaying the visualization on a screen of the mobile device. Subseguent fo
presenting the visualization to the aser, at operation 4730, the user device 4706
may receive user input from the user. In some example embodiments, the user
mput may result from an interaction with the presented visualization. At the
operation 47385, the user device 4706 may commumicate the user fnput to the data
mesh system 150, For example, the user input may be received by the
presentation module 210 of the data mesh system 1356,

[88353] As discussed above in connection with FIG. 44, at the operation
4410, the presentation module 210 may receive the user inpot indicating 8
change to the visualization. At the operation 4420, the visualization module
4230 may update the visualization according to the change indicated by the user
mput. Thus, FIG. 47 has shown various commumications or interactions between
devices according to some example embodiments.

[86354] FIGS. 4%, 49, 50A, and 508 depict example user interfaces for
presenting the visualization o the user. Although FIGS. 48, 49, 50A, and 508
depict specific example visualization and user interface elements, these are
merely non-Hmiting examples and many other alterpate visualization and user
wnterface elomonts may be gencrated by the presentation module 210 and
presented to the user. It will be noted that alternate presentations of the displays
of FI(S. 48, 49, SOA, and 50B may include additional information, graphics,

options, and so forth; other presentations may inchude less information, or may
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provide abridged information for easy use by the user.

{88355] FIG. 48 depicts an example device 4800 displaying an example
user interface 4810 to present the visualization to the user. In an exanple
embodiment, the visualization may be an avatar 4320 that is based on the
inferred user characteristics. In a specific example, the approximate physical
size of the user may be derived from purchase history data such as clothing sizes,
user mnput (e.g., user input to a fitness app that requests the user’s size to make
varipus calcolations), and so on. The user characieristics may include style
characteristics exiracted, derived, or inferred from the attribuie data (e.g., type of
clothing purchased, types of activitics the user engages in, and so on). In other
example embodiments, the avatar 4820 may be used as a virtual fitment gauge to
determine how particular apparel may appear on the person. Although the
visualization of FI1G. 48 depicts the avatar 4820, many other varicties of
visualization may be rendered by the visualization module 4230 and presented to
the user by the presentation module 210.

[B8356] In some example embodiments, the user may have provided
mterests and other information to the data mesh system 150, as depicted by user
mterface element 4830, [n some example embodiments, the user may modity
access permission to the user information, for example, by activating aser
imterface clement 4840, The user may also edit or modify the atiribute data, for
example, by activating user fnterface eloment 4450, To further example
embodiments, the user may be provided with recommendations that are based on
an apalysis of the attribute data or the user characteristics. For example,
activating user interface clement 4860 may display various personalized
recormmendations.

883587} FIG. 49 depicts an example device 4900 displaying an example
user interface 4910 that may present the visualization to the user. The example
user interface 4910 may include recommended tters or allow the user to provide
the user fuput to alter the visualization. For example, user interface element
4930 may include a plurality of recommended items such as user interface
clemeni 4940, The vser may activate (e.g., dragging a user interface clement
onto the area occupied by the avatar 4920) a particular reconmmmended item to
mdicate an intercst in the particelar recommended item. The visualization may

be updated or otherwise modified responsive to the user activating the particular
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recommended ttem. For example, the recommended item may be visoally
ncorporated into the visualization such as the avatar 4920 may be shown to wear
the reconumended tem when suitable. In further example embodiments, the user
may provide indications interests and other information. For instance, user
mterface element 4950 may include a plurality of user interests soch as interest
4960, In an example embodiment, the user may select an interest from a
plurality of interests. Based on the sclected jnterest, the visualization module
4230 may modity the visualization. In still frther example embodiments, the
characteristic module 240 may incorporate the selected interest into the analysis
to deteroune the user characteristics.

{66358} FIG. 50A depicts an exarople device displaymg an example user
mterface 5010 to present the visualization {o the user. Similarly, FIG. 50B
depicts an example device displaying an exanmple user interface 5050 to present
the visualization to the user. In an example embodiment, as more attribute data
1s provided to the data mesh system 150, the more detailed and accurate the
visualization moedule 4230 may render the visualization representative of the
attribute data. For example, the user may be a college aged male with an athletic
build. In this example, avatar 5020 of FIG. S0A may be a less detailed and less
accurate representation of the vser than avatar 5860 of FIG. SOB. The avatar
5020 may be an initial representation of the atiribute data and the avatar 5060
may be a subsequent representation of the attribute data after the data mesh
system 150 receives more attribuie data from the user allowing the visealization
system 290 to more accurately represent the user.

160359] FIGS. 51A and 51B depict example configurations for
communicatively coupling attribute sources, according to some example
embodiments. The example embodiments described herein can access a vast and
rich “Toternet of Things” (10T) dataset that is predominantly provided via
connected, interconnected, or othorwise conununicatively coupled machines and
devices that can mnclode a multitude of sensors. In example embodiments,
devices and machines that provide the atiribute data, such as the attribute
sources, can be communicatively coupled in many different configurations. For
mstance, cach atiribute source 1s communicatively coupled to the networked
system 102 independently to provide the networked system 102 aceess to the

attribute data corresponding to cach of the comumnicatively coupled attribute
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sources. FIGS. 51A and 51B depict alternative example attribote source
configurations. It will be appreciated that FIGS. S1A and 518 are mercly non-
houting examples of atiribuie source configurations and roany other
configurations or suitable combinations of configurations can be employed.
{66364 FIG. 51 A depicts an example embodiment that includes attribute
sources 5110 communicatively coupled in a decentralized device-to-device
mesh. inthis example embodiment, the attribute data comresponding to 2
particular device in the mesh may be received from any one or more of the
devices in the mesh. For instance, the networked system 102 may access the
attribute data corresponding to attribute source E via attvibute source H or a
combination of attribute sources H and | in FIG, STA. In an example
embodiment, the ativibute source H or T may aggregate and store the attribute
data corresponding to atiribute sources A-F in FIG. S1A. In some example
cmbodiments, the networked systema 102 may access the attribute data associated
with attribute source E by communicating with atiribute source H or I n FIG.
S1A.

180361} FI1G. 518 depicts another example embodiment that may include
attribute sources 5120 communicatively coupled to a central attribute source
{c.g., attribute souwrce H in FIG. 51B). The networked system 102 may access
the attribute data associated with attribute sources A-G via the central atiribute
source o FIG. 51B. In seme emmbodiments, the central attribute source may
aggregate and store the atiribute data received or accessed from the attribute
sources A-(G and provide a ceniralized access point for the attribute data
associated with all, or some, of the conmumnicatively coupled atiribute sources
A-Gm FIG. 518,

180362} FIG. 52 depicts example sources 5200 including attribute sources
5210, according to some exanmple embodiments. In various cxample
embodiments, the attribute data may include data received, retrieved, or accessed
from the attribute sources 5210, For example, the attribute sources 5210 may
provide data including everything from a moisture level of a houseplant o a
dribbling thythm of a basketball. In some embodiments, the atiribute data
corresponding to the attribute sources 5210 may be received or accessed i real
time or near real time. For instance, the atiribote sources S210 may

communicate or otherwise provide access to the attribute data as it becomes
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available. In example embodiments, the atiribute sources 5210 may include aser
device sources 5220, user data sources 5230, transportation sources 5240,
materials sources 5250, third party sources 5260, home sources 5270, and a
variety of other sources. As will be discussed in comnection with FIG. 53, the
attribute sources 521 may be associated with a wide varisty of sensors, gauges,
measurement components, and other components,

180363} In an example embodiment, the attribute data may include data
corresponding to the user device sources S228. The user device sources 5220
may include such non-limiting examples as a personal computer (PC), a tabiet
computer, a laptop computer, a netbook, & sct-top box (8TB), a personal digital
assistant (PDA), an entertainment media system, a celladar telephone, a smart
phone, a2 mobile device, a wearable device (e.g., a smart watch), a smart home
device {e.g., a smart appliance), and other smart devices. As will be discussed
further in connection with FIG. 53, the attribute data corresponding 1o the user
device sources 5220 may include data associated with sensors, gauges, or other
measurement components such as environmental sensor data {c¢.g., ambient
temperature data associated with an environment of the user), blometric sensor
data {¢.g., heart rate data of the user), detection data (e.g., detection of a Near
Ficld Commumnication (NFC) beacon), motion data (e.g., acceleration data),
position data {¢.g., location as determined by a GPS of a mobile device), and so
forth.

{88364} In further example embodiments, the attribute data corresponding
to the user device sources 5220 includes data such as device type, dovice model,
device name, a unique device identificr, and other device parameters. To some
example embodiments, the device type data provides a basis for an inference
assoctated with the attribate data. For instance, if the device type data indicates
that the device is a mobile device of the user, location dats corresponding to the
mobile device may indicate the location of the uscr. Stmilarly, if the device type
1s a media entertainment system, the attribute data corresponding to the media
entertainment system may be associated with a home of the user.

166365] The user data sources 5230 include, for example, calendars (e.g.,
user calendar events such as birthdays, trips, exams), user profiles {e.g.,
demographic information sach as age, gender, income level}, purchase histories,

browse histories {¢.g., scarch terms}, social media content {¢.z., check-ins, posts,

96



i

o

(&3]

0

&

o

(¥,

WO 2015/148559 PCT/US2015/022318

connections), or other aser data {(e.g., bookmarked websites, preferences or
settings for various applcations, application usage data such as time spent using
a particular application). The attribute data corresponding to the user data
sources $230 1s stoved, for example, by the user device sources 5220 (e.g., a
mobile device that includes a mobile browser with browse history of the user),
application server(s) 140 {c.g., payment history of the user stored in payment
system{s) 144, user profiles stored by an c-conunerce website), ot the third party
server(sy 130 {e.g., social media data stored in a social networking service). For
nstance, the attribute data corresponding to the user device sources 5220
mcludes device resource data. In some implementations, the device resource
data mecludes files stored on the devices (e.g., digital media or apps) or metadata
associated with the files (e.g., the munber of imes a particular song has been
played or usage time corresponding o a particular app).

180366} As cars and other forms of fransportation become increasingly
equipped with sensors and the ability to communicate, a vast amount of data
may be provided by the transportation sources 5240. For example, the attribute
data corresponding to the transportation sources 5240 may include acceleration
data, velocity data, and other sensor daia {(e.g., brake pad wear data, gear shifting
data, miles driven). In this example, the attribute data corresponding to the
ransportation sources 240 may provide indications of a user’s driving patiomns
and styles {c.g., comes 10 a complete stop at a stop sign, speeds, or finicky use of
the brakes).

184367] The materials sources 5250, such as clothing and structures, arg
also fncreasingly gaining the ability to capture data. In varicus example
embodiments, the attribute data may include data corresponding 16 the materials
soarces 5250, For example, clothing may be embedded with sensors to detoct
motion. Data from these sensors may provide indications of whether the user is
active ot inactive. In another examople, clothing may be embedded with
biometric sensors that may provide a continuous feed of biometric data
corresponding to the vser. The biometric data may provide indications of the
user’s health, athletic ability, and many other characteristics corresponding to the
aser. Similarly, structures may be equipped with sensors to passively or actively
monitor the surrounding environment {(e.g., street cameras, traffic cameras, and

other sensors).
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[38368] In example embodiments, the attribute data may include data
associated with the third party sources 5260, The third party sources 5260 may
also provide an abundance of data associated with the user. For instance, the
attribute data may include data accessed from government websites or other
public records that may provide criminal histories, civil citation histories, credit
histories, or other publicly available information.

{88369 In various embodiments, a smart home is a house, office, or other
environment of the user with one or more smart devices integrated throughout.
Nearly every facet of the smart home may provide data associated with the user
{e.g., via the smant device acting as sensors to provide various data). Insome
implementations, the attribute data includes data corresponding to the home
soarces 5270, For instance, the home sources 5270 may include smart
appliances, consumables, utilitics, and many other smart devices. Ina fow
specific fnstances, the attribute data may include consumable foventories and
consumption rates of various consumable goods {e.g., perishables such as milk
or bread) tracked, monitored, or otherwise observed by smart refrigerators. In
another instance, the atiribute data may include utility usage data (e.g.,
clectricity, water). Analysis of the utility usage data may indicate patterns or a
status of the user, such as the user being on vacation, the user being ill {e.g.,
increasing house thermostat s¢t temperature to cope with a cold), the user being
an energy conscious consumer, and so on,

{80378} Referring now to FIG. 53, example diagram 5300 depicts non-
timiting example VO components 5310 that may provide atiribute data,
according to some example embodiments. In example emboediments, the VO
components 5310 inchade input components 5320, output components 5330,
environmental compenents 5340, motion components 5330, position
components 5360, biometric components $370, communication components
3380, detection components 53940, and a wide ganwt of other sensors, gauges,
and measurement components not shown in FIG. 33, The VO components 5310
or a spitable combination of the VO components 5310 may be included in any
suitable device or machine such as those included in the atiribute sources 5210
depicted in FIG. 52 1o facilitate the functionality described herein.

{86371} The /O components 5310 may receive, detect, measure, capture, or

otherwise obtain sensor data associated with physical properties, atiributes, or

98

PCT/US2015/022318



i

o

(&3]

0

&

o

(¥,

WO 2015/148559 PCT/US2015/022318

characteristics. The VO components 5311 may provide, produce, transmit, or
otherwise commumnicate the sensor data or other indications associated with the
physical propertics, attributes, or characteristics {¢.g., a sensor included in a
device operable to compmmicate the sensor data to the networked system 102).
In some implementations, a combination of devices may be employed to provide
the sensor data (e.g., a first device that includes a sensor and is communicatively
coupled 1o a second device that communicates sensor data received from the first
device to the networked system 102). As a result, the sensor data provided by
the I/ components 5310 may be accessible to all, or some, of the modules
described above on a real-time or near real-time basis. The /O components
5310 are grouped according to functionality mercly for simplifying the following
discussion and the grouping is in no way limiting.

186372} The input components 5320 inclode alphanomeric foput
components {¢.g., & keyboard, a touch screen configured 1o receive alphanumeric
mput, a photo-optical keyboard, or other alphamimeric input components), point-
based imput components {e.g., a mouse, a touchpad, a trackball, a joystick, a
motion sensor, o other poinding instrument), tactile input components {(e.g., a
physical button, a touch screen that provides location and force of touches or
touch gestures, or other tactile input components}, audio tnput components (e.g.,
a microphone), and the like. In some implementations, the input componenis
3320 receive input from the user to facilitate the functionalities described herein,
For instance, the user may interact with a user interface using the mput
components 5320,

166373) The output compenents 3330 include visual components {c.g., a
display such as a plasma display panel (PDP), a Hght emitting diode (LED}
display, a Hquid crystal display (LCD), a projector, or 2 cathode ray tube (CRTY),
acoustic compounents {e.g., speakers), haptic components {¢.g., a vibratory
motor), other signal generaters, and so forth. The output conponents 5330 may
present information 1o the user. For example, the output components 5330 may
present a user interface to the aser or present media files to the user.

1868374} The environmental componenis 5340 include ilumination sensors
{e.g., photometer), temperature sensors {e.g., one or more thermometers that
detect ambient temperature), humidity sensors, pressure sensors (2.2,

baromeier), acoustic sensors {¢.g., one or more microphones that detect
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background noise), proximity sensors {e.g., an infrared sensor that detects nearby
obijects), gas sensors {e.g., maching oifaction detection sensors, gas detection
sensors to detect concentrations of hazardous gases for safety or to measure
pollutants m the atmosphere), and so on. The environmental components 5340
may measore various physical parameters to provide an indication or signal
corresponding o the physical environment surrounding the environmenial
components 5340,

188375] The motion components 5350 include acceleration sensors (e,

oo

>
accelerometer), gravitation sensors, rotation sensors {(e.g., gyroscope), and so
forth. The motion components 3350 may provide motion data such as velocity,
acceleration, or other force measurements along %, v, and z axes. In some
implementations, the motion data is provided at a regular apdate rate or sampling
rate {e.g., 10 updates per second) that may be configurable.

180376] The position components 5360 include location sensors (e.g., a
Global Positioning System (GPS) recetver component), altitude sensors {e.g.,
altimeters or barometers that detect air pressure from which altitude may be
dertved), orientation sensors (e.g., magnetometors that provide maguetic ficld
strength along the x, v, and z axes), and the ke, In an example embodiment, the
position components 5360 may provide position data such as latitude, longitude,
altitude, and a time stamp. Similar to the motion componenis 5350, the position
components 3360 may provide the motion data at a regular update rate that may
be configurable.

1803771 The biometric components 5370 include components to detect
expressions, measure biosignals, or identify people, among other functions. For
example, the biometric components 5370 include expression components to
detect expressions (also referred to as “kinesies”) such as hand gestures (e.g., an
optical component to detect a hand gesture or 2 Doppler component to detect
hand motions), vocal expressions {e.g., a microphone 1o detect changes in voice
pitch that may indicate tension), facial expressions {e.g., a camera to detect
expressions or micro-expressions of a person such as a smile), body gestures,
and cye tracking (¢.g., detecting the focal point of a person’s eyes or patterns in
eye movement). The biometric components 3370 may also include, for example,
biosignal components to measure biosignals such as blood pressure, heart rate,
body temperature, perspiration, and brain waves (¢.g., as determined by a
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electroencephalogram). In further examples, the biometric components $370
incluade identification components to identify people such as retinal scanners
{e.g., a camera component), vocal detectors {e.g., a microphone to receive audio
data for voice identification), facial detectors, fingerprint detectors, and
clectroencephalogram sensors {e.g., to identify a person via unique brainwave
patterns ).
180378} Communication maay be implemenied using a wide variety of
technologies. The /O components 5310 may include communication
components 53%0 operable to communicatively couple machines or devices. For
exaniple, the conmmunication components 3380 may include a network interface
component or other suitable device to interface with a network {e.g., the network
104). In further examples, the communication components 5380 may include
wired communication components, wireless communication components,
cellular communication components, Near Field Communication (NFCO)
components, BLUETOOTH® components (e.g., BLUETOOTH® Low Energy),
WI-FI® components, and other communication components to provide
conunurication via other modalities. In addition, a variety of information may

¢ derived using the communication components 5380 such as location via
Internet Protocol (IP) geo-location, location via WI-FI®R signal triangulation,
location via detecting 3 NFC beacon signal that may indicate a particular
location, and so forth.
{88379} The detection components 5390 provide functionality to detect a
variety of identifiers. For example, the detection components 5390 include
Radio Frequency Identification (RFID) tag reader components, Near Field
Commumication (NFC) smart tag detection components, optical reader
components {€.g., an optical sensor to detect one-dimensional bar codes such as
Universal Product Code (UPC) bar codes, multi-dimensional bar codes such as a
Quick Response {QR) cede, Aziee code, Data Matrix, Dataglyph, MaxiCode,
PF417, Ultra Code, Uniform Commercial Code Reduced Space Symbology
(UCC RS5)-2D bar code, and other optical codes), or acoustic detection
components {e.g., microphones to identify tagged audio sigpals). In additional, a
variety of information may be derived via various communication components
such as jocation via Internet Protocol (IP) geo-location, location via WE-FI®

signal triangulation, location via detecting a NFC beacon signal that may
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mdicate a particular location, and so forth.

[36386] FIG. 54 is a block diagram 5400 of an example data structure for
the attribute data associated with a particular user according to example
embodiments. In embodiments, the attribute data s associated with a plurality
of users such as user 5402, 5404, 5406, 5408, 5410, 5412, and 5414. Inan
embodiment, the atiribute data is accessed for a particular user via a lookup
using a user wentifier. The ativibute data includes, for exanple, profile data
5420, device data 5422, calendar data 5424, list data $426, list type data 5428,
nterest data 5430, fitment data 5432, garment type data 5434, preference data
5436, measured dimension data 5438, fitness goal data 5440, roward data 5442,
iocation data 5444, and other data not shown i FIG. 54, In some embodiments,
the attribute data may be structired such that various portions of the attribuie
data arc associated with other portions of the ativibute data via velationships. For
mstance, the calendar data 5424 may include a calendar cvent associated with an
gvent name, an event data, and an event location for the calendar event,

{88381} FIG. 55 is a block diagram 5500 of an example data structure for
data associated with a device according to some exanple embodiments. Inan
example embodiment, the device data 5422 of F1G. 54 may include a device
identifigr, a device name, device resources data (e.g., files stores on the devices
such as browser cookies, media files), I/0O component data, and s¢ forth, In
example crubodiments, the device identifier comprises, for example, an Internet
Protocol (IP) address, a Media Access Control (MAC) address, other unique
identifiers, an International Mobile Station Equipment Identity (IMEI), ora
Mebile Equipment Identifier (MEID). In an embodiment, the VO component
data mcludes standard device parameters 3502, position data 5504, location data
5506, motion data 5508, environmental data 5510, biomeiric data 5512, among
other data. FIG. 55 merely depicts example atiribute data that may correspond to
a particular device, and a variety of other data not shown in FIG. 55 may be
mcladed in the device data. In various embodiments, the standard device
parameters 5502 mchude parameters that are standard across muoltiple devices
included in the 10T, In some embodiments, standardized parameters and
protocols facilitate access and utilization of the attribute data corresponding to
such devices. For example, the attribute data available on an unknown device

may be accessed and uiilized without the need to discover or otherwise
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determine which parameters are available and which onits of measure are
associated with the parameters. Many other schemes myay be employed to
discover or otherwise deternune avatlable parameteors accessible on a particular
device.

{80382} Certain embodiments are described herein as including logic or a
pumber of components, modules, or mechanisms. Modules can counstitute cither
software modules (¢.g., code embodied on a machine-readable medium or ina
transmission signal} or hardware modules. A “hardware moduole” is a tangible
unit capable of performing certain operations and can be configured or arranged
m & certain physical maouer. In various example embodiments, one ot more
computer systems (e.g., a standalone computer system, a client computer system,
or @ server compuier system) or one or more hardware modules of a computer
system {¢.g., a processor of a group of processors) is configured by software
{e.g., an application or application portion) as a hardware module that operates 1o
perform certain operations as described herein.

188383] In some embodimenis, a hardware module is implemented
mechanically, clectronically, or any suitable combination thereof. For exaunple,
a hardware moedule can include dedicated cirenitry or logic that is permanently
configired to perform certain operations. For example, a hardware module can
be a special-purpose processor, such as a Field-Programmable Gate Array
{(FPGA) or an Application Specific lntegrated Circutt (ASIC). A hardware
modide may also imchude programmable logic or circuitry that is temporarily
configured by software to perform certain operations. For example, a hardware
module can mclude software encompassed within a gencral-purpose processor or
other programmable processor. 1t will be appreciated that the decision 1o
implement a hardware module mechanically, in dedicated and permanently
configured circuiiry, or in temporarily configured circuitry (e.g., configured by
software) can be driven by cost and time counsiderations.

[B0384] Accordingly, the phrase “hardware modale” should be understood
to encompass a tangible entity, be that an entity that is physically constructed,
permanenily configured {e.g., hardwired), or temporarily configured (c.g.,
programmed) to operate in a certain manner or to perform certain operations
described herein, As used herein, “hardware-implemented module” refers to a

hardware module. Counsidering embodiments in which hardware modules arce
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temporarily configured {¢.g., programmed), cach of the hardware modules need
not be configured or instantiated at any one instance in time. For cxample,
where a hardware module comprises a general-purpose processor configured by
software to become a special-purpose processor, the general-purpose processor
may be configured as respectively different special-purpose processors (2.3,
comprising different hardware modules) at different times. Software can
accordingly configure a particular processor or processors, for exanple, to
constitute a particular hardware module at one instance of time and to constitute
g different hardware module at a different instance of time.

184385} Hardware modules can provide information o, and receive
mformation from, other hardware modules. Accordingly, the described
hardware modules can be regarded as being commumicatively coupled. Where
multiple hardware modules exist contemporancously, comuunications can be
achieved through signal transmission {¢.g., over appropriate circuits and buses)
between or among two or more of the hardware modules. Tn embodiments in
which multiple hardware modules are configared or instantiated at different
times, communications between such hardware modules may be achieved, for
example, through the storage and retrieval of information in memory structures
to which the multiple hardware modules have access. For example, one
hardware module performs an operation and stores the output of that operation in
a memory device to which it is comuumicatively coupled. A further hardware
module can then, at a later time, access the memory device to retrieve and
process the stored output. Hardware modules can also initiate communications
with input or ouiput deviees, and can operate on a resource (e.g., a collection of
information).

186386} The various operations of example methods described herein can be
performed, at least partially, by one or more processors that are temporarily
configured {c.g., by software) or permanently configured to perform the relevant
operations. Whether temporarily or permanently configured, such processors
constitute processor-implemented modules that operate to perform one or more
operations or functions described herein. As used herein, “processor-
implemented module” refers to a hardware module implemented using one or
PIOTC PrOCesSOIS.

{88387} Similarly, the methods described herein can be at least partially
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processor-tmplemented, with a particular processor or processors being an
example of hardware. For example, at least some of the operations of 3 method
can be performed by one or more processors or processor-imaplemented modules.
Moreover, the one or more processors may also operate to support performance
of the relevant operations in a “cloud computing” environment or as a “software
as a service” (Seal). For example, at least some of the operations may be
performed by a group of computers (as examples of machines including
processors), with these operations being accessible via a network {(e.g., the
Internct) and via one or more appropriate interfaces {e.g., an Application
Program Interface (AP

{66388} The performance of certain of the operations may be distributed
among the processors, not only residing within a single machine, but deployed
across a mumber of machings. In some example embodiments, the processors or
processor-tmplemented modules are located 1o a single geographic location {e.g.,
within a home environment, an office enviromment, or 4 server farm). In other
example embodiments, the processors or processor-implemented modules are
distributed across a number of goographic locations.

180385} FIG. 56 1s a block diagram 5600 illustrating an architecture of
software 5602, which can be installed on any one or more of the devices
described above. FIG. 56 is merely a non-limiting example of a software
architecture, and it will be appreciated that many other architectures can be
mmplemented to facilitate the functionality described herein. In various
embodiments, the software 5602 is iraplemented by hardware such as a machine
57006 of FIG. 57 that includes processors 5710, memory 5730, and VO
components 5750, In this example architecture, the software S602 can be
conceptualized as a stack of layers where cach layer may provide a particular
functionality, For example, the software 5602 includes layers such as an
operating systern 5604, libraries 5606, frameworks 5608, and applications 5610,
Operationally, the applications 5610 invoke apphication programming mterface
(AP calls S612 through the software stack and receive messages 5614 in
response to the API calls 612, consistent with some embodiments.

180394 In various implementations, the operating system 5604 manages
hardware resources and provides common services. The operating system 5604

imcludes, for example, a kemnel 5620, services 56272, and drivers 5624, The
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kernel 5620 acts as an absiraction layer between the hardware and the other
software layers consistent with some cmbodimenis. For example, the kemel
5620 provides momory managoement, processor management (e.g., scheduling),
component management, networking, and security settings, among other
functionality. The services §622 can provide other common services for the
other software layers. The drivers 5624 arc responsible for controlling or
ntertacing with the underlying hardware, according to some embodiments. For
nstance, the drivers 5624 can inchude display drivers, camera drivers,
BLUETOOTH® drivers, flash memory drivers, serial communication drivers
{e.g., Universal Serial Bus (USE) drivers), WI-FI® drivers, audio drivers, power
management drivers, and so forth.

{86391} In some embodiments, the libraries 5606 provide a low-level
common infrastructure utilized by the applications 5610, The libraries 5606 can
nchude system libraries 5630 (e.g., C standard Ubrary) that can provide functions
such as memory allocation functions, string manipulation functions, mathematic
functions, and the like. In addition, the libraries 5606 can include API librarics
5632 such as media libraries {(e.g., libraries to support presentation and
manipulation of various media formats such as Moving Picture Experts Group-4
{MPEG4), Advanced Video Coding (H.264 or AVC), Moving Picture Experts
Group Layer-3 (MP3), Advanced Audio Coding {(AAC), Adaptive Multi-Rate
{AMR)} audio codec, Joint Photographic Experts Group (JPEG or JPG), or
Portable Network Graphics (PNG)), graphics libraries {(e.g., an OpenGL
framework used to render in two dimensions (2D) and three dimensions (3D) in
a graphic context on a display), database libraries {e.g., SQLitc to provide
various relational database functions), web libraries (e.g., WebKit to provide
web browsing functionality), and the like. The Ebrarics 5606 can also inchude a
wide varicty of other libraries 5634 to provide many other APIs {o the
apphications 5610.

[80382] The frameworks 5608 provide a high-level common infrastructure
that can be wtilized by the applications 5610, according to some embodiments.
For example, the frameworks 5608 provide varicus graphic user interface {GUY)
functions, high-level resource management, high-level location services, and so
forth. The frameworks 5608 can provide a broad spectrum of other APIs that

can be utilized by the applications 5610, some of which may be specific (o a
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particular operating system or platform.
803931 In an example embodiment, the applications 5610 include a home
application 5650, a contacts application 56572, a browser application 5654, a
book reader application 56356, a location apphication 5658, a media application
5660, a messaging application 5662, a game application 5664, and a broad
assortent of other applications such as a third party application 5666.
According to some cmbodiments, the applications 5610 are programs that
execute functions defined in the programs. Various programming languages can
be employed to create one or more of the applications 5610, structured ina
variety of manners, such as object-oriented programaming languages {c.g.,
Obicetive-C, Java, or C++) or procedural programming languages (e.g., Cor
assembly language). In a speeific example, the third party application 5666
{c.g., an application developed using the ANDROID™ or IOS™ software
evelopment kit (SDK) by an entity other than the vendor of the particular
platform) may be mobile software running on a mobile operating system such as
IOS™ ANDROIE™ WINDOWS® PHONE, or another mobile operating
system. In this example, the third party application 5666 can invoke the AP1
calls 5612 provided by the operating system 5604 to faciliate fumctionality
described herein.
180394} FiG. 57 is a block diagram illustrating components of a machine
3700, according to some embodiments, able to read instructions from a machine-
readable medium (e.g., a machine-readable storage mediom) and perform any
one of more of the methodologios discussed herein, Specifically, FIG. 57 shows
a diagranunatic representation of the machine 5700 in the example form of a
computer system, within which instructions 5716 (e.g., software, a program, an
application, an applet, an app, or other executable code) for causing the machine
5760 to perforn any onc or more of the methodologics discussed herein can be
executed. In alternative embodiments, the machine 5700 operates as a
standalone device or can be coupled {(e.g., networked) to other machines. Ina
networked deployment, the machine 5700 may operate in the capacity of a server
machine or a client machine in a server-client network environmment, or as a peer
machine in a peer-to-peer {or distributed) network environment. The machine
5700 can comprise, but not be limited to, 8 server computer, a client computer, a

personal computer (PC), a tablet computer, a laptop compuier, a netbook, a set-
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top box {STB), a personal digital assistant {PDA), an entertainment media
system, a cellular telephone, & smart phone, a mobile device, a wearabie device
(e.g., a smart waich), a sroart home device (e.g., a smart applance), other smart
devices, a web applisnce, a network router, a network switch, a network bridge,
or any machine capable of executing the mstractions 5716, sequentially or
otherwise, that specify actions to be taken by the machine 5700. Further, while
only a single machine 5700 is Hllustrated, the term “machine” shall also be taken
to include a collection of machines S7TG0 that individually or jointly exccute the
nsiructions 5716 to perform any one or more of the methodologies discussed
herein.

166395} In various embodiments, the machine 5700 comprises processors
5710, memory S73{, and VO components 5750, which can be configured to
communicate with cach other via a bus 5702, In an example cmbodiment, the
processors 5710 (¢.g., 2 Central Processing Unit (CPU}, a Reduced Instruction
Set Computing (RISC) processor, a Complex fustruction Set Computing (CISC)
processor, a Graphics Processing Unit (GPU), a Digital Signal Processor (BSP),
an Application Specific lntegrated Circuit (ASIC), & Radio-Freguency Integrated
Circuit (RFIC), another processor, or any suitable combination thereof) include,
for example, a processor S712 and a processor 5714 that may execute the
mstructions 5716, The term “processor” is intended to include multi-core
processors that may comprise two or more independent processors (also referred
to as “cores”) that can exccute instructions contemporaneously. Although FIG.
57 shows multiple processors, the machine 5700 may include a single processor
with a single core, a single processor with multiple cores {e.g., 2 multi-core
processor}, multiple processors with a single core, multiple processors with
muhtiples cores, or any combination thereofl

(68394} The memory 5730 comprises a main memory 5732, a static
memory 5734, and a storage urdt 5736 accessible to the processors 5710 via the
bus 5702, according to some embodiments. The storage unit 3736 can inclade a
machine-readable medium S738 on which are stored the instructions 5716
embodying any one or more of the methodologies or functions described herein,
The instructions 3716 can also reside, compieteiy or at least partially, within the
main memory 5732, within the static memory 5734, within at least one of the

processors 5710 {e.g., within the processor’s cache memory), or any suitable
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combination thereof, during execution thereof by the machine 5700.
Accordingly, in various embodiments, the main memory 5732, the static
memory 3734, and the processors 5710 are considered machine-readable media
5738.
{66397} As used herein, the term “memory” refers to a machine-readabie
meditum 5738 able o siore data tomporarily or permanenily and may be taken to
nchude, but not be limited to, random-aceess memory {RAM), read-only
memory {(ROM), buffer memory, flash memory, and cache memory. While the
machine-readable mediom 5738 is shown in an cxample embodiment to be s
single medium, the term “machine-readable medium™ should be taken to inclade
a single medivim or multiple media (e.g., a centralized or distributed database, or
associated caches and servers) able to store the instructions 5716, The term
“machine-readable medinm” shall also be taken to include any medium, or
combination of multiple media, that is capable of storing instructions {¢.g.,
mstructions 5716} for exccution by 8 machine {¢.g., machine 5700), such that the
msiructions, when executed by one or more processors of the machine S700
{(e.g., processors 57103, cause the machine 5700 to perform any ouve or more of
the methodologies described herein. Accordingly, a “machine-readable
medium” refers to a single storage apparatus or device, as well as “cloud-based”
storage systems o1 storage networks that inchide multiple storage apparatus or
evices. The term “machine-readable medinm™ shall accordingly be taken 1o
mclade, but not be limited to, one or more data repositories in the form of a
solid-state memory {c.g., flash memory), an optical medium, a magnetic
medium, other non-volatile memory (e.g., Erasable Programmable Read-Ouly
Memory (EPROM)), or any suitable combination thereof. The term “machine-
readable medium” specifically excludes non-statutory signals per se.
{80398} The /0 components 5750 include & wide variety of components to
receive input, provide output, produce output, transmit information, exchange
mformation, capture measurements, and so on. In gencral, it will be appreciated
that the /O components 5750 can inchude many other components that are not
shown in FIG. §7. The VO components 5750 are grouped according to
functionality merely for simplifying the following discussion, and the grouping
is tn no way limiting. In various example embodiments, the /O components

5750 inchude output components 5752 and input components 5754, The output
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components 5752 inclade visual components {¢.g., a display soch as a plasma
display pauel (PDP), a light emitting diode (LED) display, a liquid crystal
display (LCD), a projector, or a cathode ray tube (CRT)), acoustic components
{e.g., speakers), haptic components {¢.g., a vibratory motor}, other signal
generators, and so forth. The input components 5754 include alphanumeric
imput components {¢.g., a keyboard, a touch screen configured to receive
alphanumeric input, a photo-optical keyboard, or other alphanumeric jopwt
components), point based input components {e.g., 2 mouse, a touchpad, 8
trackball, a joystick, a motion sensor, or other pointing fustruments), tactile nput
components {¢.g., a physical buttoy, a touch screen that provides location and
force of touches or touch gestures, or other tactile input components), audio
mput components {¢.g., a microphone), and the Hke.

{86399] In some further example embodiments, the VO components 5750
nchude biometric components 57536, motion components 5754, envitonmental
components 5760, or position components 5762, among a wide array of other
components. For example, the biometric components S756 include components
to detect expressions (o.g., hand exprossions, facial expressions, vocal
expressions, body gestures, or eye tracking), measure biosignals {e.g., biood
pressure, heart rate, body temperatore, perspiration, or brain waves), identify a
person (¢.g., voice identification, retinal identification, facial identification,
fingerprint identification, or clectrooncephalogram based ideutification), and the
like. The motion components 5758 include acceleration sensor components
(e.g., an accelerometer), gravitation sensor componentis, rotation sensor
components {¢.g., & gyroscope), and so forth. The environmental components
5760 include, for example, ilhnnination sensor components {e.g., a photometer),
temperatore sensor components {¢.g., one or more thermometers that detect
ambient temperature), bumidity sensor components, pressure sensor components
{e.g., a barometer), acoustic seusor components (¢.g., one or more microphones
that detect background noise), proxamity sensor components {¢.g., infrared
sensors that detect nearby objects), gas sensor components (€.2., maching
olfaction detection sensors, gas detection sensors to detect concentrations of
hazardouns gases for safety or to measure pollutants in the atmosphere), or other
compenents that may provide indications, measgrements, or signals

corresponding o a surrounding physical environment. The position componcnts
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5762 mclade location sensor components (¢.g., a Global Positioning System
(GPS) receiver component}, altitude sensor components {¢.g., altimeters or
barometers that detect air pressure from which altitude may be derived),
origntation sensor components (e.g., magnetometers), and the like.

804448} Communication can be implemented using a wide variety of
technologies. The VO components §750 may include communication
components 3764 operable to couple the machine 3700 to a network 5780 or
devices 5770 via a coupling $782 and a coupling 5772, respectively. For
example, the communication components 3764 include a network interface
component or ancther suitable device to interface with the network 5780, In
further examples, compumication components 5764 include wired
communication components, wireless commaunication components, cellular
communication components, Near Field Communication (NFC) comaponcuts,
BLUETOOTH® components {c.g., BLUETOOTH® Low Enecrgy), WI-FI®
components, and other communication components to provide conmmunication
via other modalities. The devices 5770 may be another machine or any of a
wide variety of peripheral devices (e.g., a peripheral device coupled via g
Universal Serial Bus (USE)).

{66481} Morgover, in sgme embodiments, the communication compoenents
5764 detect identificrs or include components operable to detect identifiers. For
example, the communication components 5764 inclade Radio Frequency
Identification (RFID) tag reader components, NFC smart tag detection
components, optical reader components {e.g., an optical sensor to detect one-
dimensional bar codes such as a Universal Product Code (UPC) bar code, moulti-
dimensional bar codes such as a Quick Response (QR) code, Aziec Code, Data
Matrix, Pataglyph, MaxiCode, PDF417, Ultra Code, Uniform Commercial Code
Reduced Space Symbology (UCC RSS-2D bar codes, and other optical codes),
acoustic detection components (e.g., microphones to identify tagged audio
signals), or any suitable combination thereof. In addition, a variety of
nformation can be dertved via the commumcation components 5764, such as
location via Internet Protocol (IP) geo-location, location via WI-FI® signal
triangulation, location via detecting a BLUETOQOTH® or NFC beacon signal
that may indicate a particular location, and so forth.

{80482} In various exanple embodimenis, one or more portions of the
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network S780 can be an ad hoc network, an intranct, an extranet, a virtual private
network (VPN), a local arca network (LAN), a wireless LAN (WLAN), a wide
arca network (WAN), a wircless WAN (WWAN), a metropolitan area network
(MAN), the Internet, a portion of the Internet, a portion of the Public Switched
Telephone Network (PSTN), a plain old telephone service (POTS) network, 2
celladar telephone network, a wireless network, a8 WI-FI® network, another type
of network, or a combination of two or more such networks. For example, the
network S780 or a portion of the network 5780 may inclade a wireless or cellular
network, and the coupling 5782 may be a Code Division Multiple Access
{CDMA) connection, a Global System for Mobile commmunications (GSM)
connection, or another type of cellular or wireless coupling. In this example, the
coupling 5782 can implement any of a variety of types of data transfer
technology, such as Single Carrier Radio Transmission Techuology {1xRTT),
Evolation-Data Optindzed (EVDO) techunology, General Packet Radic Service
(GPR3) technology, Enhanced Data rates for GSM Evolution (EDGE)
technology, third Generation Partnership Project (3GPP) inclading 3G, fourth
generation witeless {(4G) networks, Universal Mobile Telecommunications
System (UMTS}), High Speed Packet Aceess (HSPA), Worldwide
Interoperability for Microwave Acecess (WiIMAX), Long Term Evolution (LTE)
standard, others defined by various standard-sctting organizations, other long
range protocols, or other data transfer tochmology.

(38483} In example embodiments, the instructions §716 are transmitted or
received over the network 5780 using a ransmission medivm via a network
mterface device {e.g., a network interface component included inthe
communication components 5764) and utilizing any one of a number of well-
known transfer protocols (e.g., Hypertext Transfer Protocol (HTTP)). Similarly,
in other cxample embodiments, the instructions 5716 are transmitted or received
using a transmission meditm via the coupling 5772 (e.g., a peer-to-pecr
coupling) to the devices S770. The term “transmission medium” shall be taken
to inclode any mtangible mediom that is capable of storing, encoding, or
carrying the insiructions 5716 for exccution by the machine 5700, and inclodes
digital or analog communications signals or other intangible media to facilitate
communication of such software.

{66404] Furthermore, the machine-readable medium 5738 is non-transitory
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(in other words, not having any transitory signals) in that it does not embody a
propagating signal. However, 1abeling the machine-readable medivm 573%
“non-transitory” should not be construed to mean that the medium is incapable
of movement; the medium should be considered as being transportable from one
physical location to another. Additionally, since the machine-readable medium
5738 is tangible, the medinm may be considered to be a machine-readable
device. A carrier medium comaprises a tangible machine readable medium storing
machine readable instractions and a transient medium, such as a signal, carrying
machine readabie instructions.

180405} Throughout this specification, plural tnstances may implement
components, operations, or structures described as a single instance. Although
mdividoal operations of one or more methods are illostrated and described as
separate operations, ong or more of the individual operations may be performed
concurrently, and nothing requires that the operations be performed in the order
iHustrated. Structures and functionality presented as separate components in
example configurations may be implemented as a combined structare or
component. Similarly, structures and functionality presented as a single
component may be implemented as separate components. These and other
variations, modifications, additions, and improvements fall within the scope of
the subject matter herein.

[80404] Although an overview of the inventive subject matter has beeon
described with reference to specific example embodiments, various
modifications and changes may be made to these embodiments without
departing from the broader scope of embodiments of the present disclosure.
Such embodiments of the fnventive subject matter may be referred to herein,
mdividoally or collectively, by the term “invention” merely for convenienee and
without intending to voluntarily limit the scope of this application {o any single
disclosure or inventive concept if more than one is, in fact, disclosed.

{88487 The embodiments ilhustrated herein are described in sufficient detail
to enable those skilled in the art to practice the teachings disclosed. Other
embodiments may be used and derived therefrom, such that structural and
logical substitutions and changes may be made without departing from the scope
of this disclosure, The Detatled Description, therefore, is notto be taken in a

Himiting sense, and the scope of varicus embodiments is defined only by the
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appended claims, along with the full range of equivalents to which such claims
arc entitied.

186408} As used herem, the torm “or” may be construed in either an
melusive or exclusive sense. Moreover, plural instances may be provided for
resources, operations, or structures deseribed herein as a single instance.
Additionally, boundaries between various resources, operations, modules,
engines, and data stores are somewhat arbitrary, and particular operations arce
ustrated in a context of specific illostrative configurations. Other allocations
of functionality are envisioned and may fall within a scope of various
embodiments of the present disclosure. In general, structures and functionality
presented as separate resources in the example configurations may be
implemented as a combined stracture or resource. Similarly, structures and
functionality presented as a single resource may be implemented as separate
resources. These and other variations, modifications, additions, and
mprovements fall within a scope of embodiments of the present disclosure as
represented by the appended claims. The specification and drawings are,

accordingly, 1o be rezarded in av illustrative rather than a restrictive sense.
= 3’9 k=)
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CLAIMS

1. A system comprising:

an activity module to detect a device activity being performed in real

(&3]

time by a user device of a user;
an atiribute module to access ativibute data associated with the user from
a plurality of atiribute sources;
a preference module to infer a user preference, from the attribute data,
indicating a preference of the user for performing on a secondary
10 user device an ancillary activity corresponding to the device
activity;
based on the inferred user preference, a device modele to identify the
secondary user device according to a dovice status of the
secondary user device that indicates a device capability to
15 perform the ancillary activity i real time; and
the activity module to generate the ancillary activity, to be performed in
real time on the secondary user device, by analysis of at least one
of the device activity, a device fumetionality of the secondary user
device, and the user preference, and firrther to cause performance

20 of the ancillary activity on the secondary user device in real time.

2. The system of claim 1, wherein:
the device module is adapted to receive, from the secondary user device,

sensor data that represends & real-time physical environment of the

N2
Loy

secondary user device and further to determine the device status

of the secondary user device by analysis of the sensor data.
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A method comprising:
detecting a device activity being performed in real time by a user device
of a user;

accessing attribute data associated with the user from a plurality of

(&3]

attribute sources,;
inferring a user preference, from the attribute data, indicating a8
preference of the user for performing on a sccondary user device
a complementary activity corresponding to the device activity;
based on the inferred user preference, identifying, using a hardware
10 processor of a machine, the secondary user device according to a
deviee status of the secondary user device indicating a device
capability to perform the complementary activity in real time;
generating the complementary activity, to be performed in real time on
the sccondary user device, by analyzing at least one of the device
15 activity, a device functionality of the secondary user device, and
the user preference; and
transmitting, to the secondary user device, instructions to perform in real

time the complementary activity.

20 4, The method of claim 3, further comprising:

receiving, from the secondary user device, sensor data representing a
real-time physical environment of the secondary vser device; and

determining the device status of the secondary user device by snalyzing

the sensor data.

N2
Loy

5. The method of claim 4, further comprising:
inferring & current user location based on location data received from the
user device;
extracting a current device location from the sensor data received from
30 the secondary user device;
comparing the current user location and the current device location to
determine that the secondary user device is within a distance of

the current user location; and
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based on the secondary user device being within the distance of the
current user focation, identifying the secondary user dovice as
being capable of performing the complementary activity in real

time,

(&3]

6. The method of claim 4, further comprising:
calculating an active metric from the sensor data, the active metric being
indicative of the secondary user device being o use by the user;
determining that the secondary user device is active based on the active
10 metric exceeding a threshold value; and
based on the secondary user device being active, identifying the
secondary user device as being capable of performing the

complementary activity in real time.

15 7. The method of claim 3, further comprising:
augmenting the device activity being performed in real time by the user

device based on the generated coroplementary activity.

8. The method of claim 3, wherein the secondary device comprises a

20 wearable computing device,

9. The method of claim 3, wherein the complementary activity compriscs a

portion of the device activity.

N2
Loy

10.  The method of claim 3, wherein the complementary activity comprises a
notification inchuding notification content that corresponds to the device

activity.

11, The method of claim 3, further comprising:
36 wherein the device functionality inchudes a display size corresponding to
the secondary user device;
determining the display size corresponding to the secondary user device

is below a threshold size: and
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generating the complementary activity to inchude abridged activity
content according to the display size corresponding to the

secondary user device.

(&3]
[
]

The method of claim 3, further comprising:

comparing the device functionality of the secondary user device with a
device tunctionality of the user device to identify non-mutual
fumctionality of the secondary user device that is not available on
the user device; and

10 generating the complementary activity to include an activity component

that utilizes the non-mutoal functionality of the secondary user

device.

13 The method of ¢laim 12, wherein the non-mutual functionality of the
15 secondary user device includes functionality to capture data from a

sensor not avatlable on the gser device.

14, The method of ¢laim 3, further comprising:
identifying a plurality of user devices based on respective device statuses
20 of the plurality of user devices, cach device status of the device
statuses mdicating capability to perform a particular
complementary activity in real time; and
determining a suitable user device from among the phlurality of user

devices based on the user preference, the suttable user device

N2
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being capable of performing the complementary activity in real

time.

15, The method of claim 3, further comprising:
inferring user characteristics pertaining o the user from the attribute
30 data;
identifying similar users, from among a plurality of other users, that are
similar to the user based on the inferred user characteristics and

respective user characteristics of the plarality of other users; and



WO 2015/148559 PCT/US2015/022318

inferving the user preference based on the vser characteristics of the

wdentified similar users and the inferred user characteristics.

16, A machine-rcadable mediom having storing instructions that, when

(&3]

executed by at least one processor of a machine, caose the machine to
perform operations comprising:
detecting a device activity being performed in real time by a user device
of a user;
accessing atiribute data associated with the user from a plurality of
16 attribute sources;
nferring a user setting, from the attribute data, mdicating a prefevence of
the user for performing on a secondary user device a companion
activity corresponding to the device activity;
based on the fnferred user setting, identifying, using a hardware
15 processor of @ machine, the secondary user device according to a
device status of the secondary user device indicating a device
capability to perform the companion activity in real time;
generating the companion activity, to be performed in real fime on the
secondary user device, by analyzing at least one of the device
20 activity, a device functionality of the secondary user device, and
the user setting; and
causing performance of the companion activity on the secondary aser

device in real time.

N2
Loy

17. The machine-readable medium of ¢claim 16, further comprising:
receiving, from the secondary user device, sensor data representing 8
real-time physical environment of the secondary user device; and
deternrining the device status of the secondary user device by analyzing

the sensor data.
18. The machine-readable medium of claim 17, further comprising:

nferring a current user location based on location data received from the

user device;

119
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extracting a current device location from the sensor data received from
the secondary user device;
comparing the current user location and the current device location fo

determine that the secondary user device is within a distance of

(&3]

the current user location; and
based on the secondary user device being within the distance of the
current user location, identifying the seccondary user device as

being capable of performing the companion activity in real time.

1Q 19 The machine-readable medium of claim 17, further comprising:
calculating an active metric from the sensor data, the active metric being
indicative of the secondary user device being in use by the user;
determining that the secondary user device is active based on the active
metric exceeding a threshold value; and
15 based on the secondary user deviee being active, identifying the
secondary user device as being capable of performing the

companion activity in real time,

20. A carrier mediim carrying machine readable instructions that, when
20 executed by at least one processor of a machine, cause the machine to

carry out the method of any one of claims 3 to 15,
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DEVICE 5422 STANDARD DEVICE PARAMETERS 5502
-DEVICE D - aliveTime (sec)

- DEVICE NAVE - batteryLevel (integer %)

- RESQURCES

- O COMPONENT DATA - batteryVoltage (Volts)

________________________________________________________________________________________ - current (Amps)
5OSITION DATA 5504 - z::urrent%iiiie*;gRate)(i\ﬁaﬂay)

. LOCATIONDATA - dgynghiSavangsT;me (boolean)

- ORIENTATION DATA - dimmerValue (integer)
-BEACONDETECTIONS - accumiuatedEnergy (Wh)

LOCATION DATA 5508 - udeviaﬂzeldemify (sec; noise/blink. elc.)

CLATITUDE - illuminance (lux)

- LONGITUDE - InternalURLODevice (string)

- ALTITUDE - model (string)

"TMESTAMP | - outletStatus (string; ON/OFF)
MOTION DATA 5508 - |- packetErrorRateForServicibility (int)
- ACCELERATION IN X, Y, AND - power (Watts)

- ZAXES - measuredPowerFactor (pf)

- VELOCITY - uploadinterval (sec)

- ANGULAR ACCELERATION - accumulatedEnergy (VArh)
ENVIRONMENTAL DATA 5510 | - humberQfReboots (in)

- AMBIENT TEMPERATURE | - timeToReboot (sec)

- §S§&293T5§53 PRESSURE | |- receiverSignalStrengthindicator (dBm)
ACOUSTIC DECIBEL LEveL |~ Sgnaistrentgn (int; 0-100%)
...................................................................................... |- G (degrees Fahrenheit )

0 - targetTempCool {degrees Fahrenheit )
BIOMETRIC DATA 5512 - targetTempHeat (degrees Fahrenheit )
- BLOOD PRESSURE - measuredVoltage (Volts)

- HEART RATE - timeZone (minutes from UTC)
-GLUCOSELEVEL /70
- BODY TEMPERATURE
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SOFTWARE ARCHITECTURE 5602

APPLICATIONS 5610 A

HOME | LOCATION |
5650 5658 | THIRD PARTY |

R | APPLICATION |
CONTACTS || MEDIA | 5886

APICALLS )‘);;:;:;::::::::::::T:::::::::::::::::::::::::‘%;:i ............... s — MESSAGES

LIBRARIES 5606
AP '

OPERATING SYSTEM 5804
KERNEL | SERVICES |

DRIVERS

MACHINE 5700
PROCESSORS || MEMORY | [1/O COMPONENTS |
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