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A method and System for managing data (i.e., objects) that 
are shared by multiple instances of a shared application 
program. A shared application program is an application 
program that is executing Simultaneously on multiple com 
puters and that has a copy of data that is being Shared by 
each instance of the application program. In particular, each 
computer maintains a copy of the shared data. When an 
instance of the application program modifies the shared data, 
the modifications are Sent to the other computers. Each of 
these other computerS Stores the data in its copy of the 
shared data, and each instance of the application program 
updates its user interface to reflect the modifications to the 
shared data. Thus, the users of the shared application pro 
gram can cooperatively modify and View the shared data. 
For example, multiple users can be executing a word pro 
cessing program on their computer and Sharing a common 
document. AS one user changes the document, the word 
processing program updates its copy of the shared data. The 
changes are then transmitted to the other computers So that 
their copy of the shared data can be updated. In particular, 
an object management (OM) system is provided that enables 
shared application programs to manage their copy of the 
shared data. Each computer has a copy of the OM System. 
The OM system, under the direction of the shared applica 
tion program, manages the adding, deleting, and modifying 
of the shared data. The OM system also controls the trans 
mitting of modifications to the copy of the shared data to the 
other computers. 
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METHOD AND SYSTEM FOR MANAGING DATA 
WHILE SHARING APPLICATION PROGRAMS 

TECHNICAL FIELD 

0001. The present invention relates generally to a com 
puter method and System for Sharing application programs, 
and, more Specifically, to a method and System for managing 
data while Sharing application programs. 

BACKGROUND OF THE INVENTION 

0002 The modem workplace is increasingly reliant on 
the use of networks. A network is a group of computers that 
are connected by communications facilities. A network 
enables the transfer of information in electronic form 
between computers. Typically, each of the computerS has 
local application programs, Such as a word processing 
program, that can be executed at that computer. These 
application programs may access files that contain data, Such 
as a word processing document. The files can be transferred 
from one computer to another using the network. Thus, it is 
possible for a user at one computer to modify the data in a 
file and then transfer the file to another computer So that a 
user at that other computer can view and modify the data in 
the file. 

0003. Some computers allow a user to execute an appli 
cation program at one computer and have the Screen output 
of that application program be displayed at one other com 
puter. In this way, two users at distant locations can follow 
the execution of the application program. Indeed, Some 
computers even allow the user at the other computer to input 
data that is sent to the executing application. For example, 
the two users can simultaneously See at their computers the 
contents of a word processing document as it is being 
modified, and both can participate in modifying the word 
processing document. Such use of an application program is 
known as “application Sharing.” To share an application 
program, each computer receives the output of the applica 
tion program (i.e., application output) for display. Each 
computer then Stores this application output in a data pool at 
that computer. At each computer that is sharing the appli 
cation program, the data pool contains the same data and is 
referred to as a “shared data pool.” The shared data pool 
Stores data for an application program. Either of the users at 
the computerS may provide input to the application program. 
The application program processes the input and Stores the 
output in the shared data pool. The application data from the 
shared data pool is transmitted to each computer. Then each 
application program at each computer displays the received 
data from the shared data pool at that computer. 
0004. In a typical network of computers using a shared 
data pool, one of the computers (i.e., the guard computer) is 
designated to control access to the Shared data pool. For one 
of the computers in the network to modify the shared data 
pool, that computer Sends an indication to the guard com 
puter indicating the modification. The guard computer modi 
fies the shared data pool and then sends indications to the 
computers which are using that shared data pool, indicating 
the modification. In this manner, each computer receives the 
modifications to the shared data pool. It would be useful for 
each computer to have direct access to the shared data pool 
independent of each other computer. 
0005 Additionally, it would be useful to allow a new 
computer to join in using the shared data pool. In a typical 
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network of computers, when a new computer joins in using 
the shared data pool, that new computer notifies the guard 
computer that it is joining. Then, the guard computer pro 
vides the new computer with the data in the shared data pool. 
While the guard computer is providing the new computer 
with the data, the guard computer is not able to proceSS 
modifications to the shared data pool. Therefore, there is a 
delay in the guard computer processing modifications to the 
shared data pool indicated by other computers. It would be 
useful if other computers could continue to modify the 
shared data pool while a new computer is receiving data. 

SUMMARY OF THE INVENTION 

0006 The present invention provides a method and sys 
tem for managing data shared by multiple instances of a 
shared application program. A shared application program 
has instances executing Simultaneously on multiple comput 
erS and has a copy of data that is being shared by each 
instance of the application program. Each computer main 
tains a copy of the shared data. When an instance of the 
shared application program modifies the shared data, the 
modifications are Sent to the other computers. Each of these 
other computerS Stores the data in its copy of the shared data. 
In addition, each instance of the application program at these 
computers updates its user interface to reflect the modifica 
tions to the shared data. An object management (OM) 
System provides Services through which shared application 
programs can manage the shared data. In particular, each 
computer has a copy of the OM system. The OM system, 
under the direction of the Shared application program, man 
ages the adding, deleting, and modifying of the shared data. 
The OM system also controls the transmitting of modifica 
tions to the copy of the shared data to the other computers. 
0007. In one aspect of the present invention, an applica 
tion program is shared among a plurality of computers. Each 
computer executes an instance of the application program, 
and each instance of the application program has application 
data. Each computer also has a connection to each other 
computer, has an object management System for Synchro 
nizing the application data, and has a display on which the 
application data is displayed. At each computer, under 
control of the instance of the application program, an action 
to be performed on the application data is received from a 
user. Then, an action indication is transmitted from the 
instance of the application program to the object manage 
ment System at that computer. The action indication indi 
cates the received action. Under control of the object man 
agement System, the transmitted action indication is 
received from the instance of the application program. The 
received action indication is broadcast by the object man 
agement System to each other object management System at 
each other connected computer. Then, the object manage 
ment System performs the action indicated by the received 
action indication on the application data. The object man 
agement System also notifies the instance of the application 
program that the action was performed on the application 
data. Under control of the instance of the application pro 
gram, the notification is received from the object manage 
ment System. Then the application program updates the 
display based on the application data on which the action 
was performed. 
0008. At each connected computer, under control of the 
object management System at that computer, the broadcast 
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action indication is received from the other computer. Then 
the object management System performs the action indicated 
by the received action indication on the application data. The 
object management System also notifies the instance of the 
application program at that computer that the action was 
performed on the application data. Under control of the 
instance of the application program, the notification from the 
object management System is received. Then the instance of 
the application program updates the display based on the 
application data on which the action was performed. 
0009. In another aspect of the present invention, a new 
computer joins in Sharing an application program with a 
plurality of other computers. Each computer has a connec 
tion to each other computer. Each computer that is sharing 
the application program has an instance of the application 
program and has a Synchronized data area containing data 
output by the instance of the application program. Under 
control of the new computer, a joint message is broadcast to 
the other computers indicating that the new computer is to 
share the application program. The new computer then 
receives from each other computer a node identification that 
identifies that computer. The new computer Selects one of 
the computers for which a node identification has been 
received. Then the new computer Sends a request to the 
Selected computer for a copy of the data in the Synchronized 
data area. Upon receiving the copy of the data from the 
Selected computer, the new computer generates a display 
based on the received copy of the data So that the new 
computer joins in the sharing of the application program. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0.010 FIG. 1 illustrates the channels that the computers 
use for transmitting messages. 

0.011 FIG. 2 illustrates a block diagram of a computer on 
which the OM system executes. 
0012 FIG. 3 illustrates a diagram providing an example 
of a shared application program using a shared data pool 
under control of the OM system. 

0013) 
0.014 FIG. 5 illustrates a control section of a shared data 
pool in further detail. 

FIG. 4 illustrates a shared data pool. 

0015 FIG. 6 illustrates a Whiteboard application section 
of a shared data pool in further detail. 
0016 FIG. 7 illustrates a sample set of objects as they 
would be displayed on a display Screen. 

0017 FIG. 8 illustrates a layered architecture. 
0018 FIG. 9 illustrates the components of an OM sys 
tem. 

0019 FIG. 10 illustrates an overview flow diagram of the 
create control Section routine. 

0020 FIG. 11 illustrates an overview flow diagram of the 
create application Section routine. 

0021 FIGS. 12A and 12B illustrate an overview flow 
diagram of the transfer control data routine. 
0022 FIGS. 13A and 13B illustrate an overview flow 
diagram of the register joiner routine. 
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0023 FIG. 14 illustrates an overview flow diagram of the 
transfer application data routine. 
0024 FIGS. 15A and 15B illustrate an overview flow 
diagram of the process operator messages routine. 
0025 FIG. 16 illustrates an overview flow diagram of the 
process add routine. 
0026 FIG. 17 illustrates an overview flow diagram of the 
process replace routine. 
0027 FIG. 18 illustrates an overview flow diagram of the 
process update routine. 
0028 FIG. 19 illustrates an overview flow diagram of the 
process move routine. 

DETAILED DESCRIPTION OF THE 
INVENTION 

0029) 
0030) 
0031) 
0032) 

0033) 
0034) 
0035) 
0036) 

0037) 1. Overview 
0038. The present invention provides a method and sys 
tem for managing data (i.e., objects) that are shared by 
multiple instances of a shared application program. A shared 
application program is an application program that is execut 
ing Simultaneously on multiple computers and that has a 
copy of data that is being shared by each instance of the 
application program. Each computer maintains a copy of the 
shared data. When an instance of the application program 
modifies the shared data, the modifications are Sent to the 
other computers. These other computerS Store the data in 
their copies of the shared data, and the instances of the 
application program update their user interfaces to reflect the 
modifications to the shared data. Thus, the users of the 
shared application program can cooperatively modify and 
View the shared data. For example, multiple users can be 
executing a word processing program on their computer and 
Sharing a common document. AS one user changes the 
document, the word processing program updates its copy of 
the shared data. The changes are then transmitted to the other 
computerS So that their shared data can be updated. 

1. Overview 

2. Shared Data Pool 

3. Establishing a Call 
4. Object Management System 

4.1 Creating a Control Section 
4.2 Creating an Application Section 
4.3 Joiner Computer 
4.4 Operator Messages 

0039) A preferred object management (OM) system pro 
vides Services through which shared application programs 
can manage their shared data. Each computer has a copy of 
the OM system. The OM system, under the direction of the 
shared application program, manages the adding, deleting, 
and modifying of the shared data. The OM system also 
controls the transmitting of modifications to the copy of the 
shared data to the other computers. 
0040. In a preferred embodiment, the OM system man 
ages shared data for multiple shared application programs. 
For example, the users may be sharing both a word pro 
cessing document and a spreadsheet document. The OM 
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System Stores the data in a shared data pool. The shared data 
pool contains application output (i.e., objects) shared by the 
group of computers. In particular, the shared data pool is 
partitioned into Sections, one Section is a control Section and 
every other Section is an application Section ("a synchro 
nized data area'). Each application Section corresponds to an 
application program. The output of a shared application 
program is Stored in the corresponding application Section of 
the shared data pool. 

0041. The computers communicate with each other by 
either transmitting messages to all of the computers (i.e., 
broadcasting messages) or transmitting messages to a par 
ticular computer (i.e., sending messages) over channels of 
the network. FIG. 1 illustrates the channels that the com 
puters use for transmitting messages. In FIG. 1, Com 
puter1102, Computer2112, and Computer3122 are con 
nected through a network. Each computer has an OM 
System, a copy of Application1, and a copy of Application2. 
The OM systems are assigned an OM broadcast channel 132 
over which the OM systems broadcast data that is not 
Specific to an application program. Each application pro 
gram is also assigned a separate application broadcast chan 
nel. For example, Application1 is assigned application 
broadcast channel 134, and Application2 is assigned appli 
cation broadcast channel 136. While sharing a particular 
application program, OM Systems broadcast messages for 
that application program on the assigned channel. Moreover, 
each computer is assigned a node channel, which is used by 
an OM System to transmit messages to a particular computer. 
For example, Computer1 is assigned node channel 110, 
Computer2 is assigned node channel 120, and Computer3 is 
assigned node channel 130. 

0042. To modify an object (e.g., a display bitmap) in the 
shared data pool, the application program forwards an 
operator message to its OM System indicating an action to be 
performed on a specified object. The actions include adding 
an object to the shared data pool, updating an object, 
replacing an object, moving an object, or deleting an object. 
Application programs at each computer can perform an 
action on any object in their corresponding application 
sections in the shared data pool. Therefore, an OM system 
of a computer can receive multiple operator messages from 
OM systems of other computers. Moreover, the OM system 
can receive multiple operator messages from different appli 
cation programs at the OM System's computer. Upon receiv 
ing an operator message from an application program, the 
OM system processes the operator message. Then, the OM 
System broadcasts the operator message that has been 
received from the application program to the OM Systems of 
other computers on the application channel assigned to that 
application program. The OM System also forwards an event 
(i.e., action indication) to the application program indicating 
the action that has been performed (e.g., an object has been 
added). 
0043. The OM systems of the other computers receive the 
operator message and process the operator message. 
Because each operator message includes an indication of an 
application Section, the OM System can determine which 
application Section to modify based on the operator mes 
sage. These OM systems then forward an event to the 
appropriate application program at their computers indicat 
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ing the action that was performed. In this manner, the OM 
Systems maintain the copies of the shared data pool with the 
Same data. 

0044) In some cases, the OM system can receive multiple 
operator messages to perform actions on the same object in 
the Shared data pool. For example, one OM System can 
update an object from the shared data pool and broadcast an 
update message to other OM Systems to also perform the 
update, and, Shortly afterwards, another OM System can 
replace the object and broadcast a replace message to other 
OM Systems to also perform the replace. Depending on the 
Speed of transmission over the network channels connecting 
the computers, one OM System can receive the update 
message before the replace message, and another OM Sys 
tem can receive the replace message before the update 
message. If each OM System performed the actions in the 
order the operator messages were received, then the two OM 
Systems would not have the Same data in their shared data 
pool. That is, the OM system that received the replace 
message after the update message would replace the object. 
The OM system that received the update message after the 
replace message would update an object that has been 
replaced. 

004.5 To ensure each computer has the same data in their 
shared data pool, each OM System processes the operator 
messages based on the Sequence in which they were gener 
ated, rather than received. For example, Since the update 
message was transmitted first, the OM System that received 
the update message first would process the update message 
and then process the replace message. The OM System that 
received the replace message first would perform the 
replace. Then, upon receiving the update message, the OM 
System would recognize that the update message was trans 
mitted prior to the replace message. Since the object to be 
updated has already been replaced, this OM system would 
not perform the update. Thus, both OM systems have 
replaced the object in the shared data pool. 
0046. Furthermore, an OM system can discard an opera 
tor message or process it at a later time. In Some cases an 
OM System can receive an operator message modifying an 
object for which it has not yet received an add message. In 
order to process these operator messages in the appropriate 
order, each OM System Stores received operator messages in 
a queue. When an OM System retrieves an operator message 
from the queue that modifies an object for which it has not 
processed an add message, the OM System places the 
operator message in the queue again, to proceSS after pro 
cessing the add message. Also, the OM System maintains a 
list of current objects that are currently on a page and a list 
of deleted objects that were deleted from a page for each 
page of each application Section. When an OM System 
receives a delete or clear message for an object that it has not 
added yet, the OM system places this object on the list of 
deleted objects. Then, upon receiving an add message, if the 
OM system determines that the object was deleted by a 
delete message that was generated after the add message, the 
add message is discarded. In this way, an object that has 
been deleted is not inadvertently added to the shared data 
pool. The OM system resolves other conflicts between 
operator messages based on the order in which the operator 
message was generated and on the node identification of the 
computer that generated it, as will be described in further 
detail below. 
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0047. Additionally, the OM system enables a new com 
puter (“joiner computer) to join in sharing the shared data 
pool. The OM system at the joiner computer obtains data 
without preventing other computers from updating the 
shared data pool. Specifically, the joiner computer broad 
casts a joining message on the OM channel. Each OM 
System broadcasts a node identification identifying that 
computer on the OM channel. The joiner computer Selects 
the computer that responds first as a "helper computer.” 
Then, the joiner computer Sends a data message on the node 
channel of the helper computer requesting data from the 
shared data pool. The helper computer will then provide the 
joiner computer with the data from the shared data pool on 
the node channel of the joiner computer. In particular, the 
helper computer first provides the joiner computer with the 
control Section. Then, the helper computer provides the 
joiner computer with each application Section for which a 
corresponding application program has been invoked at the 
joiner computer. The other OM systems continue to modify 
the shared data pool by broadcasting operator messages on 
the application channels. The joiner computer also receives 
these messages. AS Soon as the joiner computer has received 
the control Section, the joiner computer can process these 
messages in the same manner as the computers already 
Sharing the shared data pool. For example, upon receipt of 
an operator message indicating a modification of the shared 
data pool, if the message adds new data or modifies data the 
computer has received, the computer processes the operator 
message. On the other hand, if the computer receives an 
update message for which it has not yet received the data to 
be updated, the computer queues the update message and 
processes the update message at a later time. 

0.048. The computers can share multiple application pro 
grams. Each shared application program has a correspond 
ing application Section in the shared data pool. In addition to 
application Sections, the Shared data pool contains a control 
Section that provides information about the application Sec 
tions. Each computer can determine which application pro 
grams have application Sections by viewing the control 
Section. When a computer wants to Start Sharing data for a 
new application program, the computer determines whether 
an application Section for that application program has 
already been created. If one has not been created, the 
computer creates an application Section and provides infor 
mation about that application Section in the control Section 
(i.e., registers the application program). These actions are 
broadcast on the OM channel so that each other computer 
Subsequently modifies its control Section appropriately. If 
the computer has invoked a copy of the application program 
corresponding to the application Section, the OM System 
also creates the application Section in its copy of the shared 
data pool. 

0049 FIG. 2 illustrates a block diagram of a computer on 
which the OM system executes. The OM system includes a 
central processing unit (CPU) 202, a memory 204, input 
devices 212, and output devices 214. The input devices are 
preferably a keyboard and a mouse. The output devices 
preferably include a display device, such as a CRT. The 
CPU, memory, input devices, and output devices are inter 
connected by a bus 216. The memory contains a Call 
Management System 205, application programs 206, an 
Object Manager system 208, and a shared data pool 210. 
One skilled in the art would recognize that the Shared data 
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pool could be stored on a different Storage medium, Such as 
a disk, or could be Stored partially in memory and partially 
on a disk. 

0050 FIG. 3 illustrates a diagram providing an example 
of a shared application program that is using a shared data 
pool under control of the OM system. In particular, FIG. 3 
illustrates an application program that has been invoked at 
each of three computers and illustrates the same application 
data displayed at each computer. One computer, node A310 
is connected to other computers, node B 320 and node C 
330. Node A includes a keyboard 316, a mouse 318, and a 
display 312. The display of 312 shows a window 314 for an 
application program. In this example, the application pro 
gram entitled “WHITEBOARD is being shared among the 
computers and is executing on each computer. The output 
data of the Shared application program is being displayed in 
window 314. 

0051) Both computers node B 320 and node C 330 also 
display the same output data in their windows. In particular, 
node B includes a keyboard 326, a mouse 328, and a display 
322. A window 324 displays the data for the Whiteboard 
application program. Node C has a keyboard 336, a mouse 
338, and a display 332. The display 332 displays a window 
with the output of the Whiteboard application program, 
which corresponds to the windows on node A and node B. 

0.052 2. Shared Data Pool 
0053 A copy of the shared data pool resides on each 
computer sharing the application programs. The shared data 
pool is partitioned into Sections. One of the Sections is a 
control Section that provides information about the contents 
of the shared data pool. Each other Section is an application 
Section that corresponds to an application program. An 
application Section contains information about the corre 
sponding application program and contains the output of that 
application program. For example, a Whiteboard application 
Section corresponds to a Whiteboard application program. A 
Whiteboard application program enables users at computers 
to display objects on a display Screen of a computer to 
emulate a physical Whiteboard. When users at multiple 
computerS Share a Whiteboard application program, each 
user views the output of the Whiteboard application pro 
gram. When a user at one computer provides input to an 
application program, the application program interacts with 
the OM system to modify objects in the shared data pool. 
The OM system modifies the objects and notifies the OM 
systems at other computers of the modifications. The OM 
Systems at other computers then modify their copy of the 
shared data pool. 

0054 FIG. 4 illustrates a shared data pool. The shared 
data pool 402 contains one control section 404 and one or 
more application Sections, Such as a Whiteboard application 
section 406. The control section provides information about 
the shared data pool, Such as which application Sections have 
been created. If multiple control Sections existed, it would be 
possible to have conflicting information in the control Sec 
tions. Moreover, obtaining information by Searching the 
multiple control Sections could be time-consuming. There 
fore to ensure accurate and easily accessible information, 
only one control Section is created for the shared data pool. 
0055. The control section and each application section is 
further partitioned into pages. A page corresponds to a 
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grouping of related data. Each Section currently has 256 
pages, but it could have more or fewer pages. An application 
program corresponding to a Section interacts with the object 
management System to modify the objects in the Section. In 
order for the application program to know which pages of 
the application Section contain objects and which objects 
they contain, the first page of a Section is typically a page 
indeX that identifies the pages in the Section and what they 
contain. An application developer typically defines the type 
of information that each page is to contain for an application 
section. The control section 404 has been defined with “Page 
0'408 providing a page index 410 that contains information 
about the other pages in the control Section. Each other page 
in the control Section, Such as "Page 1'412, correspond to 
application Sections. 

0056. The control section provides information on the 
shared data pool, including identifying each application 
Section that corresponds to an application program. When an 
application program is invoked at two computerS Simulta 
neously, it is possible that each computer will create an 
application Section for that application program. Then, the 
output of the application program at the two computers 
would be stored in different application Sections and the two 
computers would not be sharing the application program at 
its output. Therefore, to ensure that only one computer 
creates an application Section for an application program, 
each OM system prevents other OM systems from modify 
ing the control Section (i.e., locks the control Section) when 
registering an application section. The OM system locks the 
control Section by broadcasting a lock message on the OM 
channel. The OM system then waits to receive lock confirm 
messages from each other OM system on the OM channel. 
Upon receiving lock confirm messages from each other OM 
system, the OM system can modify the control section. After 
modifying the control section, the OM system notifies other 
OM systems that they can modify the control section (i.e., 
unlocks the control Section) by broadcasting an unlock 
message on the OM channel. It is possible for two or more 
OM Systems to broadcast lock messages Simultaneously. To 
resolve conflicts between lock messages, by convention, the 
lock message having the lowest node identification has 
priority. In particular, when an OM System receives a lock 
message, if the OM System has broadcast a lock message, it 
determines whether it has priority. If the OM system has 
priority, it sends a lock deny message to the OM System that 
broadcast the received lock message. If the OM system does 
not have priority, it broadcasts a lock confirm message and 
terminateS processing of the lock message it had broadcast. 
0057. An application program developer may define the 
partitioning of pages (i.e., which type of data a page can 
contain) in an application Section. Therefore, each applica 
tion Section can have a unique partitioning of pages. FIG. 4 
illustrates a Sample partitioning of pages for the Whiteboard 
application section 406. The Whiteboard application section 
begins with “Page 1416, rather than “Page 0, as in the 
control section discussed above. “Page 1.” rather than “Page 
0, of the Whiteboard application Section contains a page 
index 418 that provides information about each page of the 
application section. “Page 2'420 contains user data 422. 
“Page 3" and “Page 4” are reserved for future use. “Page 5” 
through “Page 255” contain the output of the Whiteboard 
application program. 

May 3, 2001 

0.058 FIG. 5 illustrates a control section in further detail. 
The control section contains pages such as “Page 0'502 and 
“Page 1504. The first page of the control section contains 
a page index. The page index identifies the pages within the 
control Section. In particular, the page index identifies each 
application program and identifies the page corresponding to 
that application program. For example, entry 510 indicates 
that the first page of the control section contains Whiteboard 
registration information. In particular, the Whiteboard reg 
istration information includes node identifications of users 
516 and channel identifications 518. The node identifica 
tions indicate all of the computers which are sharing a shared 
data pool for the Whiteboard application. The channel 
identifications indicate the channel used for Sharing the data 
for the Whiteboard application. Upon registration, the OM 
System obtains a handle to an initial memory block that 
references the memory blocks in which objects in the 
application Section are Stored. The initial memory block and 
the memory block in which the objects are stored are 
dynamically allocated. Therefore, the shared data pool is not 
necessarily a contiguous portion of memory. 
0059 FIG. 6 provides further detail about a Whiteboard 
application Section. The Whiteboard application Section has 
several pages. “Page 1602 of the Whiteboard application 
Section is a page indeX that indicates the data on each other 
page of this section. “Page 2'604 provides user data. The 
user data includes the name of the user and the page of the 
application Section the user is currently viewing. The user 
data also includes a “synch' flag that indicates whether a 
user is in “synch” with other users. When the user is in 
"synch' with the other users Sharing the shared data pool, 
the user views the page the user who provided the most 
recent input is viewing. In this case, the Synch flag in the user 
data page is Set for the user. On the other hand, a user can 
choose not to “synch” with other users and view a different 
page, in which case the Synch flag is not set for the user. The 
user is provided with a user interface element, Such as a 
Scroll bar with arrow indicators, that is used to Select a 
particular page for viewing. “Page 5'606 contains the output 
of the Whiteboard application program. 
0060 FIG. 7 illustrates a sample set of objects as they 
would be displayed on a display Screen. This Set of objects 
would be Stored on a single page of an application Section. 
In particular, objects are layered over each other on the 
display. Each OM System layerS objects in the same manner 
to ensure that each user views objects in the Same way. 
Objects are also sorted into a front region 702, a middle 
region 704, and a back region 706. An application program 
generates an object with a sequence Stamp that includes a 
Sequence identification identifying the order in which the 
object was generated and with a node identification identi 
fying the computer generating the object. Within the front 
region, the objects are ordered by their Sequence identifica 
tion, with the highest Sequence identification being in front 
of all objects with lower Sequence identifications. In the 
middle region, objects are added to the end of the region. In 
the back region, objects are ordered by their Sequence 
identifications So that the first object in the back region has 
the lowest Sequence identification and is displayed over each 
object with a higher Sequence identification. If two objects 
have the same Sequence identification, then they are ordered 
by their node identifications. Each object is identified by a 
local object handle, which is used by an application program 
to identify which object to modify when the OM system 
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processes an operator message. Moreover, for each object, 
the local handle is translated into a global handle prior to 
transmitting an operator message to other OM Systems. Each 
other OM system then translates the global handle into a 
local handle for use by the application program at that 
computer System. An object is a String of data that the OM 
system does not interpret. The OM system only places the 
object in the shared data pool, and the application program 
interprets the object. 
0061 3. Establishing a Call 
0.062 Before computers can share a shared data pool for 
application programs, they need to be connected through the 
network to enable the transfer of output data between them 
(i.e., participate in a Call). When computers are in a Call, the 
computers have established a connection through which they 
can share the shared data pool. 
0.063. In a preferred embodiment, a user invokes a Call 
Manager System to establish network connections. A Call 
Manager System provides a set of application programming 
interfaces (APIs) for the OM system to interact with the 
network. FIG. 8 illustrates the architecture of a preferred 
embodiment of the present invention. In particular, the OM 
system 802, the CallManager system 804, and the network 
layer 806 are interconnected. A user invokes the Call Man 
ager System to establish a Call. In turn, the Call Manager 
system invokes the network layer to establish a Call. After 
establishing the Call, the Call Manager system notifies the 
OM system that a Call has been established. Once a Call has 
been established, any OM system in the Call can create a 
control Section for the Shared data pool. Once a control 
Section has been created, any OM System can create an 
application Section for a particular application program that 
is to be shared. The OM system interacts directly with the 
network layer to transmit messages to other computer Sys 
temS. 

0064. Before a user can share an application program, the 
user requests a CallManager system to establish a Call. With 
the request, the user identifies other users with which to 
establish a Call through use of the dialog box which displays 
names of users associated with the computers in the net 
work. To establish the Call, the CallManager system notifies 
each of the CallManager Systems at the identified computers 
that a Call is being established. The Call Manager systems 
at each of the identified computers “joins the first Call of 
which they are notified. After one or more other computers 
has joined the Call, application programs can use the OM 
System to share a shared data pool. 
0065. In a preferred embodiment of the present invention, 
the computers which are to share an application program are 
connected through a network based on a T120 multipoint 
data conferencing standard (i.e., T120 network). The T120 
network is a Standard for communication among Software 
and hardware products. The T120 network provides a set of 
APIs that enable the computers in the network to commu 
nicate with each other. The T120 network includes multiple 
channels over which the computers are connected. The 
T. 120 network assigns each computer connected to the 
network a unique node identification. Also, the T120 net 
work assigns each channel which is part of the network a 
unique channel identification. Additionally, the OM System 
can request channels from the T120 network, including an 
OM channel on which the OM systems communicate, a node 
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channel on which particular computers communicate, and 
application channels on which application data is broadcast. 
0066. When a user invokes the Call Manager system to 
establish a Call, the Call Manager system requests an OM 
channel from the T120 network by invoking an API func 
tion. The T120 network allocates an OM channel for the 
Call. After allocating the OM channel, the T120 network 
provides the Call Manager system with the channel identi 
fication. In turn, the Call Manager system notifies the OM 
System that a channel has been allocated and provides the 
channel identification. Additionally, when a particular appli 
cation program is shared, the OM System obtains a channel 
from the CallManager System for the application program. 
Then, any computer participating in the Sharing of the 
particular application program communicates with all other 
computers by broadcasting messages over the allocated 
channel. 

0067 Because the T120 network identifies the channel as 
having been allocated for a Call, when a joiner computer 
wishes to join a Call, the joiner computer first uses the Call 
Manager system to determine the OM channel allocated for 
the Call. The CallManager system interacts with the T120 
network to enter the joiner computer in the Call. Then, the 
user can invoke the OM System to attempt to join in Sharing 
application programs using a shared data pool. Once in the 
Call, an OM System at the joiner computer uses the channel 
to broadcast and receive messages for sharing a shared data 
pool. For example, the OM System at the joiner computer 
can broadcast a message to all of the computers currently in 
the Call requesting to join in sharing the shared data pool. 
0068 4. Object Management System 
0069. The OM system enables sharing of application 
programs using a shared data pool. Initially, when an OM 
system is notified by the CallManager system that a Call has 
been established, the OM system attempts to create a control 
Section. AS discussed above, only one control Section is 
created. In particular, one OM System creates a control 
Section, and each other OM System creates a copy of this 
control section for its shared data pool. The first OM system 
to obtain a preassigned network token (i.e., a network token 
recognized by each computer in the network) creates the 
control Section. Then, when a computer is to Share an 
application program, the OM System at that computer cre 
ates an application Section for the application program, 
creates a registration page for the application program in the 
control Section, and updates the page index of the control 
Section to include an entry for the new registration page. 
Once a control Section and an application Section have been 
created, the OM Systems can share the application program 
corresponding to the application Section using the shared 
data pool. 
0070 When a new computer wants to join in sharing 
application programs using the Shared data pool, the OM 
system at that computer obtains control data from an OM 
System that is already using the shared data pool. Then, the 
OM system registers itself by indicating in the control 
Section which application programs it wishes to share. Next, 
the OM system obtains application sections from an OM 
System that is already using the shared data pool for the 
application programs it wishes to share. 
0071. The OM system has several components. Each 
component performs a particular process. FIG. 9 illustrates 
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the components of an OM system. The OM system includes 
a create control Section component 902 that creates a control 
Section. The create application Section component 904 cre 
ates an application Section. The transfer control data Section 
906 is used to provide a joiner computer with control data. 
The register joiner component 908 is used to register a joiner 
computer by adding the joiner computer's node identifica 
tion into a registration page of an application program. The 
transfer application data component 910 transferS applica 
tion data to a joiner computer. The process operators com 
ponent 912 processes operator messages. 

0072) 4.1 Creating a Control Section 
0073. Initially, an OM system at one of the computers in 
the Call creates a control Section. The control Section 
identifies the application Sections. The OM Systems use a 
predefined network token to ensure that only one OM 
System creates a control Section. To create a control Section, 
an OM system obtains a predefined network token from the 
T. 120 network using the CallManager system. The network 
token initially has an associated token count with a value of 
Zero. When the CallManager system obtains the predefined 
network token, the Call Manager System increments the 
token count to one and notifies the OM system that it can 
create a control Section. After creating the control Section, 
the OM system releases the network token. After the control 
section has been created, any other OM system which 
attempts to create a control Section will first obtain the 
network token. When the token count of the network token 
is greater than Zero, the OM System recognizes that a control 
Section has already been created and does not create another 
one. FIG. 10 illustrates an overview flow diagram of the 
create control section routine. In step 1002, the create 
control Section routine obtains the network token. In Step 
1004, the create control section routine increments the token 
count. In step 1006, the create control section routine creates 
a control section. In step 1008, the create control section 
routine releases the network token. 

0.074 4.2 Creating an Application Section 
0075 To start sharing a shared data pool, an OM system 
locks the control section. To lock the control section, the OM 
System broadcasts a lock message and waits to receive lock 
confirm messages from the other OM Systems. Upon receiv 
ing lock confirm messages, the OM System provides infor 
mation in the control Section about the application program. 
AS discussed above, when the control Section is created, it 
contains 256 pages, but can contain more. The first page is 
the page index. Each other page is a registration page. First, 
the OM system adds an entry to the page index of the control 
Section to identify the next available page in the control 
Section as a registration page for the new application pro 
gram. Then, the OM System enters user and channel data in 
the registration page for the application program. Next, the 
OM system creates an application section. The OM system 
returns to the application program a handle to the application 
Section. The application program uses the handle to identify 
the application Section of the shared data pool it wants to 
modify in all operator messages. Then, the OM System 
broadcasts an unlock message. 
0.076 Additionally, the OM system broadcasts messages 
to each other computer of each action that it performs. Each 
OM System receives the broadcast messages and modifies its 
shared data pool by creating the application Section and 
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modifying the control section to reflect the addition of the 
application Section. Then, each other computer that wants to 
share the application program adds itself to the user list for 
the application program in the registration page for the 
application program in the control Section. Also, the OM 
System obtains channel data from the registration page of the 
control Section that identifies the application channel for the 
application program. Upon obtaining the channel data, each 
OM System broadcasts operator messages on the application 
channel. In this manner, each OM System at each other 
computer obtains information to modify the Shared data pool 
to reflect the new modifications that were made. 

0.077 FIG. 11 illustrates an overview flow diagram of the 
create application Section routine. In Step 1102, the create 
application Section routine broadcasts a lock message. In 
Step 1104, the create application Section routine waits to 
receive lock confirm. In Step 1106, the create application 
Section routine adds an entry to the page index of the control 
Section identifying a new registration page. In Step 1108, the 
create application Section routine enterS data for a registra 
tion page for the application program. In Step 1110, the 
create application Section routine creates an application 
Section. In Step 1112, the create application Section routine 
broadcasts an unlock message. In Step 1114, the create 
application Section routine returns a handle to the applica 
tion Section to the application program. 
0078 4.3 Joiner Computer 
0079 When a joiner computer wishes to join in sharing 
the shared data pool, the OM system of the joiner computer 
obtains control data from a helper computer. The OM system 
uses the received control data to create a control Section at 
its computer. The OM system then determines from the 
control data which application Sections are available. The 
OM System can then request application Sections for appli 
cation programs it wishes to share from the helper computer. 
If an application Section is not available for an application 
program it wishes to share, the OM System creates an 
application Section as discussed above. 
0080 FIGS. 12A and 12B illustrate an overview flow 
diagram of the transfer control data routine. When a joiner 
computer wishes to obtain control data, the joiner computer 
broadcasts a join message on the OM channel to all com 
puters sharing the shared data pool (i.e., the Sharing com 
puters). The Sharing computers broadcast their node identi 
fications on the OM channel. Upon receiving a node 
identification, the joiner computer Selects the computer that 
broadcast the message as a helper computer. Then, the helper 
computer provides the joiner computer with control and 
application data. In particular, FIGS. 12A and 12B illus 
trates the Steps taken by a joiner computer attempting to 
share a shared data pool, by Sharing computers, and by a 
helper computer. In Step 1202, the joiner computer broad 
casts a join message on the OM channel to the Sharing 
computers. In Step 1212, each of the Sharing computers 
receives the join message. In Step 1214, each of the Sharing 
computers broadcasts a node identification on the OM 
channel to identify itself to the joiner computer. In step 1204, 
the joiner computer receives the node identifications. In Step 
1206, the joiner computer Selects the first sharing computer 
whose node identifications it has received to be a helper 
computer. 
0081. After selecting a helper computer, in step 1208, the 
joiner computer Sends a request for control data on the 
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helper computer's node channel to the helper computer. In 
Step 1218, the helper computer receives the request for 
control data. The helper computer will Send control data to 
the joiner computer. To avoid having other computers 
modify the data as it is being sent, the helper computer lockS 
the control section. In step 1220, the helper computer 
broadcasts a lock message on the OM channel for the control 
section. In step 1210 and step 1216, the joiner computer and 
the Sharing computers, respectively, receive the lock mes 
Sage. In Step 1222 and Step 1228, the joiner computer and the 
Sharing computers, respectively, broadcast lock confirm 
messages on the OM channel. In step 1232, the helper node 
receives the lock confirm messages. In Step 1234, the helper 
computer Sends control data on the joiner computer's node 
channel to the joiner computer. In Step 1224, the joiner 
computer receives the control data and creates a control 
Section at its computer. In Step 1236, the helper computer 
broadcasts an unlock message on the OM channel. In Steps 
1226 and 1230, the joiner computer and sharing computers, 
respectively, receive the unlock message. 
0082) When computers are sharing application programs 
using a shared data pool, the control Section identifies which 
application Sections are being used by particular computers. 
When a new computer joins in Sharing the Shared data pool, 
the new computer adds its node identification to the regis 
tration page for each application program it is interested in 
sharing. FIGS. 13A and 13B illustrate an overview flow 
diagram of the Steps taken by a joiner computer and Sharing 
computers to register the joiner computer. In Step 1302, the 
joiner computer receives a request from a user to share an 
application program. If two computers were to modify the 
control Section at the Same time, one could overwrite the 
other. To avoid this, the joiner computer locks the control 
section before modifying it. In step 1304, the joiner com 
puter broadcasts a lock message on the OM channel to lock 
the control Section. In Step 1312, the Sharing computers 
receive the lock message. In Step 1314, the Sharing com 
puters broadcast a lock confirm message on the OM channel. 
In step 1306, the joiner computer receives all lock confirm 
messages. In Step 1308, the joiner computer adds its node 
identification to the registration page of the application for 
which it wishes to share the shared data pool. In step 1310, 
the joiner computer broadcasts a registration message on the 
OM channel. In step 1316, the sharing computers receive the 
registration message. In Step 1318, the Sharing computers 
process the received registration message to register the 
joiner computer in their copies of the shared data pool. In 
Step 1320, the joiner computer broadcasts an unlock mes 
Sage on the OM channel. In Step 1322, the sharing computers 
receive the unlock message. 
0.083. After a joiner computer has received control data, 
and registered itself, the joiner computer obtains application 
data to create application Sections in its shared data pool. To 
obtain application data, the joiner computer requests this 
data from the helper computer, which was Selected when the 
joiner computer broadcast a join message. FIG. 14 illus 
trates an overview flow diagram of the transfer application 
data routine. In Step 1402, the joiner computer Sends a 
request for application data on the node channel of the helper 
computer. In step 1406, the helper computer receives the 
request for application data. In Step 1408, the helper com 
puter Sends application data on the node channel of the 
joiner computer. In Step 1404, the joiner computer receives 
the application data and creates application Sections. 
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0084. 4.4 Operator Messages 

0085. Once a computer has a control section, application 
programs at that computer can obtain an initial memory 
block for their application Sections and can proceSS opera 
tors for that application Section using the OM System. In 
particular, an application program forwards an operator 
message to the OM System to perform an action on an object. 
The OM System processes the operator message and broad 
casts the operator message to the other OM Systems on the 
application channel for that application program. Upon 
receiving the operator message, the other OM Systems 
process the message. Each OM System also forwards an 
event to the application program, indicating the action that 
was performed. 

0086) Each operator message specifies an action and 
Specifies the object on which the action is to be performed. 
The operator messages include a clear message, a move 
message, an add message, a replace message, an update 
message, and a delete message. A clear message indicates 
that all of the objects on a page are to be deleted. A delete 
message indicates that a particular object on a page is to be 
deleted. An add message indicates an object to be added to 
a page, either to a front, a middle, or a back region. A move 
message indicates that an object is to be moved to the front, 
middle, or back region. A replace message indicates that an 
entire object is to be replaced. The update message indicates 
that a portion of an object is to be updated. 
0087 Each operator message has a sequence Stamp that 
includes a node identification as well as a sequence identi 
fication. The node identification identifies the computer that 
broadcast the operator message. The Sequence identification 
indicates the order in which that operator message was 
generated. Whenever an OM System generates a particular 
operator message, it generates a Sequence identification. 
Moreover, the OM system maintains an operator stamp for 
each type of operator at the computer that indicates when an 
operator message for that operator was last processed. In 
particular, a clear operator has a clear Stamp, an add operator 
has an add Stamp; a move operator has a move Stamp; an 
update operator has an update Stamp; and a replace operator 
has a replace Stamp. However, the delete operator does not 
have a delete Stamp. Instead, the OM System maintains a list 
of all objects that have been deleted. Along with each of 
these operator Stamps, the OM System maintains the node 
identification of the computer that broadcast the last operator 
message for the operator. For each of these operators, the 
respective operator Stamp is initially one. The Sequence 
identification for a particular operator message is Set to the 
operator Stamp for the operator. For example, when an OM 
System generates an add message, the OM System sets the 
Sequence identification in the add message to the value of the 
add Stamp. Then, the OM System increments the operator 
Stamp (e.g., the add Stamp) by one. 
0088. Each OM system uses the sequence identification 
in an operator message to determine when the operator 
message was generated. Also, each OM System uses the 
operator Stamp Stored at the computer to determine the 
Sequence of the last operator message it processed. There 
fore, it is important to update the operator Stamps based on 
the received sequence identifications. When an OM system 
receives an operator message with a sequence identification 
that is greater than the operator Stamp it has stored for a 
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particular operator, the OM System updates its operator 
Stamp with the value of the received Sequence identification. 
For example, if an OM system has an add stamp with the 
value of one, and the OM System receives an add message 
with a sequence identification with the value of two, the OM 
System updates its add Stamp with the value of two. 

0089. In some cases, an OM system can receive an 
operator message to update, move, or delete an object that 
has not been added yet. To resolve this problem, each OM 
System Stores operator messages in a queue. Moreover, each 
OM system maintains a list of current objects that are 
currently on a page of an application Section. When an 
operator message is received, the OM System determines 
whether the object is on the page of the application Section 
using the list of current objects. When the object is not on the 
page of the application Section, the OM System places the 
operator message back in the queue to process after the 
object has been added to the application Section. However, 
a replace message replaces an entire object. Therefore, if the 
OM System receives a replace message for an object that has 
not been added, the OM System processes the replace 
message by placing the object specified by the replace 
message in the shared data pool and adding the object to the 
list of current objects. Then, when the add message for the 
object is later received, it is discarded. When a delete 
message is received, the object to be deleted is added to the 
list of deleted objects. If the object is in the list of current 
objects, it is removed from this list. Once the object is in the 
list of deleted objects, when an add message is later received 
for the object, the add message is discarded. 
0090. In addition, an OM system can receive an operator 
message to modify an object (i.e., an update message) that 
has already been deleted. For example, an update message 
that was generated before a delete message could be 
received after the delete message. Similarly, the update 
message could have been generated prior to a clear message. 
In this case, the OM System recognizes that it cannot update 
the deleted object. Therefore, upon receiving an operator 
message, the OM System determines whether the object has 
already been deleted using the list of deleted objects. If the 
object was deleted by a delete message generated after the 
received operator message, the operator message is dis 
carded, otherwise it is processed, as discussed in detail 
below. 

0.091 An OM system can also receive an operator mes 
Sage with a Sequence identification which equals the opera 
tor Stamp for that operator. For example, the OM System can 
receive an update message with a sequence identification of 
two from two different computers. If the OM systems 
process the update messages in different orders, the shared 
data pools at the computers will not reflect the same data. 
Therefore, each OM system determines which update mes 
Sage to process and which to discard using the node iden 
tifications. By convention, the operator message with the 
lower node identification is processed. 

0092 FIGS. 15A and 15B illustrate an overview flow 
diagram of the process operator messages routine. The 
proceSS operator messages routine determines the type of 
action indicated by the operator message and processes the 
operator message. In Step 1502, if the operator message was 
generated before a clear message was generated, then the 
proceSS operator message routine continues at Step 1504, 
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otherwise the proceSS operator message routine continues at 
step 1506. In step 1504, the process operator messages 
routine discards the operator message. In step 1506, if this 
operator message was generated before a delete message 
was generated for the object, then the process operator 
messages routine continues at step 1508, otherwise the 
process operator messages routine continues at Step 1510. In 
Step 1508, the proceSS operator messages routine discards 
the operator message. In Step 1510, if the operator message 
was generated before the last received operator message of 
the same type, then the process operator messages routine 
continues at Step 1512, otherwise the proceSS operator 
messages routine continues at step 1516. In step 1512, the 
process operator messages routine discards the operator 
message. In Step 1516, if the operator message identifies an 
object that has not been added yet and it is not a replace 
message, then the process operator messages routine con 
tinues at Step 1518, otherwise the proceSS operator messages 
routine continues at step 1520. In step 1518, the process 
operator messages routine places the operator message back 
in a queue. 
0093. In step 1520, if the operator message is an add 
message, the process operator messages routine continues at 
Step 1522, otherwise the proceSS operator messages routine 
continues at step 1524. In step 1522, the process operator 
messages routine invokes the process add routine. In Step 
1524, if the operator message is a replace message, the 
process operator messages routine continues at Step 1526, 
otherwise the proceSS operator messages routine continues at 
step 1528. In step 1526, the process operator messages 
routine invokes a process replace routine. In Step 1528, if the 
operator message is an update message, the proceSS operator 
messages routine continues at Step 1530, otherwise the 
process operator messages routine continues at Step 1532. In 
Step 1530, the proceSS operator messages routine invokes a 
process update routine. In Step 1532, if the operator message 
is a move message, the process operator messages routine 
continues at Step 1534, otherwise the proceSS operator 
messages routine continues at step 1536. In step 1534, the 
process operator messages routine invokes a proceSS move 
routine. In Step 1536, if the operator message is a clear 
message, the process operator messages routine continues at 
Step 1538, otherwise the proceSS operator messages routine 
continues at step 1542. In step 1538, the process operator 
messages routine clears the objects on the page specified by 
the object. In Step 1540, the process operator messages 
routine updates the clear Stamp. In Step 1542, the process 
operator messages routine places the object on the list of 
deleted objects. 
0094. The add message identifies an object that is to be 
added to a page of an application Section. The add message 
indicates whether the object is to be added to the front, 
middle, or back region of the Set of objects on a page of an 
application Section. In the front region, the objects are 
ordered by decreasing Sequence numbers, with the top-most 
object having the highest Sequence number. In the back 
region, the objects are ordered by increasing Sequence 
numbers, with the bottom-most object having the highest 
Sequence number. Objects are added to the end of the middle 
region. AS discussed above, if the Sequence identification of 
the add message is the same as the add Stamp, an OM System 
will use the node identification in the message to determine 
whether or not to apply the operator. Also, if a replace 
message that was generated before the add message for the 
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object has already been processed, the OM System discards 
the add message. Otherwise, the OM system adds the object 
to either the front, middle, or back region and updates the 
add Stamp. 
0.095 FIG. 16 illustrates an overview flow diagram of the 
proceSS add routine. In Step 1602, if the add message was 
generated at the same time as the last received add message, 
then the process add routine continues at step 1604, other 
wise the process add routine continues at step 1608. In step 
1604, if the node identification of the add message is greater 
than the node identification of the last received add message, 
then the process add routine continues at step 1606, other 
wise the process add routine continues at step 1608. In step 
1606, the process add routine discards the operator message. 
In step 1608, if this add message was generated before the 
last received replace message, then the process add routine 
continues at Step 1610, otherwise the proceSS add routine 
continues at step 1612. In step 1610, the process add routine 
discards the operator message. In Step 1612, if this add 
message indicates the object is be added to the front region, 
the process add routine continues at Step 1614, otherwise the 
process add routine continues at step 1616. In step 1614, the 
proceSS add routine adds the object to the front region 
according to its Sequence Stamp. In Step 1616, if this add 
message indicates the object is to be added to the back 
region, the process add routine continues at Step 1618, 
otherwise the process add routine continues at step 1620. In 
step 1618, the process add routine adds the object to the back 
region according to its Sequence Stamp. In Step 1620, the 
process add routine adds the object at the end of the middle 
region. In Step 1622, the proceSS add routine updates the add 
Stamp by incrementing the value by one. 
0096. The replace message replaces an entire object with 
another one. AS discussed above, if the Sequence Stamp of 
the replace message is the same as the replace Stamp, an OM 
System will use the node identification in the message to 
determine whether or not to apply the operator. The OM 
System can receive a replace message for an object that was 
generated before the last received replace message. This 
current replace message is then discarded. Also, if this 
replace message was generated before the last received 
update message for this object, the OM System replaces the 
portion of the object that was not updated. Otherwise, the 
OM System replaces the object and updates the replace 
Stamp. 

0097 FIG. 17 illustrates an overview flow diagram of the 
proceSS replace routine. In Step 1702, if the replace message 
was generated at the same time as the last received replace 
message, the process replace routine continues at Step 1704, 
otherwise the process replace routine continues at step 1708. 
In step 1704, if the node identification of this replace 
message is greater than the node identification of the last 
received replace message, the process replace routine con 
tinues at step 1706, otherwise the process replace routine 
continues at step 1708. In step 1706, the process replace 
routine discards the operator message. In step 1708, if the 
replace message was generated before the last received 
replace message, the process replace routine continues at 
Step 1710, otherwise the proceSS replace routine continues at 
step 1712. In step 1710, the process replace routine discards 
the operator message. In Step 1712, if this replace message 
was generated before the last received update message, the 
proceSS replace routine continues at Step 1714, otherwise the 
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process replace routine continues at step 1716. In step 1714, 
the process replace routine replaces the portion of the object 
not already updated. In Step 1716, the process replace 
routine replaces the object. In Step 1718, the process replace 
routine updates the replace Stamp. 

0098. An update message will update a portion of an 
object. If the Sequence identification of the update message 
is the same as the update Stamp, an OM System will use the 
node identification in the message to determine whether or 
not to apply the operator. If this update message was 
generated before the last received update message, then the 
OM System recognizes that a portion of the object has 
already been updated and this portion should not be updated 
again. Therefore, the OM system updates the portion of the 
object not already updated. On the other hand, when the OM 
System receives an update message for an object that was 
generated before a replace message for the replace was 
received, the OM System recognizes that the entire object 
has been replaced and the update message should be dis 
carded. Otherwise the OM system updates the object and 
updates the update Stamp. 

0099 FIG. 18 illustrates an overview flow diagram of the 
process update routine. In Step 1802, if the update message 
was Sent at the same time as the last received update 
message, the process update routine continues at Step 1804, 
otherwise the process update routine continues at step 1808. 
In step 1804, if the node identification of the update message 
is greater than the node identification of the last received 
update message, then the process update routine continues at 
Step 1806, otherwise the process update routine continues at 
step 1808. In step 1806, the process update routine discards 
the operator message. In Step 1808, if this update message 
was generated before the last received update message, the 
process update routine continues at Step 1810, otherwise the 
process update routine continues at step 1812. In step 1810, 
the process update routine updates the portion of the object 
not already updated. In Step 1812, if this update message was 
generated before the last received replace message, the 
process update routine continues at Step 1814, otherwise the 
process update routine continues at step 1818. In step 1814, 
the OM system discards the operator message. In step 1818, 
the process update routine updates the object. In Step 1820, 
the proceSS update routine updates the update Stamp. 

0100. The move operator moves an object on a page by 
specifying that the object be moved to the front, middle or 
back region. If the Sequence identification of the move 
message is the same as the move Stamp, an OM System will 
use the node identification in the message to determine 
whether or not to apply the operator. Otherwise, the OM 
System moves the object to either the front, middle, or back 
region and updates the move Stamp. 

0101 FIG. 19 illustrates an overview flow diagram of the 
process move routine. In step 1902, if this move message 
was generated at the same time as the last received move 
message, the proceSS move routine continues at Step 1904, 
otherwise the process move routine continues at step 1908. 
In step 1904, if the node identification of the move message 
is greater than the node identification of the last received 
move message, then the process move routine continues at 
step 1906, otherwise the process move routine continues at 
step 1908. In step 1906, the process move routine discards 
the operator message. In step 1908, if the move message 
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indicates the object is be added to the front region, the 
process move routine continues its step 1910, otherwise the 
process move continues at step 1912. In step 1910, the 
proceSS move routine moves the object to the front region 
according to its Sequence Stamp. In Step 1912, if this move 
message indicates the object is be added to the back region, 
the proceSS move routine continues at Step 1914, otherwise 
the process move routine continues at Step 1916. In Step 
1914, the process move routine moves the object to the back 
region according to its Sequence Stamp. In Step 1916, the 
proceSS move routine moves the object to the end of the 
middle region. In step 1918, the process move routine 
updates the move Stamp. 

0102) In an alternative embodiment, the present invention 
enables different application programs to share data in one 
application Section. Because application programs, and not 
the OM System, interpret objects, any application program 
can use the OM System to modify objects in any application 
Section. For example, if a Whiteboard application Section 
has been created for the Whiteboard application program, a 
MicroSoft Word application program can modify objects in 
the Whiteboard application section. In particular, the OM 
System can register the MicroSoft Word application program 
with the control section. Once registered, the OM system 
receives and transmits operator messages for the MicroSoft 
Word application program on the application channel 
assigned to the Whiteboard application Section, whereby the 
Microsoft Word application program is able to share data 
with the Whiteboard application program. 

0103) In yet another alternative embodiment, the func 
tionality of the OM system and the CallManager system is 
integrated into each application program. Initially, when a 
user wishes to share data from an application program, the 
user invokes the application program to be shared and 
indicates that its output is to be shared. The application 
program interacts with the network layer to establish a Call. 
Then, the application program itself creates and maintains a 
shared data pool. Additionally, when an application program 
receives input from an input device indicating that a local 
action is to be performed on the shared data, the application 
program updates the application data. Next, the application 
program broadcasts the action to each other computer SyS 
tem with which it is sharing data. At each other computer 
System, when an application program receives the remote 
action (i.e., the broadcast action) that application program 
updates its application data. 

0104. Although the present invention has been described 
in terms of a preferred embodiment, it is not intended that 
the invention be limited by this embodiment. Modifications 
within the Spirit of the present invention will be apparent to 
those skilled in the art. The Scope of the present invention is 
defined in the claims that follow... . 1. A method for Sharing an application program among a 
plurality of computer Systems, each computer System 
executing an instance of the application program, each 
instance of the application program having application data, 
each computer System having a connection to each other 
computer System, having an object management System for 
Synchronizing the application data, having an input device, 
and having a display on which the application data is 
displayed, the method comprising: 

at each computer System, 
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under control of the instance of the application pro 
gram, 

receiving an action to be performed on the applica 
tion data from a user using the input device; and 

transmitting an action indication indicating the 
received action to the object management System 
at that computer System; 

under control of the object management System at that 
computer System, 

receiving the transmitted action indication from the 
instance of the application program; 

broadcasting the received action indication to each 
object management System at each connected 
computer System; 

performing the action indicated by the received 
action indication on the application data; and 

notifying the instance of the application program that 
the action was performed on the application data; 
and 

under control of the instance of the application pro 
gram, 

receiving the notification from the object manage 
ment System; and 

updating the display based on the application data on 
which the action was performed; and 

at each connected computer System, 
under control of the object management System at 

that computer System, 
receiving the broadcast action indication from the 
other computer System; 
performing the action indicated by the received 
action indication on the application data; and 
notifying the instance of the application program 
at that computer System that the action was per 
formed on the application data; and 

under control of the instance of the application 
program, 
receiving the notification from the object manage 
ment System; and 
updating the display based on the application data 
on which the action was performed. 

2. A method for Sharing an application program among a 
plurality of computer Systems, each computer System 
executing an instance of the application program, each 
instance of the application program having application data, 
each computer System having a connection to each other 
computer System and having an input device, the method 
comprising: 

providing an object management System for updating the 
application data and notifying the instance of the appli 
cation program that the application data was updated; 
and 

under control of the instance of the application program at 
one computer System, 

receiving an action to be performed on the application 
data from a user using the input device; 
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notifying the object management System at that computer 
System of the received action; 

receiving from the object management System a notifica 
tion that the application data was updated with the 
received action; and 

generating a display based on the updated application 
data. 

3. The method of claim 2 wherein after the step of 
notifying the object management System at that computer 
System of the received action, further comprising: 

under control of the object management System, broad 
casting to the object management System at each other 
computer System an action indication indicating the 
received action; 

under control of each other computer System, 
under control of the object management System, 

receiving the broadcast action indication from the 
object management System of the other computer 
System; 

updating the application data based on the action 
indicated by the received action indication; and 

notifying the instance of the application program at 
that computer System that the application data was 
updated; and 

under control of the instance of the application pro 
gram, generating a display based on the updated 
application data. 

4. A method for Sharing an application program among a 
plurality of computer Systems, each computer System 
executing an instance of the application program, each 
instance of the application program having application data, 
each computer System having a connection to each other 
computer System and having an object management System 
for Synchronizing the application data, the method compris 
Ing: 

under control of the object management System at one 
computer System, receiving Sent action indications 
from the instance of the application program at that 
computer System and broadcast action indications from 
object management Systems at each connected com 
puter System; 

updating the application data based on the action indi 
cated by each received action indication; 

notifying the instance of the application program that the 
application data was updated; and 

when the received action indication is received from the 
instance of the application program at that computer 
System, broadcasting the received action indication to 
each object management System at each connected 
computer System. 

5. The method of claim 4 wherein after the step of 
broadcasting the received action indication, further compris 
Ing: 

under control of the object management System at each 
other computer System, 

receiving the broadcast action indication from the other 
object management System; 
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updating the application data based on the action indi 
cated by each received action indication; and 

notifying the instance of the application program that the 
application data was updated. 

6. A method for enabling a new computer System to join 
in Sharing an application program with a plurality of other 
computer Systems, each computer System having a connec 
tion to each other computer System, each computer System 
that is sharing the application program having an instance of 
the application program and having a Synchronized data area 
containing data output by the instance of the application 
program, the method comprising: 

under control of the new computer System, 
broadcasting a join message to the other computer 

Systems indicating that the new computer System is 
to share the application program; 

receiving from each other computer System a node 
identification that identifies that computer System; 

Selecting one of the computer Systems for which a node 
identification has been received; 

Sending a request to the Selected computer System for 
a copy of the data in the Synchronized data area; and 

upon receiving the copy of the data from the Selected 
computer System, generating a display based on the 
received copy of the data So that the new computer 
System joins in the sharing of the application pro 
gram. 

7. The method of claim 6 wherein the step of selecting one 
of the computer Systems Selects a first computer System from 
which the node identification was received. 

8. The method of claim 6 wherein each computer system 
has a queue for maintaining action indications, each action 
indication indicating an action to be performed on the data 
in the Synchronized data area, and wherein after the Step of 
Sending a request, the object management System at the new 
computer System receives action indications from each 
object management System at each other computer System 
and adds each received action indication to the queue and 
wherein after the Step of receiving the copy of the data, the 
object management System at the new computer System 
processes each action indication in the queue. 

9. The method of claim 8 wherein the step of processing 
each action indication in the queue further comprises: 

retrieving an action indication from the queue; 
determining whether to process the action indication; 
when it is determined that the action indication is to be 

processed, processing the action indication; 
when it is determined that the action indication is to be 

processed at a later time, adding the action indication to 
the queue, and 

when it is determined that the action indication is not to 
be processed, discarding the action indication. 

10. A method for Sharing an application program among 
a plurality of computer Systems, the application program 
being a client application program, each computer System 
executing an instance of the client application program, each 
instance of the client application program having application 
data, each computer System having a connection to each 
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other computer System, having an object management Server 
for Synchronizing the application data, and having a Syn 
chronized data area containing the application data, the 
method comprising: 

at each computer System, 
under control of the object management Server, 

receiving Sent action indications from the instance of 
the client application program at that computer 
System and broadcast action indications from each 
object management Server at each other computer 
System, the action indications indicating actions to 
be performed on the data, 

determining whether to proceSS each received action 
indication; 

after determining whether to proceSS each received 
action indication, 

when it is determined that an action indication is to 
be processed, 
processing the action indication; and 
notifying the instance of the client application 
program that the application data was updated 
with the action indication; 

when it is determined that the action indication is to 
be processed at a later time, processing the action 
indication at a later time; and 

when it is determined that the action indication is not 
to be processed, discarding the action indication; 
and 

when the received action indication was received 
from the instance of the client application program 
at that computer System, broadcasting the action 
indication to the other computer Systems. 

11. The method of claim 10 wherein after the step of 
notifying the instance of the client application program that 
the application data was updated with the action indication, 
under control of the instance of the client application pro 
gram, generating a display based upon the updated applica 
tion data. 

12. A method for Sharing an application program among 
a plurality of computer Systems. Such that any one of the 
computer Systems can Stop sharing the application program 
without affecting the other computer Systems, each com 
puter System executing an instance of the application pro 
gram, each instance of the application program having 
application data, each computer System having a connection 
to each other computer System and having an object man 
agement System for Synchronizing the application data, the 
method comprising: 

under control of one of the computer Systems, 
under control of the object management System, broad 

casting an action indication to each of the other 
computer Systems, the action indication indicating an 
action to be performed on the application data; 

under control of each of the other computer Systems, 
under control of the object management System, 

receiving the broadcast action indication from the 
object management System at the connected com 
puter System; 
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updating the application data based on the action 
indicated by the received action indication; and 

notifying the instance of the application program at 
that computer System that the application data was 
updated; 

under control of the instance of the application pro 
gram, 

receiving the notification from the object management 
System; and 
updating a display based on the updated application 

data; and 
under control of the connected computer System, ceas 

ing to share the application program, whereby the 
display at each of the other computer Systems 
remains updated based on the updated application 
data. 

13. The method of claim 12 wherein after the step of 
ceasing to share the application program, each other com 
puter System continues to share the application program 
using the updated application data. 

14. A method for maintaining a consistent Z-ordering for 
objects displayed when sharing an application program 
among a plurality of computer Systems, each computer 
System executing an instance of the application program, 
each computer System having a connection to each other 
computer System, having a unique identification, and having 
an object management System, the method comprising: 

under control of the object management System at each 
computer System, 

when the instance of the application program requests 
that a new object be displayed, 
assigning a Sequence number to the new object based 

on a last Sequence number of an object that was 
last displayed at the computer System; and 

broadcasting to each other computer System an indi 
cation of the object, the assigned Sequence num 
ber, and the unique identification of that computer 
System; and 

upon receiving the broadcast, under control of the 
object management System at each other computer 
System, 

when an object that has already been displayed has 
the Same Sequence number as the received 
Sequence number, Setting the Z-order of the 
received object relative to the Z-order of the dis 
played object with the same Sequence number 
based on the received unique identification of the 
computer System that broadcast the received 
object; and 

when no object that has already been displayed has 
the Same Sequence number as the received 
Sequence number, Setting the Z-order of the 
received object based on the received Sequence 
number So that each computer System can main 
tain a consistent Z-ordering. 

15. The method of claim 14 wherein the received object 
has a region identifier indicating the placement of the object 
in a front region, middle region, or back region and wherein 
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the Steps of Setting the Z-order Set the Z-order based upon the 
region specified by the region identifier. 

16. A method for Sharing application data among a 
plurality of application programs at multiple computer SyS 
tems, each application program having application data, 
each computer System having a connection to each other 
computer System and having an input device, the method 
comprising: 

providing an object management System for updating the 
application data and notifying the application programs 
that the application data was updated; and 

under control of an application program at one computer 
System, 

receiving an action to be performed on the application 
data from a user using the input device; and 

notifying the object management System at that com 
puter System of the received action; and 

under control of each application program at that com 
puter System, 

receiving from the object management System a noti 
fication that the application data was updated with 
the received action; and 

processing the received notification. 
17. The method of claim 16 wherein the step of processing 

the received notification further comprises generating a 
display based upon the updated application data. 

18. The method of claim 16 wherein after the step of 
notifying the object management System at that computer 
System of the received action, further comprising: 

under control of the object management System at that 
computer System, 

receiving from the application program a notification of 
the received action; 

updating the application data based on the received 
action; and 

broadcasting the notification of the received action to 
each object management System at each other com 
puter System; 

under control of each object management System at each 
other computer System, 

receiving the broadcast notification of the received 
action; 

updating the application data based on the received 
broadcast notification of the received action; and 

notifying the application programs at that computer 
System that the application data was updated; and 

under control of each application program at each other 
computer System, processing the received notification. 

19. A method for Sharing application data among a 
plurality of application programs at multiple computer SyS 
tems, each application program having application data 
Stored in a Synchronized data area corresponding to that 
application program, each computer System executing an 
instance of each application program, each computer System 
having a connection to each other computer System and 
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having an object management System for Synchronizing the 
application data, the method comprising: 

under control of the object management System at one 
computer System, 

receiving Sent action indications from the instances of 
the application programs at that computer System 
and broadcast action indications from object man 
agement Systems at each connected computer Sys 
tem, 

for each received action indication, 
updating the application data in the Synchronized 

data area corresponding to the instance of the 
application program from which the action indi 
cation originated based on the action indicated by 
the received action indication; 

notifying the instance of the application program 
corresponding to the updated Synchronized data 
area at that computer System that the application 
data was updated; and 

when the received action indication originated from 
the instance of the application program at that 
computer System, broadcasting the received action 
indication to each object management System at 
each connected computer System. 

20. The method of claim 19 wherein after the step of 
broadcasting the received action indication, further compris 
Ing: 

under control of the object management System at each 
other computer System, 

receiving the broadcast action indication from the other 
object management System; 

updating the application data in the Synchronized data 
area corresponding to the instance of the application 
program from which the action indication originated 
based on the action indicated by each received action 
indication; and 

notifying the instance of the application program cor 
responding to the updated Synchronized data area at 
that computer System that the application data was 
updated. 

21. The method of claim 19 wherein after the step of 
notifying the instance of the application program, further 
comprising: 

under control of the instance of the application program, 
receiving a notification from the object management 

System that the application data has been updated; 
and 

processing the received notification. 
22. A System for managing application data for an appli 

cation program shared among a plurality of computer Sys 
tems, each computer System executing an instance of the 
application program, each computer System having a con 
nection to each other computer System and having an input 
device, the System comprising: 

under control of the instance of the application program at 
one computer System, 
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receiving local actions to be performed on the appli 
cation data from a user using the input device and 
receiving remote actions from an instance of the 
application program executing at another computer 
System; 

updating the application data based on the received 
actions, and 

when a local action is received, broadcasting the local 
action to the other instance of the application pro 
gram at the other computer System, wherein the other 
computer System receives the broadcast local action 
as a remote action. 

23. The system of claim 22, further comprising: 
under control of each instance of the application program 

at each other computer System, 
receiving the broadcast action from the other applica 

tion program; and 
updating the application data at that computer System 

based on the received action. 
24. The method of claim 22 wherein after the updating of 

the application databased on the action, generating a display 
based on the updated application data. 

25. A method for enabling a new computer System to join 
in Sharing application data for an application program shared 
among a plurality of other computer Systems, each computer 
System having a connection to each other computer System, 
each computer System that is sharing the application pro 
gram having an instance of the application program and 
having a Synchronized data area containing data output by 
the instance of the application program, the method com 
prising: 

under control of the instance of the application program at 
the new computer System, 
broadcasting a join message to each instance of the 

application program at each other computer System 
indicating that the new computer System is to share 
the application program; 

receiving from each other instance of the application 
program at each other computer System a node 
identification that identifies that computer System; 

Selecting one of the computer Systems for which a node 
identification has been received; 

Sending a request to the instance of the application 
program at the Selected computer System for a copy 
of the data in the Synchronized data area; and 

upon receiving the copy of the data from the instance 
of the application program at the Selected computer 
System, generating a display based on the received 
copy of the data So that the new computer System 
joins in the Sharing of the application program. 

26. The method of claim 25 wherein the selecting of one 
of the computer Systems Selects a first computer System from 
which the node identification was received. 

27. The method of claim 25 wherein each computer 
System has a queue for maintaining actions to be performed 
on the data in the Synchronized data area, and wherein after 
Sending a request, the instance of the application program at 
the new computer System receives actions from each 
instance of the application program at each other computer 
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System and adds each received action to the queue and 
wherein after receiving the copy of the data, the instance of 
the application program at the new computer System pro 
ceSSes each action in the queue. 

28. A System for Sharing an application program among a 
plurality of computer Systems, each computer System having 
a connection to each other computer System, the System 
comprising: 

an object management System at one computer System for 
updating data output by an instance of the application 
program at that computer System and notifying the 
instance of the application program that the data was 
updated; and 

an instance of the application program at that computer 
System for: 
generating an action to be performed on the data; 
Sending an action indication to the object management 

System indicating the generated action; 
receiving a notification from the object management 

System that the data was updated with the action 
indicated by the Sent action indication; and 

generating a display based on the updated data. 
29. The system of claim 28, further comprising: 
an object management System at each other computer 

System for: 

receiving the broadcast action indication from the 
object management System at the other computer 
System; 

updating data at that computer System based on the 
action indicated by the received action indication; 
and 

notifying an instance of the application program at that 
computer System that the data was updated; and 

an instance of the application program at each other 
computer System for: 
receiving the notification from the object management 

System at that computer System; and 
generating a display based on the updated data. 

30. A System for managing application data for an appli 
cation program shared among a plurality of computer Sys 
tems, each computer System having a connection to each 
other computer System and having an input device, the 
System comprising: 

an object management System at each computer System 
for: 

receiving action indications from an instance of the 
application program executing at that computer Sys 
tem and from each object management System at 
each other computer System, the action indications 
indicating actions to be performed on the application 
data; 

updating the application databased on the action indi 
cated by each received action indication; 

notifying the instance of the application program that 
the application data was updated; and 
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when a received action indication is received from the 
instance of the application program at that computer 
System, broadcasting the action indication to each 
object management System at each other computer 
System. 

31. The system of claim 30, further comprising: 
an object management System at each other computer 

System for: 
receiving the broadcast action indication from the other 

object management System; 
updating the application data at that computer System 

based on the action indicated by each received action 
indication; and 

notifying the instance of the application program at that 
computer System that the application data was 
updated. 

32. A System for enabling a new computer System to join 
in Sharing an application program with a plurality of other 
computer Systems, each computer System having a connec 
tion to each other computer System, each computer System 
that is sharing the application program having an instance of 
the application program and having a Synchronized data area 
containing data output by the instance of the application 
program, the System comprising: 

at the new computer System, an object management 
System for: 
transmitting a join message to the other computer 

Systems, indicating that the new computer System is 
to share the application program; 

receiving from each other computer System a node 
identification that identifies that computer System; 

Selecting one of the computer Systems from which a 
node identification has been received; 

Sending a request to the Selected computer System for 
a copy of the data in the Synchronized data area; and 

receiving a copy of the data from the Selected computer 
System; and 

an instance of the application program at the new com 
puter System for generating a display based on the 
received copy of the data So that the new computer 
System joins in the Sharing of the application program. 

33. The system of claim 32, further comprising: 
a queue for maintaining action indications, each action 

indication indicating an action to be performed on the 
data in the Synchronized data area; and 

the object management System at the new computer 
System for: 
receiving action indications from each object manage 
ment System at each other computer System; 

adding each received action indication to the queue; 
and 

processing each action indication in the queue. 
34. A computer-readable Storage medium containing com 

puter instructions that cause a computer System to: 
receive at an instance of an application program an action 

to be performed on application data; 
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Send an action indication to an object management System 
indicating the received action, the object management 
System for updating the application data and notifying 
the instance of the application program that the appli 
cation data was updated; 

receive a notification from the object management System 
that the application data was updated with the action 
indicated by the Sent action indication; and 

generate a display based on the updated application data. 
35. The computer-readable storage medium of claim 34 

wherein the instructions cause the computer System to 
receive a notification from the object management System 
that the application data was updated with an action indi 
cated by an action indication received from a connected 
computer System. 

36. A computer-readable Storage medium containing com 
puter instructions that cause a computer System to: 

receive Sent action indications from an instance of an 
application program at that computer System and 
broadcast action indications from object management 
Systems at connected computer Systems, each con 
nected computer System having an instance of the 
application program, each instance of the application 
program having application data, each action indication 
indicating an action to be performed on the application 
data; 

update the application databased on the action indicated 
by each received action indication; 

notify the instance of the application program that the 
application data was updated; and 

broadcast the received action indication to each object 
management System at each connected computer Sys 
tem when the received action indication is received 
from the instance of the application program at that 
computer System. 

37. The computer-readable storage medium of claim 36 
wherein the instructions cause the computer System to 
generate a display based upon the updated application data. 

38. A computer-readable Storage medium containing com 
puter instructions that cause a computer System to: 

broadcast a join message to a plurality of connected 
computer Systems, the join message indicating that the 
computer System is to share an application program 
with the other computer Systems, each computer Sys 
tem having an instance of the application program, the 
output of the instance of the application program being 
contained in a Synchronized data area; 

receive a node identification from each other computer 
System that identifies that computer System; 

Select one of the computer Systems for which a node 
identification has been received; 

Send a request to the Selected computer System requesting 
a copy of the data in the Synchronized data area; 

receive the requested data from the Selected computer 
System; and 

generate a display based on the received copy of the data 
So that the new computer System joins in the sharing of 
the application program. 
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39. The computer-readable storage medium of claim 38 is shared among a plurality of computer Systems, the 
wherein the instructions cause the computer System to Select Synchronized data area containing data output by the 
a first computer System from which the node identification corresponding application program; and 
is received. 

40. A computer-readable Storage medium containing a a control Section for identifying each Synchronized data 
data Structure, comprising: C. 

a plurality of Synchronized data areas, each Synchronized 
data area corresponding to an application program that k . . . . 


