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TARGETED CONTENT BROADCAST AND RECEPTION SYSTEM 

Cross Reference to Related Application 

[0001] The present application claims priority to and incorporates by reference, in its 

entirety, United States Provisional Patent application serial number 60/498,575, which is 

entitled "Distributed Message Management System" and was filed on August 29, 2003 in the 

name of inventor Waiman Lam, et al.  

Field of Invention 

[0002] The present invention relates to the broadcast and reception of targeted content. The 

targeted content can be targeted to a single client or a group of clients.  

Background of the Invention 

[00031 Targeted programming allows broadcasters to broadcast content to specific users. It 

can be used for a variety of purposes including conditioning access to certain channels, 

targeted advertising, and providing enhanced and interactive programming to users.  

[0004] An example of a targeted programming system is a conditional access (CA) system.  

In a typical conditional access system, every user's set-top-box (STB) receives and 

conceivably views whatever is broadcast. Limitation of availability to select authorized 

individuals or groups is typically provided by CA mechanisms that restrict the availability of 

broadcast data to authorized users. An example of a CA mechanism is described in U.S.  

Patent No. 6,157,719 to Anthony Wasilewski, et al. However, CA systems generally require 

additional hardware and are not particularly well-suited for targeting a variety of different 

types of content to users. For instance, while CA systems can send conditional access to 

programming, they are generally unable to send applications or updates to individual users.  

Further, the programming is typically targeted to a single STB ID and there is usually no way 

for a group of STB to be programmed simultaneously.  
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[00051 Accordingly, a need exists for a more flexible system that can send a variety of 

targeted content. A need also exists for a system with that can send targeted content groups 

of individual users simultaneously.  

Summary of the Invention 

[0014] This invention relates to methods and systems for the broadcast and reception of 

targeted content. The targeted content can be targeted to a single client or a group of clients.  

[0015] One embodiment is a method for distributing content to targeted clients in a broadcast 

stream. The method includes determining an action handler for processing targeted content.  

The method also include preparing a packet that includes content, a client identifier that 

identifies one or more targeted clients, and an identification of a content type and distributing 

the packeted content in a broadcast stream to a plurality of client systems.  

[0016] Preferably, the client identifier identifies a single client system or a group of client 

systems. Preferably, the client identifier is a bitmap address that identifies a plurality of 

client systems. Preferably, the action handler populates a database on a client system or runs 

an application. A favored application is a message application that displays a message on a 

client system. Preferably, the content.type is a multi-layer identifier. Preferably, the 

packeted content is distributed at a predetermined rate.  

[0017] Another embodiment is a method for receiving targeted content in a broadcast stream.  

The method includes receiving at a client receiver a broadcast stream that includes packeted 

content. The packeted content includes content, a client identifier for identifying one or more 

client systems that are targeted for the content, and an identification of a content type. The 

method also includes determining whether the client receiver is targeted for the content and 

determining an action handler for processing the content according to the identified content 

type.  
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[0018] Preferably, the receiver determines which action handler is used to process the content 

by comparing the content type to a list of client types in the receiver. Preferably, the 

packeted content comprises an updated list of client identifiers for the receiver. Preferably, 

the receiver determines whether the client receiver is targeted for the content by comparing 

the client identifier in a packet to a list of client identifiers in the receiver. Preferably, the 

packeted content comprises an updated list of client identifiers.  

[0019] Yet another embodiment is a method of distributing third party content to targeted 

clients. The method includes obtaining from a third party content and an identification of 

clients that are targeted for the content and determining a client receiver identification using 

the identification of clients that are targeted for the content. The client receiver identification 

can be used by a client receiver to determine if the client is targeted for the content. The 

method also includes packeting the content with client receiver identification and distributing 

the packeted content in a broadcast stream.  

[0020] Another embodiment is a method of distributing content to targeted clients. The 

method includes obtaining content and a client identifier that identifies one or more targeted 

clients, preparing a packet comprising the content, client identifier and a targeted packet 

identifier and distributing the packet in a broadcast stream a plurality of times. The rate of 

distribution or the number of times a packet is distributed is determined according to a 

priority of the packet.  

[0021] Yet another embodiment is a receiving system for receiving targeted content in a 

broadcast stream. The receiving system includes a targeted content receiving layer capable of 

receiving packeted content and filtering the content to determine whether the receiver is a 

target for the content; and an application layer for receiving content from the targeted content 

receiving layer when the receiver is a target for the content.  
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[00221 Another embodiment is a computer readable medium containing program instructions 

that are executable to receive packeted content that includes a client identifier for identifying 

one or more clients that are targeted for the content, and identification of a content type. The 

programming instructions are also executable to determine whether a client receiver is 

targeted for the content and process the content according to the identified content type.  

[0023] Another embodiment is a targeted content system that includes a content provider and 

a targeted content server that receives content from the content provider. The content 

provider provides content that is to be targeted to one or more specific client and the content 

provider packets the content with a client identifier that identifies one or more targeted 

clients, and an identification of a content type.  

[0024] Another embodiment is a targeted content system that includes a targeted content 

server and a queuing system. The targeted content server packets the content with a client 

identifier that identifies one or more targeted clients, and an identification of a content type 

and queuing system accepts the packeted content and inserts the packeted content into a 

broadcast stream.  

Brief Description of the Drawings 

[0025] The invention will be better understood by reference to the Detailed Description of 

the Invention when taken together with the attached Figures, wherein: 

[0026] FIG. 1 is an overview of one embodiment of the targeted content system; 

[0027] FIG. 2 is an example of one embodiment of the targeted content server system; and 

[0028] FIG. 3 is a flowchart of the basic operation of the targeted content extension.  

Detailed Description of the Invention 

[0029] Described are methods and systems for distributing and receiving targeted content in a 

broadcast stream. In addition, packets useful in distributing the content in a broadcast stream 

are described.  
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[00301 There are many scenarios where applications or services, content providers or 

merchants, commercial third parties and network operators desire to send content to a client 

system. Such content can include notifications of an event or change of status. Examples 

include: new Email or Instant Message received alerts; targeted or requested News or 

Information updates (Stock updates, Scores or Breaking News, etc.); reminders or prompts to 

view a broadcast and targeted advertisements.  

[00211 The targeted content system allows content to be sent to client receivers through a 

broadcast medium that does not require the receiver to have a backchannel. Further, it allows 

for the receiver to directly communicate back to the broadcaster, and does not need to be 

dependent on which channel the client is viewing. The system can broadcast content to 

individuals or groups without disrupting the current broadcast content or causing the user to 

(immediately) tune away from what he is viewing. The system can also be used to manage 

the configuration of receivers in a network.  

[0022] Fig. 1 shows one embodiment of the targeted content system. In Fig. 1, a targeted 

content server 100 is configured to receive content from one or more content providers 102.  

The content providers 102 can be connected to the targeted content server, for example, by 

use of an Internet, Ethernet or any other transmission means or network known in the art 104.  

An Internet connection 104 allows content providers 102 to be situated away from the 

targeted content server 100. This configuration can be useful, for example, for configurations 

in which the content provider 102 is a third party who wishes to use the targeted message 

system to distribute content to clients 120.  

[00231 Alternatively, content provider 102 may be local to the targeted content server 100, or 

the targeted content server may generate targeted content on its own without a targeted 

content provider.  
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[0024] Once the targeted content server 100 receives the content from content provider 102, 

the targeted content server 100 identifies clients 120 that should receive the targeted content.  

This determination can be made by either the targeted content provider 102 or the targeted 

content server 100. Targeted clients can include, for example, an individual set-top box 110, 

all set-top boxes in a household, all clients in a certain area or with certain characteristics, or 

even all clients of a broadcast system 108.  

[0025] The content and the identification of clients that should receive the targeted content 

are packaged into data packets together and sent to queuing system 106. Queuing system 106 

determines the data rate that the packeted content should be sent to targeted client 120. The 

rate that the packeted content is sent can depend on any number of choices including the 

priority of content, the date and time of the content amongst other things. The queuing 

system 106 then sends the packeted content to broadcast system 108, which distributes the 

packeted content to clients using a broadcast signal. Preferred broadcast systems 108 can 

include cable, satellite, terrestrial, Internet, telephone systems or any other conventional 

broadcast system. The broadcast signal can be analog or digital. For capacity reasons, 

preferably the broadcast signal is digital. Preferably, the broadcast system 108 distributes the 

packeted content concurrently with normally scheduled programming. Alternatively, it could 

be sent at other times.  

[0026] The targeted client system 120 can be any system configured to receive a broadcast 

signal. In Fig. 1, client system 120 is a television system. Client systems may include wired 

and wireless PC devices, digital televisions, analog televisions, PDAs, web tablets, digital 

radios, analog radios, cell phones, and any combination of the foregoing devices.  

[00271 In Fig. 1, client system 120 includes set-top box 110 and television 118 connected to 

set-top box 110. Set-top box 110 includes software and hardware 112, 114 and 116 for 

receiving and implementing the packeted content. Set-top box 110 receives the broadcast 
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signal from broadcast system 118 and demodulates, decompresses and/or decodes according 

to processes well know in the art.  

[0028] Middleware 112 in set-top box 110 is connected to targeted content extension 114 and 

allows targeted content extension 114 to communicate with the rest of the client system 120.  

Middleware is software that manages the communication between different applications in 

the receiver. The middleware allows the same applications to be run on different receivers 

having different computing platforms. Targeted content extension 114 receives targeted 

content packets and determines whether the client system 120 is a target of the targeted 

content. Targeted content extension 114 is able to determine which packets are meant for the 

client system by looking for specific client identifiers in the targeted content. If the targeted 

content extension 114 determines that the targeted content is meant for client system 120, the 

targeted content extension 114 takes steps to implement the targeted content. The targeted 

content can include a wide variety of data including updates to client system 120, 

configuration data, tables, messages and programs for client system 120.  

[0029] Application 116 is linked to targeted content extension 114. Targeted content 

extension 114 can pass off targeted content meant for client system 120 for implementation.  

In Fig. 1, the targeted content is a message to client system 120. Application 116 in this 

example is a pop-up message application that displays pop-up 124 containing the targeted 

content over regularly scheduled programming 122 television 118. The regularly scheduled 

programming is preferably received concurrently with the targeted content.  

Targeted Content Server System 

[0030] The targeted content server system includes all components for preparing a targeted 

content packet and broadcasting the targeted content to one or more client systems. The 

targeted content server system can include a content provider application, for receiving 

content from a content provider, a targeted content server for preparing the targeted content 
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packet; and a queuing system for distributing the targeted content at predetermined times in a 

broadcast stream.  

[00311 Fig. 2 shows one embodiment of a targeted content server system. In Fig. 2, a 

targeted content server 204 is connected to one or more content provider applications 202 that 

provide content to be distributed to one or more client systems. Targeted content server 204 

packets this content with such information as a client identifier, a targeted packet identifier 

and a content identifier. Administrative tools 208 can be used to update the targeted content 

server 204 and to generate content such as system messages and data to be distributed to 

client systems. Queuing system 206 accepts the targeted content packets and preferably 

inserts them at predetermined times into a broadcast stream that is received by a plurality of 

client systems. The targeted content server system can assign a quality of service (QOS) to 

each targeted packet. The quality of service defines the repetition rate (the number of times 

the packet is sent per unit of time) of the packet. The quality of service of the packet can be 

varied according to the importance of the packet.  

[0032] The targeted content server 204 generates the targeted content packets. The packet 

content can be received from a content provider application 202 or generated by the content 

server 204 itself. During the packet generation process, the targeted content server 204 can 

access a databases 210 to determine client identifiers to address the packet to specific client 

systems.  

[0033] The targeted content server 204 can include a single processor or multiple processing 

elements. The term processing element may refer to (1) a process running on a particular 

piece, or across particular pieces, of processing hardware, (2) a particular piece of processing 

hardware, or either (1) or (2) as the context allows. Each processing element can be 

supported via a standard general purpose processor such as an Intel-compatible processor 

platform preferably using at least one PENTIUM III, PENTIUM IV or CELERON, 

8



WO 2005/022344 PCT/US2004/027944 

PENTIUM, XEON, ITANIUM (Intel Corp., Santa Clara, CA) class processor; alternative 

processors such as MIPS (MIPS Technologies, Mountain View, CA) or UltraSPARC (Sun 

Microsystems, Palo Alto, CA) could be used in other embodiments, as well as other 

microprocessors which are well known in the art. The server processor can include one or 

more field programmable gate arrays (FPGAs) and/or application specific integrated circuits 

(ASICs) configured to perform at least a portion of the functionality according to the present 

invention. In other embodiments, an embedded microprocessor can be used such as, but not 

limited to, an ARM (ARM, Carlsbad, CA) processor core.  

[0034] In some embodiments, the system processor can include a combination of general 

purpose processors, ASICs and/or FPGAs. In some embodiments functionality can be 

distributed across multiple processing elements. In some such embodiments, aspects of the 

functionality or portions thereof may be executed in series or in parallel; particular 

functionality or portions thereof executed a multiplicity of times may also occur in series or 

parallel.  

[0035] In a system processor including at least one general purpose processor, the general 

purpose processor typically runs an appropriate operating system such as, but not limited to, 

WINDOWS/NT, WINDOWS 2000 or WINDOWS/XP (Microsoft, Redmond, WA), IRIX 

(Silicon Graphics, Mountain View, CA), Solaris SOLARIS (Sun Microsystems, Palo Alto, 

CA), or LINUX (or other UNIX variant). This component runs preferably on Windows 

2000.  

[0036] The targeted content server can include authorization module 212. Authorization 

module 212 provides access to content provider applications 202 and contains information 

such as passwords and content identifiers for indicating which action handlers (the module in 

the client system that processes the content) should be used by the client system to process 

the content. It also provides the content categories with content from the provider. Targeted 
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content server 204 can use this information to limit access to provider applications (for 

example certain providers may have access to send content to only specific client systems), 

determine the quality of service (how often the content should be sent in the broadcast 

stream) using queuing system 206 and determine how to label incoming packets with the 

appropriate content identifiers.  

[0037] Once a message is received from a content provider application 202, the targeted 

content server can look up the client identifiers that should be assigned to the content using 

address resolution module 214. A content provider application 202 can provide content with 

a provider content identifier. For example, an email application may provide a client's email 

address to identify a client. The targeted content server can then use address resolution 

module 214 to determine the client identifier to be used to deliver the content to the correct 

client system. If the identifiers can be found, the process continues, otherwise an error can be 

returned to the content provider application 202. The address resolution module 214 can also 

verify whether the application has permission to send content to the client system, which 

prevents spanming.  

[0038] By allowing a content provider application to refer to a client using their own 

identifier the system allows the targeted content server 204 to integrate more easily with 

content provider applications 202.  

[00391 Once the content identifiers and client identifiers are determined, targeted content 

server 204 prepares a targeted content packet that contains all relevant information about the 

message at 216. The packet can contain, for example, a client identifier, a content 

identification, an expiration date, etc.  

[0040] After the packet is prepared at 216, the targeted content server 204 then assigns the 

message(s) to an appropriate quality of service (QOS) at 218. QOS describes how the 

queuing system 206 should handle the message including the repetition rate used to send the 
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content. A packet with a high quality of service is preferably sent at a higher repetition rate 

than packets with a lower quality of service. The quality of service can change over time.  

For example, the repetition rate can decrease over time.  

[0041] Preferably, information about the content is logged at 220. Content information can 

include when the content was received, when the content expires and the size of the content.  

The parameters can also include when the content was removed, the number of times the 

content was sent, etc. This data can be used for a variety of purposes including billing and 

auditing purposes.  

[0042] Once the message has been delivered to the queuing system 206, the targeted content 

server 204 can return a request identification and output message count (number of generated 

messages) to the content provider application 202 at 222. The content provider application 

222 can use the request identification to cancel the messages at a later time.  

[0043] A message can be removed from the system either when the message's lifetime has 

expired or when the targeted content server 204 receives a cancel command from content 

provider application 202.  

[0044] The queuing system 206 manages and plays a carousel containing all the targeted 

content packets. A carousel is an ordered list of targeted content packets. Upon receiving the 

calls from the targeted content server 204, the queuing system 206 creates the appropriate 

queue nodes 224 for each targeted content packet.  

[0045] Each queue node 224 inserts the targeted content packet into a broadcast stream 

according to its QOS. The QOS can include the following parameters: output bit rate (how 

much bandwidth in the broadcast stream the targeted content packet is allocated), message 

lifetime (the length of time the targeted content packet should be broadcasted) and the 

repetition rate (how often the packet should be sent).  
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[0046] The repetition rate of a targeted content packet can be constant for a period of time or 

variable. For example, a message may be sent twenty times during the first hour, ten times 

during the second hour and none during the third hour. It can be recognized that any 

variation in repetition rate can be obtained.  

[0047] Different repetition rates can be obtained with different queue nodes. For example, a 

certain queue may be configured to send a targeted content packet X number of times. To 

decrease the number of times the content is sent, the content moves to the next queue that has 

a lower repeated rate. The content can stay in the last queue until its lifetime expires.  

[00481 Preferably, the queue nodes 224 package content with the same client identifiers 

together to reduce the number of messages being sent.  

[0049] The nodes can insert the targeted content packets into a variety of broadcast streams 

226 using any number of different formats. For example, the targeted content packets can be 

formatted into MPEG-2 private sections and MPEG-2 transport packets. MPEG compression 

is a set of methods for compression and decompression of full motion video images that uses 

interframe and intraframe compression techniques.  

[0050] Multiple private sections can be packed together within a transport packet to further 

reduce the bandwidth usage. Null packets will be sent to fulfill the output bandwidth 

requirement if the system is underflow. It will also be recognized that the packets can be 

broadcast using a number of other digital and analog formats. For example, the packets could 

be inserted into the vertical blanking interval (VBI) of an analog broadcast stream, the 

horizontal blanking interval, secondary audio channels, SAP, etc.  

[0051] Administration Tool 208 allows a network operator to configure and monitor the 

targeted content server system 200. Further, provides the capability to create and provide 

network and system content to client systems. For example, a network operator can use 
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targeted content system 200 to send targeted messages to clie11t systems, configure tables in 

the client system and send content for obtaining applications.  

[0052] System configuration tables are used by client systems to determine how to handle 

incoming targeted content packets (For example, which type of action handler to use for a 

given content). The tables can be broadcast continuously with a broadcast identifier to all 

receivers or targeted to individual receivers (for example, a table containing the client 

identifiers for a particular receiver may be broadcast to a single receiver).  

Targeted Packet 

[00531 Targeted packet refers to a collection of related data. Targeted packets are preferably 

transmitted together or in a serial fashion on a broadcast stream 

[0054] The packet preferably includes a client identifier. The client identifiers can identify, 

for example, a single receiver, a single user signed into the receiver, a set of receivers in a 

household, a group of receivers or even all receivers capable of receiving and processing the 

broadcast packets.  

[0055] For example, the client identifier may be unique to a specific client system.  

Identifiers of this type may include an identifier unique to a receiver (such as a set top box), 

an identifier that is unique to a smart card within the receiver, or a client's account number 

programmed into the receiver. This type of identifier can be attached to content that is meant 

only for a specific client system.  

[0056] Multiple receivers can be set to belong to a single group. An example of a group 

client identifier is a zip code. Once a receiver is registered by including the group identifier 

for a specific zip code in a filter in the receiver, the receiver can receive all content addressed 

to that zip code. Other examples of a group identifier include users of a certain demographic, 

users who desire certain information content (for example, stock or sports news) and a wide 

variety of other groups that can include one or more users and/or receivers. A group client 
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identifier allows a single message to be sent to all receivers belonging to the same group.  

This type of addressing saves bandwidth compared to individual addressing. It also has the 

effect of improving the real-time behavior by reducing the latency between the time a new 

message enters the system and the time it is sent over the air.  

[0057] Bitmap addressing can also be used as a group identifier. For example, the last 8 bits 

of an individual receiver address can be ignored and replaced with a 256 bit bitmap (32 

bytes). Receivers are then addressed when their individual bit in the bitmap is set. This 

addressing mode allows up to 256 receivers to be addressed with a single message, and is 

more efficient than individual messages.  

[0058] The targeted content extension can also look for broadcast addressing in which no 

address is used, as a single message that is sent to all receivers.  

[0059] The client identifier can be any length. In addition, the length of the client identifier 

may be adjustable. The actual client identifier length could be a separate field in the packet 

or part of the content of a single packet. In this manner, if a network does not use all bytes 

set aside for the client identifier it can reduce the length of the client identifier number by 

notifying the targeted content extension of the actual client identifier length. Reducing the 

size of the client identifier can increase system performance by decreasing the filtering time 

at the receiver. Increasing the size of this field increases the number of different content 

packets that can be identified concurrently.  

[00601 Preferably, the packet includes a targeted packet identifier that identifies the packet.  

All packets with this ideiitifier will contain the same targeted packet identifiers. The targeted 

packet identifier allows a receiver to determine if the content has already been received and 

processed, preventing duplication.  

[0061] The packet preferably also includes a multi-layer content type identifier. In one 

embodiment, the content type identifier is divided into a main category and a subcategory 
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content identifier. Main content type identifiers can include, for example whether the content 

is system content, network content or application content.  

[0062] System content can include, for example, content for populating and updating tables 

and data relating to the client system. This content may be used by the system for updating 

which client identifiers should be accepted, which action handler should be used to process a 

certain type of content, updates to software within the system etc. Network content can 

include, for example, program related content related to programming schedules and which 

networks the client is authorized to view. Application content can relate to content that is 

used to run a program on the client's system. An example of this type of content can include, 

for example, messages to be sent and viewed on a client's system.  

[0063] The subcategories can more specifically detail the contents of the packet. For 

example, what type of table is included, a message type etc. Together the main and sub

content type can be used by the targeted content extension to determine which type of action 

handler should be used to process the content.  

[0064] In addition, preferably the expiration date of the content packet is included in the 

packet. The expiration date also prevents the continual processing of the same packet 

repeatedly. For example, a packet with an expiration date of 20 minutes will indicate to the 

receiver that the packet once it is processed should not be processed again for 20 minutes.  

The receiver will ignore messages with the same targeted packet identifier. If the content is a 

message, the expiration date can be used to prevent the client system from displaying the 

message continually. Instead, the message will only be once in this 20 minutes.  

[0065] The data packet can also include information for returning a content received message 

back to the sender. This field could include an internet address or other identifier to be used 

to contact the sender so that the sender will cease sending the message to the client. This 
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field can be used if the client system includes a backchannel that allows communication back 

to the content sender.  

[00661 Finally, a private data field can also be included. The private data field can include 

any other information, such as more specific parameters for handling the message.  

Content 

[0067] The content can comprise a wide variety of data. Some preferred data types include 

table content, message content and application content. Application content can include 

messages.  

[0068] Table content is content that is sent to a client system or a group of client systems to 

populate a table or other data store in the client receiver. Examples of table content can 

include one or more client identifiers that are to be used to populate a list within a client 

receiver. For example, a client receiver may include a preset receiver client identifier. A data 

packet containing this receiver client identifier can be sent to the receiver with a table of 

additional client identifiers that the receiver should accept. The data or tables can also be 

used to configure a variety of programs within the receiver or a client system attached to the 

receiver.  

[0069] Message content is content that includes messages, notification, or alerts that are sent 

to a user of a client system. Preferred messages can include new email or instant message 

received alerts; targeted or requested news or information updates (stock updates, scores or 

breaking news, etc.), reminders or prompts to view a broadcast and targeted advertising 

messages. This type of content may utilize one or more programs within the receiver to 

display the messages to the viewer.  

[0070] Download application content is content that includes information for obtaining a 

program that is to be utilized by the receiver. This content may include information on how 
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the client system can download the application (for example by using an internet connection) 

or the content may even include the program.  

Receiver 

[0071] The receiver is capable of receiving a broadcast signal. A preferred receiver is 

capable of receiving a digital or analog television signal. The receiver may also include, but 

does not require, a backchannel. A backchannel is a communications pathway in which the 

receiver is able to send information to other systems outside the client system. Such a 

pathway may include a standard POTS (plain old telephone system) phone line and 

associated modems. The backchannel may also include a coaxial cable, fiber optic cable, 

DSL (Digital Subscriber Line), ATM (Asynchronous Transfer Mode) or other 

communication lines both wired and wireless.  

Targeted Content Extension 

[0072] The targeted content extension listens for packeted content in a broadcast signal 

received by the receiver. Preferably, the targeted content extension listens to all channels of 

the broadcast, so that no matter what the end user is viewing or listening to, a packet can be 

identified and processed as soon as possible. The targeted content extension filters the 

packeted content to determine whether the packeted content is content that is targeted for the 

client system and, therefore, needs to be further processed. The filtering can be hardware 

filtering (for example a filter can be in the demultiplexer hardware), software, or both. This 

filtering preferably can be turned off if the client system user does not wish to obtain any 

targeted content.  

[0073] Preferably, the targeted content extension includes a table or other data structure that 

includes all client identifiers assigned to the client. The targeted content extension filters 

incoming content looking for the client identifiers in the table. If the incoming content 

includes a client identifier in the table, the content is further processed. As previously 
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described, the client identifiers can be configured to address a single receiver, a group of 

receivers or even all receivers that receive a broadcast stream.  

[0074] In addition, a more specific client identifier can also be used. For example, certain 

applications may need a better addressing mechanism than just the receiver. For instance, an 

e-mail application is likely to allow multiple users for a single set-top box. Since it is 

difficult to provide a standard mechanism for all possible applications, the targeted content 

extension may leave additional addressing up to each application. For each application, the 

content may provide additional address information that depends on the content identifier 

space or private data field space, e.g. the e-mail application may use a 'To:' field to identify 

the e-mail recipient.  

[0075] Preferably, the targeted content extension includes a table or other database that 

specifies what action handler should be used to process a specified content. An action 

handler can be an application or other program that takes the appropriate action for the 

received content. A preferred action handler can configure the receiver. Configuration can 

include filling in tables or other databases with user specific information. The targeted 

content extension or other programs within the receiver (for example, the receiver's 

middleware) can use this information.  

[0076] Another preferred action handler can control the receiver. Control can include, for 

example, changing the channel of the receiver. Yet another preferred action handler can 

control components of the receiver, for example the middleware program or other software in 

the receiver. Finally, another preferred action handler can run a message or interactive 

program. Favored interactive programs can display messages to the user and prompt the user 

if they want to take some action (such as run another application).  

[0077] The table that lists the appropriate action handlers and other tables and databases 

utilized for by the targeted content extension are preferably obtained and/or updated using 
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packeted content. Tables and databases used by other programs in the receiver can also be 

updated and/or obtained in this manner.  

[0078] The targeted content extension can look up the content main category and subcategory 

in the packeted content to determine which action handler should be used. This table can also 

include where the action handler can be found (if the action handler needed to handle a 

specific content is not on the system, the table can include where the handler can be 

downloaded or otherwise obtained) and what parameters are used to activate the action 

handler. In an alternative embodiment, the information used for finding and running the 

action handler for a particular content packet is sent with the packet.  

[0079] A preferred application displays messages (such as notification and alerts) on a client 

system. Message applications can display the contents of a packet in a variety of ways. For 

example, the messages may be conveyed visually or audibly using the client system. A 

message may be displayed on a video display or on a receiver/set top box. Alternatively, or 

in addition, the client system may utilize audio signals to notify a user of the client system.  

[0080] In a television environment a preferred application is a pop-up message system. The 

popup message system displays messages to a user in a window that overlays normal 

broadcast programming.  

[0081] After receiving a message the application may prompt the user for a response. For 

example, the system may notify a user that they have email or an instant message waiting and 

prompt the user if they wish to launch an email or instant message program to view their 

email or instant message.  

[0082] Preferably, the targeted content extension records information on incoming content.  

This information can include the content identification that identifies the content packet. In 

addition, preferably the expiration date of the content packet is recorded to prevent 

processing the same packet again in its lifecycle.  
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[0083] Fig. 3 is a flowchart of the basic operation of the targeted content extension 300. In 

Fig.3, packeted content is delivered to the targeted content extension at 302. Hardware in the 

receiver, a middleware program or the targeted extension itself can parse out the packeted 

content from regularly scheduled programming of a broadcast stream.  

[0084] The targeted content extension 300 then compares the client identification of the 

picketed content to a table of client identifiers at 304. If the client identifier in the message 

matches an accepted client identifier in the table, the packeted content proceeds to 306, 

otherwise the targeted content is discarded and the targeted content extension returns to 302 

to await the arrival of the next targeted packet.  

[0085] At 306 the content category from the packeted content is found in a table. The table 

lists the appropriate action handler for the content category. In addition, the table can list the 

parameters that need to be provided to the action handler for handling the contents of the 

packet and where on the system the action handler can be found.  

[0086] If the action handler is not on the system, the table can list where it can be obtained.  

The system at 310 can then go and download (or otherwise obtain) the appropriate action 

handler.  

[0087] If the action handler is on the system, the targeted content extension hands the content 

and any parameters to the appropriate action handler for processing the contents of the 

targeted packet at 308. The action handler can take an appropriate action, for example 

running a first interactive application 312, to display a message to the user that they have 

received a new email. In response to a client reply to the message, the first application 312 

may activate a second application 314, which can be, for example, an email program.  

[0088] The above description is presented to enable a person skilled in the art to make and 

use the invention, and is provided in the context of a particular application and its 

requirements. Various modifications to the preferred embodiments will be readily apparent 
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to those skilled in the art, and the generic principles defined herein may be applied to other 

embodiments and applications without departing from the spirit and scope of the invention.  

Thus, this invention is not intended to be limited to the embodiments shown, but is to be 

accorded the widest scope consistent with the principles and features disclosed herein.  

[0089] Other embodiments and uses of the invention will be apparent to those skilled in the 

art from consideration of the specification and practice of the invention disclosed herein. All 

references cited herein, including all U.S. and foreign patents, patent applications, all 

publications and other documentary materials, are specifically and entirely hereby 

incorporated by reference.  
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Claims 

1. A method for distributing content to targeted clients in a broadcast stream 

comprising: 

determining an action handler for processing targeted content; 

preparing a packet comprising content, a client identifier that identifies one or more 

targeted clients, and an identification of a content type; and 

distributing the packeted content in a broadcast stream to a plurality of client systems.  

2. The method of claim 1, wherein the client identifier identifies a single client 

system.  

3. The method of claim 1, wherein the client identifier identifies a group of client 

systems.  

4. The method of claim, wherein the client identifier is a bitmap address that 

identifies a plurality of client systems.  

5. The method of claim 1, wherein the action handler populates a database on a client 

system.  

6. The method of claim 1, wherein the action handler runs an application.  

7. The method of claim 6, wherein the application is a message application that 

displays a message on a client system.  
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8. The method of claim 1, wherein the content type is a multi-layer identifier.  

9. The method of claim 1, wherein the packeted content is distributed at a 

predetermined rate.  

10. A method for receiving targeted content in a broadcast stream comprising: 

receiving at a client receiver a broadcast stream that comprises packeted content, 

wherein the packeted content comprises content, a client identifier for identifying one or 

more client systems that are targeted for the content, and an identification of a content type; 

determining whether the client receiver is targeted for the content; and 

determining an action handler for processing the content according to the identified 

content type.  

11. The method of claim 10, wherein the receiver determines which action handler is 

used to process the content by comparing the content type to a list of client types in the 

receiver.  

12. The method of claim 11, wherein the packeted content comprises an updated list 

of client identifiers for the receiver.  

13. The method of claim 10, wherein the receiver determines whether the client 

receiver is targeted for the content by comparing the client identifier in a packet to a list of 

client identifiers in the receiver.  
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14. The method of claim 13, wherein the packeted content comprises an updated list 

of client identifiers.  

15. The method of claim 10, wherein the client identifier identifies a single client 

system.  

16. The method of claim 10, wherein the client identifier identifies a group of client 

systems.  

17. The method of claim 10, wherein the client identifier is a bitmap address that 

identifies a plurality of client systems.  

18. The method of claim 10, wherein the action handler populates a database on a 

client system.  

19. The method of claim 10, wherein the action handler runs an application.  

20. The method of claim 19, wherein the application is a message application that 

displays a message on a client system.  

21. The method of claim 10, wherein the content type is a multi-layer identifier.  

22. A method of distributing third party content to targeted clients comprising: 

obtaining from a third party content and an identification of clients that are targeted 

for the content; 
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determining a client receiver identification using the identification of clients that are 

targeted for the content, wherein the client receiver identification can be used by a client 

receiver to determine if the client is targeted for the content; 

packeting the content with client receiver identification; and 

distributing the packeted content in a broadcast stream.  

23. A method of distributing content to targeted clients comprising: 

obtaining content and a client identifier that identifies one or more targeted clients; 

preparing a packet comprising the content, client identifier and a targeted packet 

identifier; and 

distributing the packet in a broadcast stream a plurality of times, wherein the rate of 

distribution or the number of times a packet is distributed is determined according to a 

priority of the packet.  

24. A receiving system for receiving targeted content in a broadcast stream, the 

receiving system comprising: 

a targeted content receiving layer, the targeted content receiving layer capable of 

receiving packeted content and filtering the content to determine whether the receiver is a 

target for the content; and 

an application layer, the application layer receiving content from the targeted content 

receiving layer when the receiver is a target for the content.  

25. A computer readable medium containing program instructions, where the 

program instructions are executable to: 
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receive packeted content, wherein the packeted content comprises content, a client 

identifier for identifying one or more clients that are targeted for the content, and 

identification of a content type; 

determine whether a client receiver is targeted for the content; and 

process the content according to the identified content type.  

26. A targeted content system comprising: 

a content provider, wherein the content provider provides content that is to be targeted 

to one or more specific clients; and 

a targeted content server that receives content from the content provider, wherein the 

content server packets the content with a client identifier that identifies one or more targeted 

clients, and an identification of a content type.  

27. A targeted content system comprising: 

a targeted content server that packet the content with a client identifier that identifies 

one or more targeted clients, and an identification of a content type; 

a queuing system that accepts the packeted content from the targeted content server 

and inserts the packeted content into a broadcast stream.  
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