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DIFFERENTIAL TESTING METHOD OF TRANSACTION
PROCESSING SYSTEMS

CROSS REFERENCE TO RELATED APPLICATION
This application claims the benefit of European Patent Application No.
23155227.4, which was filed on February 6, 2023, the entire contents of which are

hereby incorporated by reference for all purposes.

FIELD OF DISCLOSURE
The present disclosure relates to a differential testing method of

transaction processing systems. In embodiments, the disclosure relates to a method.

BACKGROUND TO DISCLOSURE

A transaction network may involve interactions between a number of
different entities, for example, a cardholder, a merchant, an acquirer and an issuer.
The acquirer is the bank or financial institution that provides services for car pricing
to a merchant and the issuer is the bank or other financial institution that has issued a
transaction slash payment card to a card holder.

Within this transaction network, transaction infrastructure in the form
of a payments which routes transaction messages between the acquirer to the issuer
bank. In addition to routine transaction messages between the acquirer and issuer, my
payments which may also be responsible for brokering messages out to a Value
Added Services (VAS) system. Such a VAS system may come up for example,
include loyalty services, payment transaction restrictions, card limits etc associated
with the transaction card of a particular card holder.

The components of the transaction network, have evolved over many
years as additional transaction functionality is added to the transaction system. Over
time therefore such systems may become quite complicated and this may become an
issue whether is a need to either replicate the functionality of the existing system or to
upgrade the hardware or software the existing system.

Before providing a new payments system to handle live transaction
traffic, it is necessary to test such a new system to ensure that it is accurately
replacing the legacy system. Undertaking such differential testing within the context

of a financial system which is subject to Payment Card Industry Data Security
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Standards (PCI DSS), an information security standard that sets out requirements for
transaction systems, is challenging. In particular, such testing of a new payment
components such as a payment switch needs to be mindful that live transaction card
data is not exposed or misrouted as a result of an incorrectly configured payment
component.

Existing techniques of testing a new payment component before
incorporation into a live transaction environment may comprise testing the payment
component within a development environment rather than a production environment
or alternatively may comprise using of copies of real transaction data in a special test
or silent transaction mode.

In a silent mode test copies of real transaction data may be passed
through the new payment component but such copied transaction data may be
enhanced with a transaction flag that identifies it as a test transaction to the
transaction infrastructure. Such a transaction flag may also be sent on to a value added
services system. For value added services system may previously have been informed
that trend test transactions are going to be sent to it and a request may have been made
for such test transactions to be processed in the same way as live transaction data.

Once such silent mode transactions have been sent through the
transaction infrastructure a validator system may compare the silent mode transactions
to the original real live transactions that went through the current production
environment payments and any differences between the two may be highlighted.

There are disadvantages to this silent mode approach, for example real
transaction data might be exposed which would thereby expose customer payment
card details. Such an approach is also reliant on the transaction infrastructure being set
up correctly to receive such cloned transactions during the silent mode test. It is also
noted that because such silent mode transactions will be accompanied by a transaction
flag, then from the point of view of any component within the transaction
infrastructure, for example the value added services system, the silent mode
transactions that are received will vary slightly from real transactions and so the silent
mode test may not be a true test of the capabilities of the new payment component.

The present disclosure has been devised to address and mitigate the

above mentioned problems.
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SUMMARY OF DISCLOSURE

According to a first aspect of the present disclosure there is provided a
computer-implemented method of testing a transaction component within a
production environment of a transaction system against a legacy transaction
component, the transaction component being configured to route transaction messages
between an issuer and an acquirer during a cardholder transaction using a transaction
card having a primary account number (PAN), the method comprising: receiving a
transaction message, the transaction message comprising a plurality of data fields, one
of the plurality of data fields comprising the PAN of the transaction card; associating
the PAN with a shadow primary account number (PAN), the shadow PAN replicating
the format of the PAN; creating a shadow transaction message, the shadow
transaction message comprising a plurality of data fields, one of the plurality of data
fields comprising the shadow PAN; sending the received transaction message to the
legacy transaction component for processing; sending the shadow transaction message
to the transaction component for processing; receiving a processed transaction
message from the legacy component; receiving a processed shadow transaction
message from the transaction component; comparing the data fields of the processed
transaction message and processed shadow transaction message for any discrepancies.

The present disclosure provides a method of testing a transaction
component that is to be used within the production environment of a transaction
system that currently comprises a legacy component (that will eventually be replaced
by the transaction component once it has been tested). The method according to the
first aspect of the present disclosure comprises receiving a transaction messages that
are exchanged between an issuer and acquirer and to create a shadow transaction
message that mirrors the actual transaction message. According to the method of the
present disclosure the shadow transaction message comprises a shadow PAN which is
used to replace the actual PAN contained in the received transaction message.

By using a shadow PAN the method according to the first aspect of the
present disclosure is able to test the transaction component without using the
cardholder’s actual primary account number. The shadow PAN may be formatted to
match the format of the real PAN and to mirror the history of the real PAN but to use
proxy data.

The method according to the first aspect of the present disclosure

therefore provides to receive a transaction message, comprising a plurality of data
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fields, one of which comprises the cardholder’s PAN and to create a shadow
transaction message that mirrors the received transaction message in which the
shadow PAN is used in the shadow transaction message in place of the real PAN.

The received transaction message, i.e. the real transaction message, is sent to the
legacy transaction component in the normal way to be processed as it normally would
be and the shadow transaction message is sent to the new transaction component to be
processed. The processed transaction message and processed shadow transaction
message are then compared to determine any discrepancies between the data fields of
the two message, any such discrepancies indicating that there may be a software bug
in the transaction component.

The transaction component may comprise a payment switch and the
legacy component may comprise a legacy payment switch.

The shadow transaction message may be configured to replicate all the
data fields of the received transaction message apart from the replacement of the PAN
with the shadow PAN.

The PAN may be associated with one of more PAN properties within a
value added services system and the shadow PAN may be configured to replicate the
PAN properties of the PAN. The PAN properties may comprise PAN configuration
and PAN velocity data, the PAN configuration property comprising one or more of
loyalty scheme related data; transaction card spend limit settings; transaction alert
notification settings and the PAN velocity property comprising the transaction history
of the transaction card.

The method according to the first aspect of the present disclosure may
comprise sending a request to a value added services system to provide notification of
any updates to the PAN properties of the PAN and, upon receiving a notification from
the value added services system, updating the configuration of the shadow PAN to
match the updated PAN properties of the PAN.

The transaction message may be a transaction request message
received from a network component associated with the acquirer. The transaction
message may be a transaction response message received from a network component
associated with the issuer.

The transaction system may comprise a splitter component configured
to receive the transaction message from the network component, associate the PAN

with the shadow PAN, create the shadow transaction message and send the received
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transaction message to the legacy payment component and shadow transaction
message to the payment component. The transaction system may also comprise a
validator component which is configured to receive the processed transaction message
from the legacy component and processed shadow transaction message from the
payment component and to compare the data fields of the processed transaction
message and processed shadow transaction message for any discrepancies.

The transaction system may comprise a splitter component configured
to receive the transaction message from the network component, associate the PAN
with the shadow PAN, create the shadow transaction message and send the received
transaction message to the legacy payment component and shadow transaction
message to the payment component; and a validator component which is configured
to receive the processed transaction message from the legacy component and
processed shadow transaction message from the payment component and to compare
the data fields of the processed transaction message and processed shadow transaction
message for any discrepancies, the splitter component and validator component being
integrated into a single component within the transaction system.

The step of associating the PAN with the shadow PAN may comprise
mapping the PAN to the shadow PAN. In particular, the PAN may comprise a bank
identification number, an account number and a check digit and mapping the PAN to
the shadow PAN may comprise replacing a bank identification number with a shadow
BIN and recalculating the check digit.

Alternatively, the step of associating the PAN with the shadow PAN
may comprise generating the shadow PAN using a random number generator and
storing an association between the PAN and shadow PAN.

The method may comprise repeating the testing of the payment
component by receiving further transaction messages and sending further shadow
transaction messages to the transaction component until a predefined range of
transaction messages have been received. The method may also or alternatively
comprise repeating the testing of the payment component by receiving further
transaction messages and sending further shadow transaction messages to the
transaction component until a predetermined number of data field types have been
tested.

According to an aspect of the present disclosure there is provided a

splitter component for use in a production environment of a transaction system to
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enable testing of a transaction component against a legacy transaction component, the
transaction component being configured to route transaction messages between an
issuer and an acquirer during a cardholder transaction using a transaction card having
a primary account number (PAN), the splitter component comprising: an input
configured to receive a transaction message, the transaction message comprising a
plurality of data fields, one of the plurality of data fields comprising the PAN of the
transaction card; a processor configured to: associate the PAN with a shadow primary
account number (PAN), the shadow PAN replicating the format of the PAN;, create a
shadow transaction message, the shadow transaction message comprising a plurality
of data fields, one of the plurality of data fields comprising the shadow PAN; an
output configured to send the received transaction message to the legacy transaction
component for processing.

According to an aspect of the present disclosure, there is provided a
validator component for use in a production environment of a transaction system to
enable testing of a transaction component against a legacy transaction component, the
transaction component being configured to route transaction messages between an
issuer and an acquirer during a cardholder transaction using a transaction card having
a primary account number (PAN), the splitter component comprising: an input
configured to receive a transaction message that has been processed by the legacy
component and to receive a shadow transaction message that has been processed by
the transaction component, the shadow transaction message comprising a plurality of
data fields, one of the plurality of data fields comprising a shadow PAN the shadow
PAN replicating the format of a PAN; comparing the data fields of the processed
transaction message and processed shadow transaction message for any discrepancies

The present disclosure extends to a computing device comprising a
memory and a suitably programmed processor, wherein the computing device is
adapted to carry out the method of the first or second aspects of the present disclosure.

It will be appreciated that similar benefits and advantages will be
associated with the systems and devices implementing these methods as were
described previously in association with the methods. In addition, corresponding
additional (optional) features set out in respect of the above-described methods would
also be equally applicable in respect of the respective systems and devices.

Within the scope of this application it is expressly intended that the

various aspects, embodiments, examples or alternatives set out in the preceding
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paragraphs, in the claims and/or in the following description and drawings, and in
particular the individual features thereof, may be taken independently or in any
combination. That is, all embodiments and/or features of any embodiment can be
combined in any way and/or combination, unless such features are incompatible. The
applicant reserves the right to change any originally filed claim or file any new claim
accordingly, including the right to amend any originally filed claim to depend from
and/or incorporate any feature of any other claim although not originally claimed in

that manner.

BRIEF DESCRIPTION OF THE DRAWINGS

One or more embodiments of the disclosure are now described, by way
of example, with reference to the accompanying drawings, in which:

Figure 1 shows schematically a distributed transaction architecture
using a four-party model;

Figure 2 illustrates elements of a complex distributed system adapted
to implement the transaction architecture of Figure 1;

Figure 3 shows a known transaction system receiving a transaction
message from an acquirer;

Figure 4 shows a known transaction system receiving a transaction
message from an issuer;

Figure S shows a transaction system in accordance with embodiments
of the present disclosure receiving a transaction message from an acquirer;

Figure 6 shows a transaction system in accordance with embodiments
of the present disclosure receiving a transaction message from an issuer;

Figure 7 shows a testing method in accordance with embodiments of

the present disclosure.

DETAILED DESCRIPTION

Figure 1 is a block diagram of a typical four-party model for a
payment transaction scheme. The diagram illustrates the entities present in the model
and the interactions occurring between entities operating in a card scheme. Normally,
card schemes — payment networks linked to payment cards — are based on one of two

models: a three-party model or a four-party model (adopted by the present applicant).
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For the purposes of this document, the four-party model is described in further detail
below.

The four-party model may be used as a basis for the transaction
network. For each transaction, the model comprises four entity types: cardholder 1
(also referred to herein as “consumer”), merchant 2, acquirer 3 and issuer 4. In this
model, the cardholder 1 purchases goods or services from the merchant 2. The issuer
4 is the bank or any other financial institution that issued the card to the cardholder 1.
The acquirer 3 provides services for card processing to the merchant 2. The model
also comprises a central switch 5 — interactions between the issuer 4 and the acquirer
3 are routed via the switch 5 (the switch is referred to in below as “transaction
infrastructure”). The switch 5 enables a merchant 2 associated with one particular
bank acquirer 3 to accept payment transactions from a cardholder 1 associated with a
different bank issuer 4.

A typical transaction between the entities in the four-party model can
be divided into two main stages: authorisation and settlement. The cardholder 1
initiates a purchase of a good or service from the merchant 2 using their card. Details
of the card and the transaction are sent to the issuer 4 via the acquirer 3 and the switch
5 to authorise the transaction. The cardholder 1 may have provided verification
information in the transaction, and in some circumstances may be required to undergo
an additional verification process to verify their identity (such as 3-D Secure in the
case of a remote transaction). Once the additional verification process is complete the
transaction is authorized.

On completion of the transaction between the cardholder 1 and the
merchant 2, the transaction details are submitted by the merchant 2 to the acquirer 3
for settlement. The transaction details are then routed to the relevant issuer 4 by the
acquirer 3 via the switch 5. Upon receipt of these transaction details, the issuer 4
provides the settlement funds to the switch 5, which in turn forwards these funds to
the merchant 120 via the acquirer 3.

Separately, the issuer 4 and the cardholder 1 settle the payment amount
between them. In return, a service fee is paid to the acquirer 3 by the merchant 2 for
each transaction, and an interchange fee is paid to the issuer 4 by the acquirer 3 in
return for the settlement of funds.

In practical implementations of a four-party system model, the roles of

a specific party may involve multiple elements acting together. This is typically the
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case in implementations that have developed beyond a contact-based interaction
between a consumer card and a merchant terminal to digital implementations using
proxy or virtual cards on user computing devices such as a smart phone.

Figure 2 shows an architecture appropriate for interaction between a
cardholder and a merchant. This figure shows a general-purpose architecture for
reference, but it shows elements of an architecture used when a cardholder carries out
a transaction with a merchant server.

For a conventional transaction, a cardholder 1 will use their payment
card 6 — or a mobile computing device such as smartphone 11 adapted for use as a
contactless payment device — to transact with a POS terminal 7 of a merchant 2.
However, in embodiments relevant to the present disclosure, the cardholder will use
his or her computing device — which may be any or all of a cellular telephone handset,
a tablet, a laptop, a static personal computer or any other suitable computing device
(here cellular telephone handset or smartphone 11 is shown) — and other computing
devices such as a smart watch or other wearable device may also be used) — to act
either as a proxy for a physical payment card 6 or as a virtual payment card operating
only in a digital domain. The smartphone 11 may achieve this with a mobile payment
application and a digital wallet, as described below. The smart phone 11 can use these
to transact with a merchant POS terminal 7 using NFC or another contactless
technology, or to make a payment in association with its wallet service as discussed
below. Additionally or alternatively, for a remote transaction, the smartphone 11 may
also be able be able to interact with a merchant server 12 representing the merchant 2
over any appropriate network connection, such as the public internet — the connection
to the merchant may be provided by an app or application on the computing device.

The transaction scheme infrastructure (hereafter simply referred to as
‘transaction infrastructure’) 5 here provides not only the computing infrastructure
necessary to operate the card scheme and provide routing of transactions and other
messaging to parties such as the acquirer 3 and the issuer 4, but also a wallet service /
server 17 to support a digital wallet on the cardholder computing device; optionally,
an internet gateway 18 is also provided to accept internet-based transactions for
processing by the transaction infrastructure. This internet gateway 18 may be
provided by a payment service provider, and in some arrangements the merchant 2
may interact with an internet gateway rather than directly with the acquirer. In other

embodiments, the wallet service / server 17 may be provided similarly by a third party
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with an appropriate trust relationship with the transaction scheme provider. To
support tokenization, a token service provider 19 is present (again, this is shown as
part of transaction infrastructure 5 but may be provided by a third party with
appropriate trust relationships), and the transaction infrastructure 5 provides a digital
enablement service 16 to support the performance of tokenized digital transactions,
and to interact with other elements of the system to allow transactions to be performed
correctly — this digital enablement service may include other elements, such as token
service provision. A processor device 20 associated with the issuer 4 may be provided
within the transaction infrastructure 5. This issuer processor device 20 may handle
“on behalf” services (such as authorisation) for the issuer 4.

The transaction infrastructure 5 further comprises a component 30,
referred to herein as the payment switch, which is configured to route transaction
messages between the issuer and the acquirer.

Figure 3 shows the operation of a legacy payment switch 30 while
processing a transaction request message.

Figure 3 shows the payment switch 30 that is present within the
transaction infrastructure 5. Also shown are two network processors (32a, 32b) and a
value added services system 34. The VAS system 34 is used to provide additional
services to cardholders such as loyalty systems, the management of spend limits on
transactions associated with a particular payment card and also the issue of transaction
alerts to the card holder. It is noted that there may be multiple VAS systems
(34...34n) which may operate in parallel to enhance a received transaction message as
discussed below.

The network processors (32a, 32b) are located in bank branches
belonging to the acquirer 3 and the issuer 4 respectively and are configured to send
and receive transaction request messages 36 (“0100” messages) and transaction
response messages 46 (“0110” messages, shown in Figures 4 and 6) between the
issuer/ acquirer and the network switch 30.

In use, a transaction request message 36 that is generated by the
acquirer 3 as a result of a cardholder transaction at a merchant is sent by the network
processor 32a to the payment switch 30.

In one transaction system configuration, the payment switch 30 may
determine the identity of the acquirer 3 and simply route the transaction request

message 36 via the network processor 32b to the issuer 4. However, the payment
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switch 30 may be associated with a value added services system 34 and, upon receipt
of the transaction request message 36 from the acquirer 3, the transaction switch 30
may send a service discovery request 40 to the VAS system 34. The service discovery
request 40 may comprise the entire transaction request message 36 or may comprise
selected information from the transaction request message such as the cardholder
PAN associated with the transaction in question.

The VAS system 34, upon receipt of the service discovery request,
looks up the cardholder PAN and determines if any value added services should be
applied to the transaction request message 36.

The VAS system then returns a service response 42 to the payment
switch 30 and the payment switch 30 then sends an enhanced transaction request
message 44 (a 0100’ format message) to the network processor 32b. The enhanced
transaction request message 44 is then processed by the issuer 4.

It is noted that the payment switch 30 may be configured to create the
enhanced transaction request message 44 (the 0100’ message) based on the original
transaction request message 36 and feedback from the VAS system 34. Although the
process is described in relation to a single VAS system 34, it is noted that the payment
switch 30 may be in communication with multiple VAS systems 34...34n (and so
may create the enhanced transaction request message 44 on the basis of feedback
from multiple VAS systems).

The payment switch 30 may therefore be configured to cache a copy of
the transaction request message 36 that it sends to the VAS system(s) (34... 34n).
When the VAS system(s) return a service response 42 then the payment switch 30
may be configured to create the enhanced transaction request message 44 by (i)
incorporating data elements within the service response 42 into the transaction request
message 36 (where there was no content in the data element in the original transaction
request message) or (ii) replacing the data elements in the original transaction request
message 36 with the data elements received by the VAS system(s).

Figure 4 shows the same transaction infrastructure as in Figure 3 but
for a transaction response message process in which a transaction response message
46 (a“0110” format message) from the acquirer 3 is sent from the network processor
32b to the payment switch 30. As in Figure 3, the payment switch 30 may route the

transaction response message directly to the network processor 32a associated with
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the issuer 4 or, if it is in communication with a VAS system 34, it may issue a service
discovery request 40 to the VAS system.

Where a service discovery request 40 is received by the VAS system
34, a process similar to that described in relation to Figure 3 occurs in which the
transaction response message 46 is enhanced with value added services associated
with the PAN of the transaction card being used in the transaction. The enhanced
transaction response message 48 (a 0110° format message) is then sent to the network
processor 32a.

It is noted that “transaction request messages” 36 and “transaction
response messages” 46, which are referred to herein as “transaction messages”,
comprise a plurality of data fields relating to the transaction that is being processed.
The Primary Account Number (PAN) of the transaction card being used in the
transaction is present in one of the data fields. Other data relating to the transaction
appears in the other data fields for example the transaction card expiry date, the CVC,
merchant details, transaction amount, transaction items etc.

Once the service response 42 has been received back from the VAS
system 34 to the payment switch 30, one or more of the plurality of data fields in the
transaction message may either have been changed or provided with new data relevant
to the transaction being processed to produce an enhanced transaction message (either
an enhanced transaction request message 44 or an enhanced transaction response
message 48).

The value added services associated with a PAN within the VAS
system 34 represent the “PAN properties”. The PAN properties, in turn, comprise the
PAN configuration (namely loyalty programme related data, transaction card spend
limits, and transaction alert related information) and velocity data (the transaction
history of the transaction card).

Figures 5 and 6 show a transaction infrastructure in accordance with an
embodiment of the present disclosure in which a differential testing method according
to an embodiment of the present disclosure is deployed to test the functionality of a
(new) payment switch 50 within the production environment of the transaction
system. Figure 5 shows the differential testing method according to an embodiment of
the present disclosure as it is applied to a transaction request message 36 (a “0100”

format message) and Figure 6 shows the differential testing method according to an
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embodiment of the present disclosure as it is applied to a transaction response
message 46 (a “0110” format message).

As noted above, financial systems are subject to payment card industry
data secure standard (PCI DSS) requirements and so a method is needed of testing the
new payment switch without exposing or misrouting production environment card
data transactions.

Within Figures 5 and 6, like features with Figures 3 and 4 are denoted
by like reference numerals. Within Figure 5, a splitter component 52a is shown
located between, and in communication with, the network processor 32a associated
with the acquirer 3 and the existing payment switch 30, which is referred to in Figure
5 as the “legacy switch”. A validator component 54a is also provided which is located
between the legacy payment switch 30 and the network processor 32b associated with
the issuer 4.

The splitter component 52a is additionally in communication with a
new payment switch 50, the functionality of which needs to be tested before being
deployed within the production environment of the transaction system 5 in place of
the legacy switch 30. Likewise, the validator component 54a is additionally in
communication with the new payment switch 50. The new payment switch 50 is in
communication with the value added services system 34. For the sake of clarity in
Figure 5 the value added services system 34 at the top of the figure is replicated at the
bottom of the figure.

The splitter 52a comprises an input 300 and output 302 and the
validator 54a comprises an input 306 and output 308 which are described in more
detail in Figure 7.

In order to satisfy PCI DSS requirements when testing the functionality
of the new payment switch 50, the differential testing method according to an
embodiment of the present disclosure is configured to create a shadow or cloned PAN
upon receiving a transaction message 36, the shadow/cloned PAN being configured to
have the same PAN properties as the PAN that is contained within the transaction
message 36. In particular, when the transaction message 36 is received from the
acquirer 3, the splitter component 52a is configured to pass this received transaction
response message 36 to the legacy switch 30 and also to create a shadow/cloned

transaction response message 56 which is identical to the received transaction
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response message 36 with the exception that the PAN is replaced with a
shadow/cloned PAN.

The transaction response message 36 progresses through the legacy
payment switch 30 in a manner similar to that described with reference to Figure 4
and an enhanced transaction response message 44 is sent to the validator component
54,

The shadow/cloned transaction response message 56 is sent to the new
payment switch 50 which then sends a service discovery message 58 to the value
added services system 34 and receives a service response 60 comprising value added
services corresponding to the shadow PAN. An enhanced shadow transaction
response message 62, comprising the shadow transaction response message 56 that
has been enhanced with the value added services data returned by the VAS system 34,
is then sent from the payment switch 50 to the validator component 54a.

The validator component 54a is then arranged to check the data fields
of the two received enhanced messages (44, 62) to determine if there are any
discrepancies.

Figure 6 shows the differential testing method according to
embodiments of the present disclosure in respect of a transaction reply message
received from an issuer. As shown in Figure 6 a splitter component 52b is associated
with the network component 32b of the issuer 4 and a validator component 54b is
associated with the network component of the acquirer 3. The splitter (52b) and
validator (54b) components are, as in Figure 5, in communication with the payment
switch 50 in addition to the legacy payment switch 30.

The splitter 52b comprises an input 310 and output 312 and the
validator 54b comprises an input 314 and output 316 which are described in more
detail in Figure 7.

It is noted that the splitter component 52b and validator component
54b of Figure 6 are essentially carrying out the same function as the splitter
component 52a and validator component 54b shown in Figure 5, namely they are
cloning a received transaction message and replacing the PAN contained therein with
a shadow PAN.

In use, upon receiving a transaction response message 46 from the
issuer 4, the splitter component 52b is configured to pass this received transaction

response message 46 to the legacy switch 30 and also to create a shadow/cloned
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transaction response message 64 which is identical to the received transaction
response message 46 with the exception that the PAN is replaced with a
shadow/cloned PAN.

The transaction response message 46 progresses through the legacy
payment switch 30 in a manner similar to that described with reference to Figure 4
and an enhanced transaction response message 48 is sent to the validator component
54b.

The shadow/cloned transaction response message 64 is sent to the new
payment switch 50 which then sends a service discovery message 66 to the value
added services system 34 and receives a service response 68 comprising value added
services corresponding to the shadow PAN. An enhanced shadow transaction
response message 70, comprising the shadow transaction response message 64 that
has been enhanced with the value added services data returned by the VAS system 34,
is then sent from the payment switch 50 to the validator component 54b.

The validator component 54 is then arranged to check the data fields of
the two received enhanced messages (48, 70) to determine if there are any
discrepancies.

In more detail the differential testing method according to the present
disclosure is shown in Figure 7 and comprises the following:

In step 200, a transaction message (36, 46) is received at an input (300,
310) of the splitter component (52a, 52b). The transaction message (36, 46) comprises
a plurality of data fields, one of the plurality of data fields comprising the PAN of the
transaction card.

In step 202, the splitter component (52a, 52b) associates the PAN in
the received transaction message with a shadow primary account number (shadow
PAN), the shadow PAN replicating the format of the PAN. It is further noted that the
shadow/cloned PAN that is created by the splitter component (52a, 52b) is arranged to
have the same PAN properties as the PAN that is contained within the transaction
request message (36, 46) that is received from the acquirer 3/issuer 4.

In step 204, the splitter component (52a, 52b) creates a shadow
transaction message (56, 64) the shadow transaction message comprising a plurality
of data fields, one of the plurality of data fields comprising the shadow PAN and the
remaining data fields being a copy of the equivalent data fields in the received

transaction message.
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In step 206, the splitter component (52a, 52b) outputs the received
transaction message (36, 46) from the output (302. 312) to the legacy switch 30.

In step 208, the splitter component (52a, 52b) outputs the shadow
transaction message (56, 64) from the output (302. 312) to the payment switch 50. It
is noted that steps 204 and 206 may occur in any order or simultaneously.

The legacy switch 30 receives the transaction request message (36, 46)
from the splitter component (52a, 52b) and processes it as described above with
relation to Figure 3 to create an enhanced transaction request message (44, 46). The
new payment switch 50 receives the shadow/cloned transaction request message (56,
64) and sends a service discovery message (58, 66) to the value added services system
34.

The value added services system 34 processes the received service
discovery request (58, 66) from the new payment switch 50 and returns, in a service
response message (60, 68) back to the new payment switch 50, value added services
associated with the shadow PAN in order to create an enhanced shadow transaction
request message (62, 70) (a 0100” format message).

In step 210 the enhanced transaction request message (44, 48) is
received at the input (306, 314) of the validator component (54a, 54b) and in step 212
the enhanced shadow transaction request message 62, 70 is received at the input (306,
314) of the validator component (54a, 54b).

In step 214, the validator component (54a, 54b) is configured to check
the data fields of the received enhanced transaction message (44, 48) against the data
fields of the enhanced shadow transaction message (62, 70) to determine if there are
any discrepancies.

The enhanced transaction request message (44, 48) is passed from the
output (308, 316) of the validator component (54a, 54b) to the network processor
(32b, 32a) in a similar manner as described above the relation to Figure 3. The
enhanced shadow transaction request message (62, 70) is held at the validator
component (54a, 54b) and progresses no further through the transaction system 5.

The validator component (54a, 54b) outputs via the output (308, 316) a
notification message in step 216 highlighting the presence of any discrepancies.

As noted above the splitter component (52a, 52b) is arranged to
associate a shadow PAN with the PAN contained in the received transaction message

(36, 46) and then to create a shadow transaction message (56, 64) which is data
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message comprising a plurality of data fields which are a clone of the data fields of
the received transaction message apart from the substitution of the shadow PAN in
place of the received PAN.

The received PAN has a data format in which: PAN = Bank
Identification Number (BIN) + account identifier (PAN NR) + check digit.

In one embodiment the step of associating the PAN with a shadow
PAN (step 202 in Figure 7) may comprise using a simple function to replace the

original BIN with a shadow BIN such that:

Original PAN = Original BIN + Original PAN NR + Check digit
Shadow PAN = Shadow BIN + Original PAN NR + computed digit

For example, if the original PAN = 511111 + 123456789 + 0 then the
BIN (511111) may be replaced with a shadow BIN of 211111 and the check digit
recomputed, such that the shadow PAN =211111 + 123456789 + 7.

In an alternative embodiment the step of associating the PAN with a
shadow PAN (step 202 in Figure 7) may comprise replacing the received PAN with a
randomly generated shadow PAN. It is noted that the shadow PAN may be generated
as needed or alternatively a bank of shadow PANs may be generated in advance and
retrieved and associated with a received PAN as required.

A shadow PAN may be associated with a received PAN every time a
transaction message is received. Alternatively, the shadow PAN may be synchronised
to reflect changes in the PAN properties within the VAS system such that the shadow
PAN maintains the same PAN properties of the received PAN over time. In this way
the same shadow PAN may be used in both a transaction request message and
transaction response message.

The diagnostic method according to embodiments of the present
disclosure may be run on a plurality of incoming transaction messages until all
transaction types have been “seen” by the new payment switch 50 and the
performance of the payment switch 50 has been assessed by the validator component
(54a, 54b) in each case. The diagnostic method according to embodiments of the
present disclosure may additionally be run on sufficient incoming transaction
messages such that the payment switch 50 has been tested against each data field

within the received transaction message.
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In the above discussion a cardholder’s PAN is replaced with a shadow
PAN. In the event that the received transaction message comprises a token PAN (e.g.
an Apple Pay token PAN) instead of the actual transaction card’s PAN then the
method according to the present disclosure may additionally recover the actual card
PAN before creating the shadow transaction message. In such cases an initial value
added service system may be arranged to check the token PAN and retrieve the actual
PAN before enriching the transaction message with the actual PAN. The transaction
message may then proceed through the above process containing both the token and
real PANs in different data elements of the transaction message. Subsequent value
added services may operate on either the real or token PAN. When creating the
shadow PAN the method according to the present disclosure may create a shadow
token PAN and a shadow (real) PAN.

References above to the transaction message comprising the PAN of
the transaction card should be understood to relate to the actual card PAN or a token
PAN that is associated with the actual card PAN (e.g. a token PAN as in the Apple
Pay system). The created shadow transaction message should be understood to
encompass shadow transaction messages comprising both the shadow PAN and, in the
event the received transaction message comprised a token PAN, a shadow token PAN.

As the skilled person will appreciate, the embodiments described
above are exemplary, and further embodiments falling within the spirit and scope of
the disclosure may be developed by the skilled person working from the principles

and examples set out above.
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CLAIMS

1. A computer-implemented method of testing a transaction
component within a production environment of a transaction system against a legacy
transaction component, the transaction component being configured to route transaction
messages between an issuer and an acquirer during a cardholder transaction using a
transaction card having a primary account number (PAN), the method comprising:

receiving a transaction message, the transaction message comprising a
plurality of data fields, one of the plurality of data fields comprising the PAN of the
transaction card;

associating the PAN with a shadow primary account number (PAN), the
shadow PAN replicating the format of the PAN;

creating a shadow transaction message, the shadow transaction message
comprising a plurality of data fields, one of the plurality of data fields comprising the
shadow PAN;

sending the received transaction message to the legacy transaction
component for processing;

sending the shadow transaction message to the transaction component
for processing;

receiving a processed transaction message from the legacy component;

receiving a processed shadow transaction message from the transaction
component;

comparing the data fields of the processed transaction message and

processed shadow transaction message for any discrepancies.

2. A method as claimed in Claim 1, wherein the transaction
component comprises a payment switch and the legacy component comprises a legacy

payment switch.

3. A method as claimed in Claim 1 or Claim 2, wherein the
shadow transaction message is configured to replicate all the data fields of the
received transaction message apart from the replacement of the PAN with the shadow

PAN.
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4. A method as claimed in any preceding claim where the PAN is
associated with one of more PAN properties within a value added services system and

the shadow PAN is configured to replicate the PAN properties of the PAN.

5. A method as claimed in Claim 4, wherein the PAN properties
comprise PAN configuration and PAN velocity data, the PAN configuration property
comprising one or more of’ loyalty scheme related data; transaction card spend limit
settings; transaction alert notification settings and the PAN velocity property

comprising the transaction history of the transaction card.

6. A method as claimed in Claim 4 or 5, comprising sending a
request to a value added services system to provide notification of any updates to the
PAN properties of the PAN and, upon receiving a notification from the value added
services system, updating the configuration of the shadow PAN to match the updated
PAN properties of the PAN.

7. A method as claimed in any preceding claim, wherein the
transaction message is a transaction request message received from a network
component associated with the acquirer or the transaction message is a transaction

response message received from a network component associated with the issuer.

8. A method as claimed in Claim 7, wherein the transaction
system comprises a splitter component configured to receive the transaction message
from the network component, associate the PAN with the shadow PAN, create the
shadow transaction message and send the received transaction message to the legacy

payment component and shadow transaction message to the payment component.

9. A method as claimed in Claim 7 or 8, wherein the transaction
system comprises a validator component which is configured to receive the processed
transaction message from the legacy component and processed shadow transaction
message from the payment component and to compare the data fields of the processed

transaction message and processed shadow transaction message for any discrepancies.
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10. A method as claimed in any preceding claim, wherein
associating the PAN with the shadow PAN comprises mapping the PAN to the
shadow PAN.

11. A method as claimed in any one of Claims 1 to 9, wherein
associating the PAN with the shadow PAN comprises generating the shadow PAN
using a random number generator and storing an association between the PAN and

shadow PAN.

12. A method as claimed in any preceding claim, comprising
repeating the testing of the payment component by receiving further transaction
messages and sending further shadow transaction messages to the transaction

component until a predefined range of transaction messages have been received.

13. A method as claimed in any preceding claim, comprising
repeating the testing of the payment component by receiving further transaction
messages and sending further shadow transaction messages to the transaction

component until a predetermined number of data field types have been tested.

14. A splitter component for use in a production environment of a
transaction system to enable testing of a transaction component against a legacy
transaction component, the transaction component being configured to route
transaction messages between an issuer and an acquirer during a cardholder
transaction using a transaction card having a primary account number (PAN), the
splitter component comprising:

an input configured to receive a transaction message, the transaction
message comprising a plurality of data fields, one of the plurality of data fields
comprising the PAN of the transaction card,

a processor configured to:

associate the PAN with a shadow primary account number
(PAN), the shadow PAN replicating the format of the PAN;

create a shadow transaction message, the shadow transaction
message comprising a plurality of data fields, one of the plurality of data fields

comprising the shadow PAN;
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an output configured to send the received transaction message to

the legacy transaction component for processing.

15. A validator component for use in a production environment of a
transaction system to enable testing of a transaction component against a legacy
transaction component, the transaction component being configured to route
transaction messages between an issuer and an acquirer during a cardholder
transaction using a transaction card having a primary account number (PAN), the
splitter component comprising:

an input configured to receive a transaction message that has been
processed by the legacy component and to receive a shadow transaction message that
has been processed by the transaction component, the shadow transaction message
comprising a plurality of data fields, one of the plurality of data fields comprising a
shadow PAN the shadow PAN replicating the format of a PAN;

comparing the data fields of the processed transaction message and

processed shadow transaction message for any discrepancies.
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