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SYSTEMS AND METHODS FOR MONITORING GLOBALLY DISTRIBUTED
REMOTE STORAGE DEVICES

CROSS REFERENCE
[0001] This application claims priority to U.S. Patent Application No.
14/503,095 filed September 30, 2014 and titled “Systems and Methods for
Monitoring Globally Distributed Remote Storage Devices.”

BACKGROUND

[0002] Advancements in media delivery systems and media-related
technologies continue to increase at a rapid pace. Increasing demand for media has
influenced the advances made to media-related technologies. Computer systems
have increasingly become an integral part of the media-related technologies.
Computer systems may be used to carry out several media-related functions. The
wide-spread access to media has been accelerated by the increased use of computer
networks, including the Internet and cloud networking.

[0003] Many homes and businesses use one or more computer networks to
generate, deliver, and receive data and information between the various computers
connected to computer networks. Users of computer technologies continue to
demand increased access to information and an increase in the efficiency of these
technologies. Improving the efficiency of computer technologies is desirable to
those who use and rely on computers.

[0004] With the wide-spread use of computers has come an increased
presence of in-home computing capability. As the prevalence and complexity of
home computing systems and devices expand to encompass other systems and
functionality in the home, opportunities exist for improved communication between
devices distributed across many homes, such as data storage devices in peer-to-peer

networks.

DISCLOSURE OF THE INVENTION
[0005] Methods and systems are described for remotely monitoring a

plurality of distributed remote storage devices. An example computer implemented
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method includes locally collecting monitoring data for one of the plurality of
distributed remote storage devices, and periodically sending at least one of an
aggregate of the locally recorded monitoring data and a summary of the locally
recorded monitoring data to a remote location. The remote location includes at least
one of another one of the plurality of distributed remote storage devices, at least one
central server, and a set of the plurality of distributed remote storage devices.

[0006]In one example, the monitoring data may include at least one of
processor utilization, disk space utilization, input/output load, and network traffic
statistics. The monitoring data may include at least one of counts of method
invocations, timing data about execution paths, and error and success path counts.
The method may include confirming receipt of the at least one of an aggregate of the
locally recorded monitoring data and a summary of the locally recorded monitoring
data. The method may include locally storing the monitoring data on the one of the
plurality of distributed remote storage devices. The method may include storing the
at least one of an aggregate of the locally recorded monitoring data and a summary
of the locally recorded monitoring data on the one of the plurality of distributed
remote storage devices. The at least one of an aggregate of the locally recorded
monitoring data and a summary of the locally recorded monitoring data may be for
monitoring data collected within a time period, and periodically sending the
monitoring data may include sending monitoring data from successive time periods.

[0007] Another embodiment is directed to a computer-program product for
remotely monitoring a plurality of distributed remote storage devices. The
computer-program product includes a non-transitory computer-readable medium
storing instructions executable by a processor to receive recorded monitoring data
from at least one of the plurality of distributed remote storage devices, locally
collect monitoring data, and transmit the locally collected monitoring data and the
recorded monitoring data periodically to at least one of another one of the plurality
of distributed remote storage devices and a central server.

[0008]In one example, the received recorded monitoring data may include
receiving recorded monitoring data from two or more of the plurality of distributed
remote storage devices. The instructions may be executable by a processor to cache

the locally collected monitoring data between transmitting the locally collected

2



10

15

20

25

30

CA 02960190 2017-03-03

WO 2016/053561 PCT/US2015/048034

monitoring data periodically. The recorded monitoring data may include at least one
of an aggregate of the recorded monitoring data and a summary of the recorded
monitoring data. The recorded monitoring data may be collected locally on the at
least one the plurality of distributed remote storage devices. The monitoring data
may include at least one of processor utilization, disk space utilization, input/output
load, network traffic statistics, counts of method invocations, timing data about
execution paths, and error and success path counts. The plurality of distributed
remote storage devices may be control panels for home automation systems.

[0009] A further example relates to an apparatus for remotely monitoring a
plurality of distributed remote storage devices. The apparatus includes a processor,
a memory in electronic communication with the processor, and instructions stored in
the memory. The instructions are exccutable by the processor to receive recorded
monitoring data from at least one of the plurality of distributed remote storage
devices, locally collect monitoring data, locally store the locally collected
monitoring data and the received recorded monitoring data, and transmit the locally
collected monitoring data and the recorded monitoring data periodically to at least
one of another one of the plurality of distributed remote storage devices and a
central server.

[0010]In one example, locally collecting monitoring data, locally storing the
locally collected monitoring data and the received recorded monitoring data, and
transmitting the locally collected monitoring data and the received recorded
monitoring data may be performed by one of the plurality of distributed remote
storage devices. The recorded monitoring data may be collected locally by the at
least one of the plurality of distributed remote storage devices. Transmitting the
locally collected monitoring data and the recorded monitoring data may include
transmitting at least one of a summary and an aggregate of the locally collected
monitoring data and the recorded monitoring data. Receiving recorded monitoring
data may include receiving at least one of a summary and an aggregate of recorded
monitoring data from two or more of the plurality of distributed remote storage
devices. The instructions may be executable by the processor to receive a request to

re-transmit the locally collected monitoring data and the recorded monitoring data.
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[0011] The foregoing has outlined rather broadly the features and technical
advantages of examples according to the disclosure in order that the detailed
description that follows may be better understood. Additional features and
advantages will be described hereinafter. The conception and specific examples
disclosed may be readily utilized as a basis for modifying or designing other
structures for carrying out the same purposes of the present disclosure. Such
equivalent constructions do not depart from the spirit and scope of the appended
claims. Features which are believed to be characteristic of the concepts disclosed
herein, both as to their organization and method of operation, together with
associated advantages will be better understood from the following description when
considered in connection with the accompanying figures. Each of the figures is
provided for the purpose of illustration and description only, and not as a definition

of the limits of the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] A further understanding of the nature and advantages of the
embodiments may be realized by reference to the following drawings. In the
appended figures, similar components or features may have the same reference label.
Further, various components of the same type may be distinguished by following the
reference label by a dash and a second label that distinguishes among the similar
components. If only the first reference label is used in the specification, the
description is applicable to any one of the similar components having the same first
reference label irrespective of the second reference label.

[0013] FIG. 1 is a block diagram of an environment in which the present
systems and methods may be implemented;

[0014] FIG. 2 is a block diagram of another environment in which the
present systems and methods may be implemented;

[0015] FIG. 3 is a block diagram of another environment in which the
present systems and methods may be implemented;

[0016] FIG. 4 is a block diagram of another environment in which the

present systems and methods may be implemented;
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[0017] FIG. 5 is a block diagram of a monitoring module of at least one of
the environments shown in FIGS. 1-4;

[0018] FIG. 6 is a block diagram of a monitoring module of at least one of
the environments shown in FIGS. 1-4;

[0019] FIG. 7 is a flow diagram illustrating a method for remotely
monitoring a plurality of distributed remote storage devices;

[0020] FIG. 8 is a flow diagram illustrating another method for remotely
monitoring a plurality of distributed remote storage devices;

[0021] FIG. 9 is a flow diagram illustrating another method for remotely
monitoring a plurality of distributed remote storage devices; and

[0022] FIG. 10 is a block diagram of a computer system suitable for
implementing the present systems and methods of FIGS. 1-9.

[0023] While the embodiments described hercin are susceptible to various
modifications and alternative forms, specific embodiments have been shown by way
of example in the drawings and will be described in detail herein. However, the
exemplary embodiments described herein are not intended to be limited to the
particular forms disclosed. Rather, the instant disclosure covers all modifications,

equivalents, and alternatives falling within the scope of the appended claims.

BEST MODE(S) FOR CARRYING OUT THE INVENTION

[0024] The present disclosure is directed generally to remote monitoring of
computing resources, and more particularly relates to remote monitoring of devices
distributed across the globe and not physically accessible to a system administrator.

[0025] Monitoring services may include services that watch other services
and collect statistics and other data on their performance and functionality.
Monitoring services are a fairly mature area within datacenter operations.
Monitoring services in an environment having an order of magnitude more
components (e.g., hundreds of thousands or millions of components) than is typically
found inside datacenters have not been developed, particularly in environments in
which the ratio of users to devices approaches 1 (as compared to datacenters in

which a few devices (e.g., servers) service thousands of users concurrently).
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[0026] In addition to the scaling challenges of these environments,
network topology challenges exist when the devices are not housed in sanitized
network environments such as in datacenters where the devices are under complete
control of the network administrators. Additionally, these environments may include
asymmetrical connectivity characteristics due to network address translations
(NATSs) and firewalls, and bandwidth characteristics. Further, housing devices in the
hands of the end users may also present unique trust and security challenges for
monitoring purposes.

[0027] The devices being monitored according to the present disclosure
typically include both storage capacity and computing capacity. The devices may be
in communication with each other via a peer-to-peer (p2p) network, wherein each
device is considered a node in the network and produces a stream of data. Such data
may include metrics such as processor utilization, disk space utilization, input/output
load, network traffic statistics, etc. The data may also include higher level data
about the operation of software components, such as counts of method invocations,
timing data about execution paths, error and success path counts, etc. In a normal
server environment, this type of data is generally sent to a number of central
collectors for analysis. Typically, the collectors gather data from hundreds of
Servers.

[0028] In a p2p network, which can scale to hundreds of thousands or even
millions of nodes, a central group of collectors in a single location or a small number
of locations can be made to deal with the load monitoring data from all nodes.
However, this arrangement presents several problems, including difficulty in scaling
the collection servers appropriately as the p2p system grows, and scaling the amount
of bandwidth available at the central collection site(s) as the p2p system grows.
Instead, each node in the network can locally record its own data and periodically
send aggregate or summary data to another location (so that it can be made available
even when the node is offline, which is when the data is often most useful). The
other location can be a set of central servers as described above, or it can be another
node in the p2p network, or a set of other nodes in the p2p network.

[0029] Traditional monitoring systems typically provide a central

collection system that can be accessed locally via fast, dedicated network
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connections. In the distributed remote storage device environment in which the
present invention operates, collection services are distant and accessible over
sometimes low bandwidth and high latency network connections.

[0030] The present disclosure may provide for caching much of the
monitoring data locally and sending the cached data in periodic aggregate bursts to a
collector instead of continuously blasting, and broadening the central collector by
making it hierarchically distributed. Caching data locally allows the system to be
more efficient in total network resources, and also makes the data easier to re-
transmit if data is lost in transit. Losing data in transit is typically a more severe
problem over distant, low bandwidth, high latency links than over direct connections
between machines in a datacenter.

[0031] Broadening the central collector with hierarchically distributed
systems according to the present disclosure permits use of devices in the network
itself as temporary caching collectors for data while on its way to the central
collector. The hierarchal structure may help on distant, low bandwidth, high latency
links. The hierarchal structure may also help lessen the load on centralized
monitoring services, adding bandwidth and processing resources.

[0032] Much of the data collected in monitoring systems is time series
data. Many of the ways that time series data is used is in aggregate summaries:
averages, totals, means, medians, percentiles, etc. Aggregate time series data can be
transmitted more efficiently in a hierarchically distributed collection system,
because each intermediate node can summarize incoming data into a much smaller
stream to pass on to the next node in the network.

[0033] FIG. 1 is a block diagram illustrating one embodiment of
environment 100 in which the present systems and methods may be implemented.
Environment 100 includes a remote storage device 105, a central server 110, a
monitoring module 115, and a network 120. Although monitoring module 115 is
shown as a separate component of the environment 100, it is possible to include
monitoring module 115 as part of either or both of remote storage device 105 and
central server 110. Further, while a single remote storage device 105 is shown in
environment 100, it is possible to have a plurality of remote storage devices 105

(e.g., nodes), such as on the order of tens of thousands, hundreds of thousands, or
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millions of remote storage devices 105. Monitoring module 115 may be included in
or at least operate on any one or all of the remote storage devices 105.

[0034] The environment 100 differs from other types of systems in which
the storage devices are consolidated in a single data center or in a few high density
datacenters in which the system administrator has complete physical control over the
storage devices. The storage devices, according to the present disclosure, are
typically distributed in a plurality of remote locations, and are typically stored as
separate and singular storage devices for each given physical location. In at least
some examples, the ratio of users to storage devices is approximately 1, as compared
to data centers in which the ratio of devices to users is significantly higher. Another
distinct difference between the distributed remote storage device network of the
present disclosure and those of consolidated datacenters is the lack of control over
network topology of where the user plugs in each of the remote storage devices 105.
Further, the network administrator has little control over when and how the remote
storage devices 105 are connected to the network since each individual user has the
option of connecting the remote storage device 105 to the network whenever and
wherever they would like to. These and other characteristics of the distributed
remote storage device network within which the present disclosure is operable
present challenges for collecting and conveying monitoring data, such as the
monitoring data defined above related to operation and status of each individual
remote storage device 105.

[0035] The remote storage devices 105 may include, for example, an
operating system, data storage capacity, and the ability to communicate with other
remote storage devices and other remote resources such as, for example, central
server 110. Monitoring module 115 may facilitate communication between remote
storage device 105 and other remote storage devices and/or central server 110.
Typically, the components of environment 100 maintain communication via network
120. Network 120 may utilize any available communication technology such as, for
example, Bluetooth, Zigby, Z-wave, infrared (IR), radio frequency (RF), near field
communication (NFC), or other short distance communication technologies. In other
examples, network 120 may include cloud networks, local area networks (LAN),

wide area networks (WAN), virtual private networks (VPN), wireless networks
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(using 802.11 for example), and/or cellular networks (e.g., using 3G and/or LTE),
etc. In some embodiments, network 120 may include the internet.

[0036] Monitoring module 115 may operate to locally collect monitoring
data for remote storage device 105. Monitoring module 115 may cache, temporarily
store, or permanently store the monitoring data for remote storage device 105. The
caching and restoring of the monitoring data may occur locally on remote storage
device 105. Periodically, monitoring module 115 may send out that monitoring data
to another location such as, for example, central server 110 or a different remote
storage device in the network. Eventually, the monitoring data will be transmitted to
central server 110 if not initially transmitted there. Central server 110 may operate
to not only collect the monitoring data from remote storage device 105 and other
storage devices in the network, but also may consolidate, analyze, summarize, or
otherwise process the monitoring data for any of a number of desired purposes.
Central server 110 may also communicate back to remote storage device 105. For
example, central server 110 may provide confirmation of receipt of the monitoring
data. Central server 110 may provide instructions to remote storage device 105 such
as, for example, a request to resend the monitoring data or portions thereof, alter a
frequency at which the monitoring data is delivered from remote storage device 105,
and/or instructions for creating a hierarchy of remote storage devices 105 for
purposes of collecting, saving, aggregating, and/or transmitting the monitoring data
to central server 110. Monitoring module 115 may facilitate communications from
central server 110 to remote storage device 105 and other storage devices in the
network.

[0037] Monitoring module 115 may operate to summarize or aggregate the
monitoring data associated with remote storage device 105. Aggregating the data
may include collecting the monitoring data into a packet or a data stream,
consolidating or compressing the monitoring data, or the like. Transmitting
aggregate data from remote storage device 105 to central server 110 may reduce the
amount of resources required and may limit the number and frequency of
communications between remote storage device 105 and central server 110.
Alternatively, monitoring module 115 may summarize the monitoring data

associated with remote storage device 105. The summary may include information
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about trends, overall performance characteristics, and other high level information
regarding and/or representing the monitoring data. The summary may have a
significantly reduced data size as compared to the aggregate data, which may
facilitate casier transmission from remote storage device 105 to central server 110
and reduce allocation of resources to provide communication of the monitoring data.

[0038] Monitoring module 115 may operate at least in part to determine
what information from the monitoring data can be aggregated and/or summarized for
purposes of transmission to central server 110. In at least some examples, some of
the monitoring data is neither aggregated nor summarized, while other of the
monitoring data is aggregated and/or summarized prior to transmission to central
server 110. Monitoring module 115 may operate to transmit monitoring data from
remote storage device 105 to central server 110 on a periodic basis such as in the
range of, for example, about 1 second to about 10 minutes or every hour, and more
preferably about every 1 minute to 5 minutes. Monitoring module 115 may transmit
monitoring data collected during the period of time that has elapsed since the prior
transmission. In at least some examples, monitoring module 115 caches or stores the
monitoring data for one or more predetermined time periods (e.g., periods of time
between transmissions), or some other time period sufficient to confirm receipt of
the transmitted monitoring data to central server 110. In at least some examples,
monitoring module 115 automatically deletes or erases the monitoring data after a
predetermine time period or after a number of transmissions have occurred.

[0039] FIG. 2 is a block diagram illustrating one embodiment of an
environment 200 in which the present systems may be implement. Environment 200
may include at least some of the components of environment 100 described above.
Environment 200 may include a plurality of remote storage devices 105-a, a separate
remote storage device 105-b, and a central server 110 that communicate with each
other via network 120. Each of the remote storage devices 105 may include
monitoring module 115 or at least components thereof.

[0040] Remote storage device 105-a and 105-b may represent different
levels or groups of remote storage devices in a hierarchal structure for the network.
In some examples, remote storage devices 105-a may each locally collect monitoring

data associated with that particular remote storage device. The collected monitoring
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data for the remote storage devices 105-a may be transmitted to remote storage
device 105-b at least periodically. Monitoring module 115 of remote storage device
105-b may, on a periodic basis, transmit the monitoring data from remote storage
devices 105-a to central server 110. Monitoring module 115 of remote storage
device 105-b may also periodically, on the same or a different schedule from
transmitting monitoring data from remote storage devices 105-a, transmit the
monitoring data collected at remote storage device 105-b associated with remote
storage device 105-b. Monitoring module 115 may aggregate or summarize the
monitoring data from remote storage devices 105-a prior to transmitting that
monitoring data to central server 110.

[0041] Each of remote storage devices 105-a and remote storage device
105-b may cache, temporarily or permanently, the collected monitoring data locally
for that particular remote storage device. The cached or otherwise stored monitoring
data may be maintained for a certain period of time, a number of transmission
cycles, or the like as a backup copy of the monitoring data. In at least some
examples, the transmission of monitoring data to central server 110 may fail, for
example, due to bandwidth restrictions, hardware failures, lost data, or the like.
Central server 110 may request re-transmission of the monitoring data in response to
a transmission failure. The monitoring modules 115 may re-transmit the monitoring
data using the cached or otherwise stored monitoring data on any one of the remote
storage devices 105.

[0042] In at least some examples, monitoring module 115 may transmit the
monitoring data from any one or all of the remote storage devices 105 in a particular
hierarchal structure sequentially in portions or packets until all of the monitoring
data has been transmitted. Monitoring module 115 may control, for example, the
amounts of monitoring data transmitted at any given time, the timing for transmitting
the monitoring data, the format of the monitoring data, and the like.

[0043] FIG. 3 is a block diagram illustrating one example of an
environment 300 in which the present systems and methods may be implemented.
Environment 300 may include at least some of the components of environments 100,
200 described above. Environment 300 may include a plurality of remote storage

devices 105-c¢c and a central server 110-a that communicate with each other via
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network 120. The remote storage devices 105-c and central server 110-a may
include monitoring module 115 or components thereof. Remote storage devices 105-
¢ may additionally include a processor 405 and memory 410. Processor 405 may
assist with operating monitoring module 115 including processing of at least some of
the monitoring data collected locally for remote storage devices 105-c, and making
determinations related to sending the monitoring data and/or storing the monitoring
data. The monitoring data may be stored on memory 410. The memory 410 may be
segmented or partitioned to store various types of data. For example, memory 410
may include one segment that is dedicated to storing monitoring data at least
temporarily, and other segments dedicated to storing other data such as, for example,
data blocks, metadata, and the like.

[0044] In at least some examples, monitoring module 115 may operate at
least in part on central server 110-a. Monitoring module 115 in this context may
operate to receive the monitoring data in some format and according to some
schedule or frequency from one or more remote storage devices 105. Monitoring
module 115 may facilitate such communications for the monitoring data.
Monitoring module 115 may also operate to request further information from remote
storage devices 105 such as, for example, a request to re-transmit the monitoring
data, a request to re-format the monitoring data, a request for different types of
monitoring data, or a request for a different frequency for sending the monitoring
data. Monitoring module 115 may operate to store the monitoring data locally at
central server 110-a. Monitoring module 115 may operate to perform various
processing and other functions related to the monitoring data.

[0045] Remote storage devices 105-c may be part of a hierarchical
structure for the thousands, hundreds of thousands, or millions of remote storage
devices 105 in any given distributed remote storage device network. Each of the
remote storage devices 105-c may receive monitoring data from other remote storage
devices and may transmit the monitoring data from other storage devices to central
server 110-a via network 120. Any one of remote storage devices 105-c may operate
to aggregate, summarize, or in some way process or save the monitoring data

received from other remote storage devices 105 as well as from locally collected
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monitoring data from remote storage devices 105-c itself (e.g., prior to transmitting
the monitoring data to central server 110-a).

[0046] FIG. 4 is a block diagram illustrating one example of an
environment 400 in which the present systems and methods may be implemented.
Environment 400 may include at least some of the components of environments 100,
200, 300 described above. Environment 400 may include a plurality of remote
storage devices 105 arranged in a hierarchical structure. A remote storage devices
105 may be arranged and configured to transmit monitoring data associated with the
remote storage devices 105 back to central server 110. Each remote storage device
105 may include monitoring module 115 or at least components thereof.

[0047] Environment 400 includes a plurality of remote storage devices 105
arranged in communication with each remote storage device 105-a. Remote storage
devices 105-a may locally collect monitoring data associated with itself, and may
additionally summarize or aggregate the monitoring data received from a plurality of
remote storage devices 105. Monitoring module 115 may operate at least in part to
perform transmission, storing, aggregating and/or summarizing of monitoring data
from a remote storage devices 105 and remote storage device 105-a. The monitoring
data at remote storage devices 105-a may be transmitted periodically to remote
storage device 105-b, which in turn may transmit monitoring data for some or all of
the remote storage devices 105 in the hierarchical structure of environment 400 to
central server 110.

[0048] Monitoring module 115 may operate to maintain the monitoring
data for each individual remote storage device 105 separate and distinct from each
other even when aggregating and/or summarizing the monitoring data of a plurality
of remote storage devices in a given hierarchical structure.

[0049] FIG. 4 does not show the network 120 interposed between the
various remote storage devices 105, 105-a, 105-b, and central server 110. However,
environment 400 typically would include a network 120 between components of
environment 400 to assist with transmitting monitoring data between any one of
remote storage devices 105, 105-a, 105-b and/or between any of the remote storage

devices 105, 105-a, 105-b and central server 110.

13



10

15

20

25

30

CA 02960190 2017-03-03

WO 2016/053561 PCT/US2015/048034

[0050] FIG. 5 is a block diagram illustrating an example of monitoring
module 115-a. Monitoring module 115-a may be one example of the monitoring
module 115 described above with reference to FIGS. 1-4. Monitoring module 115-a
may include a data collection module 505, a storage module 510, an aggregation
module 515, and a transmit module 520. In other examples, monitoring module 115-
a may include more or fewer modules than those shown in FIG. 5.

[0051] Data collection module 505 may operate to collect data from
multiple sources. One source may be a local collection of monitoring data
associated with a particular storage device. Another source of data may be
monitoring data received from another storage device, wherein the monitoring data
is in any desired format including, for example, an aggregate, summary, or constant
flow of data. A further source of data may be an aggregate or summary of
monitoring data from a plurality of other storage devices in a hierarchical structure
of storage devices.

[0052] Storage module 510 may operate to store the monitoring data at a
particular storage device. For example, storage module 510 may operate to store the
locally collected monitoring data for a particular storage device. Storage module
510 may also store monitoring data received from one or more other storage devices.
Storage module 510 may temporarily store or cache the monitoring data. Storage
module 510 may automatically erase or delete the stored monitoring data after a
certain period of time (e.g., after a certain number of cycles of transmitting the
monitoring data to another storage device or to the central server 110).

[0053] Aggregation module 515 may operate to format or process the
collected monitoring data prior to transmitting the monitoring data to another
location. Aggregation module 515 may aggregate or consolidate certain of the
monitoring data. Aggregation module 515 may summarize or process the monitoring
data such as, for example, compressing the data into a reduced size and/or format.
Aggregation module 515 may operate to process or format monitoring data in
different ways depending on the type of data and/or the source of the monitoring
data.

[0054] Transmit module 520 may operate to transmit monitoring data from

one or more storage devices to a remote location such as, for example, another
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storage device and/or the central server 110. Transmit module 520 may also control
a timing of transmission such as, for example, transmissions on a periodic basis
(e.g., data transmission once every 1 minute to 5 minutes, or once a day). Transmit
module 520 may operate to transmit monitoring data depending on the operation
state of a given storage device or the storage devices from which the monitoring is
received.

[0055] FIG. 6 is a block diagram illustrating another example monitoring
module 115-b. Monitoring module 115-b may be one example of the monitoring
module described above with reference to FIGS. 1-4. Monitoring module 115-b may
include, in addition to data collection module 505, storage module 510, aggregation
module 515, and transmit module 520, a data receipt module 605 and a confirmation
module 610. In other examples, monitoring module 115-b may include more or
fewer modules than those shown in FIG. 6.

[0056] Data receipt module 605 may assist in receiving and handling
monitoring data received from other sources such as, for example, other remote
storage devices 105 in a hierarchical structure of storage devices. Data receipt
module 605 may handle incoming monitoring data from other sources, whercas data
collection module 505 may operate to collect locally generated monitoring data for a
particular remote storage device 105 upon which monitoring module 115-b is
operating at least in part.

[0057] Confirmation module 610 may operate to confirm receipt of
monitoring data from other storage devices. Confirmation module 610 may operate
to confirm receipt of monitoring data transmitted via transmit module 520 to a
remote location such as, for example, another storage device and/or the central
server 110. In the event that confirmation is not received within a certain period of
time, confirmation module may facilitate re-transmission of monitoring data via
transmit module 520 to a remote location. Confirmation module 610 may also
generate messages, requests, and the like to other storage devices from which
monitoring data is received in the event of, for example, incomplete transmission,
damaged data, or the like.

[0058] FIG. 7 is a block diagram illustrating one embodiment to a method

700 for remotely monitoring a plurality of distributed remote storage devices. In
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some configurations, method 700 may be implemented by the monitoring module
115 shown and described with reference to FIGS. 1-6. In other examples, method
700 may be performed generally by remote storage device 105 and/or central server
110 shown in FIGS. 1-4, or even more generally by the environments 100, 200, 300,
400 shown in FIGS. 1-4.

[0059] At block 705, method 700 includes locally collecting monitoring
data for one of the distributed remote storage devices. Block 710 includes
periodically sending at least one of an aggregate of the locally recorded monitoring
data and a summary of the locally recorded data to a remote location. The remote
location includes at least one of another one of the plurality of distributed remote
storage devices, at least one central server, and a set of the plurality of distributed
remote storage devices.

[0060] The method 700 may also provide that the monitoring data include
at least one of processor utilization, disc space utilization, input/output load, and
network traffic statistics. The monitoring data may include at least one of counts of
method invocations, timing data about execution paths, and error and success paths
counts. Method 700 may include confirming receipt of the at least one of an
aggregate of the locally recorded monitoring data and a summary of the locally
recorded monitoring data. Method 700 may include locally storing the monitoring
data on one of the distributed remote storage devices. The method 700 may include
storing the at least one of an aggregate of the locally recorded monitoring data and a
summary of the locally recorded data on one of the distributed remote storage
devices. The at least one of the aggregate of the locally recorded monitoring data
and a summary of the locally recorded monitoring data is for monitoring data
collected within a given time period, and periodically sending a monitoring data
includes sending monitoring data from successive time periods.

[0061] FIG. 8 is a block diagram illustrating one embodiment of a method
800 for remotely monitoring a plurality of distributed remote storage devices. In
some configurations, the method 800 may be implemented by the monitoring module
115 shown and described with reference to FIGS. 1-6. In one example, method 800

may be performed generally by remote storage device 105 and/or central server 110
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shown in FIGS. 1-4, or even more generally by the environments 100, 200, 300, 400
shown in FIGS. 1-4.

[0062] At block 805, the method 800 includes receiving recorded
monitoring data from at least one of the plurality of distributed remote storage
devices. Block 810 includes locally collecting monitoring data. Block 815 includes
transmitting the locally collected monitoring data and the recorded monitoring data
periodically to at least another one of the plurality of distributed remote storage
devices and a central server.

[0063] The received recorded monitoring data may include receiving
recorded monitoring data from two or more of the plurality of distributed remote
storage devices. The method 800 may include caching the locally collected
monitoring data between transmitting the locally collected data periodically. The
recorded monitoring data may include at least one of an aggregate of the recorded
monitoring data and a summary of the recorded monitoring data. The recording
monitoring data may be collected locally on the at least one of the plurality of
distributed remote storage devices. The monitoring data may include at least one of
processor utilization, disc and space utilization, input/output load, network traffic
statistics, accounts of method invocations, timing about execution paths, and error
and success pack counts. The plurality of distributed remote storage devices may be
control panels for home automation systems.

[0064] FIG. 9 is a block diagram illustrating one embodiment of a method
900 for remotely monitoring a plurality of distributed remote storage devices. The
method 900 may, in some configurations, be implemented by the monitoring module
115 shown and described with reference to FIGS. 1-6. In one example, method 900
may be performed generally by remote storage devices 105 and/or central server 110
shown in FIGS. 1-4, or even more generally by the environments 100, 200, 300, 400
shown in FIGS 1-4.

[0065] At block 905, method 900 includes receiving recorded monitoring
data from at least one of the plurality of distributed remote storage devices. Block
910 includes locally collecting monitoring data. Block 915 includes locally storing
the locally collected monitoring data and the received recorded monitoring data.

Block 920 includes transmitting the locally collected monitoring data and the
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recorded monitoring data periodically to at least one of another one of the plurality
of distributed remote storage devices and a central server.

[0066] According to method 900, locally collecting monitoring data,
locally storing the locally collected monitoring data and the received recorded
monitoring data, and transmitting the locally collected monitoring data and the
received recorded monitoring data may be performed by one of the plurality of
distributed remote storage devices. The recorded monitoring data may be collected
locally by the at least one of the plurality of distributed remote storage devices.
Transmitting the locally collected monitoring data and the recorded monitoring data
may include transmitting at least one of a summary and an aggregate of the locally
collected monitoring data and the recorded monitoring data. Receiving recorded
monitoring data may include receiving at least one of a plurality and an aggregate of
recorded monitoring data from two or more of the plurality of distributed remote
storage devices. The method 900 may include receiving a request to re-transmit the
locally collected monitoring data and the recorded monitoring data.

[0067] FIG. 10 depicts a block diagram of a controller 1000 suitable for
implementing the present systems and methods. In one configuration, controller
1000 includes a bus 1005 which interconnects major subsystems of controller 1000,
such as a central processor 1010, a system memory 1015 (typically RAM, but which
may also include ROM, flash RAM, or the like), an input/output controller 1020, an
external audio device, such as a speaker system 1025 via an audio output interface
1030, an external device, such as a display screen 1035 via display adapter 1040, an
input device 1045 (e.g., remote control device interfaced with an input controller
1050), multiple USB devices 1065 (interfaced with a USB controller 1070), and a
storage interface 1080. Also included are at least one sensor 1055 connected to bus
1005 through a sensor controller 1060 and a network interface 1085 (coupled
directly to bus 1005).

[0068]Bus 1005 allows data communication between central processor 1010
and system memory 1015, which may include read-only memory (ROM) or flash
memory (neither shown), and random access memory (RAM) (not shown), as
previously noted. The RAM is generally the main memory into which the operating

system and application programs are loaded. The ROM or flash memory can
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contain, among other code, the Basic Input-Output system (BIOS) which controls
basic hardware operation such as the interaction with peripheral components or
devices. For example, the monitoring module 115-c to implement the present
systems and methods may be stored within the system memory 1015. Applications
resident with controller 1000 are generally stored on and accessed via a non-
transitory computer readable medium, such as a hard disk drive (e.g., fixed disk
drive 1075) or other storage medium. Additionally, applications can be in the form
of electronic signals modulated in accordance with the application and data
communication technology when accessed via network interface 1085.

[0069]Storage interface 1080, as with the other storage interfaces of
controller 1000, can connect to a standard computer readable medium for storage
and/or retrieval of information, such as a fixed disk drive 1075. Fixed disk drive
1075 may be a part of controller 1000 or may be separate and accessed through other
interface systems. Network interface 1085 may provide a direct connection to a
remote server via a direct network link to the Internet via a POP (point of presence).
Network interface 1085 may provide such connection using wireless techniques,
including digital cellular telephone connection, Cellular Digital Packet Data (CDPD)
connection, digital satellite data connection, or the like. In some embodiments, one
or more sensors (e.g., motion sensor, smoke sensor, glass break sensor, door sensor,
window sensor, carbon monoxide sensor, and the like) connect to controller 1000
wirelessly via network interface 1085.

[0070]Many other devices or subsystems (not shown) may be connected in a
similar manner (e.g., entertainment system, computing device, remote cameras,
wireless key fob, wall mounted user interface device, cell radio module, battery,
alarm siren, door lock, lighting system, thermostat, home appliance monitor, utility
equipment monitor, and so on). Conversely, all of the devices shown in FIG. 10
need not be present to practice the present systems and methods. The devices and
subsystems can be interconnected in different ways from that shown in FIG. 10. The
aspect of some operations of a system such as that shown in FIG. 10 are readily
known in the art and are not discussed in detail in this application. Code to
implement the present disclosure can be stored in a non-transitory computer-readable

medium such as one or more of system memory 1015 or fixed disk drive 1075. The
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operating system provided on controller 1000 may be i0S®, ANDROID®, MS-dOS®,
MS-WINDOWS®, 0S/2%, UNIX®, LINUX®, or another known operating system.

[0071]Morecover, regarding the signals described herein, those skilled in the
art will recognize that a signal can be directly transmitted from a first block to a
second block, or a signal can be modified (e.g., amplified, attenuated, delayed,
latched, buffered, inverted, filtered, or otherwise modified) between the blocks.
Although the signals of the above described embodiment are characterized as
transmitted from one block to the next, other embodiments of the present systems
and methods may include modified signals in place of such directly transmitted
signals as long as the informational and/or functional aspect of the signal is
transmitted between blocks. To some extent, a signal input at a second block can be
conceptualized as a second signal derived from a first signal output from a first
block due to physical limitations of the circuitry involved (e.g., there will inevitably
be some attenuation and delay). Therefore, as used herein, a second signal derived
from a first signal includes the first signal or any modifications to the first signal,
whether due to circuit limitations or due to passage through other circuit elements
which do not change the informational and/or final functional aspect of the first
signal.

[0072] While the foregoing disclosure sets forth various embodiments using
specific block diagrams, flowcharts, and examples, each block diagram component,
flowchart step, operation, and/or component described and/or illustrated herein may
be implemented, individually and/or collectively, using a wide range of hardware,
software, or firmware (or any combination thereof) configurations. In addition, any
disclosure of components contained within other components should be considered
exemplary in nature since many other architectures can be implemented to achieve
the same functionality.

[0073] The process parameters and sequence of steps described and/or
illustrated herein are given by way of example only and can be varied as desired.
For example, while the steps illustrated and/or described herein may be shown or
discussed in a particular order, these steps do not necessarily need to be performed

in the order illustrated or discussed. The various exemplary methods described
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and/or illustrated herein may also omit one or more of the steps described or
illustrated herein or include additional steps in addition to those disclosed.

[0074] Furthermore, while various embodiments have been described and/or
illustrated herein in the context of fully functional computing systems, one or more
of these exemplary embodiments may be distributed as a program product in a
variety of forms, regardless of the particular type of computer-readable media used
to actually carry out the distribution. The embodiments disclosed herein may also be
implemented using software modules that perform certain tasks. These software
modules may include script, batch, or other executable files that may be stored on a
computer-readable storage medium or in a computing system. In some
embodiments, these software modules may configure a computing system to perform
one or more of the exemplary embodiments disclosed herein.

[0075]The foregoing description, for purpose of explanation, has been
described with reference to specific embodiments. However, the illustrative
discussions above are not intended to be exhaustive or to limit the invention to the
precise forms disclosed. Many modifications and variations are possible in view of
the above teachings. The embodiments were chosen and described in order to best
explain the principles of the present systems and methods and their practical
applications, to thereby enable others skilled in the art to best utilize the present
systems and methods and various embodiments with various modifications as may be
suited to the particular use contemplated.

[0076] Unless otherwise noted, the terms “a” or “an,” as used in the
specification and claims, are to be construed as meaning “at least one of.” In
addition, for ease of use, the words “including” and “having,” as used in the
specification and claims, are interchangeable with and have the same meaning as the
word “comprising.” In addition, the term “based on” as used in the specification and

the claims is to be construed as meaning “based at least upon.”
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What is claimed is:

1. A computer implemented method for remotely monitoring a plurality of
distributed remote storage devices, comprising:

locally collecting monitoring data for one of the plurality of distributed remote
storage devices;

periodically transmitting at least one of an aggregate of the locally collected
monitoring data and a summary of the locally collected monitoring data to a remote
location, the remote location including at least one of another one of the plurality of
distributed remote storage devices, at least one central server, and a set of the plurality
of distributed remote storage devices; and

deleting the locally collected monitoring data based at least in part on a quantity
of transmission cycles satisfying a threshold, each transmission cycle corresponding to
a transmission of the at least one of the aggregate of the locally collected monitoring

data and the summary of the locally collected monitoring data to the remote location.

2. The method of claim 1, wherein the monitoring data includes at least one of
processor utilization, disk space utilization, input or output load, and network traffic

statistics.

3. The method of claim 1, wherein the monitoring data includes at least one of
counts of method invocations, timing data about execution paths, and error and success

path counts.

4. The method of claim 1, further comprising:
confirming receipt of the at least one of the aggregate of the locally collected

monitoring data and the summary of the locally collected monitoring data.

5. The method of claim 1, further comprising:
locally storing the monitoring data on the one of the plurality of distributed

remote storage devices.
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6. The method of claim 1, further comprising:
storing the at least one of the aggregate of the locally collected monitoring data
and the summary of the locally collected monitoring data on the one of the plurality of

distributed remote storage devices.

7. The method of claim 1, wherein the at least one of the aggregate of the locally
collected monitoring data and the summary of the locally collected monitoring data is
for monitoring data collected within a time period, and periodically sending the
monitoring data includes sending the locally collected monitoring data from successive

time periods.

8. A computer-program product for remotely monitoring a plurality of distributed
remote storage devices, the computer-program product comprising a non-transitory
computer-readable medium storing instructions executable by a processor to:

receive recorded monitoring data from at least one of the plurality of distributed
remote storage devices;

locally collect monitoring data;

transmit the locally collected monitoring data and the recorded monitoring data
periodically to at least one of another one of the plurality of distributed remote storage
devices and a central server; and

delete the locally collected monitoring data and the recorded monitoring data
based at least in part on a quantity of transmission cycles satisfying a threshold, each
transmission cycle corresponding to a transmission of the locally collected monitoring

data and the recorded monitoring data.
9. The computer-program product of claim 8, wherein the received recorded

monitoring data includes receiving the locally collected monitoring data from two or

more of the plurality of distributed remote storage devices.

23

Date Recue/Date Received 2022-10-20



10. The computer-program product of claim 8, wherein the instructions are
executable by the processor to:
cache the locally collected monitoring data between transmitting the locally

collected monitoring data periodically.

11.  The computer-program product of claim 8, wherein the recorded monitoring data
includes at least one of an aggregate of the recorded monitoring data and a summary of

the recorded monitoring data.

12.  The computer-program product of claim 8, wherein the recorded monitoring data
is collected locally on the at least one of the plurality of distributed remote storage

devices.

13.  The computer-program product of claim 8, wherein the monitoring data includes
at least one of processor utilization, disk space utilization, input or output load, network
traffic statistics, counts of method invocations, timing data about execution paths, and

error and success path counts.

14.  The computer-program product of claim 8, wherein the plurality of distributed

remote storage devices are control panels for home automation systems.

15.  An apparatus for remotely monitoring a plurality of distributed remote storage
devices, comprising:

a processor;

a memory in electronic communication with the processor; and

instructions stored in the memory, the instructions being executable by the
processor to:

receive recorded monitoring data from at least one of the plurality of
distributed remote storage devices;

locally collect monitoring data;
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locally store the locally collected monitoring data and the received
recorded monitoring data;

transmit the locally collected monitoring data and the recorded monitoring
data periodically to at least one of another one of the plurality of distributed
remote storage devices and a central server; and

delete the locally collected monitoring data and the recorded monitoring
data based at least in part on a quantity of transmission cycles satisfying a
threshold, each transmission cycle corresponding to a transmission of the locally

collected monitoring data and the recorded monitoring data.

16. The apparatus of claim 15, wherein locally collecting the monitoring data,
locally storing the locally collected monitoring data and the received recorded
monitoring data, and transmitting the locally collected monitoring data and the received
recorded monitoring data is performed by one of the plurality of distributed remote

storage devices.

17. The apparatus of claim 15, wherein the recorded monitoring data is collected

locally by the at least one of the plurality of distributed remote storage devices.

18.  The apparatus of claim 15, wherein transmitting the locally collected monitoring
data and the recorded monitoring data includes transmitting at least one of a summary
and an aggregate of the locally collected monitoring data and the recorded monitoring

data.
19. The apparatus of claim 15, wherein receiving the recorded monitoring data
includes receiving at least one of a summary and an aggregate of the recorded

monitoring data from two or more of the plurality of distributed remote storage devices.

20.  The apparatus of claim 15, wherein the instructions are executable by the processor

to:
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receive a request to re-transmit the locally collected monitoring data and the

recorded monitoring data.
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700 \

Locally collecting monitoring data for one of the
plurality of distributed remote storage devices

- 705

Periodically sending at least one of an aggregate of
the locally recorded monitoring data and a summary
of the locally recorded monitoring data to a remote
location, the remote location including at least one of
another one of the plurality of distributed remote
storage devices, at least one central server, and a set
of the plurality of distributed remote storage devices
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